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{a UEFITool NE alpha 56 (Dec 29 2019) - 4X4R1001.41C - O K
File Action View Help
Structure Informaticn
Name Ac Type Subtype Text G Fixed: No
~ Ps2Main File DXE driver Ps2Main e e
DXE d?pendency ?ect.mn Sectfqn DXE d?pendency Fiil size: 4Ch (76)
PE32 image section Section PE32 image Header size: &h (4)
UI section Section Ul Body size: 48h (72)
Version section Section Version Parsed expression:
w AtaPassThru File DXE driver AtaPassThru PUSH EfiSmmBase2ProtocolGuid
DXE dependency section Section DXE dependency PUSH EfiPcdProtocolGuid
PE32 image section Section PE32 image PUSH EfiSmmAccess2ProtocolGuid
UI section Section uI PUSH 395C33FE-287F-413E-AB55-8088CAE1D43E
Version section Section Version AND
« FatDxe File DXE driver Fat s
PE32 image section Section PE32 image END
UI section Section uI
Version section Section Version
“ Nvme File DXE driver Mvme
DXE dependency section Section DXE dependency
PE32 image section Section PE32 image
UI section Section uI
Version section Section Version
w PiSmmCore File SMM core PiSmmCore
PE32 image section Section PE32 image
UI section Section U1
Version section Section Version
w FlashDriverSmm File SMM module FlashDriverSmm
MM dependency section Section MM dependency
PE32 image section Section PE32 image
UT section Section uI
Version section Section Version
w NvramSmm File SMM module HvramSmm
MM dependency section Section MM dependency b
Parser FIT Security Search Builder
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HVCI Bypass Exploitation
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https://medium.com/@dannyodler/attacking-the-golden-ring-on-amd-mini-pc-

b7bfb217b437

https://www.blackhat.com/us-20/briefings/schedule/#breaking-vsm-by-attacking-

securekernel-20382

https://medium.com/@matrosov/uefi-vulnerabilities-classification-4897596e60af

https://github.com/tpn/pdfs/blob/master/Battle%200f%20SKM%20and%201UM%20

-%20How%20Windows%2010%20Rewrites%200S%20Architecture%?20-

%20Alex%20lonescu%20-%202015%20(blackhat2015).pdf
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