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SELinux - the hands on way

.0"0'02N DMAT? 71 0121 MXANN 7Y NTA 77NN 77N2 1271 2NN KXWl KIN SELinux-2 win'win Xwi

NI DIOPIO DUWIN'YI NINDAIT 2V 2'NN2 '3 770 - KW DONID'Y XAN TNNN

.security server-n DY NIpwNNNNN 0'¥ApN NOWNd niwnwn /sys/fs/SELinux |21 /SELinux Nifz'n
,Jetc/SELinux/module ni'p'ninl nowwnn 7w policies-1 Nixavap n'7'on Jetc/SELinux NN

0NN TIRoN? NiwiNTN policy libraries-n NX Ni7'on /var/lib/SELinux
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liveuser@localhost:/

File Edit View Search Terminal Help

[liveuser@localhost ~]1% 1s

Desktop Documents Downloads Music Pictures Public Templates Videos
[liveuser@localhost ~]1% cd ../

[liveuser@localhost homel$ 1=

liveuser

[Liveuser@localhost homel$ cd ../

[liveuser@localhost /1% 1s

dev home media opt root Sys Uusr
boot etc lost+found mnt proc run srv - var
[liveuser@localhost /1% sestatus
SELinux status: enabled
SELinuxfs mount: /sys/Ts/selinux
SELinux root directory: Jetc/selinux
Loaded policy name: targeted
Current mode: enforcing
Mode from config file: enforcing
Policy MLS status: enabled
Policy deny unknown status: allowed
Max kernel policy version: 28

[liveuser@localhost /1% ]

'X ?7nSELinux: Linux - The Secure Way -
www.DigitalWhisper.co.il
9 2020 \'xN29 ,115 [I'7a




Technologic

“NIYIIA'9IPN YAIPA IXIANWY '9) SELinux '019 NX NIXIY? NNWOKN sestatus NTIFO

[root@localhost selinux]# setenforce 0
[root@localhost selinux]# sestatus

SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: targeted
Current mode: permissive

Mode from config file: enforcing
Policy MLS status: enabled

Policy deny_unknown status: allowed

Max kernel policy version: 28

[root@localhost selinux]# il

NN91 TWND .NN71IY9 NX N'P7N NI2DY NI 7Y permissive-7 SELinux-N 2¥n NX 1117'w 7"10 Xnarma

:SELinux-n 2¥Nn NX NIW71 NIDXT7 2211 ,NITYIIA'91IPN YaI7 NIX

[root@localhost selinux]# cat /etc/selinux/config

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=enforcing

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,
# minimum - Modification of targeted policy. Only selected processes are protected.
# mls - Multi Level Security protection.

SELINUXTYPE=targeted

[root@localhost selinux]# [i

NDIYNI INYNLVNI NIO™ISN 71N TWORN semanage 790

Terminal

liveuser@adi:~

File Edit View Search Terminal Help
semanage(8) semanage(8)

NAME
semanage - SELinux Policy Management tool

SYNOPSIS
Output local customizations
semanage [ -S store ] -o [ output_file | - ]

Input local customizations
semanage [ -S store ] -i [ input_file | - ]

Manage booleans. Booleans allow the administrator to modify the con-
finement of processes based on his configuration.

semanage boolean [-S store] -{d|m|l|D} [-nN] [--on|--off|-1]-0] -F
boolean | boolean_file

Manage SELinux confined users (Roles and levels for an SELinux user)
semanage user [-S store] -{a|d|m|Ll|D} [-LnNPrR] selinux_name

Manage login mappings between linux users and SELinux confined users.
semanage login [-S store] -{a|d|m|L|D} [-nNrs] login_name | %groupname

Manage policy modules.
semanage module [-S store] -{a|d|l} [-m [--enable | --disable] ] [-N]
module_name

Manage network port type definitions
semanage port [-S store] -{a|d|m|L|D} [-nNrt] [-p proto] port |
port_range

Manage network interface type definitions
semanage interface [-S store] -{a|d|m|L|D} [-nNrt] interface_spec

'N '7InSELinux: Linux - The Secure Way -
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n'-boolean-n 775 naxni SELinux 'wnnwn? nd>yn

WwWNNWUN 7Y 19Mn D2AXIM NIKAN NRIMNAI

:SELinux-2 D'ZINN N7 D'wnwnn

Usr/sbin/semanage:
[liveuser@adi ~]$ semanage login -1
/usr/sbin/semanage:
[liveuser@adi ~]$ su
[root@adi liveuser]# semanage login -1

SELINuUX pollCy 1S nol managed or store cannotl be accessed.

SELinux policy is not managed or store cannot be accessed.

MLS/MCS Range Service

Login Name SELinux User
| default__ unconfined_u
root unconfined_u
system_u system_u

s0-s0:¢c0.c1023
s0-s0:c0.c1023
s0-s0:¢c0.c1023

*
*
*

[root@adi liveuser]# ||

>
Terminal

liveuser@adi:/home/liveuser

File Edit View Search Terminal Help

root unconfined_u 50-s0:c0.c1023

system_u system_u s@-s0:c0.cl023 *
[root@adi liveuser]# semanage boolean -1

SELinux boolean State Default Description

ftp_home_dir (off , off) ftp_home_dir
smartmon_3ware (off , off) smartmon_3ware
xdm_sysadm_login (off , off) xdm_sysadm_login
xen_use_nfs (off , off) xen_use nfs
mozilla_read_content (off , off) mozilla_read_content
ssh_chroot_rw_homedirs (off , ©off) ssh_chroot_rw_homedirs
mount_anyfile (o , on) mount_anyfile
clamscan_read_user_content (oﬁ= , off) «clamscan_read user_content
tftp_anon_write (off , off) tftp_anon_write
zoneminder_anon_write (off , off) =zoneminder_anon_write
telepathy_connect_all_ports (off , off) telepathy_connect_all_ports
spamassassin_can_network (off , off) spamassassin_can_network
deny_ptrace (off , off) deny ptrace
selinuxuser_execmod (on B on) selinuxuser_execmod
httpd_can_network_relay (off , off) httpd_can_network_relay
openvpn_enable_homedirs (on , on) openvpn_enable_homedirs
clamscan_can_scan_system (off , off) clamscan_can_scan_system
gpg_agent_env_file (off , off) gpg agent_env_file

telepathy tcp connect _generic network _ports (on

sge_domain_can_network_connect (off , off)
unconfined mozilla plugin_transition (on .

saslauthd_read_shadow (off , off)
httpd use oddjob (off , off)
httpd_can_network_connect_db (off , off)
use ecryptfs_home dirs (off , off)
dbadm_manage_user_files (off , off)
postgresql_can_rsync (off , off)
polipo_connect_all_unreserved (off , off)
httpd_use_gpg (off , off)
samba_domain_controller (off , off)
httpd_enable_cgi (on . on)
polipo_use cifs (off , off)
httpd_verify_dns (off , off)
ftpd_use _cifs (off , off)

on) telepathy tcp connect _generic network ports
sge_domain_can_network_connect

on) unconfined mozilla _plugin_transition
Saslauthd_read_shadow

httpd use oddjob
httpd_can_network_connect_db

use ecryptfs_home dirs
dbadm_manage_user_files
postgresqgl_can_rsync
polipo_connect_all_unreserved
httpd_use_gpg

samba_domain_controller

httpd_enable_cgi

polipo_use cifs

httpd_verify_dns

ftpd_use _cifs

.semanage |1 seinfo, sesearch NITIF92 wnNWN? N1 ,win'y ' N2 policies-2 NI9X? nan 7y
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e Your visual how-to guide for SELinux policy enforcement
e The SELinux notebook 4™ edition

e https://SELinuxproject.org/page/Main Page

e https://wiki.centos.org/HowTos/SELinux

e  https://access.redhat.com/documentation/en-us/red hat_enterprise_linux/5/html/deployment_guide/ch-SELinux

e https://www.cyberciti.biz/fag/what-is-SELinux/

e https://coreos.com/os/docs/latest/SELinux.html

e https://en.wikipedia.org/wiki/Security-Enhanced Linux
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https://coreos.com/os/docs/latest/selinux.html
https://en.wikipedia.org/wiki/Security-Enhanced_Linux

