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:XaN 1700 y'or ANNM9I Ghidra Mpnn WNXY?

@ Ghidra: NO ACTIVE PROJECT
File Edit Project Tools Help
LERER LIRS
Tool Chest

- [w] X

Active Propect: NO ACTIVE PROJECT
NO ACTIVE PROJECT

Filter:
Tree View Table View

Running Tools: INACTIVE

Fm;e«:t Locked: Project is lodked. You hawe another instance of Ghidra already running with this project open (Jocally or remotely). Project: C:\Users'kd\Desktop\tsts\OW Lock information: User,.. B

L

N1 X7 ,IDA-n niwa ,Ghidra-2 VP'NS NN 12T 75 NWYN? ,Project Management X171 N1 |I7N

NIIYNIN DY92 NIDINN NN INN9N TWXD .WTN Input yalp Nwo T 2W 71 nTiavn IR 7'nnnY
N2 [1I700 VIOr ,WTN VRO D'PAY XN

@ New Project X

o Select Project Type

(® Non-Shared Project

() Shared Project

<< Back Next >> Finish Cancel

o'opP'NoS 2V NoNIwn NTIAY NNYONN N1DINN ONIYn VRN NAITN DXRN 11N27 1D0VXN N7'NN
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Out-of-the-box D'~an D'VUNIIBA AN 720 ,MMKAN NAND Y7 122 .[1I70N N7 DN yapn

e  GZF Input Format

e Ghidra Data Type Archive Format

e XML Input Format

e Common Object File Format (COFF)

e Dalvik Executable (DEX)

e Debug Symbols (DBG)

e Executable and Linking Format (ELF)

e Java Class File

e MS Common Object File Format (COFF)
e Mac OS X Mach-O

e  Module Definition (DEF)

e New Executable (NE)

e Portable Executable (PE)

e Preferred Executable Format (PEF)

e  Program Mapfile (MAP)

e Relocatble Object Module Format (OMF)
e Old-style DOS Executable (MZ)

e Intel Hex

e Motorola Hex

e Raw Binary

:(0™Mix'n 0'2'AN79 X7Y7)

IN2N 10NN NX 7271 WTN YAl N1'WL Nwa ,AnY CPU NNIVROMAKX [11an2 DA

@ Import C:/Tools/ghidra_9.0/GhidraLauncher.exe

Format: |Portable Executable (PE)
Language: | x86:LE:32:defaul t:windows
Destination Folder: DW:/

Program Name: Ghidralauncher.exe

OK Cancel

2'nn7 nNTAN 1R (0T [N DT'RR) DA yalp AT 1A% N1'an 12d Ghidra-w Nk N

DI DOYT'R )XY IX Firmware 2wn% ,1nw'% aion Raw yal DAVIO DN TN X 1MV

:Language-n NTY T NITI? WI7W 1IN 7V NX'NY7 'T' 7V NNT NIYY? [N 0'9001

gﬁ] Language
Select Language and Compiler Spedification

X

Processor [, | Variant D Size
xB6 default
*B6 default

| Endian
64 litte
64 little

| compiler \
gcc
Visual Studio

IFiIter:
Description
Intel /AMD 64-bit x86

IIZ Show Only Recommended Language/Compiler Specs I

o] o

®
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A% P 71202 (100N 710M1) NNI0RVDAN (12D ,YA1PN 27 Ghidra 7w N'MN'Na DX 107 [N XD

A0 ,(WDIYJ onIo V2 O'X2p7 DY [70VNN UKD N1a NVa7 DIVXN X7 2NY AX NIS0I1 NNIVRUVDIXR

.ImI (Endianness) o'Na Y10 7 oniyp

Y270 7Y DR N0 117 AN NN L YALRD N0 INRY

@ Import Results Summary X

. [Project File Name: Ghidralauncher.exe ~
| [Last Modified: Sat Mar 16 23:14:31 IST 2019

Readonly: false

Frogram Name: GhidraLauncher.exe

Language ID: x86:LE: 32:defaulc (2.8)

Compiler ID: windows

Processor: X386

[Endian: Little

Bddress Size: 32

Minimim Address: 00400000

Maximum Address: 0042c00b

4 of Bytes: 165724

# of Memory Blocks: 41

# of Instructions: ]

# of Defined Data: 136

# of Functions: 3

# of Symbols: 22

# of Data Types: 155

# of Data Type Categories: 15

Bssembly Version: 1.0.0.0

IComments

Companyliame :

Compiler: cli

Date Created:
Executable Format:

Executable MD5:
FSRL:
FileDescription:
FileVersion:
Internallame:
LegalCopyright:
LegalTrademarks:
0riginalFilename:

£

ICreated With Ghidra Version:

[Executable Location:

9.0

Sat Mar 16 23:14:30 IST 2019

Portable Executable (FE)

C:/Tools/ghidra_ 9.0/Ghidralauncher.exe

eefdl15b8fbT72c6bd35blc05300891485

file://C:/Tools/ghidra $%.0/Ghidralauncher.exe?MD5=ee9d115b3fbT72cébd3Sblc0530C
GhidralLauncher

1.0.0.0

Ghidralauncher.exe

Copyright @ 201%

Ghidralauncher.exe

11'n N7 Jon ,CodeBrowser-n 101 NX NN9N

P TN 7Y IR Y0IY Yain 7Y 07190 nxnt

N'YN1IRN INXK? .D'DoNN IRY? 'WURY 10N |' wnwn NWYN7l NN ITAVN IN'X 72'vn J0nn

:¥a1D Auto Analysis-n IR 7'WON7 1121X12 DX 7RW] ,[2IND N22ann

@ Analyze

x

LJONIVIRD NT'2ARN 227 NIS0N NNTAN 1INAY 117 WYWOXN Ghidra 1AW qon [I7n NN9" Nyd

.TA72 NINIoN NNIVRUVDINT NINKNIN TYR NN W' X NIMAA 2N7 078 DNTan
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7w wion 17'981 Symbol Data Nn1'wu ,niTNNn wis'n 0N ,Analysis Tools JInn oy yan "0
70N NI (NI9IWN) NIV NRXIN NP7 ITN N'YOIRD DX [N07 DX'7MN X .N9011 N*TAl NRINN

wnna NI Decompiler-n

@ Analysis Options x

Analyzers Description

g

AROJRAROR

]Mdvrer MName Creates parameter and local variables for a Function using Decompiler. A
Agoressive Instruction Finder (Prototype) iR WARNING: This can take a SIGNIFICANT Amount of Time!
Apply Data Archives Turned off by default for large programs w
ASCTI Strings
Call Convention Identification Options
| Call Fixup Installer
Condense Filler Bytes (Prototype) Analysis Clea
[ Create Address Tables
Data Reference
Decompiler Switch Analysis
Demangler
Disassemble Entry Points Prototype Evaluation |_ fastcall/  thiscall | stdcall
Embedded Media
External Entry References
Function ID
Function Start Search
Function Start Search After Code
Function Start Search After Data ~

Level |ANALYSIS

Analysis Decompiler Timeout (sec)

Commit ¥oid Return Values

ARRARRRRRR

Select All Deselect All Restore Defaults:

2T 7Y 0T 91N NIF INIRNA 27w Auto Analysis-n IR 7'y9n7 DA N1

|Ana|ysis -> Auto-AnaIysis|

:D'N2N DTN IWXAN' NINGN 707 ,im7yona
Entry Point-2 n7nnin e

Disassembly yix'a e

NN DX e

0'01N5T M'X' e

;12D 0'9011 D'NINY V¥ Auto Analysis-n *72 ,NINTAN2 [RIOYW nn 9"y ,'7'W7 AINIMY '9D
D'y’ ax¥n 0'MISINNY D' Data IN 'II|7'7 D'01N9Y X7 NN 7Y D'TMNDINA WIN'Y e
Decompiler-n yTn 0'01 7V Function Signatures-1 Switch Statements n'y' e
Mangled Symbols-7 Demangle yix'a o

TIVI [IVON YAaI7n 210 0'02 7V D'P0n D'NINT e

2won7 N qrTY NI L, "NndY" Ny N NIV NIXXIN 2107 72100 NINAN L0 0P 1Y

ST DIXA NINNKR NN NPNYORKR Y"\n'? 1N NXY71,T2%72 '0'02 NIN N7'NN
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:'0'02 NINY

[N 7172 yalpa 12T OX TIN' ,N10NNAN NINY D ,TRM IX 2071790 NN 7D N7 wr e
JINMON NIXAD IX YN 77D 7V ]P0 INRT 21K 17X NI'NWOR 7'von? N

D'NX2N Analyzers-n NX 1'Rwn? Ty Data |27 Code |2 |'N2N7 N'n' NIW NN 72 77> DIX @

.Function Analyzers ,Data Analyzers ,Reference Analyzers :0'p1'771

DWUNN NINY
T 7Y T1912 DYOIXR 70 7'wOnYT IN NNNXR NIMMWOKR DY TN Auto Analysis-n DX 7'von7 N1 e

:0'¥'Mmin 0'x191 0'NINY .One-Shot ™1 Analysis 7v nx'n%

Decompiler Parameter ID

O

Decompiler Switch Analysis

O

o Stack Analyzers
o Etc
nTIAYn N2'10

@7 CodeBrowser test/notepad.ee

File Edit Analysis Navigation Search Select Tools Window Help

H e = B2EFR| JIDULFRVYE: | @f|lvo | JVEIBG.L0BO HE4H|®
FEAEN= S IEEAT 1 RES ety Grtepad.oe) S hEal~x

“notepadex X 1
= 2 |/% WARMING: Globals starving wich '_' overlap smaller symbols at the same addres

MoV dword ptz [DAT_140022adc] £

q?

EOEOUEED] | ¢

1400183ce 3
4 |ulonglong encry (void)

140019304
140019308 ¢
140019308 oo

reloc 14001932 ce
Debug Data 1400193b ce
1400193dc ce

14001934 ce
1400193 ce
1400193 ce

hndefined entry ()
ALzl <RETURN>
1:8 loca o

¥REF[

XREF[

KREET
KREE
KREF[
KREF[
XREET.

LESTARTUPINEGH) 1
nglong *) (*{lengleng *)

a1} ﬂﬂ]

Filter: 2
Type Manager [v x

- W& (B

XREF[

~ (ulonglong)bVars * (DAT_140023b00 * uvaré):

@ BultrTypes
I Onotepadexe = 5
B windows_vs12_64

Filter: 2

B o [y e |

DY7NIT'IN O'Pwnnn 2N .CodeBrowser X171 N7 17N 7w M ,Ghidra 7¢ '"wxrIN 1700 AR D
7N ,Graph ,Decompiler ,Listing-n NN ,0"WXIN D'0N9NN Pwn? 0T I7n N2 oMty
71NN Punnn .07 170 DNN Y¥ANN NININ NTIAY 2N .TIVE Hex 1 ,NITNNn wis'n ,0'oI9'on
XD |21 ,NDIYNA D'MMEN DN'Y'ON DX IP01 MIXNN 170N .NRYYI T'TN? INIY DNIRY NRI7NY
N10 .AN'R NTIAYN [9INI NN WIN'WA NUIN IR NOY' UK 0'9'0 217N DN WNNWNY

D''VN DNATA 72V 12T X D710 DX IR0YT 7211 X7 INT NIRONI Q10 7011 DN'¥'9] NoIny NTIavn

n0"vumvnl

'X 77n-Ghidra - 7 x1ANn
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Listing-n J1'7n

Disassembly, Data nimt 700 KXin 17 nniTal Flat axna IDA View-A-7 72apmin nwyn? xin 0t 170

N'Y'N NNRNN TWONN Edit

-0 M9 7y nx'NY (AR NAXN 9N AN |12) 0'901 DT 17'9KI

7ma niTwn v

HE Listing: 34T.exe

BN Fx @ E-x]

Address Break Plate Function Variable Instruction/Data OpenData Armray

i Listing: 3Texe x5 Symbol Tree x

| Register Transition [
Pre-Comment |
| Label | ¥RefHeader |
+|  Address | Bytes | [p..] Mnemonic |
Post-Comment |
Space
130001243 & 7 Us U0 Ug CALL EUNR_L3UUU1IES0 A
1400012a% S0 Jile) [ | |
0N
LAB_1400012aa XREF[1]: 1400011 .
I 1400012aa b5 07 00 00 Q0 }!W ECX, 0x7 1
1400012af =& 7c 05 00 00 CALL FUN_140001230 %
LAB_1400012b4 XBEF[1]: 1400012 |
1400012k4 2k cb MoV ECX,EBX
1400012b€ e85 el 0% 00 00 CALL exit ;I =
i |
1300012k 90 ? S0h v
< >

:Add Field 7y nx'n'71 N1yn nvwn 7y N’ nx'n7 T 7Y 0'901 NITY 9'0INYT N1

NG IEREY

Address Break Plate Function Variable Instruction/Data QpenData Array

Add Field

Insert Row

Remove Row

@l},

Reset Format

Remove All Fields

Reset All Formats

140004000 00
140004004 23
140004008 73

= l4000400d 10
140004004
140004004

10
1a
26

1a
10

oo
aad
an

All

Spacer

+
Address

Bytes

EOL Comment
Instr Mask/Value
Label

Mnemonic
Operands
PCode

Parallel ||

Post-Comment

0415b
1000k
1028h
2678h
bitf...
"\u0o10"

Tunn1ne

field Ox0
field_Oxd
field Oxs

field 0x0
partl:d

narti:d

11

'X 77n-Ghidra - 7 x1ANn
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tammw
2o

non 7w 1770 Overview-1 MDD YAl N'ONVIRN 7w NYNITT NAIXN 7277 Yworn Listing-n 17N

:IDA-1 |I"7VN 097 NnITA yalpn

& CodeBrowser: test/notepad.xe - o X
File Edit Analysis Navigation Search Select Tools Window Help
Ble-=-| BR(JIDULFRYE #8 co | vEIBGLO0BO IWH|®
Jprogram ™ BE ™x DNEER ERES - (rotepad.ew) G nE é@l-x
=@ ntepadee [ 19 showEntopy Q
THE T400TeTeA TREETIT:
B4 - = 1 v Show Overview
140016led 43 8b 8d MOV paran_1,qword ptr [local res) + REE]
85 01 00 00 .
14001¢leb 2 95 £2 caLL FUN_140015482 N
o 5| byse
14001€1£0 cc INT 3 7
o| soor
125 130016121 EREE(L]: ¢ | wlenglong
Laootelzl ss b a v paran 1 quord prr [local reso + Rof] 10| ulenglong
o5 01 00 00 11| ulonglong
14001618 Dba 82 08 MOV param_2, 0x382 12| HANDLE
0 00 15| undefinedt
140016124 €8 62 £2 caLL FUN_140015470 14| undefinedd
e 15| ulonglong
140016202 cc INT 3 e HRNDLE hiiandl
PN 140016590 140016203 cc 2 ca 17 metineds
FUN_ 140016478 N
FUN_140016760 * FUNCTION 150 R
FUN_1900168c4 ulonglong _ fastcall FUN_140016204(uint * param 1) ) gote LAB_14001824d;
uLonglong K <RETURS>
wine b paran_1
undefineds Stack[0x20]:8 local res20 XRE
undefineds Stack[0x18]:8 local resls XRE
1P} - Manager - X
Bostarre \ andetinet Scack[6x16]:8  Local_resis P
- [N E (
i3 Data Types undefineds Stack[0x0]:8 local resd XRE b
35 |1a3_L400le2ad:
34| *param_l = *param_l - 1;
55| wvers - (alenglong)tpazam 1
FUN_180016208 HREE[1]: 3¢| if Cparanl = 0) {
T 140016204 48 85 Sc MoV quord ptr [RSE + local res10],REX 27 nobect = A (HANDLE ¥) {param L + 4);
28 10 38 if '= (HANDLE) 0x0) {
140016209 48 89 6c MOV qword ptr [RSE + local reslg],REP 39 @ GetlastErzon();
e 1e 10 5 Lossiandle (n0my2ct) 5
140016202 45 89 74 MOV qword ptr [RSE + local res2d],RST i =01
< > 2 FUN_140015470 (Local_rean, 0x878) 7
1 P R R EY g e
Filter: &) | 1 usting: notepadere x | [B] Bytes: notepadexe x < 2>

D'UINYRN NIX 1110 1'X'9N DX 7'yon"7 NI 7Y ,N1D1INA VINX 701 VYN NIX7AV X7 AWONN 79N

2V 1XNY7 TN DVIXON

|Se|ect -> Create Table From Selection|

:NND1 DT D ,N1DIN2 0720 722 D NITINY 1'on%/9'oIn? N amodi

- L

[ | byte bVard;

RSP, 0x30 ] -
ﬁ] Selection Table - from 14000115¢ [CodeBrowser: D — O *
22 Select Columns * Help
Vi... | Column Name e 14000115¢ - (34T.exe) (6 entries)
Code Unit Default
Label Default — - NE—
L= Default 14000115¢ CALL _ scrt_initialize
140001161 TEST AL,AL

140001163 JZ LRB 14000125f
140001169 HOR S5IL,SIL
140001224 CRLL FUN_140001230
1400012cB CRLL FUN_140001708

o] &=
‘| 140001157 MOV
L4ooo11se carn . |

'X 77n-Ghidra - 7 x1ANn
www.DigitalWhisper.co.il
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IX Labels 78 "y1977" nin 7y .0mTpnn 0DIMN N7y yya? N 07207 axan yTnn Ny nR?

:IDA-7 NnIT 'G' wirnin 7y YIn%'? N1 niamod

24 GoTo .. *
Enter an address, |abel or expression:
|main e

[] case sensitive Dynamic labels

Cancel

:N2D NINTaNN 21 NnwYe N1 Q'Y MIxy D NN

|Edit -> Tool Options -> Key Bindings\

ML wimin 7y 1¥N7 ,0W 17 NNY TWOKRW INX 12T 7D IN ,NINWN ,Label ,n'xj1197 oW NN 1D

ﬁj Add Label at 14000117e x
Enter Label

|pre_exit_|b|| ~
MNamespace
entry e
Properties

[ Entry Point Primary [ Pinned
Cone

MININ VPTAIRD 7Y N XN T 7Y 12OV wnnwin? [N Cross References won'? min 7y

TITIOILEY 75 3% T TRE_IZ000T
14000 MoV dword ptr
14000 Bookmark.. Curl+D LEA RDE, [DAT_1
14000 LER RCH, [DRT_1
12000 Clear Code Bytes c CALL _initterm_
14000 Clear With Options... TEST ER¥, ERX
14000 JZ LAB 140001
12000 Clear Flow and Repair... MOV EAX, Oxff
14000 JHP LAB 140001

Copy Ctrl+C
Copy Special... HXREF[1]: 14
14000 Past Cirla LEA RD¥, [DAT_1
14000 aste e LEA RCE, [DAT_1
14000 CALL initrerm
,,,,, Comments L3 T
L exe Instruction Info...
Patch Instruction Ctrl+Shift+G
Processor Manual...
Processor Options...
Create Function F
Create Thunk Function
Function > B -0 | d
Compare Selected Functions... Ctrl+X 01187 TEST Sohemes
01189 JNZ LAB 1400011d5
Add Label... N
Show Label History... H
140001
Clear Register Values..,
9 Add Reference from... 0011
Set Register Values... Cirl+R oo1y
Add/Edit... R 0011
Colors > Delete References Delete 0011
0011
Fallthrough > Show References to Address
References > @) Show Call Trees

13
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:CTRL + SHIFT + F nT77n2 ¥ 1 2w IX

& Select Action X

Multiple actions have been mapped to Ctrl-Shift+
'+, Actions that can be enabled at the same
time should be mapped to different keys

Actions

Compare Two Functions

==

VNIISN NIX 'VNIVIN [9INA NNOON NINNY KIN Listing-n 17N 7w YwWpNa 1'DT7 NIWW o 1T

:Listing-n 17N2 Headers-n NX na'xnl [V0IW yaipn 7w

assume DF = 0x0 |
IMAGE DOS_HERDER 140000000.e lfanew XREF[3,1]: 14000012
IMRGE_DOS_HERDER 140000000 _ scrt i
_3crt i
__scrt_ i
H 140000000 4d Sa 90 IMRGE DOS HELDER
00 03 00
00 00 04 ..

140000000 44 5a& char[2] "MZ™ e_magic Magic number
140000002 S0 00 dw 40h e_chlp Bytes of last
140000004 03 00 dw 3h e_cp Pages in file
140000006 00 00 dw 0h e_crlc Relocations
140000008 04 00 dw 4h €_cparhdr Size of heade:
14000000a 00 00 dw 0h € _minalloc Minimum extra
l4000000c ££ ff dw FFFFh e_maxalloc Maximum extra
14000000e 00 0O dw 0h &_s53 Initial (rela
140000010 L& 00 dw BEh &_sp Initial 5P wa.
14ANNARTS NN An A i = ram rharlanm

JUm'y nirnt 7o' vnnav 1T

'X 77n-Ghidra - 7 x1ANn
www.DigitalWhisper.co.il
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2V yIN?71 NNIX NOY 172N ,MIDTN D'DMX IR NNYION Tayn NTIR9 7V DMIN0 X7 DNXI NT'N]

:Instruction Info

TNEPILIEEE

Ll
14000115c =3 2£ 03 CRLL _ scrt_initialize crt -
00 00 [ |
T 140001161 54 cO TEST Book N CtleD I
140001163 0F 34 36 Iz ooKmark.. o H
-
| oL oo o0 Clear Code Bytes C
: 140001169 40 32 £6 HOR vt
: 14000116c 40 33 74 MOV Clear With Options... | |
I 24 20 .
| Clear Flow and Repair...
1 140001171 =3 de 02 CRLL =
I
00 oo
| Copy Ctrl+C
\ 14000117¢ Sa 48 MOV —
! 140001178 b 0d 32 MOV Copy Special...
: 24 00 00 Paste Chrl+V
1 14000117= 83 £9 0L CMP -
|—:—— 140001181 OF 84 23 az Comments 5
" 01 00 00
[ —
I 140001187 85 cB TEST s e =
: b= 140001183 75 4a JHZ s H
! i 14000118k o7 05 1b oV Patch Instruction Chrl+Shift=G I
T
¥ 24 00 00 Processor Manual... v
< >

Processor Options...
9 Listing: 39T.exe = 77 Symbol Tree x

o G -eney s o) T i

Create Thunk Function

Function )

Compare Selected Functions... Crl+Shift+F

LAB 140001143

el L 140001148 MOV qword
Show Label History... H 14000114d MOV

140001152 FPUSH
Clear Register Values.., 140001153 5UB

140001157 MOV

Set Register Values... Ctrl+R 14000115c CALL
, | Lsoooniel TESE

Calors 140001163 JZ

Fallthrough *

References i

NTEON NITIR TIRN 'YIN'Y DIN'D A'X' AWK X0 2'2Nn ||'7nn nno'" ™

[P Wstruction infor Addvess 140001181 (Codeliromser DW./ 31 2ve) - o x

x
Cpmrwd-2
Operand AL AL
Ladeled AL AL
25 220
A AL
AL AL

'X 77n-Ghidra - 7 x1ANn
www.DigitalWhisper.co.il
15 2019 "9 ,105 |I"72




Technologic

NTIEON 7V 120y Nt XN T 7Y 0901 ninal Listing-n 11702 DA Tayn DITRo 1w [N

:(CTRL + SHIFT + G D'wjmin IX'j72 IX) Patch Instruction-2 n'nal nixn

140001000 4
140001004 4

=]

14000100k ££
11

ec 28 11)]

[ 5]
=]

, 0228

ad [LER

| [Rcx, [0x140002200]

oo oo
4f CALL
1]

qword ptr [->API-MS5-WIN-CRI-STDIO-L1-1-

2V Hexeditor NIy¥nX2 DA 71ITIN2 0PN JNY7 [N |3 1D ,1021¥1D Instruction-n DX 11NY7 7310 Nwd

DINEEI IERE|E o oo

=

140001062 ce
140001063 cc

undefined

140001064 40 53
hid 140001066 48 83 =c 20
14000106 b 0L 00

<

undefined _ fasteall FUN_L

ALl

FUN_140001064

PUSH
suB
MoV
caLL

caLL

<RETURN>

Addresses Hex Ascil
ey La0001000 4563 ec 26 48 84 04 £5 11 00 00 ££ 15 4f 11 00
con Lao0n110 00 < 0= 48 64 04 26 11 00 00 £ 15 40 11 00 00 | ...
Lawonizs 9 33 <0 49 63 o4 26 @3 e e ce ee e oe G oo
et R S
Laoonioio 45 % 0a c1 1% 00 00 £2 75 12 48 <1 el 10 ¢ £7
L0050 Clerte 275 02 £2 o3 4 ol cs 10 =6 &b 02 00
Lawonise 00 co <o ce 40 55 4 92 e 20 b 01 40 08 00 =5
Lanonnonn 22 0b 00 00 a2 47 07 09 90 tb e =2 28 0c 20 o0
S—— Laoonioeo 2 55 e 00 00 46 G 4 =8 27 07 00 00 b 1 00
Laoonioso 0000 95 03 e 43 04 00 00 28 €0 T4 73 <t 72 08
Lawonia 40 0 42 ta 08 B3 08 00 90 <5 a2 06 00 00 =t 05
|| zascorom :
Laoonioe
Laoonioan
_sec_app_tire fostoint
Lanonnos
o so0n7e Taonoron
Laoonr1o
Laooonzo 2 o 0e 00 00 o5 co 46 o3 ek 20 co 4 91 oo
} || za00on120 S 25 06 00 00 =6 7a 0% 00 00 o o0 42 05 ot 20
&

IM9On b nxn? T

FIETIEA IR

Address

Disassembled

1

L
g
.

H.
s
£l OO

{5 Listing: 34T.exe x5 Symbol Tree x

Start: 140000000

C Decomple: FUN_140001064 x

End: 140006015 Offset: 00000000

Farciio

Insertion: 140001066

Bytes: 3T x

I2nn

TNIX DD191 A'XN "M [¥N70 V9N Convert 7y NX'N21 Listing-n 172 1nw'7D W |In'o

R an

Float:

Double;

Char Sequence:

1"
- 1.112536929253601E-308
5.87747ZE-39

Unsigned Binary:  ...00000000000000000000001k0
Unsigned Decirmal: 1
Unsigned Hex: e

Unsigned Octal: 1o

.Listing-n [17N2 "12'win DX 7'NN 7"10 NIYOIXRN [N DNX 7V n¥'nY

16
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AwXD Thumb 2axna Disassembly X7 'R 7wn%? 1md NN DYXR1IMO NIND DNAT DAY}
"Processor Disassembly Options"-2 11n2%7 w' IT n71y9 y¥a%? nn 7y .ARM 'xap oy D'poynn

INAD 'YW NIR 7'NnY TRE R ¥N7n 0M%Na

ﬁj Specify Processor Disasse.. X

TMode [ 1bit] : 1

LRset [ 1bit] :
REToverride [ 1 bit] :
CALLoverride [ 1bit] :
TEEMode [ 1bit] :

condit [ bits] :

wnnwn? ¥1 ,Ghidra-a 7700 .0v'win'y 0M'¥'O K70 A ¥N70 UNI9N ,DNINAN 'RTHY 19D

.0U NI'NY NNYY NAIYNN LINYNA D'WUONNA DNK TUXD RN |xn'7:1

Graph-n [I7n

n¥'n? T8I Window 0™on1 IX 2V nX'N7 T Y INIR NINSY7 N1 ,7Thn 1NN 7'Yo 1R 17NN
17NN DX NA7 W' CWRIN 1707 IR TN¥NY [N X, 11912 NNo' 1700 .Function Graph 7y

:No0VYNN NX X71 (715N 090 DY) M990

@ Function Graph [CodeBrowsern: test/notepad.exe]

File Edit Analysis Mavigation Search Select Tools Help
H e = |oa

o+ Function Graph - FUN_140015fca - 32 vertices (notepad.exe)

140015fc8 - FUN_140015fc8 E-@0 M

undefined _ fastcall FUN_140015fcE{undefined? param 1, i...
undefined AL:1 <RETURN>
undefineds CH:8 param 1
int * * BRDX:8 param 2
undefineds Stack[0x20]:3 local resil
undefineds Stack[0xl8]:8 local resl:d
undefineds Stack[0x0]:8 local resd
undefinedl Stack[-0x28]:1 local 28
undefineds Stack[-0x38]:8 local 38
undefinedl Stack[-0x138 local 188
undefinedl Stack[-0x248... local 248
undefineds Stack[-0x250... local 250
undefineds Stack[-0x253... local 258
undefineds Stack[-0x260... local 260
undefinedd Stack[-0x263... local 268

'X 77n-Ghidra - 7 x1ANn
www.DigitalWhisper.co.il
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DA )NY7 N1 ,7'W7 "201Inw 193 .Graph-n 1702 NN Naxn YA 77NN N1N2D 0 K7W qon 1T

NINQN NI71V9N NIX YX111IN9ON 7V YI'I'?] , AIM9ON NIYXNKA Qan ||'7n nx

DODLFR

He

LTI TLCEY] LEFEIL

’7_-5-&_ selecrad)
=

& Ty a0 — S %0 d-x
off Edit Code Layout x N

140001144 45 83 7
24 10

140001152 57

140001153 49 83 ac

* mm address Bresk Plate Funcnon Vanable InstctonCats CpenCat Amay
I =
C | | | gdwess | Moemome | (A _L
|l ¢ N
g 7 01148 MOV Insert Row =
quord per [ || 140001148 MOV
140001144 MOv Rernove All Fields -
quord pee [F Stactk 1 [ o
|| Reset All Fomats L5=
| | ECL Comment
= Rt Formst
=i - Instr Mask/Value
B

£
—

Flode

Register Trarsition

Space

Stack Depth L i

ar Assign

XRef ~E Q-Q - @ X%
o[ ema et Header

140001148 WOV qeord pir [R5 + Stack|

accorsa rusn

140001153 SUB

LAB_14000129¢

| n =

owim e oo ]

JIXIN NN 210 7V TRIE,NWN '-']'OIﬁ'? DD1IX] 12 NVWA 7V N XN T 7Y r]'OI:']'? |71 nihyn

Comments

Instruction Info...

Medify Instruction Flow...

Patch Instruction
Processor Manual...

Processor Options...

Ctrl+Shift+G

>

Set EOL Comment...

Set Plate Cormment...

Set Post Comment...

Set Pre Cormnment...

Set Repeatable Cormment...

Set... Semicolon

Show History...

2T 2V NN Symbol 9'oIn? NI KIN AT Y2 901 21WN X'

@ Set Comment(s) at Address 14000106f

X

v

Symbaol

EOL Comment Pre Comment Post Comment Plate Comment  Repeatable Comment
Add Annotation URL w
Address
[] Enter accepts comment Execute
Program

18
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"N "avn" CWOKNY? NI 7Y .NYNa DA 'ONIVIX [9INA |IDTY y¥an' label-n Dw nnw' TWKD

|Edit -> Tool Options -> Function Graph|

22'N12 NINAN NNTANN DX Dw? N L IDA 'wnnun?

ﬁj Options for CodeBrowser

@ Options

Auto Analysis
ByteViewer
Comments
Console
-[C) Decompiler
-|5) Decompiler Popups
B Diff
-5 Editors

Entropy
Key Bindings
Listing Display

E] Listing Fields
B Listing Popups
Mavigation
Mavigation Markers
Overview
Processor Manuals
Program Tree
Search
Selection by Flow

-]

-

rFunction Graph

Automatic Graph Relayout | Vertex Grouping Changes Only

Default Group Color

Edge Color - Conditional Jump

Edge Color - Conditional Jump Highlight

Edge Color - Fallthrough Highlight

Edge Color - Unconditional Jump

cick
Edge Color - Fallthrough elick
click

Edge Calor - Unconditional Jump Highlight

Scroll Wheel Pans

Update Vertex Colors When Grouping

.- (8] Tool Use Animation
Use Condensed Layout
Use Mouse-relative Zoom
View Settings | Start Fully Zoomed In ~
Filter: = Restore Defaults
o | o

NNS" 9IANI 120V N727a0 NIYYNRA 9122 0772 WWOKR' 7"10 NNTANN "'y ,Ta7 7'on% IN1Y '9)

77NN N1"Mad Zoomed in Axna

WXNRN [¥N7D 7V YIND7 W Inw'? AR IR yiag ,nTIpe ,nnwnY Highlight yxa%? nin 2y ,p nd

yix 1 7y IDA-like behavior "WoOXR? N1n v IT MTan DA NwY? N1 L (Scrolling button) 11dva

|Edit -> Tool Options -> Listing Fields -> Cursor Text Highlight|

~Cursor Text Highlight

Enabled
Highlight Color click
Mouse Button To Activate
Scope Register Operand
Scoped Read Highlight Color olick

Scoped Write Highlight Color

XAN '"N'wn

'X 77n-Ghidra - 7 x1ANn
www.DigitalWhisper.co.il
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MoV BL,AL
MoV dword ptr [DAT_140003550]
e ECX, 0x1
7z LAB_1400012aa
if
1187 -0 m
> 140001187 TEST ECK, ECY
140001188 TNZ LAB_1400011d5

14000118k MOV
140001195 LER
1400011%c LER

1400011a3 CALL
1400011a8 TEST
1400011aa JZ

-0 m
dword ptr [DAT_1400P3sha], oxl
A0, [DAT_1400021c0]

R, [DAT_140002128]

_initterm_e

LAB_1400011bé

a¥IN Listing-2 IX 9122 ANK DIpMY 72my vptaIk Y 12dYn DY YN WK LIDA-? nnim

2 NMKNIY NN TN NAIXN 03'192

140002129 00
140002122 00

| ||

bool _ fasteall FUN_120001000(void) 1400021eb 00 22
ALzl <RETURN> 1400021ec 00 22
FUN_140001000 1400021ed 00
140002122 00
83 ec 28 sUB RSE, 0x28 1400021ef 00 22
5d 0d 1ER RCY, [s_Bello § 1400021£0 40 30 00 addr
11 00 00 40 01 00
15 4t CALL qword prr [-> a0 a0
00 00 140002118 =0 30 00 addr
0= 2P IAB_140001021 40 01 00
00 00

| _Hel1o_wor1d:_140002200

ds
140002208 00

14000220¢ 00 22
140002210 € ds

14000221c 00
14000221d 00
140002218 00
14000221£ 00

[T
0gh
ah
aoh
a0h
0on
ogn

DAT_140003040

DAT_1400030e0

HREF[1]:

"Hello World!\n"

ogn
oth

"in except”

a0h
ogn
oth
0gh

140001000 5UB
140001004 LER
140001000 CALL
140001011 JMP

B _Hello_World!_140002200]
qwerd
LEB_140001021

ptr [->API-MS-WIN-CRT-STDIO-LL-1-0.DLL::puts]

Y
(20001021 -LaB 140001021 =/ ~ [ | 1ol

2V NX'NY7 N2 |DINA INIX 7'TAN7 N1 ANmn TR NIR? 072a0 W 91an a¥na L7Tnn D1

NINNA V'IDINY 19 ,'IXIN JIINY ATYUN NIXP X 1MA7 9N NKYI TN

ﬁj Edit Code Layout

Address Break Flate

Function Variable Instruction/Data QpenData Array

pos

Label |

Address |

Mniem anic |

Operands
1

20
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2V nx'NY% T Y NIRT NIwY? N1 ,0'wava omion Code blocks Ny XN 9l 'win'w 'Y Ty

¢l

1 g =|moon

atexit XREF[1]: FUN_1400 ~
140001610 48 83 ec 28 sUB RS, 0x28
14000164 8 a7 £f CALL _onexit
£ 5t

1400016159 48 £7 d8 HEG RAX
14000168c 1b <0 5BB EAX, EAX
140001652 £7 d8 NEG EAX
140001700 ££ c8 DEC EAX
140001702 48 33 c4 28 ADD RSP, 0x28
140001706 3 RET

140001707 oo 22 ccn

RREF[3]: v
< >

[int _fastcall atexit(void * Pam || sectColor

int EAX:4

e REE3 ) Choose New Golor
R—
Le0001ez0 sUB “oroxg  GesrBackground Color
1400016£4 CALL _onexit

Lsa0o1zes wec
Laaoosre 558 =
1400016fe NEG
11001700 pEC
Laa0o1702 200 w5z, 0328
140001706 RET

[9INQ .OW DA D'YAN] TI7a 00NN 077NNl Listing-n 17N oy NDINon qan NIK? Ny 19D
Decompiler ,Listing :0* 'y NII7NN NWI7W 2 'Nd2IAN [IR'ON 7¥ [1N210 7V NNy nINN L2775

YUNna NXMIY 19 019011 NIIZNY NXT 2'NNNY N1 .Graph-n [2mDI

"0'71r0" yim?7 N 7y 'ndnn 1I7nn Y pniy 1IXY 017 TWoKn 12 NXMY Snapshot-n NIN9)
NXNY TIP 0A'YAY NDINN NRIN 7737 ' ' A 'y L yalpa omip 2 v 0NN

1770 DMIN92] WIn'y T 2V NIRT NIYYY7 171N ,0MIp'MN N'I00'NA VINY IXNDNI NTNa .uwnn
.ALT + RIGHT/LEFT ARROW D'wjmmin NIX'7 *T' 7V IX J0Nnn 7Y |I"7y-"78nwn 'rxn

[IN2100 NI'NAN DMINXD NRIZNNN 7NN AW DXV KID WTN (Snapshot) pnyn [I7n N¥Mwd

NYX2N NDIMNY

T
kd L EEY-1 L2 4 ®
Ol A 1 | ey Grees G h 0 e~ x| R (s (C e ]
) e e Lo
D% S5 0-Q- @X
£ 001201 = e o 1
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Decompiler-n [I'7n

TYONN IN7VIN IR T2 KIN UKD X 7271001 DY 170N RIN TR 79 axf2onipT '7nn
Amn? y1I Ghidra 7w %" oni A DI .0MNX DN2TA TIPM IWOXYI NINAN NTIAY DX Y'RN?

.IDA 7w HexRays 71n '1*¥1 0" Nl C-7 "72n0KX TI7 NIV NNIX2

0T 1702 DA 09PN ,0MYED TN NN 2N N71INn KD L,D1WUN NRIZNN 1 [ND010N L |'IXY 19D
YN'22 NINWNN 019'0 NX NIYWY Nan 7y ,|27 , Q0N NI D'0I9'0N 'IN'T N7ID' NT 27wWAaY |"X¥7 a1wN
17 NNO*" pn WNX7 .CTRL + L 'y IX'? NNTY2 '017N7 IX Retype Variable T8I ' [¥xn7n 7y

JI¥IN 019'VUN NN 1INAY 7210 DWI KAN 17NN

JHC LAB 1400124a7 " et
_ - j 14 tagRECT local 38;
Moy param I, 0xl 15 nlonalono 1ocal 98a
%9 Data Type Chooser X
CALL FUN_1400016kb4 .
Choose the data type you wish to use. T |
’jﬂDaiﬁTypes ~ jﬂTI'
LAB_1400124a7 ¥REF[|| 2-EZ] BuiltinTypes & 1)
MOV param l,qword ptr [DAT 140023683] 6?; AIFF-Sound
ﬂ Alignment
XOR RSD, R9D &%, AU-Sound
ﬁ] Data Type Chooser Dialog * % BitmapResouree
’ - &% boal
LRESULT o] @ byte
1eH @ char
Cancel ‘% complex1a
- _ ~ ‘?b complex32
‘?& complexd
HOR ‘% DialogResource
TEST E @@ double
SETNZ BEL = o
YOR |Fi|ter:
XOR 5
LER 9+ Oxe x0)
e Oxe] OK Cancel i
CALL qword ptr [->USER3Z.DLL::SendMessageW
|
72 jAami 21 AN T I73.|7'7 on 72 ,NX21I9N NN'NNE D' NYNA '0I9'0 NY'NA TNIF P TIY 770
NNAI9N NN NN (17N RN
2 Edit Function at 140001000 P4
bool testfunc (PUNICODE_STRING test, char * * test2)
Function Attributes:
Function Name:  |testfunc [Jvarargs  [Jinline
Calling Convention | _fastcall ~| | (Mo Return []Use Custom Storage
Function Variables
Index Datatype Name [ storage
boal <RETURN> AL &
1 PUNICODE_STRING test RCX:8 *®
2 char == test2 RDX:8
L
L4
Call Fiip:
-NONE-
e
'N 7'7n-Ghidra - 7 X12An
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:Decompiler-n 17N |1*2yn V9NN 7V 7ON0)]
% . |8 ~ X

2AINY] qPINN NN 7Y YN ,NINAN DX TN Y¥a7 Decompiler-nn wpd? * 1 .1

M71IN02 Q7NN MOdN 7V YN YaIRT TIpn DR RYTYT TTD
720INY 19,7120 YIAX] QN NIN93N 7V YN'71 ,UTN PNIva NRiznn 2 [1N>10n NX 7017 1

.Graph-n [I7n2 12D

D'INYNNN TARY DWW 11X DTN 'ONIVIR [SINQ 0NN DT 12D TINA 'WIN'YI [*yn 1'% Ty
2V IMIX 7'W91 TWKRD '0NIVIX 91X WTN N1an X7 Decompiler-nn wiza? 2211 ,nan XN Tipa
N12N XN TIEA 7R NIYan 9 7 Struct Members-n X [N2X7 NOIN N1DINN ,D'I0ON VPN
Auto Create -2 TXI 'I¥2N NINWNAN 7V 120Y2 NN NX'NT YT 7V 1T NTNWONY WNNWN? [N .0'KNN

J'CTRL + [" 0T X' 0T IR Structure

,220 AT NNRY? 217y Initial Auto Analysis-n )*7nn D'MWY NI71TA DIYAI9 DY DTTINNN DX UKD

NININ NINTEZNN NX WONY 221 N TAINY Time Out-n NXR TN 1'nNwoNa

Edit -> Tool Options -> Decompiler]

Decompiler

Cache Size (Functions) |10
Decompiler Max-Pavoad (MBytes) |50

Decompiler Timeout (seconds) |30

D'0INAON NX 110 :Firmware '¥aj7 D'NNIN WWKRD :Decompiler-n V79 NX 0'X79 1OYNY q0ON 9'0
DN RNPEAI0 AR TIRNEYIAR YT 21T N1INN YN ) ,Read only-2 Flash memory-n 7w

7 01007 W' 0'VINA0A NIXYINN DX NNW7 Nan 7y

|Window -> Memory Map

.CodeBrowser-n |I7n2 TNTXEN 7V YINGT? 0IWD IN

'N 7'7n-Ghidra - 7 X12An
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NINYINN 'Y 1197 X DT RP

,NNAITY

2 |void FUN_00000400(void)

3

4 |{

5 int ivarl;

6 undefined4 *xpuVar2;

F int ivVar3;

8 undefinedd4 *puVard;

9 undefinedd4 *puVars;

10 int ivar6;

11 undefinedd4 xpuVar7;

12

13 | 1iVar3 = DAT_00000434;

14 puVar2 = DAT_00000430;

15 | iVarl = DAT_0000042c;

16 ivaré = 0;

17 while (puVard = DAT_0000043c, puVar5 = (undefined4 x)(ivar6 + iVarl), p
18 puVar5 < puVar2) {

19 puvard = (undefined4 x)(ivar3 + iVar6);
20 iVar6 = iVaré + 4;
21 *puVarS = xpuVar4;
22 }
23 while (puvar7 < puvard) {
24 *puVar7 = 0;
25 puVar? = puVar7 + 1;
26 }
27 FUN_00000aas8() ;
28 return;
29 |}
20

NIXYINN 'Y INKRYT

2 [void FUN_00000400(void)

3

4 ({

5 undefined4 *puVarl;

6 int iVar?;

7 undefined4 xpuVar3;

8

9 iVar2 = 0;

10 | while (puVar3 = (undefined4 x)(&DAT_20000008 + iVar2), puVar3 < &DAT_20
11 puVarl = (undefined4 x) (&DAT_08002180 + iVar2);
12 iVar2 = iVar2 + 4;

13 *puVar3 = xpuVarl;

14 }

15 puVar3 = (undefined4 *)&DAT_20000008;

16 | while (puvar3 < (undefined4 x)0x200009%ec) {
17 *puVar3 = 9;

18 puvVar3 = puVar3 + 1;

19 }

20 FUN_00000aas8() ;

21 return;

22 |}

24
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Symbols Tree-n 17N

770 DT YT 2N NN 70N K7 DNR'T NDDINNY VTN DX INQ7 117 QWONNn AT 17N
3NN YT A10 DNIR 7V DY1'Y Y¥27 [N 02, )0 1ND .Exports-1 Imports ,NI'¥j7219 ,0'72"7 ,Nip'7nn

N7t 7N

:kernel32.dll-n nxaM N'DINNW NIYZAIDN DX NINKAT7 [N NXAN NN

.:. Symbol Tree L_'I E | o
= [£57a Imports ~
i API-MS5-WIN-CRT-HEAP-1-1-0 DLL

API-MS5-WIN-CRT-LOCALE-L1-1-0.DLL

API-MS-WIN-CRT-MATH-L1-1-0.DLL

API-MS-WIN-CRT-RUNTIME-L 1-1-0.DLL

API-MS-WIN-CRT-5TDIO-L1-1-0 DLL

KERMEL32.DLL

GetCurrentProcess

:

GetCurrentProcessld
GetCurrentThreadld
GetModuleHandleW
GetSystemTimeAsFileTime
InitializeSListHead
IsDebuggerPresent
IsProcessorFeaturePresent
QueryPerformanceCounter

[+
e i ok ol o ok R ok ik ko i kR

RilCaptureContext
- RilLookupFunctionEntry
-- Rl VirtualUnwind
=8 SetUnhand|edExceptionFilter
-- TerminateProcess
E- Unhand edExceptionFilter
B[ WCRIINTTME140 DI | o

nn'nnn 0'xNN DdD1'X DX .19 NNIX? NII7NN IXWA DDNX VINN ||'7nn q1na U'MO v nx'nY

nNn7 nniTa ,Edit Function Signature-1 N'an' NX'NY T 72V DNIX Y7 171N AXAI'Y NNYION D719

0TI 'YWy
&2 Edit External Function at 00002cce s
BOOL IsProcessorFeaturePresent (DWORD ProcessorfFeature)
Function Attributes:
Function Name: IsProcessorfFeaturePresent [ varargs In Line
Calling Convention |_ fastcall ~ [INoReturn [] Use Custom Storage

Function Variables

Index Datatype Mame | Storage

BOOL <RETURN: EAX:4 ik
1 DWORD ProcessorFeature ECX:4 x
Call Fisaup:
-MNOMNE-

Garcs

'X 77n-Ghidra - 7 x1ANn
www.DigitalWhisper.co.il
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N1 ,]'I¥ N2OW '9D) Imported File-7 Symbols Tree-n JImn V™9 1aN% N71>'N KIN qoN |"Myn 1'X'D

D'WTI' X ,NNAIT? ,NIAMdN 2 AN 'y )0 (Code Browser-n N7 TRR yalzn NI vy

01DNY7 TXNI YaIzn NX [IY0Y7 ‘211 ,KERNEL32.DLL-n ny'an IsProcessorFeaturePresent n'Xj1ionw

|on WNK71 Edit External Location YIN'771 Symbols Tree-n [I7N2 n'¥72190 7w ' [xn'7n 0"MONY

:Edit Path yIn'7%?

ﬁj Edit External Location (KERMEL32.DLL:|=ProcessorFeaturePresent @ ram:... >

~External Program

Name: | KERNEL32.DLL

™ |

Path:

Clear

~External Location
Type: Function

Label: |IsProcessorFeaturePresent]

Address: |00002cce

Cancel

'X 77n-Ghidra - 7 x1ANn
www.DigitalWhisper.co.il
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Data Type Manager-n |I'7n

[IMNNN-"78AWN T¥ (1700 OpINN 77NN D12 L NIYZAID NNTANTE D'0I9'0 7Y 71N TwWoNnN [17nn

NXN] XIN D ,q0nn v

&
(+

#

Data Type

v X

- [NR

i BuiltinTypes
ﬁOnotepad.e»e
i windows_vs12_64

NP ANd MY ar |I'7l'l3.

19'01N Ghidra 'NN®NY 7TNN N2 '019'0 NI N'7'ON YW BuiltinTypes-n Np'n o

1190INY IX UIN'Y2 yadw NI'Xaid ninTani 0'ois'u 2on ,0'nnan XY Module-n n'wey'n e

N'DN INIXY ,GDT UNIID] Yal7n N'ONIVIX NIV NDINNY NIXPZAID NNTANL D'0I9'0N NV'P'N e

72w TIL-7 aznn 1201 Ghidra Data Type X171 N7 UNNID .O'NNIA 1INIXY YAl 210 '©7 NN

AWON N'N'W D GDT-n '¥ap 75 DX 1N019 X7 Ty NSA-n ,NINywn 0'0a 72y ,NXTIN 72D .IDA

.NI NN DNOTYA yX¥ah

019'01 N1 PN INK71I New-1 N1 ,1N7W Module-n N"Z'N 2y yn'721 ,wTN 019'0 1IX'? nin 72y

:Structure 21001 UTN N1an 0"XI* D ,NNAIT? XY

53 Data Types
-- ﬁ BuiltInTypes

140000002 30 00
140000004 03 00

- B o

-- ﬁ windows_vs13

Filter:

<

[+ [

Mew

Align All...

Paste Ctrl+V
Collapse Alt+Up
Expand Alt+Down

Apply Function Data Types
Capture Function Data Types
Export CHeader...

Category |
Enurm...

Function Definition...
Structure...
Typedef...

Union...

27
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:N2N 1700 117 NNO' DN NRY

ﬁ] Structure Editor - struct (notepad.exe) [CodeBrowser: test:/notepad.exe] - O X

Help

B 5tructure Editor - struct (notepad.exe)

H +tdfSNx @B~ x

Mrigmonic

Search: ¥ 4

Mame:| struct]
Description:
Category: notepad.exe/
Size:| 0 Alignment: | 1 [ Align

,N12NN 77TIA NIX DWTIY X DX ,9012 IR D2 17 NNY 1'MNWOKY ,WUTNN N1an? 0w 1INdY7 'y
2T AWND .WTN AT q'oINT T n7yn? 01790 n'o 7y YING'? 110UX1 ,NINK LININ 02 1'Tan? D0

JP910W 77120 9"y 0DV N'VNIVIX 1NIAY X' IYD ,N1anY7 770 7T

ﬁj Structure Editor - struct (notepad.exe) [CodeBrowsen test:/notepad.exe] — O >
Help
@ Structure Editor - struct (notepad.exe) E | + t ‘ é{ b Jn| ' | v X
1] 1 undefined A
1 1 ” undefined

2 1 7 undefined

3 1 ” undefined

4 1 7 undefined

5 1 ” undefined

3 i 7 undefined

7 1 ” undefined

8 i 7 undefined

9 1 ” undefined

10 i 7 undefined

11 1 ” undefined

12 i 7 undefined v

Search: A 4 A

Mame:|struct
Description:
Category: notepad.exe/
Size: 20| Alignment: | 1 [ Align

'X 77n-Ghidra - 7 x1ANn
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197 Offests-n NX D'RN' N'ONIVIN N ,DataType-n nYTan ' 7V 019'0N 210 NX V'TAY UKD

wabh
ﬁ] Structure Editor - struct (notepad.exe) [CodeBrowser: test:/notepad.exe] - O *
Help
ge ) ¢ Data Type Chooser X
Offset Length M i DataT: Mg
- =nd nemonic e . Choose the data type you wish to use.
ndefined El 5 suiltnT ~
5- [
1 1 2 undefined LA BuiltinTypes
2 1 2?2 undefined é‘% AI.FF-Sound
3 1 2 undefined ~4§ Alignment
4 1 7 undefined ~ 4§ AU-Sound
5 1 EH undefined -4, BitmapResource
6 1 EH undefined ‘{Q boal
7 1 ks undefined @ byte
8 1 7 undefined . char
9 1 77 undefined ‘{Q complex1s
10 1 7 undefined “Q complex32
11 1 77 undefined “Q complexd
12 1 ” undefined ég DialogResource
Search: 1 .
= JQ doublecomplex
& hd
||Fitter: =
MName:|struct
Description: B Cancel
Category: notepad.exe/ T v
il Size: 20 Alignment: | 1 [ Align ,_rE

:(Offsets-7 27 In'w) DataType-n NN WNKRT RN DT P

@ Structure Editor - struct (notepad.exe) [CodeBrowser: test:/notepad.exe] — O X
Help
E Structure Editor - struct (notepad.exs) o .:f's. v X
8 ~
8 1 2 undefined
9 il 2 undefined
10 1 22 undefined
11 1 ” undefined
12 1 2 undefined
13 il 7 undefined v
Search: v 4
Name: struct
Description:
Category: notepad.exe/
Size: 20 Alignment: | 1 [J Align

22 wan Header yal X2'"7 *10 ,C Headers 'xaj7 7w Riav1 XIX" [12D 0'9011 D'¥'D DA y'¥N DN

|Fi|e -> Parse C Source ‘

.Export C Header [on WnNXY71,117w Module-n 7y nfan' nx'nY? 'T' 20 AWONNN D'0I9'01 NIN'MN NIX'

'X 77n-Ghidra - 7 x1ANn
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Memory Map-n [I'7n

|7Ta ,Sections-2 NIXWINN [N ,NMINA [N2'TN A9MN XD NWT7 2AWN gnnn '7nnn 77nd

0T 1702 NIRT NIYWYY 7011 .TIvI

|Window -> Memory Map|

2% Memory Map [CodeBrowser: test:/notepad.exe] - O *

File Edit Tools Help

Blo~

73 MemoryMap - Image Base: 140000000 E“' (=] & %] b4

Memory Blocks

Mame Start B |End Length R |W |X |Volatile |Type Initialized | Source Comment
140000000 ] ]

text 140001000 140019fcd Ox18fce O [0 Default

rdata 14001a000 140021601 07602 OO @O befault

data 140022000 140022bff 0xc00 0 [0 Default

data 14002200 140024d13 0x2114 [0 [ Default |

pdata 140025000 1400258db 0xBde OO @O pefalt

Tsrc 140026000 14003 fcdf 0x19ced [0 O [ Dpefault

reloc 140040000 14004021b 0x21c OO @O Dpefault

nmdN DX X7 510 0w (M) 7101 pmn MoSon 7V yn'7a ,NdInY Rebase yxa7 D e
nJanh
I "X7 001 (F) PN gpimn moon Y YN ,wTn N pi7a qlon7 . e

pllan oy o

N'N7NNN NAIMD  ©

9T o
NIXYAN  ©
TIVI ©

71N22 [NI0NN NIMD2N 7Y YN71 ,0M7 [ND'T 7172 7%97 'O e

DINDA D'SZINN DIN9IN 72V yNn'71,0"p 7172 7w 910 IX N7NNN NAIMD NRYY? '

(X) DITR2 qpPmN N9dN 7V YN |NOT 2172 NN o1 e

'X 77n-Ghidra - 7 x1ANn
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Nnivoin nnnn

vio'n

Search 7V yn?a wio'n% Nwa? 'O N'UXY .I'MAPRND DX A1 NYD IRION WI9'n yvian Ghidra-?

DN DNIYRN TN IR 2701 0MY RN WIDNN 110 707 .0'IXIN NYOINA N1l [I'2Vn 019N

Search  Select Tools Window Help

Label History... H

Program Text... Ctrl+Shift+E
Repeat Text Search Ctrl+Shift+F3
Mermory... 5

Repeat Memory Search  F3

For Matching Instructions »
For Address Tables...

For Direct References

For Instruction Patterns...

For Scalars...

For Strings...

T 2y IX Ghidra 'T* 7y qonw NN VORL 7D W WI9'N TWONN - Program Text wio'n e
.TIVE TR ,0'00190 Llabels ,nnyn ,NITw (9710 ,wunnunin

Search All Instances-2 N1'N2 .NN2IY D'77N 7V IX N'DINN 77D 7V w19'nn DX 7'won7 N e
JID'NN NINXIN 7D DY 0720 N

" ,INN1IY 07N IX NYDINN 7701 0'N] YW V0 WONYT WUNNYN? "WONN - Memory WI9'N e
qx"7 [N 0T WI9'N 2101 02 .RegEx-2 wnnwn? Da N1 .TIyvI Unicode ,ASCIl ,Hex aix"a wonY
JI9'NN NIRXINNA 0720

Unicode ,ASCII a10n D*IN21 0'77N2 IX N'DINN 722 NITINNNA 7Y WI9'N WWOKN - Strings wI9'n e
Labels 1¥"721 won%? N1 N2 ,n7202 77NN NNMN2D NIYRAN NIRYINN DT WI9'N 2102 .Pascal-I
JIRXINN (170 1NN

01191 D'1INN 0'N2 DN NN NN WoN7 wnnwn? TWoKRn - Direct References wio'n o
.NNQIY NIAIND 19017 IX TI2 'NdIRN DIp'Y? (Call instruction 7eum?)

M 7T Y7 N NRImd Y NIRTAL WONT7 TWOKRN L|MIyn 1N - Address Tables wio'n e
JN2IND 20 12 A777 0'na nndi alignment ,0'Ry¥nNn 7w

DX |"X7 N1 ,D'I0N Pattern '9%7 instructions woN7 D'wnNNwN? TWONN - Instructions wio'n
YI9'N NYXINI D'NAY7 N7W WI9'NN NYPA DR NN'AN WYNT7 ITN N'YOIRD .0 TNOIN K7 IX 71707
.20 memory

.19'¥50 7Y IX DDV NIV X7 N1 .0M770 DD WONY UNNWN? CWONN - Scalars wis'n e

'N 7'7n-Ghidra - 7 X12An
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A'09"70

2NN pwnn a0 TVINAE N Xy Scripting pwnn ny'xn Ghidra DA LIDA-7 nnima

178 NWA7 N1 Scripting-2 DMIWEN DN'¥'ON 72 DR qUIV nwynY? (Script Manager) D'09"j70N

|W|ndow -> Script Managed
€2 Script Manager [CodeBrowser: DVW:/34T.exe] - -] X
Help
_ 0% 2O X« [j% =4 X
Scripts InTool |Status - ] Description |Key | Category | Modified
O new_ (m] AddCommentToProgram Script jave Eamples 02/28/2019 A
# 0 analyis ] AddCommentToProgramScripPy oy Adds 8 comment to 8 program, DISCLAIMER: This is & recreation of 8 Java GHd... Examples->Python 02/28/2019
e (m] AddReferencesinSwitchTable jvs With aursor on switch's *add pc, " command, this script will add references on .. ARM 02/28/2019
B :“ o= (m} AddSingleReferencelnSwitchTable jovo With a userinputed base address, this script will add a reference on the auren... ARM 02/28/2019
$eed AppleSingleDoubleSariptjava Given a raw binary Apple Single/Double image, this script will create data struxc.., Sinary 02/28/2019
L) Ceanp
= wils a ArmThumbFunctionTableSaipt java Makes functions out of a run of selected ARM or Thumb function pointers. ARM 02/28/2019
5 Comersion [m} AsciiToBinaryscriptyava Converts an asai hex file into binary file, Works for files with spaces and witho... Conversion 02/23/2019
3 £ CustomerSubmission a AgkSenptyave An example of asking for Lser input. Note the ability to pre-populate valuss for... Bamples 02/28/2019
& oata [m] ASScripPypy An example of asking for user input. Note the ability to pre-populate values for... Examples->Python 02/28/2019
1) Data Types a AssembleSlodSaiptiae Assemble hard-coded block of instructions. Assembly 02/28/2019
£ Bamples (m] AssembleChedDerSaipt e Test assembly of the instruction under the aursor. Assembly 02/28/2019
) Functionld O AssembleSariptjea Assemble a single instruction, overwriting the one at the cursor. Assembly 02/23/2019
£ Functions [m} AssemblyThvasherDevSariptjave Thoroughly test the assembler by attemipting to assemble and match EVERY in... Assembly 02/28/2019
) FunctionStarpatterns | [ AutoRenamelabelsScriptise Renames default labels in a selected region, using a user-defined stub and 3 0... Symbol 02/28/2019
O ey 0 AutoRenameSimpleLabels java A ghidra script that renames simple funciions to assist in the propogating of in... Symbol 02/28/2019
O Images 0 AutoV ersionTraddngSaript sane An example of how to create Version Trading session, run some correlators to ... Exampl Tradang
p Import ] : This saipt deans up the dsassembly for kext files by locating Bad Instruction”.
) Instructions W] Recursively finds a folder that matches a string and renames it t0 3 new name. Project
Qw0 o Separates comingled n-bit and 64-bit binaries into two folder frees. Xevbinding for seip 0219
© iterabon m] BinaryToAsaISaiptiave Converts a binary file into an asoi hex file. Conversion 02/28/2019
B Langutoes 0 BTreeAmotatonSaript e Annotates an HFS+ atributes b-Tree fle. ios 02/28/2019
8 ::“:syx [m| BuldFNCDB e CodeAnalysis 02/28/2019
© peode (m} BuldGhidralarSaript jova An example of building 8 single minimal Ghidea jor fle, Examples 02/28/2019
5 B Processor a CallAnotherScript jave Example of 3 script calling another script. Examples->Demo 02/28/2019
© program (m] Call Another ScriptFor AllPrograms jo'a Shows how to run a script on all of the programs within the current project. NO... Eamples 02/28/2019
£ Progect a Call Another SoriptFor AllProgramsPy oy Shows how to run a saript on all of the programs within the curment project, DIS... Eamples->Python 02/28/2019
£ References m) Call Another SariptPy Dy Example of 2 script calling another script. DISCLAIMER: This is a recreation of . Examples->Python 02/28/2019
) Repair a ChangeDataSettingsScriptjava Changes the dsiplay settings of the current data from hex to deamal. Examples 02/28/2019
) Resources. (|} ChooseDataTpeSaiptjava Example of 3 script prompting the user for a data type. BExamples->Demo 02/28/2019
) Search (] ChoossatsTypeSriptPy oy Exampie of 5 script prompting the user for 8 data type. DISCLAIMER: Thisis ar... Examples->Python 02/28/2019
) selection [m] ClearOrphanFunctions java Clears any functions that are not wefd Symbol 02/28/2019
O degh (m] COFF_ArchiveScariptiove Given a raw binary COFFArchive image (spedifically a Jib file), this script will or... Binary 02/28/2019
D swings (m] COFF_Saiptiana Given a raw binary COFF image, this script will create data structures represen... Bnary 02/28/2019
© Subrovtines (] CollectFaledRelocations v Opens all programs under a chosen domain folder, scans them to see if theyha... Funcionld 02/28/2019
l—! i’"w 0 CompareAnal ysisScript jave Script to compare analysis batween current and chosen program. Testing 02/28/2019
t’,‘ T“”“ 0 CompareFunctionS resScript e Displays a table comparing the sizes of functicns to the sizes of their decompil... Analysis 02/28/2019
f B L;’::’ (| CompareGDTs java Compare 2 file data type archives (.gdt). Output where data types exist orlyin... Data Types 02/28/2019
© torade m} ComputeCydomaticComplexty o Saript to compute and print the cydomatic compleity of the arent function. Functons 02/28/2019
£ Version Convol () CondenseAllRepeatingB)tes javo This script condenses all sequences of the urent byte in asrent memory bloc.. Analysis 02/28/2019
© vivorks ) CondensefillerBytes java This script collapses filler bytes in between functions, Analysis 02/28/2019
£ windows O CondenseRepeatingBites java This script condenses a sequence of equal bytes into a byte array. Starts at the.... Analysis. 02/28/2019
O CondenseRepeatingBytesAtEndOfMemory java This saript tries to condense all undefined, unlabeled repeating bytes (e all 0's... Analysis 02/28/2019
(m] ComertDotDotDotScript java Sets funcion to have varArgs wherever 8 function's entry point address has a *. Updste 02/28/2019
% il O ComertDotTaDashinAutodnsl s sbels jave Comerts the "5 to" s in auto-snalysis created CODE and FUNCTION labels (so... 02019
Filter: &) |iter:
~
BadInstructionCleanup.java
This script cleans up the disassembly for kext files by locating *Bad I " b ks caused by y defined data in valid code flows.
Anthar- o

Java-a DN D'amMdN 0'USMZo 250-7 AN DY NYAN NRINN LNIKYY NIY 19D ,7wnnn AR D

.Python-2 np'7ni

Da [N X ,D0'u9"M POl D'2'AX79 N2'MD7 NWALN N9WN AIT LJava-d NAImnd NDINN ANY J1'on

.Python-2 n'vo"M0o 2IND?

Y7 nm v , AIN9ON NIYXNKA D'U9P0 WID'NY D'WTN DA'N) V' TAN7 [N AT pwnna
Play Again-n NIM®> NX ' 1m0 ,Play-n 1M 7y YIN77 IX 0"y 1'7v YIN'77 2WOX 090

D'YUpNn XYy ' TANY? WNNWN? TWOKN NNONN 1IN9) .AIY [NNKN UO9"IPON NX Y"’li"l'? AYONNY

.Jnionn Vo"MROY
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N'N'w Nan %y .Eclipse NIVXNNA IX 7WNNN 7¢ 0IYS9N VOZVN IV NIYXNANA D'V9PO Y7 [N

:22'N12 X¥NIY GhidraDEV qoimn NX |'pnin'? wr Eclipse-2 00970 2IMdY7 N1

‘ghidra_9.0\Extensions\EcIipse\Ghidra Devl

NX TA7 DO7 |'PnNI 70 7NNn 7w D'NNIVIK NMYWORN , 7n0n DY M9dN 7w nx'nY

.NMPNN 2y Mpnin Eclipse-1 [N1'N2al 1A [7nin X7 1201 TN ,GhidraDEV

D'U9"MPON NX A2T7 N1 ,NN NP NN NTIAYN Pwnn Eclipse-a Nipgnin GhidraDEV-w XY

L2197 7n Ghidra 9w API-n 112y (Eclipse-2 IM0121) IntelliSense Dal ,nnxy Ghidra Nx1 n7w

NIPNN NN NRYNIY Ghidra 7w API-D 7D 12a%7 TIXN NOMISA AYLNIPIT NAYP ,DTINY 19D

.0d7v
.DIPNNI D'PTANN X NNIX, [KD KIXNT7 NI AYLINIRIT? NEn N0 17N 3 nd

N Y 2pYY D 1D Xan RN DR 7'NnY 17010 DD7W N0NAQ DNIRTMN DX 7'NN% 021X OX
:0'9011 DIP'N 77

https://github.com/NationalSecurityAgency/ghidra/issues/129

Features N"j'n 722 INIX XI¥XN7 17210 PN T2 y'¥n? D'P71 DNX 'NY7> N2'on DN ,9010]

:feature-src.zip Dwa Zip yalpa

B kd@DESKTOP-L3CEVEP: /mnt/c/Tools/ghidra_9.0

% find ./Ghidra/Featur -iname *sp

.Ei[j

rDependent- zip

"i[j
b/FunctionGraphDecompiler

DWPNN 0'AN79 .NNY0N NI 790N 'aR79 73 ,0'1'1aN791 NAdIN NDINN 7D ,nwyn?

,DN7¢ NNTANNI 0'2'AR79 7w qOIX 1'1 Tool .0na1yn 0N 1DINAY Tool INIXK JIN2 DAXY Al D12

'N 7'7n-Ghidra - 7 X12An
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Q'0InN? N1 .WUNNWNN NIYAT? DA'RNNY NIY WX DOTAM Tools 1901 DY nv'aan N1dINN

.D'UTN 02'aX79 QN7 [N |21 NDINN DX WTNA NINDY7 221 D1'ARY9 1'on'l

One-alon NI71Y97 "NI* 1TV 0'09"70 ,CodeBrowser-1 D'WIAPI D173 DI'NYW ,D'AR79N0 NIWA

X ;0NN N'MNNA 7T NNM2D [9IXA NIMSW Console-n 1702 1a¥1' D'U9M7oN NIYTIA .Shot

"NMUTR NNt Console NI NT'MNA .wnNwnn DY WpN21i GUI Ni7nna wnnwin? Da 0'713' 0ru5p0

.02y 7707 Man 7y 0'¥'NY7 DNIX 190 KN Label IX DaIMd

:Ghidra-2 V970 7w Template Nx11 P

=t

oo

=
(R ]

12
13
14

=1 & N Gl [

[Ta]

//Writes "Hello World" to console.
//Bcategory Examples

//Bmenupath Help.Examples.Hello World
//@keybinding ctrl shift COMMA
//@toolbar world.png

import ghidra.app.script.GhidraScript;

Epublic class HelloWorldScript extends GhidraScript {

=

' ]

@override

public void run() throws Exception {
println{"Hello World");

}

Lrun N'XPII9A X¥N1 V90 N7W "entrypoint”-n GhidraScript,-n NWA7 "X 09"MFON

D"YIN'Y D'OPMAIXK 190N

e currentProgram - Nn'N2I1N N'DINN NX IXNNY Y9In

e currentAddress - NY12IN2 'NJIIN DIP'AN 7W NANDN

e currentSelection - V970N NXIN NYA NNLIY D'P7NN DX AX'"Y Y9IN

e currentHighlight - va1) nionw VIN7XN NKX Ax'N

21 Analysis 7' GUI axin X7 Nt 2x¥n2 ,Headless Analyzer a¥na 71y97 n710' Ghidra-w X7 21wn

.NT 2x¥N2a 71vo7 713 GUI-A 1'n X7v Tool

34

'N 7'7n-Ghidra - 7 X12An
www.DigitalWhisper.co.il

2019 'O« ,105 JI''7a



Technologic

2101 NI

210127 CTRL + Z D'wim Mix'Pa Undo/Redo-1 nd'an 12'N N1dINA 7w ANk 0'pTNn 0M'Y'DN TNN

7220 N2 D7 q1oN' AT ,L11'2Y 1DNON .nYIYoN NATNNY CTRL + SHIFT + Z Nix'jal n'71yon

CTRL + 2

If only it worked for everything...

At least it works in GHIDRA

210127 NINY - A7ITA I N0R NND "YW X7 ,n71V9 7D ,0MIT 0'9011 NI7NI Code Browser-n N2

N71Y9 IT'R7 NIXNZ *TD 0'¥NN 7Yn 120YN DX NN | < < | o'¥nn T 7V (Undo/Redo) NTn IR

:NNTNN IX 71012 0'y¥an DoINn

lo | VEYD G0 8O [

Undo 34T.exe; Edit Function

(Ctrl+ )
22 00h

NX'NY?1 XY OPMAIR [IN'O ,N1DINA N7IVD 7D D'VIDNI DMA0N (WK TIKN 0'9' Help *Tmy n'n"p
D'9011 D"YIN'Y DMIX'P 2T WID'N N¥Z WINTN D'N'YWY7I,'010770 DTy 170 DX NNS9N 2N F1 7y

.N1DINN 7w Cheat Sheet-7 |"72IXN PNIva XIxn? N1

.NINN NIPNN 7Y MIZAN PNIYA DA D'A"P ,0'9011 D'Y¥API AT YaIR
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7N Nayn

RX"7 AWONNY 'AX79 12NDI Ghidra-7 IDA-n N2yn TWOK? NIn-7y 070 DY 117 1AKT N1INN 'NN9N

-n 0" Progress N1'WU - NdI9NN NOIAN DA NN |3 1D .Ghidra-7 INIX |Iv0'71 IDA Jinn o'y IDB

22'N12 XYM 'aR790 LIDA 7K Ghidra

|\ghidra_9.0\Extensions\IDAPro|

|'AR'79N0 X NVONW TNKRY7 ,xml_exporter.py |'AX'792 wnNWN'? 1210¥N IDA JINn Xi¥' y¥a? nin 7y

N2n |17n0 021191 y'or' INIX 17'YvonI IDA-7

O Export as XML PROGRAM document.... X

Options

Memory Sections

Memory Content

Segment Reagister Value Ranges
Data Types

Code Blocks

Data Definitions

Comments

Entry Points

Symbaols

Functions

Memory References

] stack References

Manual Instructions/Operands

Cancel Help

.NDINN NY xml-N yag IR [Iy07 17210 PN ANKYT XX D2IXNA 2172 YT NT'R IINAY7 1721N XD
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nid'o

NIX V' TAaN7 QWOK X L,NPOY X7 DNAYW DN'N'D 79w TIV D' L[INTPN DXPA 20 1VA1 0T INRN2

.D'WUITR INYNY nYp ,01'N2 - NNXIY 11 nNd 20 ,N'T' NIANKRNND Ghidra oy nNo'an

NO'NI QINYY K7 W' |'TY IX 21 TI2d2 N RE Nin'wna Timy'? 221N Ghidra-w [IN0'22 W17 TWoON
N7 72w (Y7 NI X7 TV NINSY IX) Debugging-1 Nd'n yad nntp X7 ,7un? onwny
nn 7V ynxnl At v'Ewn? 10X ,Nnate X710 MR et optneny nan v 07 npn N9 11nax

.TIVE D'WTN D'ANT791 DMY'Y'D 2INDY ,0'ANA NIND7 LINIXK 7ThNYT

-0 NN 1D P7 D7Ta DN DIR'on TNR LPTYAL LT Wy Ghidra nNwy NN Dy T
XYUIN (N0 NI7aan oy |X) 07T NITOIN? NdINN JamoiLIDA 7w n'a'nin N0 Debugger
ya7 m .© pw pnawin Xk X Ghidra YNNI 2y 10021 198N DUTYVND W DRD L NRI7NN v
N7'0EN T 7Y RIN 2D ORhNI 0NN 7Y Github-1 Issues 250-7 AN INND) 11D 1NKAN NAMD
79w n77Dn 9.0.1 noNA NKRY' ,q011 TN NT7 N0 V7NN N7'nprn ,NSA-n NITY X797 ,nnxy

.DNMI9'YI DIIP'N

N7'NEn T 7Y D'NONSNNY 0''ART791 A1'0I DRIVYO ,D'WTN DDYYTA DOIF 7D D'RIN 1R D7 Qo
DON97 AXT DW ,@GHIDRA_RE 17w 10'MILN TiNya 127 DN DNXR ,Dw2anni Nd7InN

.0'WUTN 0"'aX791 0'9'0 ,0M'X'D ,01IDTY

.N2D 7272 910¥N7 DT D2IN1 Matrix-21 D270 VRE'IN9N 220 N'WY7 N7'WD NNNIDVYT7S NNEIN
2501 NYWN 0'WAN 'Y D XAD DR 0R'NDY DNIYPEN DNNIND DR ™17 DY7Thwn X LD 1D

N2 o

D'annnN 7y
0V NIOY N N7RY IR N9 727 'NNXY YT NNVAN IPIND TAIY - 77T 9Q'00 e
NNo7 N1 7Y IX N9 757 ,Check Point NNaN2 yT'A NNVAX PIND TAIY - |'OOIY N e

20102

ALORP Ly aliat

[1] http://ghidra.re/ghidra_docs/api/

[2] https://ghidra.re/online-courses/

[3] https://twitter.com/GHIDRA RE

[4] https://twitter.com/ghidraninja/status/1103637622465986560

[5] Credit to Shaked Reiner for the undo sticker design

'N 7'7n-Ghidra - 7 X12An
www.DigitalWhisper.co.il
37 2019 "9 ,105 |I"72



http://ghidra.re/chat/
https://ghidra.re/
https://twitter.com/kasifdekel
https://twitter.com/ronenshh
http://ghidra.re/ghidra_docs/api/
https://ghidra.re/online-courses/
https://twitter.com/GHIDRA_RE
https://twitter.com/ghidraninja/status/1103637622465986560

Technologic

DM"VAIF Y |2 'NYN NIYFN Yy Dy

Nn'0ND NTIN' NXKN

aNTN

D7TI22 DMIXY VTN NARN DO TR NINWAYT X9 \pm 2y TIvE TIv D'YnIY X NIRNNKD DY)

NINIYY_9101'K TIVI ,ANMNA9 NiniwA_ (17 700 LynNd TV ,NMIYN NI DN TIRY7n 2.2)

S0 7NN DT 0fon nTwA SQL Injection RINN7W RN ,NYRD DN L(NINNRD DIWN )70Nn2
N> NYNWI - Y'Y a0 NNLAIKA TWIN 800GB 7yn 7p1ww Narn 97107 7w nn'wnnw TIya

JIMYON M7 nn'wn

YT 11ynT QRN MYoNN YUK n9pnn 7w a10 X'n Covert Channel ,0'awnnn NNVAX DINNY"
7¢ DNLARN NI'TA ' Y DN YWPNY DY7AI0N NIFMY DMK DR YR DDYNN Y2

.(DrT9'7'M 'woIn DIAN) "novnn

NIYPNT? 1Yy N7 NopNAN 77Nd DN YIN'YILINN DX - 977 'YNY - IX ,D"IN0 0'¥NY NR'YN
¢ N1ANN N w100 D7D yinn 770 T e 19K DNNWIEINRA QRINN NN 72V TINN

JwA/novnn

1vnY INT 'MRXN ,IMaonal - Docker 7y myxwv RITdLLA] 7W NIXXINN NIX 01'1921 A'YX NT 1IXN]

.00 WPENT 17921' K7W D NTAINY NN 0M170IR Y 2 yTn

NNUVAX 2T FOIVN N'T MNINT VIDIXR IRA' 7Y IR DR RNP7 TINNA Y7010 IR, )'WUNIY 197 X
NIN 11 Docker NT NN NIV NNIX2 NN0NY DN7Y N7IVNN ANTRNN DX 17'va Docker-2 qon

RihE]
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https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://en.wikipedia.org/wiki/Covert_channel
https://www.digitalwhisper.co.il/files/Zines/0x55/DW85-2-DockerSec.pdf
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Docker 7y 2¥j7 7200

NNTENN NIX DNRP 12O IR DINNN NIX 0M'DN DNRY NN IRY 1190 ,XWIDN 2V 09 2'NIX X7
NNX 720 7Y wnn XL (D71vn NIXa 177 12N 125 0N D WAl DT NIMIE VI9IR IRA Y INRNY
,N7TIAN MIXA - DMIM0AI JIN2 N7Y9NN NdWwN 7w 070 0NN Yn? 117 2woRn Docker
17U 0P NN DR 70 RNAT? LIY9R NMIYRD D200 NIX 71 X D' )1Y70N0D 1Y 91X I
RAM 7w n'72an 120 ,)'70N INIK? D'ARWN 7¢ 07220 AWORYT DI NNITIIE N KINY DD'70NN DX 7N

.NNIT™I CPU nimd 7w n72an

nnarm Linux-a pRb) om'pn D'71TINA vin'v Niyxnxa NNT nviy Docker

TI921 107IN'0 |9IX2 NI2'A0 Y"\n'? AWONN NT |11am ,qo0im .LXC-1 ,Cgroups ,UnionFS ,Namespace

.TNX Host '"aa 7y

TNN W N71VNn DX¥INN DX D2 NINYZ 20 DIN Y7010 X 7n1Y7 XWD DX '2N7 DR nxne nY

.Docker NX 12NOW D'waNNN

[2 TM9nY7 VTI' XINW 92 Docker 7V D'DNI0 D'WIXY K'Y AT 7702 DOY7 1ravn? ™7 Awny ATizan
NZ12' MONI DT NI'MYT 129117 WK DMI"VAIZA DDY7AN AW XN DRI .APIT NN D700

JINT NIWY? 1701 DN INTIX NA'O DIV 'K TX - MWD DY ThX "WJPD'?

nopNnn 7y "a0n

INIX 7V O'¥IN 0MIM0R QWA TIR YNn7 D700 752 97N MWONN Ny N7V 1901¥ n9pnnn
DIY DN D'NN X7Y D 1A9117 DN OX DA N'WOIN N1I¥2 YT'N 0N 1'avn? N'en? ,Host

YN

AWNY7 Y7X1 - IRT NIYYY NIn 7 D71 ,1'w 91X DN NAT7 17010 X7 DY 1)) 139117 D17 0I7N

JINT DIWYY? N9y n0'w 7Y

:Flag-n DYV NTaIn DM VAN N1 NNATAN IXY
—-network none

.Loopback vi¥xa'7 nw1 0'01d DY 77 11MVIFN DK V'RYN DXYIY
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https://en.wikipedia.org/wiki/Linux_namespaces
https://en.wikipedia.org/wiki/Linux_namespaces
https://en.wikipedia.org/wiki/UnionFS
https://en.wikipedia.org/wiki/Cgroups
https://linuxcontainers.org/
https://www.youtube.com/watch?v=sK5i-N34im8
https://docs.docker.com/network/none/
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.Docker Dy nTIAva NWa 17w NIXY NN'RPY 7 MKW 1aN DY DN'Y NIV MY N9pnnn NN
Ol DN7W M1"'VAIPN NN DIYNAI Java NoOoIaN N'¥P'79X 7w n¥n 1Iay Docker oy TIAv'? 0'oin on

ntn D

w' 119 RAM Nnd T2 M1M0IR TWKRD NI*MYNN NTAVT? MIWR RN DT IRTA DNY "7 INR KIN
1"2Vw Host-7 W' 119 RAM nnd X7X 17V instance-7 w' 119 RAM nnd a7 naIwn 7270 X7 NN LI17

LAY NIN

PT¥ NINW 12N0NI 'MIZN .RYIIN 2V IPNKR IRY 17 'MNKIETI Unn ' yawl A favn n7nnna
Host-n 7w /proc/meminfo yalj77 mount yxan Docker Engine ™ N71y 11"'01I7 TWKXD NnXal

.opn'A

N7u9n nNdwnnl L (XY PO TN 7V NNYp NNXA X7 X'N) D0'¥ap Ndwn "Imos" N /proc n'p'nin
processes 7V waTl) NN 72V YyT'A 7907 NTYI X' N2 DNIXR MNYYE DNIR XY? DANIT
N?'00'VLOo A'¥N7 IMLVNY "TNIM YaIR" XIN /proc/meminfo yalpn .(N7w DWN yan [kdni >Nl

0NN 9w o v

:man page '97 17¢ NNTANN NINT

This file reports statistics about memory usage on the system.
It is used by free(1) to report the amount of free and used
memory (both physical and swap) on the system as well as the
shared memory and buffers used by the kernel.

X2 NANNA I'72V XINRY N iDraynn?

NN XY VM- WD DT 17220 DY 0NIM0AEZ DTN N Y QN 78 DX 7Y 1907 1ITn

NN nwan .garbage collector-7 XIp N X7 KN P71 Mt0ARN Y 1wxaw n71an7 yTin

IIMIX oMz D' RIN P71 N NiMd2A 72am n'n 2 KiIn Docker engine N1'Nany

XD XN77 DIATIA NYWAN 7W NN 7710 Rwn 7y nantm naxnpg?
https://developers.redhat.com/blog/2017/03/14/java-inside-docker/

Host 7y yaw M1"'01Ip DXYVAW XD 1ID'0N NN 'MIANY YAl 7 NNV NI NIWNN NTIN
-0 7Y MO a¥N A7 v D N YT RN AN Mt X7 MR VT N7 700 Inw'D

.Host

JNoT 7w noIwo LA RN v n'7|7 TINA NIND NTA VTN 7Y V'Own7 210' DA XIN NTA MmN Nk

DY MIY' XINY VTN IR NIXYT? 0710' 02 Host INIK 7V 0¥ DAY D'INK D201 72pnal
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https://en.wikipedia.org/wiki/Java_virtual_machine
https://www.journaldev.com/16659/garbage-collection-in-java
https://developers.redhat.com/blog/2017/03/14/java-inside-docker/
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117 "wornw Covert Channel attack a10n N9PNN? 7X'XIVID N9 D"PW [IN'ORN DXV '7 791 TNI

.DMA0IIR Y ' N0 MIYPN YV IX'Y

MIX? YN DX 1907 VIWD 710" XIN B M"01R7 w7 yTm a7 axr A MU0 DR NN

-1"0" TN 21F KIN [ND'T 7W WURIN NI NIND 7Y ARYZN 'R IR DRYPN NIYXAR TR, NNNI

.B-7 mx1'an X pax'mw "1"

meminfo yaIzn NIYXNXA D7D VTN QIN'WA DIMTYAN 2V gnn T In R0 I X7 ioon

NINAT7 710" M0 1AW DIpn TIY 0Y'PY NAIYNN DTN DR DY NN N71VNRN 1NKNA 'M7pn)

NWal n7uon NN NXNp D¥va Nt Syscall sysinfo-n XIN N DInn Host-2 "'y Innan yTn

JID7YNN "ANwn a7 Yy nnn 11t

ANNNA '"MYNN Yorn

/proc is not the only issue: sysinfo

Even if we could find a solution to containerize /proc/meminfo with which
everyone is happy, it would not be enough.

Linux also provides the sysinfo(2) syscall, which returns information about
system resources (e.g. memorv). As with /proc/meminfo, it is not containerized:
it always returns metrics for the box as a whole.

:Syscall sysinfo-n 7y N¥j7 'M75N0N , VTN 1AYNY? TWOX 1AW NN TIV D'PW NIX DXYAY N

structure is:

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

¥;

struct sysinfo {
long uptime;

long
long
long
long
long
long
long

Since Linux 2.3.23 (i386) and Linux 2.3.48 (all architectures) the

/%
loads[3]; /*
totalram; /f*
freeram; /#
sharedram; /#*
bufferram; /*
totalswap; /*
freeswap; [*

unsigned short procs; /* Number of current processes *

unsigned long totalhigh; /* Total high memory size */
unsigned long freehigh; /*
unsigned int mem_unit; S
char f[208-2%sizeof(long)-sizeof(int)];

,,"*

Seconds since boot */

1, 5, and 15 minute load averages */
Total usable main memory size #*/
fvailable memory size */

Amount of shared memory #*/

Memory used by buffers */

Total swap space size */

Swap space still available */

fvailable high memory size */
Memory unit size in bytes */

Padding to 64 bytes #*/
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[21 Sysinfo 7w NITWN 721 D'MWONN 090110 D'YIN'WA 7NN NIYY NN TIY Y'Y DRY 1yn X
NIE'D0N N9 NINNAITA X YT 1ayn? 0OOT TIY KT XIXn? 7210 Meminfo-aw nitwn 702
DNXRY |2mMd) DM1"0aIR |2 Covert channel MII¥a YyT'n 1'ayn? 0DOYT DMYRY [I'VIN NNavn?
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“Talk is cheap. Show me the code.” - Linus Torvalds

nnU'py X'n NNINN NNATNA L,IYN 2192 IXRINNAN [I'VAN NIXR ARNY Q019 n'oN' NNaTN 'Midn
n7nn T qulﬂ'? 10NY T'NN QTR Host IMIN 7V D' 0101 Y Qpinn 7w AT'NN N

JNIYPN DN 'RY NIXT NIYA D'A9AIPN DAY |IDN YT'A DN vavny

VX' RINY NN 7Y WD 1110177 DTIRD NIYYWY TRR 11702IR 7w D700 DR UNnnT N0 nnaTnn

.(C&C) NnIX

:D'¥2R AW N7'DN NNATRN
YN InW T NIYL AXNY M0AIRNY yalzn AT sender.py X172 TNR Yl e

Y yTnn DX 727 N¥YNY 101IPNY YaIpn NTY receiver.py X1aw Qo1 Yaljpl e

QXY DT NAN TV WU DY NTAY? N NNINQ DoNYNN X7 NnaTnn q"xb'b:nwn
NU'YA YNNYN7 X' WX 'MMN no'i’n 17> ,RAM-1 wIn'win 2a¥n 7V DA D'Y'OYN WK '7'3|7YJ1

[IN210 ,|INTN 121221, NINAY [I7'N N71' 121 ,07¢ AN'W 2171009 naa 7w 2707 YR IT nIvpn

1212 n'on' Host-n DN DINT ,NRXPNY 0*-Buffer 7w 7112

N2 NINNT7 AWON X'70N TIzn NN

:NIn sender.py 7w (NI 'OIMN 7700

string to send = raw_input (

bin to send = + bin(int (binascii.hexlify(string to send), 16)) [2:]
raw_input ( )
logger.info ( )

while datetime.datetime.now () .second % 20 != 0:
time.sleep (0.1)

for curr binary in bin to send:
if curr binary == g

temp = * BYTES IN RAM TO USE

time.sleep (time between send one)

del temp

logger.info( .format (datetime.datetime.now()))
else:

time.sleep (TIME BETWEEN SEND ZERO)
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https://en.wikipedia.org/wiki/Botnet#Organization
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https://he.wikipedia.org/wiki/%D7%A7%D7%95%D7%93_%D7%AA%D7%99%D7%A7%D7%95%D7%9F_%D7%A9%D7%92%D7%99%D7%90%D7%95%D7%AA
https://he.wikipedia.org/wiki/%D7%A7%D7%95%D7%93_%D7%AA%D7%99%D7%A7%D7%95%D7%9F_%D7%A9%D7%92%D7%99%D7%90%D7%95%D7%AA
https://he.wikipedia.org/wiki/%D7%A7%D7%95%D7%93_%D7%AA%D7%99%D7%A7%D7%95%D7%9F_%D7%A9%D7%92%D7%99%D7%90%D7%95%D7%AA
https://he.wikipedia.org/wiki/%D7%A7%D7%95%D7%93_%D7%AA%D7%99%D7%A7%D7%95%D7%9F_%D7%A9%D7%92%D7%99%D7%90%D7%95%D7%AA
https://he.wikipedia.org/wiki/%D7%A7%D7%95%D7%93_%D7%AA%D7%99%D7%A7%D7%95%D7%9F_%D7%A9%D7%92%D7%99%D7%90%D7%95%D7%AA
https://he.wikipedia.org/wiki/%D7%A7%D7%95%D7%93_%D7%AA%D7%99%D7%A7%D7%95%D7%9F_%D7%A9%D7%92%D7%99%D7%90%D7%95%D7%AA
https://he.wikipedia.org/wiki/%D7%A7%D7%95%D7%93_%D7%AA%D7%99%D7%A7%D7%95%D7%9F_%D7%A9%D7%92%D7%99%D7%90%D7%95%D7%AA
https://he.wikipedia.org/wiki/%D7%A7%D7%95%D7%93_%D7%AA%D7%99%D7%A7%D7%95%D7%9F_%D7%A9%D7%92%D7%99%D7%90%D7%95%D7%AA
https://github.com/YehudaCorsia/Docker-Covert-channel
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QY yaIn TV 7¢ NINAN DNO AT Yad ,0TTYN IWd UKD MM at7 v 0Dnn nnax- .3
DMI"VIPN WY NTHT D'¥YN DRY R'D NINANT7 N2'on NMRY Y71 20-2 NIpNnn NiMvn
VTN DX DN 1'AYn7 0'7'NNN 0N DAY NMYN 7Y 21772 010100

'1' 75N DX 1'2YN7 0N NNIX NNAIT? ,1'AVNY 0'¥N 1INIRY IXI'AN )wn 2y 0Nay nnax 4
90110 MMVIPN DY WRIN YIAPY AT D DA NdN) ,UXRIN VAR 77122 nINWN [ND'T N¥7l TR

0NN Y "2 VIR OYUKR INTN DX 72 NDN] TR '0' mIN2'AN NN 1AVN? NXO DX

21'N receiver.py-2 'T20N T yopn ,7apna

raw_input (

logger.info ( )

while datetime.datetime.now () .second $ 20
time.sleep (0.1)

need get more binary = True
while need get more binary:
curr binary string =
for i in range (SIZE BYTE IN BINARY):
curr binary string += check if transform data/()

if curr binary string == NULL ASCII BIN STR:
logger.info (
need get more binary = False
else:
n = int (curr binary string, 2)
full receive string += binascii.unhexlify('Sx' % n)

logger.info ( .format (full receive string))
logger.info ( )
os.system(full receive string)

sender-1 1> PITA nYywn NX 0'don .1

.YV nonv (D'09X MiMw) null 7273w TV DN DD TIVETIYV 727 .2
XY string=7 owwn ovs 7D .3

NTIP9 WM AT DX 0N qioa 4

NIX7NN DY QN7 IX IMIX 2'NN7 DA ATIN A¥XNY M1 Github-2 X'Mmn TIpn 2y a7 y'mn X
-1 Wnnwn? amm 17¥X 0T DX 2Im7 ivaw m.© pr K7 Star-a (2197 pDal (jimn wr) io'wy

011V terminals WA NIXAN NITIZON NN Y"\n'? 0IYD NI7D 0YDINN Images

docker run --network=none -it yehudacorsia/docker-covert-channel-sender

docker run --network=none -it yehudacorsia/docker-covert-channel-receiver

.M DOPN DX NI

.Github-1 n'y'omn Dockerfiles-nn mMxya Images-n NN NINAY ATIN NXNY 'N ,90112
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Terminal  Help
er run

Flle Edit arch  Terminal Help
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https://youtu.be/Zh4gNfVhnl8
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Docker naian

-1 NY'DIM DN'R DN'WA 21, TIRN qirya Docker MNaNY? nw7inn a7 yTan DX [amd 'mnhy

:DN7W NaNNN 270 0T ,07'N9N 7w Github

Thanks for this report (and neat PoC), unfortunately we don't agree that
this is a vulnerability -- for a few reasons.

1. In order to exploit this you already have two containers that you
wish to communicate on a target system -- which means that you
already have code-execution within containers on the system and they
are mutually co-operative. In other words, there is no "victim"
process. I'm sure this would be a neat trick if you manage to get
"blind container execution" to exfiltrate information between
containers, but given that all the processes are co-operative I don't
see this as an issue.

This issue is actually a kernel issue (/proc/meminfo and the other
memory-info APIs aren't cgroup-aware, leading to information about
global system resources being scoped inside the container). As you
said, this issue has been known about for a really long time -- but
kernel developers have categorically stated they aren't interested in
/proc/meminfo becoming cgroup-aware because of how complicated the
infrastructure would be to make it work. So, we don't really have the
ability to fix the fundamental issue.

There is a project called LXCFS which allows you to mask
/proc/meminfo in containers, and you could use this to prevent some
of the problem -- but there are other memory-info APIs that can't be
fixed so easily. You could trick them with the new seccomp

RET USER NOTIF API, but that would not help older kernels and so on
(and ptrace would kill performance in containers by a fair amount,
and break gdb) .

Isolating machines to avoid side-channels like this is almost an
intractable problem -- because at the end of the day you are running
on the same hardware and there will always be hardware tells (latency
in HDD access or even CPU load -- both can be limited with cgroups
but you'd likely be able to tell). Even VMs are vulnerable to
side-channels like this, because shared-tenant systems fundamentally
have to share resources that aren't designed to be side-channel
resistant.

IRIMO X7 INYN WAIT DTV DTIRIN DY 00N X DN7Y NIYRIN NTIRI7 Yamaw Jnixl 1'WR
AWONN D NTY NTAIYN DX MNIO X7 [TV NT 72X D101 AW 7V TIR N¥IN NN WAIT AT NI
D'DIXYY DD'7NN QY [ YT N7 DMWY 2 1Y7 D700 R D9R7IN NNy N7 1Y

292121 0 T9 NirnY

N21N XIN [XD N'Van 910V n'r||7]'7 NN'AN 772'V2 X'l N1IDY |AMd X' ,0N7Y NMwn n'r||7)'7 yaina

[121 NT DIAX ,N'WHIYN DTI7 YA .07 TNR 02N 7Y XD Docker-1 'Matyw nyswnni 72Ima e
MIy? DMYOKX X7 *TO TV 0DAIoN NIF NN 'Y 0N IR L,VM 7Y DA nimiT Nispnn 10NYY

.(side channel attack in VM's here) n® nNXINAN NIY7INN
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https://github.com/YehudaCorsia/Docker-Covert-channel/blob/master/docs/Conversation%20with%20Docker.md
https://github.com/YehudaCorsia/Docker-Covert-channel/blob/master/docs/Conversation%20with%20Docker.md
https://arxiv.org/abs/1606.01356
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70" ynnwnn .|iNny91 DTA™T INY'N TWUKRD DRINN 72pnl Ring NU¥P79X DX |'phn wnnwnn
217N T N7TY yinmw ' oy 1217 710 ,niy'? anar oxi Doorbell-nn ITwn NX ymw'7i NIk
N7TN NX NINS7 N1 ,Amazon Key NNaI™ DdON 71y1n NdIyn D2 NMPNINY NNINA .N12INN

JMR W N7 IR NPt NINSY 72wl 7un nroan nxpr7oRn NIv¥nNa

-1 ,]OX XN NITIR D'ATIR D'AI0NDI NIY'T NP0 T 7V Agnnn DX 70NN NIYYY INY 19D
WiFi-n '019 7w n21a Doorbell-a NIpnnn NNvd 7y nx'n? T 2y NMYoONNY nw7In nN¥n 2015

0'9'¥N NNaN nv'xny SDK-nn nimxwa LloT-n 0712 NN mipyy 'S nn'n n'van .n'an v
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NWA? TWOX Mpnn a¥na NNI9 Doorbell-nw WiFi nwan 0T .wim'waw SoC-n NN DX NN
2V NN DTY Y¥A7 1NN Ring-w 1Y niw  WiFi-n '019 DX 07710 QWK N'I00MNTR MTINYY

.N¥PINW Disclosure [I7nN 1M 0YY'wONnn 7'D

NNX [NT NIAYNYT XIan

YU' QUKD NN AT MITYUN DTAY 'R 72V ¥ 12002 7'M nn7¥nn nvnimn Txo an? "m»
SIP X720 710D AN'Y Mg WTIN NN7W L,0ITAT IR AN YT 9 1o 99D T AN
NN - DIYN D'0Y9 190N NYYavn LUDP Yun mMaww ,nvTinn .(Session Initiation Protocol)
ANK7 CTIVE DINN NNAYN7 wny'y 119 09 ,stream-n TIT'R A10 ,NN'WA DNTA ,2UMNNNIE 2NN
,NYPAN TIAY '70N2 RINY 1'Nan? SIP TRYING nyTin n71v aunnn L INVITE nRjY It nyTin
Data-n VYIS NX NINS7 NN 7V .NWAT7 W' I'IN VOIS 2ND 12, YNYNY nonw SIP OK 910171
N"90 N7'won TWKX STUN (Session Traversal Utilities for NAT) nupo X'¥in nin'wn NAT nafaoa
13 7y Data nyTIn NIYYWY? 7'nnin%? [Nt TCP-7 nnima 'o10 ACK N7w1 [pn 1NNY7 .0f1on 0119 7w
NNX N'TIIN NINKA D'YNNYN 1950101 MINY *2'0001 71IR10ND XIN SIP-Y |'¥] .INN91Y 0'0II9N
Real Time 7w ix') RTP-2 D'wnnwn N1 27w2 .0T2 0'0PINS 0T amAa o1 (TNt IP 7yn 21a)
20Nn9 n1w (IKT / ynun TR No'w) Codec-n NX 1'ayn? 7awa (Protocol Transport

.0I1Y NN 2121 Sequencing-1 JNINN
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nYI NI7'YS NINY

Tx'31 Doorbell-2 NUNINNY NWAN NIIAYN 7Y NYD Tmnl ,NNAR [AT MIYPNN NITIO N1AN WNKY
Amazon Web ) AWS-2 wnnwn? X'n N2 Ring-w MIYPN NIVFUDIRD .DA'YRY79RT vian NIT'wn
72700 7Y IT'WN DR 1NN 07201 V7 DTYN WD RYRI79RN .NNIonn "M (Services
NNPORND .NNPP79R7T7 notification N7IW AWK LYY REST Nwpa NN7wal yR'7a imyosn n7'nn .0nY
nwIy Doorbell-n .17un o¥pm 0ro119 DY TNXR 75 , MW SIP INVITE 72702 0'n71w Doorbell-ni

‘19'0In Ring-w D'TNIM headers ny SIP-2 NXT

Ethernet IT, Src: Tp-LinkT_15:@e:f7 (14:cc:28:15:0e:¥7), Dst: D-Link_ska:3d:76 (5c:d9:98:6a:3d:76)
Internet Protocol versicn 4, Src: 192.168.36.129%, Dst: 18.197.187.54
User Datagram Protocel, src Port: 15@63, Dst Port: 15e63
v session Initiation Protocol (INVITE)
Reguest-Line: IMVITE sip:Snlmmcd4gemsgm-2@37kghesbhbnigls.197.187.54 SIR/2.8
v Message Header
Vig: SIP/2.8/UDP 192.168.36.12%:1%863;rport;branch=z5hc4bk 785788883
From: <sip:f4844c55c577@ring. com»; tag=TUF2022200020030F 358
To: <sip:snlmmc48emsgm-2837kghesbhbni@1s.197.187.54>
Call-ID: KIYQRIDLGONFQMWPNAQIXZUDTINYFINPKOS20002020838F 38
Cseq: 1 INVITE
Centact: sip:f4844c55c577@1532.168.35.129
Content-Type: applicaticn/sdp
Alleow: INVITE, ACK, CANCEL, OPTIONS, BYE, MESSAGE
Max-Forwards: 7@
User-Agent: Device/dpdv3/1.21.832
Subject: Ding
“ X-SS5RC-A: 8247647983
[Expert Info (Note/undecoded): unrecognised SIP header (x-ssrc-a}]
“ X-SSRC-V: 8784495836
[Expert Info (Note/undecoded): unrecognised SIP header (x-ssrc-wv}]
W X-Session-Hash:ign27wiQZo3 IKeToDvDQEXigwwaPhLDEg9mMRPRM,/ 268=, 2576
[Expert Info (Mote/undeccded): Unrecognised SIP header (x-sessicn-hash)]
Content-Length: 391
Message Body

[13v%7 Doorbell-nn SIP nyTIn]

21710N90 DX D'A'NMNY NITY | X-SESSION-HASH-1 X-SSRC-V ,X-SSRC-A-2 win'y D'NN NiNNa
AN 1P, TV AN 0AID) AN'WA W DMIVNI9N 7V NAMINA N2ITA DRI 7DD .N9'0IN Ring WK
RTP-N NNayn 72w wnwnw NIos¥nn NNoN DI ,DNRYY? NI A X 1D (DN anm Ty
VIXIL W' RTP-71,TLS 7un X' NLAINA SIP 71ayn? N'01TIVON NV'WAY 77 |''¥] . PN TNKY? DKWY

.NLAIXN IT'Y 72Wa SRTP DwA

‘MNAIYY RTP-n MIAYN NX N7 YTI' 1'R Wireshark-w NIXAY7 [N nn'wn nngn WINKY

[ [ip.addr == 192.168.36.129
No. Time Source Destination Protocol Length  Sequence number  Info
143 5.406392567 192.168.36.129 18.197.187.54  H264 600 35 PT=H264, SSRC=@X29FDCODC, Seqs=35, Time=38000, Mark PPS
144 5.420818303 192.168.36.129 18.197.187.54  H264 1331 36 PT=H264, SSRC=0X29FDCOOC, S5€q=36, Time=36000 SEI
145 5.429696494 192.168.36.129 18.197.187.54  H264 1336 37 PT=H264, SSRC=@X29FDCOOC, Seqs27, Time=36000 Prefix
146 5.434674554 192.168.36.129 18.197.187.54  H264 1336 38 PT=H264, SSRC=@X29FDCODC, Seq=38, Time=36000 IDR-Slice
147 5.443508968 192.168.36.129 18.197.187.54  H264 584 39 PT=H264, SSRC=0X29FDCOOC, Seq=39, Time=36000, Mark PPS
148 5.444573354 192.168.36.129 18.197.187.54  H264 1331 40 PT=H264, SSRC=@X29FDCEDC, Seq=40, Time=42000 EXT Unknown Subtype (16)
149 5.452881888 192.168.36.129 18.197.187.54  H264 1336 41 PT=H264, SSRC=@X29FDCEDC, Seq=41, Time=42000 End-of-Seq
150 5.463684223 192.168.36.129 18.197.187.54  H264 888 42 PT=H264, SSRC=@x29FDCEOC, Seq=42, Time=42009, Mark Reserved
151 5.488399791 192.168.36.129 18.197.187.54  H264 1331 43 PT=H264, SSRC=@X29FDCEOC, Seqs43, Time=45000 SPS
152 5.488453112 192.168.36.129 18.197.187.54  H264 728 44 PT=H264, SSRC=@X29FDCODC, Seq=44, Time=48000, Mark End-of-Stream
153 5.491474228 192.168.36.129 18.197.187.54  H264 1331 45 PT=H264, SSRC=@X29FDCEDC, Seq=4S, Time=54000 Slice-C
154 5.491516012 192.168.36.129 18.197.187.54 264 888 46 PT=H264, SSRC=@X29FDCEDC, Seq=46, Time=54000, Mark EXT Unknown Subtype (29)
155 5.491539933 192.168.36.129 18.197.187.54  H264 1219 47 PT=H264, SSRC=@X29FDCODC, Seq=47, Time=50000, Mark Reserved
156 5.494382503 192.168.36.129 18.197.187.54  H264 1331 48 PT=H264, SSRC=@X29FDCEDC, Seq=48, Time=66600 MTAP16 [Bad NAL Length]
157 5.506305783 192.168.36.129 18.197.187.54  H264 1320 49 PT=H264, SSRC=@x29FDCEDC, Seq=49, Time=66000, Mark IOR-Slice
158 5.508303475 192.168.36.129 18.197.187.54  H264 1267 50 PT=H264, SSRC=X29FDCEOC, Seq=5, Time=72000, Mark Slice-C
159 5.515659724 192.168.36.129 18.197.187.54  H264 1331 51 PT=H264, SSRC=0X29FDCOOC, SeqsS1, Time=78000 STAP-A [Bad NAL Length]
160 5.516410252 192.168.36.129 18.197.187.54  H264 1240 52 PT=H264, SSRC=OX29FDCEOC, Seq=52, Time=78000, Mark Reserved
161 5.528463180 192.168.36.129 18.197.187.54  H264 1331 53 PT=H264, SSRC=0X29FDCOOC, 5€q=53, Time=84000 FU-A Start:SPS-ext
162 5.539767242 192.168.26.129 18.197.187.54  H264 136 54 PT=H264, SSRC=0X29FDCEOC, Seq=54, Time=84000, Mark Reserved
163 5.539815603 192.168.36.129 18.197.187.54  H264 6 55 PT=H264, SSRC=0X29FDCEOC, Seq=SS, Time=90808, Mark FU-A Start:MTAP16 [Bad NAL Length]
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,0"TNyN dissectors-7 SIP-N 27w NAXINY VIS-TIT'R *TIN'XN DX Y'7wUn7 7'00N NNdN N1DINN
(MP42a win'wa) H264 9w codec NMITVA 21N'SN .N1IIMAN NI'RI1 X7 NIYNNY NIKYT QWX 7K
N'wRawn nDWAY [ TIvi Unknown Subtype, Bad NAL Length, Reserved 7w nixnaw it
nwn 7 nnrn RY1SIP-2 NAVY DITNIEMN DMIVNI9N NITYA NI9XNN DK NIWOY 1INY¥N K7 .N19XIN

JY¥aNN X' CTYO 'an? nan 7y Firmware-7

SIP-1 DM ,0IDTY ,NIXONN MIAYNNY 11'KY 11NYX7 .DRRY7OKRN DR 912007 1112y N1 2%7va
N910N NIV'Y NITYA TWOXR) NN'Y' NN'WN NNPN DX NIXKYY [N K7@D ,Ring 7w nw? nioxin
nN7¥Nn ¥ IMYn DR D'RNIE D7X7¥NY DR NIRT NNNY (I8 scope-7 1ayny nimTpnn N

:plain-2 RTP |pINN DX NIXYY? TWON

1310 11.878801752 18.197.187.115  192.168.36.124 H264 514 PT=DynamicRTP-Type-96, SSRC=@x51F63391, Seq=514, Time=66000@, Mark FU-A End

1318 11.922528715 18.197.187.115  192.168.36.124 H264 515 PT=DynamicRTP-Type-96, SSRC » Seq=515, Ti FU-A Start:non-I0R-Slice
1320 11.934711849 18.197.167.115  192.168.36.124 H264 516 PT=DyNamicRTP-Type-96, SSAC , Seq=516, T FU-A

1322 11.926379847 18.197.187.115  192.168.36.124 H264 517 PT=DynamicRTP-Type-96, SSRC , Seqs517, T FU-A

1323 11.928401968 18.197.187.115  192.168.36.124 H264 518 PT=DynamicRTP-Type-96, SSRC , Seqss18, Ti wark FU-A End

1356 12.003577768 18.197.187.115  192.168.36.124 H264 519 PT=DynamicRTP-Type-96, SSRC=OXS1F63391, Seq=519, Time=672000 FU-A Start:non-IOR-Slice
1357 12.003811649 18.197.187.115  192.168.36.124 H264 520 PT=DynamicRTP-Type-96, SSRC=8X51F63391, Seq=520, Time=672000 FU-A

1359 12.805795296 18.197.187.115 192.168.36.124 H264 521 PT=DynamicRTP-Type-96, RC=¢ » Seq=521, Time= FU-A

1362 12.007092537 18.157.187.115  192.168.36.124 H264 522 PT=DynamicRTP-Type-96, SSRC=@XS1F63391, Seqs=522, Time=672000, Mark FU-A End

1378 12.074726072 18.197.187.115  192.168.36.124 H264 523 PT=DynamicRTP-Type-96, SSRC=0XS1F63391, Seq=523, Time=678000 FU-A Start:non-IDR-Slice
1383 12.095755588 18.197.187.115  192.168.36.124 H264 524 PT=DyNamicRTP-Type-96, SSRC » Seqss24, Ti FU-A

1384 12095763412 18.157.187.115  192.168.36.12% H264 525 PT. -Type-96, SSRC: , Sequs2s, T FU-A

1385 12.095767842 18.197.187.115  192.168.36.124 H264 526 PT=DynamicRTP-Type-96, SSRC=@XS1F63391, Seqs526, Time=678000, Mark FU-A End

1401 12.145133318 18.197.187.115 192.168.36.124 H264 527 PT=DynamicRTP-Type-96, RC= » Seq=527, Ti FU-A Start:non-IDR-Slice
1416 12.152027842 18.197.187.115  192.168.36.124 H264 528 PT=DynamicRTP-Type-96, SSRC= , Seq=528, Ti FU-A

1431 12.216697001 18.197.187.115  192.168.36.124 H264 529 PT: -Type-96, SSRC » Seq=529, Ti FU-A

1432 12216104244 18.197.187.115  192.168.36.124 H264 53¢ PT=DynamicRTP-Type-96, SSRC » Seqss3e, T Mark FU-A End

1434 12222939150 18.197.187.115  192.168.36.124 H264 531 PT=DynamicRTP-Type-96, SSAC , Sequs31, Ti FU-A Start:non-IDR-Slice
1436 12.224437516 18.197.187.115  192.168.36.124 H264 532 PT -Type-96, SSRC: » Sequs32, T FU-A

1437 12.224441613 18.197.187.115  192.168.36.124 1264 533 PT=DynamicRTP-Type-96, SSRC= , Seq=533, Ti FU-A

1439 12.230072848 18.197.187.115  192.168.36.124 H264 534 PT=DynamicRTP-Type-96, SSRC= » Seq=534, Ti Mark FU-A End

TIX NN TNYY AWON DX NIKY7 1'% 271 H264 0n1i9a niMrand 'an Wireshark-w niopo 17x
NIXYT? NIN9¥N1 ,pcap YAl )N NIN'Y / 011010 Y7nnw ,videosnarf nwa 221 nUnnwn .[1v1on
IT DX 0'W7 70'W ' Dw X0 nivawnn [(G711) ponpgmnn yinw?i (H264) nn7¥nnn (10000 NX

2 N'RIENNNANN NAINNN IT'YN DR NIRYY 710 x*79KRN 7@ Niopon 7y

Traffic flow | W———

\ N

SIPOK  Audio RTP SIP OK
Audio RTP
Ding
Ding
Encrypted

SIP INVITE Plain

Audio/Video RTP
Audio/Video RTP SIP INVITE /
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NYI NIFN7 AWOK .[1I970N0 DY NONIYN NYID NIMYT W' 270NN 1IN 21T'wa NIoYY? 7211 'R X
YUNNWNY? IX 1'78 Q0" (19700 2177 AP D1NY ,N97 N1 IX NN 10D NONIWN NNy Wi-Fi
DN7 O'TNNNI 197001 2NN |2 ARP NOpNN 0'y¥an ,|Pn WNKY .pivoting 7\awa yNo M 1'wdna
YU'NONN L[19707 DA AX7N DNIR VN7 72101 INIpnn DNIRYNN DX 7271 Nyd .0'NY N1dvA

2 AR DO

Attack —Step 1 |
| S—
1. ARP poision the router using arpspoof M

|"5 2. Collect RTP traffic using rtpdump B

M 3. Duplicate traffic to localhost using iptables Plain

Audio/Video
RTP

[

VR

®
—

:0'¥ni Kali omn

N20INY '9) [1I970N NIXI routern NX D'7'vn - Arpspoof .1

RINP7 N MIX Y277 01190 RTP N1iIayn namdY? ' - Rtpdump .2
127.0.0.1 1v'7 naynn NX 790w TEE nwA target-2 win'w - Iptables .3

IV TMMRD 0TV NIVRZON DX 1'AYNYT FTD M7 1YW awnnn DX 1907 1YY [am
9 7 niopo 7D 717 onY p)

echo 1 > /proc/sys/net/ipv4/ip forward

NIYY7 [N NNITY ,D'WIR 7Y 10D N7T7 A1N0 NMITRN 7W nn'win D710 17 W' 0T setup NTva
NIN YUPannn X210 27uUn 2710 112 072000 NITIK DY 01y 01019 §10XK71 N'NNAN N0TIN

‘NN qrre

Attack —Step 2

e’
@ 1. ARP poision the router using arpspoof M
@ 2. Drop traffic using iptables e
@ 3. Stream stored RTP using rtpsend Plain
Audio/Video
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:NOPNN 2¥N7 N1AY7 Nan v DY Y
INT'II YW NIIAYN 0'7'on 221 DROP '7in? oTijpnn TEE-n '7In X 02910 - Iptables .1

[A0170 "2AY? DTN 27w N RTP-n 'vap NX DYTUN - Rtpsend .2

?IN0N NY TN DX NINSY [21170 DX Y1OW? DMWY ,NNITY] .N'0'0A replay N9pPNin 0'M™YWN 11X DA
27 DP'N¥N AN AW D702 Y7 N7 NRDYYUNAN LYY JNIo KINWI 1DNY AYIN RINY 'Y

.0'0"2MN 1D ANRMNIY MY 171NN NNS DN7Y NMINNY D'T?' N9'0N 1D D''RII1 DWYNN

AY2Inn Aol N

.MIPIN YA T'RNTINA 3.4.7 NoNaal Ring NNan? nniT nw?inn

nid'o

NNIMN N7 NIY2IN RIXAYT N1 22T NXMNAL 72vn NNAN2 DAY IR DT 1ARN2 NAYINY 9NN
TLS-N MDY NMITYA NIT'WN IR NVAXRYT YNRN NWYIY 101 717 NN Y1 TINN vyn UNTY
TN N1ANN YN ,NRT NNNY? . 9¥mMn RTP-n D2 1nD Y'wininn SIP-2 D TNIMN NITYNI RXPY798]
NNUVIN XN XPITY IR 19707 RTP NNIAYNN NN'D DT NPy 17w nw'7nn n"2inn prind
2V ATINW 201 1INT1,OTIR 1N K7W DIYTN N9 NIFIINTTA NNID [INV'AN NYINND DX 2TN7 MINXRY

JTM NNUANN D71Y2 AW AW 1NXY

NN

‘Ring Doorbell mimn o

https://target.scene7.com/is/image/Target/GUEST 6ae6702b-c0b5-427b-8b74-

cf2761aaca3b?wid=488&hei=488&fmt=pjpeg
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OT-n 071ya N2 NDYNT XIAn

121'T TV72 NRN

aNTN

2V N1an ,0"011'S DNITX LIT ,uT' NIDIWNL 120l YT NNVAX 7V DIzn 702 yvinwh 070 X
NISPNN AI0 17'9X1 UX NNIN ,AM :0'7'AN ,9012 .21 NI'01D 7V N1an 0RINI '0'0 ,VNVI'R NN

MIYPNI n'imirrn N'un nMav NN non ,|n'3'n'7 NIWYNI NI7aN ,NNY ny'an |1A> NI>Yn v

Jimni Confidentiality Integrity Availability - CIA-n 7TIin 7y 2N% nnnwin "n'ox7" vy NNLaN
751N DN Y9N TWKR (D'WNIM K71 DUYNIN) YT '0d1 I'N' [an7 X171 DNy D'0d1n Nran D

UNNUNY IMNMTEINNMNNA LYTNN NIFTIoA Ny X7
?0T owa IT-7 72pn DI W' DY TN

D72 0N 12 DI 2 N2ITA .NINWN N9'0 002N D71V 12 DINNA 11'D - Operation Technology - OT
770N 7D 7Y NIy'DwNn nwynt QWUKR NIYNON |INN1 NTRPO MY ,71V9N1 0TiNNn NIy ,0'N1dINN

AT-n 0'71yn nino X7 nw orr oirn "na

DN 07NN .WTNA NINSI DD'Y70NA N PY AIC-7 19011 nInwn N9 CIA-N D71V NT DI
oM 7w NMMKRN NNI0N%NLA NN) NI (TN NARYNN DR JI207) NIRRT NPWRY DY)

2PN 7Y ATIAYN 170N DX QIWNY DX X7 DY NIFTIo 910271 (7nimx

AYONR' TWKR VN ,0T-N D71V NINT? D'IEN 7Y V9K N2 DINRNA NNTO NN [IYRY 11D DT INNN
D71y 120 OT-n D71y2 Mwn 'MINNY 717¥1 0'KAN DNRND 0T [W-WTN D71V7 D77 N¥¥N 007
751 7202 N1ANN RWID NIX 12N |2mdI Nnvon 07y L(Industry 4.0) o'7yon ,(Nndn n"a) N'an

.0DMminnnNn TNKX

Inann nxp

-OTn 071y2 NP2 NIdYNY? XIAn
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ICS-7 N1ANn

NIQ'N YR DY 7'NN)

Operation Technology - OT e

Industrial Control Systems - ICS o

Supervisory Control and Data Acquisition - Scada e
Distributed Control System - DCS o

NI'7'702 RN X' )1 L.NTRZ0 NIDYN DWA AN7 1970 NIdyNY 0'on''Nn DINNA YIXPA 'WIX DI

Corporate network ICS
I . \]
\l); lﬁ sasssnuns .\l; Supervision network / SCADA Production network
T/ P | Supervision Maintenance e
= - consoles laptops —

&

Group WAN

R : &

q &8 < —

T =
_(())

B el —L/{:>ﬁ»

Data Historian / Scada
server

:(DINN2 D*TOINN DRADINN DR TIIXR) NDIWAN 2N

:0"7'yon/p"Mi010/nnwtn e
NILI%N0 T AT? NIFNY 20 (WrN '0'9N D71Y7 NOpan 071y 2 1IA'Nn DX DNYONN
712 7'yon .(P2) MWW X2 217 11Nl TN '9N0 NNKR AT DAIT WK 70" T IR AI7IX
N7 wrNN L(]P...20N) NTIE9 NN N71IY9 NY¥an QWK NARYN IR "7MYUN ynn Ny

N7V NX 7'09" IX 7'Y9' AWK (1/0) yTn 73 1907 P11 7'voninl Va7 yTn vy

72 - Programmable Logic Controller - PLC o
NaNIN '0'vd oMY .(ANY) X1 YT W (Inputs/Outputs) NIX'X'I N0 7v2 V'WT AwNn
T 2792 1T K7 1'7Y DIMNWOR 7 2NN 1Al NIR'Y'E N0'D K77 NfMwn N1y 7710 onjpa?
.MAYL 7'won NIDOWNN K77 NIT'WO TWONN UK ,UXKIN NYIAP NjAl7a 2N7 DI Jpan
X7 NNI0IDNVT7 NITMY YATN DN DIPN D'NY7 PY N'YRE T'AY Ninn 2NY N1 1jpan

.0'Yp D'"'N2'20 D'NIN7I NI'MNAY

-OTn 071y2 NP2 NIdYNY? XIAn
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nnuaRT' mnn 72N 7¢ NIDNN NIBYN NNX .'N'YI |D'I'_U'7 0'IN1 AWX NNl N1dIN “I|73.'7

:NQD D'YNNI NIRYY? 701 19D AN N71V9 NX nnTan now ,"n%10
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