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:vulnerabilities-N NN'71 ,17W NONANI MW '01D NX DA NOWINW Apache 7w N'0719' TN

Apache » Http Server » 2.2.15 : Security Vulnerabilities

Cpe Name:cpe:/a:apache:http_server:2.2.15

CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 9

Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Descending Number Of Exploits Descending
[Copy Results Download Results

# CVE ID CWE #of Vulnerability Publish  Update  Score Gained Access  Complexity Authentication Conf. Integ. Avail.
ID  Exploits Type(s) Date Date Access
Level
1 CVE-2017-7679 119 QOverflow 2017-06- 2018-06- | 7.5 None Remote Low Not required  Partial Partial Partial
19 02

In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, mod_mime can read one byte past the end of a buffer when sending a malicious Content-Type
response header.

2 CVE-2017-7668 20 2017-06- 2018-06- | 7.5 None Remote Low Not required Partial Partial Partial
19 02
The HTTP strict parsing changes added in Apache httpd 2.2.32 and 2.4.24 introduced a bug in token list parsing, which allows ap_find_token() to search past the
end of its input string. By maliciously crafting a sequence of request headers, an attacker may be able to cause a segmentation fault, or to farce ap_find_token() to
return an incorrect value.
3 CVE-2017-3169 476 2017-06- 2018-06- | 7.5 None Remote Low Not required  Partial Partial Partial
19 02
In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, mod_ssl may dereference a NULL pointer when third-party modules call
ap_hook_process_connection() during an HTTP request to an HTTPS port
4 CVE-2017-3167 287 Bypass 2017-06- 2018-06- | 7.5 None Remote Low Not required  Partial Partial Partial
19 02
In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, use of the ap_get_basic_auth_pw() by third-party modules outside of the authentication phase may
lead to authentication requirements being bypassed.
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pragma: no-cache

server: Apache/2.2.15 (Cent0S)

set-cookie: WEBSRV=1|W7j2u; path=/

set-cookie: ince:_ses_ path=/; Domain=.groo.co.il

set-cookie: vis1d_incap |, ¢ch=/; Domain=.groo.co. il

status: 3082

x-cdn: Incapsula
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try:

fileDownload = urllib.URLopener ()

fileDownload.retrieve (url, url+
except Exception as e:
exc=True
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:async/await

loop = asyncio.get event loop()

DN'YN DAY DY RV urls-n NN DMTan ,grequests-1 tornado N> NINNX NIMso? Nnima

nn'vna

():
for path in path list:

yield from conn.co send request ('GET', path)

:N'Moon 7w future VP AING D'0'1DON

send future = AioFuture (send requests (), loop=loop

.n'xMni

loop.run until complete (recv future)

((w' DR) ATN7 NIRXINN 757 D'DNN 9102
bodies = recv future.result ()
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https://docs.python.org/3/library/asyncio.html
https://pythonhosted.org/dugong/
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https://github.com/kennethreitz/grequests
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chrome path =

chrome options = webdriver.ChromeOptions ()

chrome options.add argument ( )

chrome options.add argument ( )
chrome options.add argument ( )

driver = webdriver.Chrome (chrome path,chrome options=chrome options)

driver.get (url)

time.sleep (1)

update url = driver.current url

currentCounter = long(get file name (update url.split ( ) [-11))
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http://www.ietf.org/rfc/rfc1750.txt
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