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Disclaimers

= Intel technologies’ features and benefits depend on system configuration and may require enabled
hardware, software or service activation. Performance varies depending on system configuration.
Learn more at Intel.com, or from the OEM or retailer.

= No license (express or implied, by estoppel or otherwise) to any intellectual property rights is granted
by this document.

= Intel disclaims all express and implied warranties, including without limitation, the implied warranties
of merchantability, fitness for a particular purpose, and non-infringement, as well as any warranty
arising from course of performance, course of dealing, or usage in trade.

= No computer system can be absolutely secure.

= |ntel and the Intel logo are trademarks of Intel Corporation or its subsidiaries in the U.S. and/or other
countries.
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SGX Enclave Control Structure (SECS)

X7 D"1M1 750 AT DRINI NN TN ININT 7Y T'vnn L'9'x90 Enclave-7 1'oIx vy 7'on SECS
-0 N'"an 7nn 0Iwn Daxnn DX ?on SECS .nninn My prnimni ,NdIm My NN gl nn
NX71 ECREATE 210n nTIpO YWXD X SECS aion T .EINIT niyyxnaxa IN7'wa TVl Enclave
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Field OFFSET (Bytes) Size (Bytes) Description

SIZE 0 8 Size of enclave in bytes; must be power of 2.

BASEADDR 8 B Enclave Base Linear Address must be naturally aligned to size.

SSAFRAMESIZE 16 4 Size of one SSA frame in pages, including XSAVE, pad, GPR, and MISC (if
CPUID(EAX=12H, ECX=0).EBX |= O).

MISCSELECT 20 4 Bit vector specifying which extended features are saved to the MISC region
(see Section 37.7.2) of the SSA frame when an AEX occurs.

RESERVED 24 24

ATTRIBUTES 48 16 Attributes of the Enclave, see Table 37-3.

MRENCLAVE 64 32 Measurement Register of enclave build process. See SIGSTRUCT for format.

RESERVED 96 32

MRSIGNER 128 32 Measurement Register extended with the public key that verified the
enclave. See SIGSTRUCT for format.

RESERVED 160 32

CONFIGID 192 b4 Post EINIT configuration identity.

ISVPRODID 256 2 Product ID of|enclave.

ISVSVN 258 2 Security version number (SVN) of the enclave.

CONFIGSVN 260 2 Post EINIT configuration security version number (SVN).

RESERVED 260 3834 The RESERVED field consists of the following:

= EID: An 8 byte Enclave Identifier. Its location is implementation specific.

= PAD: A 352 bytes padding pattern from the Signature (used for key
derivation strings). It's location is implementation specific.

= VIRTCHILDCNT: An 8 byte Count of virtual children that have been paged
out by a VMM, Its location is implementation specific.

= ENCLAVECONTEXT: An B byte Enclave context pointer. lts location is
implementation specific.

= |SVFAMILYID: A 16 byte value assigned to identify the family of products
the enclave belongs to.

= |SVEXTPRODID: A 16 byte value assigned to identify the product identity
of the enclave.
The remaining 3226 bytes are reserved area.

The entire 3836 byte field must be cleared prior to executing ECREATE.

Thread Control Structure (TCS)
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:D'NAN NITYUN DX 7001 011NN N1an

Field OFFSET (Bytes) | Size (Bytes) Description

STAGE 0 8 Enclave execution state of the thread controlled by this TCS. A value of 0 indi-
cates that this TCS is available for enclave entry. A value of 1 indicates that a
processer is currently executing an enclave in the context of this TCS.

FLAGS 8 8 The thread's execution flags (see Section 37.8.1).

0SSA 16 8 Offset of the base of the State Save Area stack, relative to the enclave base.
Must be page aligned.

CSSA 24 4 Current slot index of an SSA frame, cleared by EADD and EACCEPT.

NSSA 28 4 Number of available slots for SSA frames.

OENTRY 32 8 Offset in enclave to which control is transferred on EENTER relative to the
base of the enclave.

AEP 40 8 The value of the Asynchronous Exit Pointer that was saved at EENTER time.

OFSBASGX 48 8 Offset to add to the base address of the enclave for producing the base
address of FS segment inside the enclave. Must be page aligned.

OGSBASGX 56 8 Offset to add to the base address of the enclave for producing the base
address of GS segment inside the enclave. Must be page aligned.

FSLIMIT 64 4 Size to become the new FS limit in 32-bit mode.

GSUMIT 68 4 Size to become the new GS limit in 32-bit mode.

RESERVED 72 4024 Must be zero.

Enclave Page Cache (EPC)

Enclave-n 770 DN WWXD Enclave '9T |ONKY7 TVIM MWK LA [IONKX TR NIINYT X0 EPC-0 nun
N7 QT7 NW'A NNOIX TUX NIDON NIZ'TA NIYYANNA ,N¥N 2¥Nd X¥NYW EPC 77 .N¥"M 2¥Nnd XKINW
"y 1 w1 EPC-D 9T ,N0pY 91K .17 NXNIN 010007 DRNNA L Enclave-7 MW n1'kw m 7D "y
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Enclave 7w Instance 72 .I"''X 11 '9'¥90 Enclave ¥ instance-7 7"iwn Valid 9T WwXd Invalid
NIj710 'n19 01N N1an XN LEPC 7D 7w priTan axnn 7 Mivy jnamnn 19w SECS-n X 7'on

.Enclave Page Cache Map (EPCM)
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Enclave Page Cache Map (EPCM)
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T INIXK? NIrorxoon R/W/X nikwan

Field Description

VALID Indicates whether the EPCM entry is valid.

R Read access; indicates whether enclave accesses for reads are allowed from the EPC page referenced by this
entry.

W write access; indicates whether enclave accesses for writes are allowed to the EPC page referenced by this
entry.

X Execute access; indicates whether enclave accesses for instruction fetches are allowed from the EPC page
referenced by this entry.

PT EPCM page type (PT_SECS, PT_TCS, PT_REG, PT_VA, PT_TRIM).

ENCLAVESECS SECS identifier of the enclave to which the EPC page belongs.

ENCLAVEADDRESS Linear enclave address of the EPC page.

BLOCKED Indicates whether the EPC page is in the blocked state.

PENDING Indicates whether the EPC page is in the pending state.

MODIFIED Indicates whether the EPC page is in the modified state.

PR Indicates whether the EPC page is in a permission restriction state.

SGX N*a1711001 YIN'YT NITIZO

-1 NITAIY 7INd2 NIXAIN AWK NINAN DIKAINN 7V 75n0nY7 [N 0D TV SGX Instructions-7 D110

.Ring 3-2 nIma1y nina nIXIN 17'X1 Ring 0

Management Paging
- B + eon
EEXTEND Build EBLOCK Protection Management
EREMOVE ETRACK
= EINIT - Verify . EWB
Execution ELDB :|‘ Swap
B ELDU
- EEQ}ER ~ Synchronous
AEX - Async EXIT: Debug
EResuMe - Interrupts « EDBGRD
Sealing & Attestation EDBGWR
- EGETKEY L
EreporT | Keys
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ENCLU ,(Ring 0-2 72v19n) ENCLS .[n'nixwIn? DXNN2 Leaf functions-> ninanixn Enclave nixdIn

.(NT Mrn 7w Scope-7 yInn - VT Root Mode-2 7v19n) ENCLV-I (Ring 3-2 7v19n)

Supervisor Instruction Description User Instruction Description
ENCLS[EADD] Add an EPC page to an enclave. ENCLU[EENTER] Enter an enclave.
ENCLS[EBLOCK] Block an EPC page. ENCLU[EEXIT] Exit an enclave.
ENCLS[ECREATE] Create an enclave. ENCLU[EGETKEY] Create a cryptographic key.
ENCLS[EDBGRD] Read data from a debug enclave by debug- | ENCLU[EREPORT] Create a cryptographic report.
ger.
ENCLS[EDBGWR] Write data into a debug enclave by debug- | ENCLU[ERESUME] Re-enter an enclave.
ger.
ENCLS[EEXTEND] Extend EPC page measurement.
ENCLS[EINIT] Initialize an enclave.
ENCLS[ELDB] Load an EPC page in blocked state.
ENCLS[ELDU] Load an EPC page in unblocked state.
ENCLS[EPA] Add an EPC page to create a version array.
ENCLS[EREMOVE] Remove an EPC page from an enclave.
ENCLS[ETRACK] Activate EBLOCK checks.
ENCLS[EWB] Write back/invalidate an EPC page.

DNIYPN DNUNION XY DTAIN 'R DXNNAIL L,'9'¥90N Leaf function-n OpTI'R PTNINN EAX-2
19D UNIN 0DMTam 't EAX, RBX, RCX, RDX-2 0Dl ,ENCLS-7 ,7wn?% ,X1j7awd .nxjio nnix?

NINAN NIKINN WX ,N7202 DOIRINNAY

Instr. Leaf EAX RBX RCX RDX

ECREATE 0O0H (In) PAGEINFO (In, EA) EPCPAGE (In, EA)

EADD 01H (In) PAGEINFO (In, EA) EPCPAGE (In, EA)

EINIT 02H (In) SIGSTRUCT (In, EA) SECS (In, EA) EINITTOKEN (In, EA)
EREMOVE 03H (In) EPCPAGE (In, EA)

EDBGRD 04H (In) Result Data (Out) EPCPAGE (In, EA)

EDBGWR 05H (In) Source Data (In) EPCPAGE (In, EA)

EEXTEND 06H (In) SECS (In, EA) EPCPAGE (In, EA)

ELDB 07H (In) PAGEINFO (In, EA) EPCPAGE (In, EA) VERSION (In, EA)
ELDU 08H (In) PAGEINFO (In, EA) EPCPAGE (In, EA) VERSION (In, EA)
EBLOCK OYH (In) EPCPAGE (In, EA)

EPA 0AH (In) PT_VA (In) EPCPAGE (In, EA)

EWB 0BH (In) PAGEINFO (In, EA) EPCPAGE (In, EA) VERSION (In, EA)
ETRACK OCH (In) EPCPAGE (In, EA)

EAUG ODH (In) PAGEINFO (In, EA) EPCPAGE (In, EA)

EMODPR OEH (In) SECINFO (In, EA) EPCPAGE (In, EA)

EMODT OFH (In) SECINFO (In, EA) EPCPAGE (In, EA)

ERDINFO 010H (In) RDINFO (In, EA*) EPCPAGE (In, EA)

ETRACKC 011H (In) EPCPAGE (In, EA)

ELDBC 012H (In) PAGEINFO (In, EA*) EPCPAGE (In, EA) VERSION (In, EA)
ELDUC 013H (In) PAGEINFO (In, EA*) EPCPAGE (In, EA) VERSION (In, EA)
EA: Effective Address
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X' ,N7202 DRINNAY 19D WXIN DA I EAX, RBX, RCX, RDX-1 0'>winil ENCLU-7 X171 DX

NIKAN DIRINN

Instr. Leaf EAX RBX RCX RDX
EREPORT OO0H (In) TARGETINFO (In, EA) REPORTDATA (In, EA) OUTPUTDATA (In, EA)
EGETKEY OTH (In) KEYREQUEST (In, EA) KEY (In, EA)
EENTER 02H (In) TCS (In, EA) AEP (In, EA)
RBX.CSSA (Out) Return (Out, EA)
ERESUME 03H (In) TCS (In, EA) AEP (In, EA)
EEXIT 04H (In) Target (In, EA) Current AEP (Out)
EACCEPT O5H (In) SECINFO (In, EA) EPCPAGE (In, EA)
EMODPE 06H (In) SECINFO (In, EA) EPCPAGE (In, EA)
EACCEPTCOPY | 07H (In) SECINFO (In, EA) EPCPAGE (In, EA) EPCPAGE (In, EA)
EA: Effective Address

:EADD - XnaIT? .SGX NTI79 701 wnnwin? T¥'D |'an? [N Nwd

EADD—Add a Page to an Uninitialized Enclave

Opcode/ Op/En | 64/32 CPUID Description
Instruction bit Mode | Feature
Support | Flag
EAX =01H IR ViV SGX1T This leaf function adds a page to an uninitialized enclave.
ENCLS[EADD]
Instruction Operand Encoding
Op/En EAX RBX RCX
IR EADD (In) Address of a PAGEINFO (In) Address of the destination EPC page (In)
Software Guard Extensions - Intel SGXn'ai71100
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SGX MITyYa NIN'S - Enclaves Nni7'>nn niry7'7o8 narye

NI'NYORN DX 271N DX 72V IRNN AT 270 .701'R "y o1onn SDK niy¥nxa Enclaves nno? [N

NI'NWOKRN 112N DX ['an? 7> SDK-n 7w Developer Reference-n 7y 117 Dina y'mi ,niniwn

DN
NN INWN DYIY [An NN ‘7011 ,(Trusted-1 Untrusted) 0'77n 1w n'7'on n¥w NADIN ,ANRY 91K
:SGX-7 Nwpw
:Untrusted Run-Time System-n p7na .1
171011 Enclave-n n'yoa Jinnn =
Enclave Jinn nixyp 7apni (Trusted NTX7 1ayn) Enclave IMY% Nayn? nikyp x'n =
.(Untrusted NITX'7 71ayn)
Trusted Run-Time System-n p7na .2
NN AXIND N2yn? NIRAPE XN (Untrusted NITRn 1ayn) Enclave-n M2 nikApg 7apn =

.(Trusted N1TRNn 12wn) Enclave-n

Untrusted Part of App Trusted Part of App
Call Gate

Create \Enclave — Execute

__—~ Return
Call Trusted
SSN: 999-84-2611

Function (etc.) m8U3bcV#2P49Q

Privileged System Code, OS, VMM, BIOS, SMM, etc.

NIV2-X7 NITRN 112Y7 7210 DT WK DND-TN "DNYY" 117 11X ,NWYN? .NRIWN NIFpT? 27 D'l
NIL2-X7 UTR? NIV UTRNA DI (ECALL = “Enclave Call” NX1j71w NNITXIND NIYXNNA) NIV ITRY

:(OCALL = “Out Call” nx1j73w NITYIND NIY¥NXI)

Untrusted Component
(Enclave Application)

saunoJ-a8p3
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Enclave Definition Language

KY71Y "TIN'' O7V1'0 NIVXNNKI NXT NWY] IX'7 X INIRY Enclave-n NRdN DX YTAN? DA nyM
D'NIL] K71 D'NIVA D'7'7N X' EDL-2 wnnw'w 75 1'n Edg8r .(EDL) Enclave Definition Language

(Untrusted Proxy-1 Trusted Proxy) "D*11'>-Tn DMwa" NIy¥xnxa on''a 1194 ,7"1D

172 AWK N9 D 1A Trusted-n TR 71D Untrusted-1 Trusted nnw D™tk ' Tan EDL
AITRA LECALL 2100 NITIRS NIYXAN] 77 ON'YX WAl Enclave-n N2 1My nxna 1'vy wnan y1n

.OCALL 2100 NITIPO NIY¥NXA ,Enclave-7 yinn 7197 NIty QWX NiLkzuo 't Untrusted-n

2w NN 2Tam ,Untrusted-n IX Trusted-n QTR INYND QWK D'N7119 702 Manwn 757 ,q0ma

:DAI DA IN,1INN RNP7 DIMKY IR L,YINQN D12IN] 72177 MK NINYNN OXRN N7 .nanwnn

yTnn ,Trusted TR 1 TaM DX ."NN19 0121w yTnM" .yaxn 10n VINAIX VA 1TaM - [in] e
71y yTan ,Untrusted 7ITRQ 7Tam DX .ECALL NIy¥nX2 NIV NITR? NIV K7 TN AY!
AITRY NIV ITRA YT 1y Enclave-n ,nid) OCALL NIY¥NX2 NIV X7 ITX? NIV ITRN
.(noa-x7

ATAM DX .(NTA Y L7wn?) "nxIinn KXY yT" .pnavn aion 0mnax 1y YTam - [out] e
AT 0T OX LECALL NIy¥nX2 NIV X7 ITX? NIV NITRA 1Ay yTan ,Trusted TR
noy' Enclave-n ,on175) OCALL NIy¥nKX NIV NITX? NIVQ-R? NITRNA Y yT'An ,Untrusted
.(1INY73 NIva X7 VTRn TN WY

yTn 7w pniy x0T WA Enclave-n Ny 170N X WK Trusted Proxy-2 wnnwn ECALL

buffer-n 2712 Nn ,7'aYn? 1Y YT NNd NI LMK IR Trusted-n ITRON 1MAVNT7 DX INIRY

27 .NIV2-K7 TX? NIV ATRN - 19NN "AYNN DR AWIY OCALL .NI90N NIp'Ta y¥anl wiTn

DX .NIV] ITRA D'YaxN 725" OCALL 17'R1,NIVA-X7 NITRN D'Y'A¥YN DN 727' ECALL -w DMon1on

AN'7X K7 19K NI71Y91 NRAW Ntz ,0'7910N X7 19X D'NIN

:7"10 EDL yauj?'7 X2t

enclave

{
trusted

{

public test ecall in([in] MOEE) £
public test ecall out ([out] MOEE) £
public test ecall in out ([in, out] *ptr) ;

}i
untrusted

test ocall in([in] MOEE) £
test ocall out ([out] SO g
test ocall in out ([in, out] SRIEIE) ¢
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Enclave Configuration File

Enclave NIy¥nNX2 NXT NWYI 17U 2'YIA'DIPN DX DA YTan7 nx LEnclave ' Tan? nxwd
197 ,Enclave-n 7w DMounon NX 7on XML 7y 0oian YwX XnalT? yalp .Configuration File

X2n LMISN

0x50000
0x100000

1/TCSPolicy>
0

0
(OB ERERENERERERERER

Tag Description Default Value
FProdID ISV assigned Product ID. 0
ISVSVN ISV assigned SVN. 0
TCSNum The number of TCS. Must be greater |1
than O.
TCSPolicy TCS management policy. 1
0 — TCS is bound to the untrusted
thread.
1 —TCS is hot bound to the untrusted
thread.

StackMaxSize [The maximum stack size per thread. |0x40000
Must be 4KB aligned.
HeapMaxSize The maximum heap size for the pro- |0x100000
cess. Must be 4KB aligned.

DisableDebug [Enclave cannot be debugged. 0 - Enclave can be
debugged

MizcSelect The desired Misc feature. 0

MiscMask IThe mask bits for the Misc feature. OXFFFFFFFF

Enclave (Load/Unload) mhoai na'yo

.API sgx_create_enclave()-7 nXMj7 Niy¥nX2a |01 enclave.so 0j712'72 .DLL-> N11) ,Enclave 7w Tip
,MIYRIN DY VVIWD .sgx_sign() NIYXNXA AT Mjpnal ,0inn nirn'? 11X jamod 7"an DLL-n yaup
TIX7 DTIPN A¥NNN 'wnn? 7251' NIXan 0y Enclave-n Nn1'yvaw D TIn* Token 73jm

.OWwIxAN v nmvy
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ANIN C"WX EREMOVE nx yy¥an WK sgx_destroy_enclave() niv¥nxa nyxann ,Enclave nion

X3 NMININN Enclave NnYoni N1'WOY7 XnaIT .7 0TI

main ( argc, * argvl[])

sgx_enclave id t eid;
sgx_status t ret = SGX SUCCESS;
sgx_launch token t token = { 0 };
updated = 0;
ret = sgx create enclave (ENCLAVE FILE, SGX DEBUG FLAG, &token,
&updated, &eid, NULL) ;
if (ret != SGX SUCCESS)
{
printf (
return -1;

if (SGX SUCCESS != sgx destroy enclave (eid)) return -1;
return O;
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nid'o

DD'Y7NNN Y DY KN DYITAN DNANKD TN .Y YT 72V NNmea DAY DNAnNX oty
NIN D'0N IR TWKRD .N1"Y D201 DA NN 7Y M7 QXY N LN YyT'na 0'750nn
NNIYN NrYRoK7 "D'NI0D 0NITRY WURIN DX NNI02 N7W N'0190 NTIAYN D20 D Annn

.NDINN T¥N DI'RN DX (NIN9N 727) 0M1'on 1K, Taynn D202 71 0N WWUR

Taynn N0 NNN2 N1AN NQDYW NDOIN NAIV? 0'901 Instruction sets n9'0M SGX N"a17110V

2" N0 PAN'Y NIYZY79XR NN

.O'POIoNN VTN NN NIVXNXRA TIY 1||7n'7 D'INTIN DNX .A7TAN nxy? 2V 12'D 0T KRN INRINNN

.NLVAINNAI NIV NIY? DON7IY NX AI9NN KNI IT N1171100Nn NNNY nipn rlb)

Mannn 'y

'WOINN 1N 701K NNAN2 NIAIZID0 NAIYIE INK? 0TINN ;12 NNVAX PIN XN DNNAX VIR
(BA) 71n'n 0929021 (BScEd) awnnn 'wTna DRIWRY DNIRN W2 LI7RD ¥ pal CTF-2 pnwn

.CCSK ,CySA+ ,CISSP nipnon 7y .Jinnvunn

@adirab 0L
LinkedIn 11T WA NiFfn'Y? DAl adir@ieee.org-7 N1197 [N NITRWI NNYN?

0'S0nN yTn nNnipgn

e https://software.intel.com/en-us/articles/introducing-the-intel-software-guard-extensions-

tutorial-series

e https://software.intel.com/en-us/documentation/intel-sgx-web-based-training/intro-to-sgx

e https://software.intel.com/en-us/sgx-sdk/download

e https://github.com/intel/linux-sgx

e https://download.01.org/intel-sgx/linux-2.3.1/docs/Intel SGX Developer Guide.pdf

e https://01.org/sites/default/files/documentation/intel sgx sdk developer reference for li

nux_os_pdf.pdf
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