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import numpy as np

import matplotlib.pyplot as plt
from skimage.io import imread
import tensorflow as tf

from caffe_classes import class_names

VALID_PAD = "VALID'
SAME_PAD = 'SAME'
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def (input, kernel, biases, k_h, k_w, c_o, s_h, s_w, padding=VALID_PAD, group=1):

c_i = input.get_shape()[-1]
convolve = lambda i, k: tf.nn.conv2d(i, k, [1, s_h, s_w, 1], padding=padding)
if group == 1:
conv = convolve(input, kernel)
else:
input_groups = tf.split(input, group, 3)
kernel_groups = tf.split(kernel, group, 3)
output_groups = [convolve(i, k) for i, k in zip(input_groups, kernel_groups)]
conv = tf.concat(output_groups, 3)
return tf.reshape(tf.nn.bias_add(conv, biases), [-1] + conv.get_shape().as_list()[1:])

def (net_data, x):

with tf.name_scope('convl'):
convlW = tf.Variable(net_data[ 1001)
convlb = tf.Variable(net_data[ 1[1])
convl_in = conv(x, convlW, convlb, 11, 11, 96, 4, 4, padding=SAME_PAD, group=1)
convl = tf.nn.relu(convl_in)
with tf.name_scope('lrnl'):
Irn1 = tf.nn.local_response_normalization(conv1, depth_radius=2, alpha=2e-05, beta=0.75,
bias=1.0)
with tf.name_scope('maxpooll'):
maxpooll = tf.nn.max_pool(lrnl, ksize=[1, 3, 3, 1], strides=[1, 2, 2, 1], padding=VALID PAD
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with tf.name_scope('conv2'):
conv2W = tf.Variable(net_data[ 1001)
conv2b = tf.Variable(net_data[ 1[11)
conv2_in = conv(maxpooll, conv2W, conv2b, 5, 5, 256, 1, 1, padding=SAME_PAD, group=2)
conv2 = tf.nn.relu(conv2_in)
with tf.name_scope('lrn2'):
Irn2 = tf.nn.local_response_normalization(conv2, depth_radius=2, alpha=2e-05, beta=0.75,
bias=1.0)
with tf.name_scope('maxpool2'):
maxpool2 = tf.nn.max_pool(lrn2, ksize=[1, 3, 3, 1], strides=[1, 2, 2, 1], padding=VALID_PAD)
with tf.name_scope('conv3'):
conv3W = tf.Variable(net_data[ 1001)
conv3b = tf.Variable(net_data[ 1[11)
conv3_in = conv(maxpool2, conv3W, conv3b, 3, 3, 384, 1, 1, padding=SAME_PAD, group=1)
conv3 = tf.nn.relu(conv3_in)
with tf.name_scope('conv4'):
conv4W = tf.Variable(net_data[ 1[0])
conv4b = tf.Variable(net_data[ 1[11)
conv4_in = conv(conv3, conv4W, conv4b, 3, 3, 384, 1, 1, padding=SAME_PAD, group=2)
conv4 = tf.nn.relu(conv4_in)
with tf.name_scope('conv5s'):
conv5W = tf.Variable(net_data[ 1101
conv5b = tf.Variable(net_data[ 1[11)
conv5_in = conv(conv4, conv5W, conv5b, 3, 3, 256, 1, 1, padding=SAME_PAD, group=2)
conv5 = tf.nn.relu(conv5_in)
with tf.name_scope('maxpool5'):
maxpool5 = tf.nn.max_pool(conv5, ksize=[1, 3, 3, 1], strides=[1, 2, 2, 1], padding=VALID_PAD)
with tf.name_scope('fc6'):
fc6W = tf.Variable(net_data[ 1[01)
fceb = tf.Variable(net_data[ 1[11)
maxpool5_flat = tf.reshape(maxpool5, [-1, int(np.prod(maxpool5.get_shape()[1:1))])
fc6 = tf.nn.relu_layer(maxpool5_flat, fc6W, fc6b)
with tf.name_scope('fc7'):
fc7W = tf.Variable(net_data[ 1[01)
fc7b = tf.Variable(net_data[ 1[11)
fc7 = tf.nn.relu_layer(fc6, fc7W, fc7b)
with tf.name_scope('fc8'):
fc8W = tf.Variable(net_data[ 1[01)
fc8b = tf.Variable(net_data[ 1[1])
fc8 = tf.nn.xw_plus_b(fc7, fc8W, fc8b)
prob = tf.nn.softmax(fc8)
return prob, fc8

5 NX N'TNNEL,NN'ION NIINN 7Y NYAN DX IXNNY n'XIon DIYN7 XIN NIYWY? "Ny |NMAKRN N2TN

NNIaANonNnN NX I'71'|7VJ NIMnouEn 5 NX ,1DI'7)) NINNN 1AV YN 7w 2N 01vn 0'vinan

Z(D']I']'I]n NYI N1'‘NAN L,N7¥IN Wina'? AN nnnan

def (img_path, net_data, top_amount=5):

img = (imread(img_path)[:, :, :3]).astype(np.float64)
img -= np.mean(img)
img = img[:, :, ::-1]
input_shape = (227, 227, 3)
x = tf.placeholder(tf.float32, (None,) + input_shape)
prob, fc8 = alexnet(net_data, x)
init = tf.global_variables_initializer()
sess = tf.Session()
sess.run(init)
output = sess.run(prob, feed_dict={x: [img]})
for input_im_ind in range(output.shape[0]):

inds = np.argsort(output)[input_im_ind, :]

print( , input_im_ind)

for i in range(top_amount):

i], class_names[inds[-1 - i]], output[input im_ind, inds[-1 - i
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net_data = np.load(open( ), encoding= ).item()
inference( , het_data)
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def (original_img, net_data, fake_class, original_class, train_iterations=50):

input_shape = list(original_img.shape)

init_var_input_image = tf.constant(original_img.astype(np.float32).reshape([1] + input_shape))

input_image_var_unchanged = tf.get_variable( ,
initializer=init_var_input_image)

black_img = np.zeros(input_shape, dtype=np.float64)

x = tf.placeholder(tf.float32, [None]+ input_shape)

initial_image = tf.get_variable( , initializer=init_var_input_image)

opt_im_var = tf.Variable(initial_image)

opt_x = X + opt_im_var

prob, fc8 = alexnet(net_data, opt_x)

loss = -fc8[0, fake_class]

train_step = tf.train.AdamOptimizer(0.95).minimize(loss, var_list=[opt_im_var])
init = tf.global_variables_ initializer()
sess = tf.Session()
sess.run(init)
for i in range(train_iterations):
var_mean = np.mean(opt_im_var.eval(session=sess))
output = sess.run(prob, feed_dict={x: [black_img - var_mean]})
sess.run(train_step, feed_dict={x: [black_img]})
print( ,output[0, fake_class], ,output[0, original_class])
fake = opt_im_var.eval(session=sess)[0, :, :, ::-1]
for channel in range(3):
fake[:,:,channel] -= fake[:,:,channel].min()
fake[:,:,channel] /= fake[:,:,channel].max()
plt.imshow(fake)
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def O:
net_data = np.load(open( , ), encoding= ).item()
img = (imread('truck.png')[:, :, :3]).astype(np.float64)
img -= np.mean(img)
img = img[:, :, ::-1]
attack(img, net data, 859, 867
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def (original_img, net_data, fake_class, original_class, train_iterations=50):

input_shape = list(original_img.shape)

init_var_input_image = tf.constant(original_img.astype(np.float32).reshape([1] + input_shape))

input_image_var_unchanged = tf.get_variable( ,
initializer=init_var_input_image)

black_img = np.zeros(input_shape, dtype=np.float64)

x = tf.placeholder(tf.float32, [None]+ input_shape)

initial_image = tf.get_variable( , initializer=init_var_input_image)

opt_im_var = tf.Variable(initial_image)

opt_x = x + opt_im_var

prob, fc8 = alexnet(net_data, opt_x)

loss = -fc8[0, fake_class]

penalty_on_input_change = (tf.reduce_sum(tf.square(tf.subtract(opt_im_var,
input_image_var_unchanged))))

loss += 0.00003 * penalty_on_input_change

train_step = tf.train.AdamOptimizer(0.95).minimize(loss, var_list=[opt_im_var])
init = tf.global_variables_ initializer()
sess = tf.Session()
sess.run(init)
for i in range(train_iterations):
var_mean = np.mean(opt_im_var.eval(session=sess))
output = sess.run(prob, feed_dict={x: [black_img - var_mean]})
sess.run(train_step, feed_dict={x: [black_img]})
print( ,output[0, fake_class], ,output[0, original_class])
fake = opt_im_var.eval(session=sess)[0, :, :, ::-1]
for channel in range(3):
fake[:,:,channel] -= fake[:,:,channel].min()
fake[:,:,channel] /= fake[:,:,channel].max()
plt.imshow(fake)
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