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= Y[ EBZ-IT MAC Header
@ version: @ [@ Mask @x@3]
@ Type: %08 Monagement [@ Mask @xeC]
@ Subtype: %1088 Beocon [8 Mask 8xFa]
Ei ;’f Frame Control Flags=%20028800
@ Duration: @ Microseconds [2-3]
Destination: FF:FF:FF:FF:FF:FF Ethernet Broodcast [4-9]
.ﬂ Source: E8:38:61:99:1AAE [18-15]
.ﬂ BSSID: B8:38:61:99: 1A AE [16-21]
@ Seq Number: 1755 [22-23 Mask @xFFF@]
Erag Number: @ [22 Mask @x8F]
2 Y E: anageme Reaco
Beacon Timestamp: 3813954621568 Microseconds [24-31]
@ Beacon Interval: 182 Time Units (164 Milliseconds, ond 448 Microseconds) [32-33]

Capability Info=%880100068080818081

S55ID ID=8 55ID Len=7 SS5ID=MRN-EAP

Rates= ID=1 Aotes: Len=4 Rate=24.8 Mbps Rate=36.8 'bps Rate=48.8 Mbps Rate=54.8 lbps

TIM= ID=5 TIM: Len= ount= eriod=1 Bitmap Control= art Virt Bmap=6x
Country ID=7 Country Len=18 Country Code=AU Enviroment=8x28 4ny Starting Channel=36 Number of Channefl
QBS5S= ID=11 (555 Len=5 Station Count=1 Channel Utilization=9 % Avail Admission Capacity=26562
Power Constraint ID=32 Power Constroint Len=1 Local Power Constraint=3 &b
HT Cap= ID=45 HT Cop: Len=26
RSN= ID=48 A5N: Len=24 Version=1 Group Cipher OUI=88-8F-AC Group Cipher Type=4 Pairwise Cipher Countf
Mobility Domain ID=54 Mobility Domain Len=3 Mobility Domain Id=8x34AC
HT Info= ID=61 HT Info: Len=22 Primary Channel=149
RM Enabled Capabilities ID=7@ AM Encbled Copobilities Len=5
Cisco Proprietary ID=133 (Cisco Proprietory Len=38 OUI=85-88-8F Value=0x@83FBAFFA35968 AP Name=3782-2.
ID=156 Len=6 OUI=88-48-96 Ciszco Systems Data=(3 bytes)
VHT Capabilities element ID=191 VHT Copobilities element Len=12
VHT Operation element ID=192 VHT Operotion element Len=5
YHT Transmit Power Envelope ID=195 VHT Tronsmit Fower Envelopes Len=4 Local Maximum Transmit Power F
WMH ID=221 b Len=24 QUI=88-58-F2 ROSOFT CORP. QUI Type=2 QUI SubType=1l Porameter Element Versiof
Vendor Specific ID=221 Vendor Specific Len=6 OUI=88-48-96 (Cisco Systems Data=(3 bytes)
Vendor Specific ID=221 Vendor Specific Len=5 OUI=88-48-96 Cisco Systems Version=3 CCX Version=5
Vendor Specific ID=221 Vendor Specific Len=5 OUI=8@-48-96 Cisco Systems Data=(2 bytes)
Vendor Specific ID=221 Vendor Specific Len=5 OUI=B8-408-96 Cisco Systems Data=(2 bytes)

| IREERELrS| TLo: | R ) s P ]

=
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1AY7 Y7X ,NannnYt 0N R YR DYAn 7Y 1xNn7i 2730 "7nnn nnjp QwRD - Probe Request
INX7 WY 1annn? 21 ,nn7¥na MR mMaye nTnal ,(Qwnna 2NN 1'y) nim'k )N
N'NIZIN DAY ,'WONa N7¥N NAYT NANNN 7K NWAN '019  NN7XIMN NNAanNnnn

W17 Xno'on oy Tn' preferred network list

Applications 8 yan,'n 1411

tditing StayAmay: |
Name ast Us - Add
Connection name: StayAway!
~ Ethernet Edit
General | Wi-Fi | Wi-Fi Security IPva Settings  IPv6 Settings 1
J Wired connection 1
Delete
SSID: StayAway! ~ Wi-Fi

Mode Client . T
TP-LINK_MR3040_481AF8
{
a0 AndroidAP
Device: E4:B3:18:6A:57:ED - StayAway!
Bezeq-n_2C6E

Cloned MAC address

Dor-Chromecast.b S months ago
MTU. automatic

Cancel

Edit Connections. Connect to Hidden Network

Applications 8 yn,'n 14:11

Editing StayAmay

Connection name: StayAway!

~ Ethernet
‘

General WI-Fi | Wi-Fi Security | IPv4 Settings  1Pv6 Settings
L Wired connection 1

Security: WPA & WPA2 Personal v ~ Wi-Fi
& Show password TP-LINK_MR3040_481AF8
AndroidAP

StayAway'

Edit Connections. Connect to Hidden Network.
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.probe request N'XIPIN NWp2 broadcast

X71 "2y ath OX ,NAIWNY? ndnnl probe timer NINK? Y station-n probe Nwpa nnwaw yana

SSID-n NX q¥N station-n probe-n NWPAd .'70NN 7V ATINEXAN YNYY J'wnn XD ,NIWN Ay

nYIN NNIXI nTNA .((directed probe request) ,*71I'x9IX) 12ANNN7 XN XD DR DWON Y

nm'xXn 1"7nn NN D'7'NNn D"wnl probe response-2 MY X'n ,NYpan NN n'7:1',7 |OXI AIT'R2
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=1 Packet Into

@ Packet Number: 242

@ Flags: @xPa880a88

@ Status: 2x90000000

@ Packet Length: 122

@ Timestamp: 14:34:51.149949388 18/85/2814
@|Data Rate: 12

@ Channel: 149 ge2.11a

@ signal Level: 51%

@ Signal dEm: -44

@ Noise Level: 58%

@ Noise dBm: -94

@ Expert: Wireless Client - No Response to Probe Request (ESSID OPEN)

= 3 802.11 MAC Header
@ Version: @ [@ Mask @x@3]
@ Type: %08 Management [@ Mask @x8C]

@ | Subtype: %0188 Probe Reguest [8 Mask 8xF@]
‘-i" Frame Control Flags=%B8888808
@ Duration: 8 Microseconds [2-3]
.HDestinatinn: FF:FF:FF:FF:FF:m Ethernet Broadcost [4-9]
Sc-urce: 84:38:38:5B8:63:D5 [18-15]
BSSID: FF:FF:FF:FF:FF:FF FEthernet Broodcost [16-21]
@ Seq Number: 1156 [22-23 Mask 8xFFF@]
@ Frag Number: @[22 Mask @war]
= " 802.11 Management - Probe Request
= Y 551D
@ Element ID: @ SSID [24]
@ Length: 4 [25]
@|ssID: OPEN [25-29]
= ¥ Supported Rates
@ Element ID: 1 Supported Rotes [38]
@ Length: 8 [31]
@ Supported Rate: 6.8 Mbps (Not BS55 Bosic Rote) [32]
@ Supported Rate: 9.8 Mbps (Not BSS Bosic Rate) [33]
@ Supported Rate: 12.6 Mbps (Not B55 Bosic Rote) [34]
@ Supported Rate: 18.8 Mbps (Not B55 Bosic Rote) [35]
@ Supported Rate: 24.8 Mbps (Not BSS Bosic Rote) [36]
@ Supported Rate: 36.8 Mbps (Not BSS Basic Rate) [37]
@ Supported Rate: 48.8 Mbps (Not B5S5 Bosic Rote) [38]
@ Supported Rate: 54.@8 Mbps (Not B55 Bosic Raote) [39]
‘-i" HT Cap= ID=43 HT Cop: Len=26
Y Extended Capabilities ID=127 Extended Copobilities Len=6
%~ VHT Capabilities element ID=191 VHT Capabilities element Len=12
‘-[" Vendor Specific ID=221 Vendor Specific Len=5 OUI=88-98-4C EFIGAAM, INC. Data=(2 bytes)
‘rﬂ ID=221 WPA Len=8 OUL=0P8-58-F2 MICROSOFT CORF. VWalue=(5 bytes)
‘-i" Vendor Specific ID=221 Vendor Specific Len=9 QUI=88-18-18 BROADCOM CORPORATION Value=(6& bytes)

‘-i_ [118-121] FCS: FC5=8xESBDESCL

[https://mrncciew.com :N1j7n2]
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D' X N2 N9pNn ,KARMA Nnopnin? 0'0an [0l ,ONI NIAIWN |0 probe request NUPND
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:KARMA Attack 7y qon y1nY

https://www.youtube.com/watch?v=GB5-uvnBU4I

Station & AP Relationships

70N NXR 'NNnY%? nan 7y Authentication Request n7wr station-n 7730 DA%wUn TNR NKY?
2277 nan 7y ,Association Request N7w" station-n ,NN'7¥N2 12V NINM'RN 7001 DTN . NINKRD
DNAINNNA TAXR 7D 9 NINTA NTIVND AP-n NX wnwnin  (Association IDentifier 7w 11x'7) AID

QW01 wiIae 700 nipnl ,07wIn 70NN Nt 2700 NKT7 MR

: Condition 1
\\[o]
authentication

No association

:Condition 2
Authentication

No association

:Condition 3
Authentication

Association

,]2n WNX7 .Condition 1-2 N'n NWAN a1 NIRPN L, NIM'RD 70N DR 17NN 7902w 197 07NN
.21 VLYND 12D DN TWKRD 910271 .Condistion 2-1 I'N NW'AN 721 NIR7N ,N7¥IN NIM'R '70N NR

.Condition 3-7 nna1y nwan ' Xint AID-n DX NIR7N 72pn
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-7 Condition 3-n N1ay7? min 2y 27 NN N Authentication |'2%7 Association 2,27 m'w
NINNX 0'7'N2 IX ,No Authentication 7w ax¥n% D7 XN ,NIWY7 0DNX IR nn 7D Condition 1

.DeAuthentication :n'ixjpn nIr nowAal

2 IXN DNX 27 N1 pInaY oMa? nan 72y AP-n v nnwan nupExS na'n DeAuthentication
N¥MI5N 7N TING N'WIN'YE NaIWN X' DeAuthentication NUPEXS .NY7X NNAINNN NINNN

Awnina N iy, nwny

("Wi-Fi niopna o0 Yy 2 a7 niuv &2 oo 1x) MAC Filtering & Hidden SSID

N7wIY Beacon Frame-2 X¥N1 DTN DWAY 17 12D .NwAN OW XN SSID-w 0TIt 17D
Beacon-n NX LY N7W NYIN 0'VIDY YN .NWIN NX Y'ONY DIIAN AP-n 'T' 7y Broadcast-2
NX¥NIN ,N'Wan "jNno” owh .TINN NM72 Nwan D Niapya onn faa v SSID-n y'orr Frame

.hidden SSID :awmn

2V nIwy? 11X AP-w nn DWW 'an? nan 7w van 007 N .xanm SSID XN |2 mw) Hidden SSID
beacon-n NIVPRON SSID-N W DR PINAY KIN Y'9N1 XN NNIK YN 7¢ NY DX X'ann? Nn

ATYN XINY

:"Enable SSID Broadcasting"-n v-n |IN'0 NX T VIYD

Applications 12 yn,'2 08:08
0 TL-MR3040
€« C ® 19216801 A @ @

Tp_LINK" Portable Battery Powered 3G/4G Wireless N Router

Model No. TL-MR3040

Status

Quick Setup Wireless Settings Wireless Settings Help

WPS Note: The operating distance or range of your

= wireless varies based on
oy : S the physical placement of the Device. For best
Wireless Network Name: TP-LINK_MR3040_481AF8 resiifs, place youir Device.
s f =
Settings Region: HEEdSuEs + Near the center of the area in which your
- Warning: Ensure you select a correct country to conform local || wireless stations will operate.
less Security Incorrect settings may cause interference. + In an elevated location such as a high
shelf.

- Wireless MAC Filtering « Away from the potential sources of
- Wireless Advanced Channel: Auto v interference, such as PCs, microwaves,

and cordless phones.

- Wireless Statistics Mode: 1lbgn mixed v « With the Antenna in the upright position.
« Away from large metal surfaces.

DHCP Channel Width: Auto v
Note: Failure to follow these guidelines can result
Forwarding in signi per ion or inability
to wirelessly connect to the Device.

Security ¥ Enable Wireless Radio
P el Corars Wireless Network Name - Enter a value of up to
SreniaConro Enable SSID Broadcast 32 characters. The same Name (SSID) must be
Access Control assigned to all wireless devices in your network.
Advanced Routing Region - Select your region from the pull-down
Save list. This field specifies the region where the
Bandwidth Control wireless function of the Device can be used. It may

be illegal to use the wireless function of the Device
in a region other than one of those specified in this
filed. If your country or region is not listed, please .

IP & MAC Binding
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11'WN 197 n'7'2ann NRON D

63 2.656560  D-Link_d2:8e:25 Broadcast IEEE 802.11  Beacon frame, SN=3466, FN=0, F
64 2.699750  Shanghai_53:02: fc Broadcast IEEE 802.11  Beacon frame, SN=3799, FN=0,
65 2.719331 Netgear_24:7e:be Broadcast 1EEE 802.11 Beacon frame, SN=198, FN=0, FL

(|
b Frame 60: 133 bytes on wire (1064 bits), 133 bytes captured (1064 bits)
b Radiotap Header vO, Length 26
< IEEE 802.11 Beacon frame, Flags: ........ C
Type/Subtype: Beacon frame (0x08)
b Frame Control: 0x0080 (Normal)
Duration: ©
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Source address: D-Link_d2:8e:25 (00:21:91:d2:8e:25)
BSS Id: D-Link_d2:8e:25 (00:21:91:d2:8e:25)
Fragment number: ©
Sequence number: 3465
b Frame check sequence: 0x8d2a8017 [correct]
< IEEE 802.11 wireless LAN management frame
b Fixed parameters (12 bytes)
¥ Tagged parameters (67 bytes)
¥ SSID parameter set
Tag Number: O (SSID parameter set)
Tag length: 12
Tag interpretation: SecurityTube: “"SecuritpTube"
b Supported Rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B
b DS Parameter set: Current Channel: 1
b ERP Information: no Non-ERP STAs, do not use protection, short or long preambles

JMNX? DI

b Frame 103: 121 bytes on wire (968 bits), 121 bytes captured (968 bits)
b Radiotap Header vO, Length 26
v IEEE 862.11 Beacon frame, Flags: ........ C
Type/Subtype: Beacon frame (0x08)
b Frame Control: 0x0080 (Normal)
Duration: ©
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Source address: D-Link_d2:8e:25 (00:21:91:d2:8e:25)
BSS Id: D-Link_d2:8e:25 (00:21:91:d2:8e:25)
Fragment number: ©
Sequence number: 331
b Frame check sequence: 0x723e33ff [correct]
v IEEE 802.11 wireless LAN management frame
b Fixed parameters (12 bytes)
¥ Tagged parameters (55 bytes)
v SSID parameter set
Tag Number: 0 (SSID parameter set)
T g et 0
Tag interpretation: : Byoadcast
¥ Supported Rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B)
Tag Number: 1 (Supported Rates)
Tag length: 4

Wi-Fi for Pentesters
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'NIDN TIXA XIN DWI L,SSID-N X¥N1 Probe Request/Response-n NIVZROA DA ,01DIT DNX DX ,[DAl

AP-n "y dp'nnY (N Ml

DRI NIYWYY 1179w nn 75 Hidden SSID-n X Ni7a7 nan 2y

-0 NIOPNON IX Association-n NIVPRON SSID-N DX NNP?I ,NN2ANNNY 2'09 [9INQ NIDNY e
.Probe request/response

NUPRD qIT Yy PR DI NWA7 NNAINMA DDNNN NNX 7Y N7 nmay o e

0T NNIRA SSID-n NX Ni7a71 ,DeAuthentication

i

:airmon-ng-1 wnwni ,monitor 2¥N7 117¥ NWIN 0'0d NX 1'avn? 11'72v ,n7'NN

Applications 17 yan,'w 19:02

X iwconfig NPT DN NKY

IEEE 802.11 Mode:Monitor Tx-Power=20 dBm
Retry short limit:7 RTS thr=2347 B  Fragment thr:off
Power Management:on

Wi-Fi for Pentesters
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-1 UNNWI ,NNAITAN NYIN DX NINT? NIN 72V TR NINYWAN DX 91007 7'NNin% 10X Xan QWY

:airodump-ng

Applications 12 yan, 2 08:14

N"YY ynyn NX nnn (<length: 0> 2> SSID-N NTIMYAY D'RN 1IX) YN DR 'N'TY INRY

YNy INIX? 17¢ NWIN 0'01D NIX 11VAE,NTYN NWIN

:BSSID 9"y n910n7 11ava Xan Awa

> 11

,0790 AR D 0NN 7D 7Y hopping nwY' 119YW NwAN 0'01) (channel) -c DX |"¥1 X7 DX

:NWIY? NN2AINMN NINNN 7D X NX1) nonY
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;aireplay-ng MNTV2 NWYI 71NN DX ,probe 2'wn%? 7V |nn NNXR 7N17 wa Nwd

.deauthentication attack -0

.NNYY? niopreon 'on - 10

.client mac - ¢

AP MAC -a

-n NIVPKRS NX NN'TY airodump ,[221 'ONIVIX 91X NANNN APNINNY NINNDN L 7NN NKY

:ITA7 SSID-7 resolving Nnwy probe

[n7¢ MAC-N NaINDWY stations Paw 2 AP-n 21937 17> ,MAC Filtering X'n N'w NNVAX NTINN

WY annn 17918 DTN white-list-a nikyN)

['TN] LITN NNVIARN N2OY DX QIpY7 NIn 7y .99 n'wa X7 1T MAC NnaImd q@17w 0'wTI* 12D 17D
namd 17 A1 17w MAC-N NAIMD NIX NP ;021NN 12D YN OX 02NN INYMY NdNal ,nwY

w7 annn? i nyd |, White List-a nxkyniw MAC
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Wi

91T 112N VX211l ,q0nn 'aa 7V o'~ R 0'-MAC-N TNR DX np"

spoofed mac-h e
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WPA2 %710no

PN DX D'wnwnn (7'900 DTPNA X7 "2IKD) NI DTRNNN ANVAXN 7171009 11'n WPA2 71710109

.IEEE 802.11-n

N 71I10N9n nNon
JWN7 NN2INNN AXp NNN 72 MR Vi e
wnnwn WPA) 128bit-n a>mn n19¥n nnosni CCMP 2171009 NIYXNX MIYPNN NIOXN e

(vTn nX J'oxn? Nn 2V 0! 40-n 21DVINN NI9XN NN9nI TKIP 7710191

NNNIXA NAYN1 N¥PN 71 N9102Y ,"Nyann T N¥'N7" NIYYAN] Y¥INN 717101092 NIN'RD '700N

.(Enterprise X71 WPA2 - Personal-2 710y N7 "1Xn1) .AP-n "y
WPA2 4-Way Handshake

1949 .Authentication request/response ,Probe request/beacon-n 'MNX D'X¥N1 INIX AT 27w2
NNO0'oN NX NPI7 (Station ,AP) D'TI¥XNN TNXN 75 12 )'7NN-0TP W' nvannn TN N¥'N7 n'?2'nNnvy
Password Based Key 7w 11x'j7) PBKDF 2 X171 720wn 7'7nn .0y 700y 1'70n yxanl 1T vy

:(Derivation Function 2

supplicant AP
length PSK 256 length PSK 256
1 ) 1)
PBKDF PBKDF
2 2
f asslword, ssid, f
passphrase Silgglgn%g passphrase

All Hashed
.Together

PBKDF2 - Password Based Key
Derivation Function

.D'IN 256 72v2 hash ,(pre shared key)PSK W' o*TT¥NN TNX 7227 N7 1*70N WNKY7

[AnXN2 D'VII9N NI DAIYNN NITYN i ,wireshark-2 anpa INMNW 0'901 YT'N NITY ni?on yTnn n|'7':1n]
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Key D2 y'9in n7'ann 7w yTma .Anouce N'RI7IN N'Y7NITIN NTNNNA D71 AP-N :MIWKRY Ay TIn

NMYY MIYRIN AYTINN DX Winn NITo ‘on ,Replay Counter=n

:Key Replay Counter=n :n"w nyTIn
.Anounce-n NX 7ajn Station-n e
J2'711mN NTNNn LSnouce 21 Anouce-n NIX 7270 Station-n e
AP MAC ,Station MAC ,Snounce ,Anounce :n 2>Inn PTK(pair transit key) 2'>n Station-n e
.PSK constructed by Station
e PTK = Function(PMK(pair manster key = PSK) ,MAC1 ,MAC2 ,Anounce ,Snounce)
.PTK-n 7y (Message Integrity Code) MIC 2'>7n Station-n e

. MAC + Snounce N7Iv Station-n e

NYUTINN 2 WWR? N 7V n+1-7 nnw ane key replay counter n'wwn Ny TN N Ay TID
:Key Replay Counter=n+1 .n'y'a17 n'w7wn
PSK ,Station MAC ,AP MAC ,Anounce ,Snounce :IT'2 NYJI Snounce + MIC NX 72770 AP-n e
.constructed by itself
WYY AN T 0T, PTK 207 720 KN maw i ytnn ' oy e
Station-nn 72'pwMIC -7 INIX nlwnt , 2D N PTK-n 7V MIC yxan 2D AP-n e
.keyinstall =1 n71w X0 ,0KIN MIC-N DX ©

.DeAuthentication Packet-I keyinstall =0 n71w ,oXIN 'k MIC-n DX ©

- 'Y AYTIN LPTK NN9NN NIYYANKD NIOXIN QYN MIAYINY KD D'WHIYN YTInn Nivnwn
N30 NYTIN

MINNRD XN TN AYTINN Key Ack=0 o

Key Replay Counter=n+1 e

AP-7 acknowledgement n71¥ Station-n e

length PSK ) length 256
256 | supplicant AP PSK
unce
message 1~ AN anounce
SNounce

PTK ,__,_M?S_S_é_ge_ 2 - _S_Nounce + MIC

Message 4 - Key Install Acknowledgement

.AP-7 Association Request Nn7w* Station-n ,NN7¥N2 D*'NO' NT )'7NN DX
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WPA2 4-Way Breakthrough

"2y NIN'RN Y700 72 NwN7 17W 10tdN WY RIN NN Fan? No1 L71710N90 N1an NX? nyd

Extensible Authentication Protocol over LAN :eapol-n NIVZX9] TVINNAI N1IAYNA

IR 72777 7211 ,eapol-N NIVPRD NK LIZZA1 ,NN'ION YW NNIAVN 9101 DX
Anounce e
Snounce e

True mic e

MIC 207 nan 7y 17 Yonw T'Nf 12T DD .NIr0AN MAC-n NIAIND "My DX 17 W'y [amoli
nN'WN7 q'on INIK PSK 1IxI [An NNX 7D 11ayal NIRNO'O 7Y 17 NP1 DX .PMK-n nT n7wn
NN WK 1210 MIC-n ,NN0A N2VYW AT7 INIK DHWAYE mic 1x¥"7 2210 PTK QIxa1 07 W'y 0T

12' T2 NnOo'oNn ,NNKRNN

i

:Monitor mode - 1 27w
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‘n9i0n ,2 27w

DemoCapture

Yalp? namo -w e

emoCapture

1 ][ Elapsed

XTI WY LD 1197 X Jdictionary attack-n NX Yy¥27 Nan 7V DDNY DRY NN 7D DX D7 W N
PN 10SNY T'A NX'N7Y 21727 11'7Y ,NIF7I'YOIX NINNO'O 7W NNV TN YMIW 197 thandshake-?7

Jwwn nyTina key installation nn'7w
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211.. 42.590850 VtechTel a3:6.. SamsungE _c8:b5:73  EAPOL 237 Key (Message 3 of 4)[Malformed Packet]
» Frame 21182: 237 bytes on wire (1896 bits), 237 bytes captured (1896 bits)
+ IEEE 802,11 QoS Data, Flags: ......F..

» Logical-Link Control
-802.1X Authentication
Version: 802.1X-2004 (2)
Type: Key (3)
Length: 199
Key Descriptor Type: EAPOL RSN Key (2)
-Key Information: Ox13ca
.010 = Key Descriptor Version: AES Cipher, HMAC-SHA1 MIC (2)
P P Key Type: Pairwise Key
O ... - Rey—Endex. 0

I
=
D

Key MIC: Set

Secure: Set

Error: Not set

Request: Not set
Encrypted Key Data: Set
SMK Message: Set

jo)
LU L A L 1

P
Key Length: 16
Replay Counter: 2
WPA Key Nonce: 211d7837102909a917d1lde8d@e3bdb5adb4904e740543f8e. . .

Key IV: 00000000 00000000000

WPA Key RSC: acl12000000000000

-N YAl 7y aircrack-ng y™Mal NIXNO'O [17'1 1IX1/TN11 NYD .)'wnn? ©WONR ,1-7 nw Install-n

XY pcap

EY FOUND!

INN'7¥N2 XNO'0N NIX 1INXN
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DId'oY

JX .0"NI7N NIND ,0M'NN NI L,0'727101 NINDYT7 DNIX NIDOIN L' 72V NIZ7n NI'VINTRN NINWAN
.D"'NT NI 12'7V,[12'0 NN 7201 ,91Y 720 ,1TNA 700 12T NINoN? waT NN ANt aiwn

.TIRN

NXIN ,|NXM91 '9UIN NINWA DINNQ N1ANY? Z¥In 0'0Q NApn L|I'0"l 'wyn YT 117'wa 0T NN
IVTN ,0IN9> N¥X'NY7 Y N'UINYR W7 NANNDNY NXAN 0Y91l ,NIAIV NNLNY AT VT2 IVNNvn

© n17 "avn nxjp nTY

DINN2 N'YVINT79NR'R N7 NN |IN"'9 N'"MID0 ,aircrack-ng N7'an Dy NIMATAN 1YXIA AT 1AKRN2

.python-scapy X'n

NNYpnn 'ono
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