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ARP-Poisoning yixna

.Ettercap Dwa NN WNNWNY 0710 NNIX (I9X7901 Nn7¥nn 2V 1ITN N9pnnn DK 7'von?

NNLN MY 1INA7 AT NIYYY? D'DMXY NN 7D ,N0IWD TIKN K'n Ettercap-2 Arp-poisoning N7von

:N9PNNN DX 7'wonYI
:NNLVN NN

"host list"-2 71n121 Hosts VSN NX NNDY @

JI9X7901 NN7XNN DX 7?71 NIRTTZ D'9¥N 1INIX - NWNA Hostsn DX 7N0Y7 12 Ctrl-Syn7a e

-

Start Targets Hosts
Host List X
IP Address

192.168.42.1
192.168.42.5

Add to target 1/2 7y nx'n7 'T' 7y NNVUN TN e

ettercap 0.8.0 - + X

View Mitm Filters Logging Plugins ?

MAC Address
04:E6:76:35:A0:98
BO:E2:35:F4:AQ: 1A

feB0::b2e2:35ff:fefd:a0la BO:E2:35:F4:AD1A

Delete Host ||

Description

Add to Target 1 || Add to Target 2

1 hosts added to the hosts list...
Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
1 hosts added to the hosts list...
Randemizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
3 hosts added to the hosts list...

.Sniff remote connections |N01l Arp poisoning 1N21 Mitm V9NN NN :N72VNN N7WON

TCP- NT19n07 N2 WYNNWN7 2NIXK 'IXY N1DIN .12'O1T NNV NNn'7¥n? [I9X790 "2 NInynn Nt 17va

:Wifi-n punn v tepflow 7w nxn nnaIT .tepflow X' sessions

b@b-X370:~/Programs/Flows$ sudo tcpflow —-i wlanO
tcpflow: listening on wlanO

~“Ctcpflow: terminating
b@b-X370:~/Programs/Flows$ 1s

192.168.042.001.

00554-192.168.042.005.49042 192.168.042.005.34548-

192.168.042.001.07878 alerts.txt

192.168.042.001.

07878-192.168.042.005.34548 192.168.042.005.49042-

192.168.042.001.00554 report.xml
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** gsession token request **
{"msg_id":257,"token":0,"heartbeat":1, "param":0}
{ "msg_id": 7, "type": "vf stop" }

{ "rval": 0, "msg_id": 257, "param": 2 }

{"msg_id":3,"token":2}

119N NK NYWY 0D TNKX INYNY 'MRXN NITIR9N IXRY '19'N 2V mTayw |nTa

https://gist.github.com/SkewPL/f57e6cff7fal4601f6b256926aa33437

(...NM7¥NN DX PINY TN IRY MINYT 'NAWN DX DA 72122 U9NY7 'RTD TNNW )27 N1IdDm)

Xiaomi-Yinn'7¥n%? WiFi 07w nmaDly -
www.DigitalWhisper.co.il
4 2018 \'xIN2D ,91 1"



https://gist.github.com/SkewPL/f57e6cff7fa14601f6b256926aa33437

Technologic

nN7x¥Na ALVMYYT [IN'S VO"70 YIN'N

NaMD T 7Y NRT DY 10X [7'oon X7 N7 .nn7¥na uI7YWY 'R DWTIF IINIXY D'AYIN INIX TX

.AN7¥NN 7 IMIX 21723 PR NKRY1 21710090 DX UNnny 09170

NIoN 10'Nd) NN¥NN DY WWPNYT 772Wa MYONRN DINIMN DR AYIYE 2R1I1M0 TIND 090N

(N7 nit7vw niIkawn '0I7NY D7VNN KN - NIRDNNN NINDIN

import json
import socket
import pprint

TP =
PORT = 7878

class (object) :
def (self, ip, port):
self.sock = socket.socket ()
self.sock.connect ( (ip,port))
self.token = 0

def (self) :

self.sock.send('{"msg 1d":257, "token":0, "heartbeat":1, "param":0}
data =
while True:
data = self.sock.recv(10000)
print , data
res = json.loads (data)
print ; ESE
if res['msg id'] == 257:
self.token = res|['param']
print , self.token
break

(self, command) :

command|['token'] = self.token
self.sock.send (json.dumps (command) )
while True:

res = json.loads(self.sock.recv (10000))

pprint.pprint (res)

if res['msg id'] == command['msg id']:

break

(self) :
command = { :13}
self.do command (command)

(self) :
command = { 116777220,
}

self.do command (command)

(self) :
command = { :513,
self.do command (command)
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command = { :514,
self.do command (command)

(self):
command = { : 3,
self.do command (command)

(self, param, value):
command = { 32,
:param,
:value,
1}
self.do command (command)

(self) :
command = { :260,
self.do command (command)

() s
ch = CamHandler (IP, PORT)
ch. get token()
ch.get camera params ()
ch.take picture ()
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ESP8266 v Tizn nxn
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X '7OnY T N1 .Wemos D1 mini-n NIX NP7 Y701 IR ,0N720 D71V DRIYRIN D' 17X DX

NND TINAD NI¥A V727 TP NI7YnY? "WOXRNY usb 7wnn Dal ESP8266-n
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:Micropython NX I'7R NI7YN7 110X 72N 7V VOO DX YNINT 7D1W 199

sudo esptool.py --port /dev/ttyUSBO erase flash
sudo esptool.py --port /dev/ttyUSBO write flash -fm dio 0x00000 esp8266-
20171101-micropython-v1.9.3.bin
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import network

station = network.WLAN (network.STA IF)
station.active (True)

station.scan ()

station.connect (

station.ifconfig()

Dy v'an micropython ,|2 .boot.py yalza INIX 2N 271 7720 7w n'7p2 09IPON NXK YINT ¥

lo¥ap nd>wn

:NXINT DI VOO

import network
import time

station = network.WLAN (network.STA IF)
station.active (True)

SSID =

PASSWORD =

station.connect (SSID, PASSWORD)
while True:
current ip = station.ifconfig() [0]
if current ip != g
break
print (
time.sleep (1)

import json
import socket

IP =
PORT = 7878

class (object) :
def (self, ip, port):
self.sock = socket.socket ()
self.sock.connect ((ip,port))
self.token = 0

def (self) :

/], "token":

N N
{

self.sock.send (' {"msg 1d":25 ), "heartbeat":1, "param":0} ")
data =
while True:
data = self.sock.recv(10000)
print ( , data)
res = json.loads (data)
print ( , res)
if res['msg id'] == 257:
self.token res|['param']
print ( , self.token)
break

self, command) :
= self.token
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self.sock.send (json.dumps (command) )
while True:
res = json.loads (self.sock.recv (10000))
print (res)
if res['msg id'] == command['msg id']:
break

(self) :
command = { :13}
self.do command (command)

(self) :
command = { 216777220,

}

self.do command (command)

(self) :
command = { 39513,
self.do command (command)

(self) :
command = { :514,
self.do command (command)

(self) :
command = { 33,
self.do command (command)

(self, param, value):
command = { 32,
:param,
:value,
1}
self.do command (command)

(self) :
command = { :260,
self.do command (command)

() s
ch = CamHandler (IP, PORT)
ch. get token()
ch.take picture()

main ()
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ARP 7y N1

https://he.wikipedia.org/wiki/Address Resolution Protocol

:ARP Poisoning 7y n* 19"l

https://he.wikipedia.org/wiki/ARP spoofing

:Ettercap
https://ettercap.github.io/ettercap/about.html

:MicroPython
https://docs.micropython.org/en/latest/esp8266/

:ESPTool

https://github.com/espressif/esptool
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