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http://62933120s60561450w.xyz :ITN NAININ DY D'AXIN X

12 AXNIN NK 117 AXIN NDINAY

T'U¥ann 120N YNT

NAIMD>NY NIXY |N" .0'I0N MNX NAIND 90111 ,N9NN 7V NN NTh2 v |m'o U'vw nIxY? NI

2V NIV TR 178 P'oNYT N1 LW NIRN 191021 1501 TIYI S NIXNYD 19010 NY' TWURD 2-7 Npinn

NIVYTIPN DX 0'1D]1 Google Maps NX NN91 .nNoNN

= 629331208 60.561450W

62°55'59.2°S 60°33'41.2°'W °
Directions

-62.933120,-60.561450

M

Deception
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Challenge #1

Welcome back Agent CI

Once again we require your skills for an urgent mission.

Our intelligence officers have intercepted a message between notorious terrorisis
discussing an imminent attack on targets world-wide.

Intel points to a popular chat website used by these terrorists to coordinate and select
rendezvous locations.

Your mission is to track the team online and ascertain their physical location.

The following leads to the web site of the online chat service.

Good luckl,
M.

INQN TINYN 121192 aX1N INK7 MIYKRIY7 10101 TUKD

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster

Reqister
Login
=
About us...
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MNX NK7 2ANNNYIE DWA'N7 117 DNWONRN WK L Login-l Register TNy TNNA W'Y NIKYYT N1

2 NINNN NN'WA7 012'071 DWAN7 D710 INY NIXTYT [N N0 Ny

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster

Register Please enter your registration information below:
Login PlzHireMe B
“ ...... ®
About us.__ PlzHireMe@PlzHireMe_PlzHirele

PlzHireMe]|

SUBMIT !

(™1 MR kno'o wnnwn) 'y now 7 ww aTw 75 %y SALl niwy? mwn ntn Q%A
D'UNNYNN TNX? YN97 1'01 .0TpNnn X7 At [ P21 0Un 107 0'7aam il wnnwnn

JNNK T Y9N P71 nN7en K77 SQLI I Xno'o win YT 7y nnfwna

N7 U'w NKR11 qoial ,"Registration Status” 2'72 NINNNN NN'WAY DY DANIM 1INIX NNYINN INKRY

64Base-1 TTI7n INW73 7Y N'7p2 N0 Ny

Allowed Blocked
Welcome to ChatMaster™! The #1 chat room service on the |t A
-0 deceptionisland.xyz
= [0 Cookies
Welcome to ChatMaster @ aa"enge&ate
. . @
Register ChatMaster Registration Stat
De-register There are 36 users before you in the registration |
Registration Status You will get notified when your account is active. Remove
. Users on the waiting queue Mame: eu
o PlzHireMe Content
About us Domain: d
Mr.Li BOb Path: /

Send for: Any kind of connection

Dr. Drek Created:

may_o_nez Expires: When the browsi

tom_HW

agentM

eliXpress

wireless_shark

imdech@tofurl1fe
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:64Base-1 TTIN 117¢ WNNUNN DY XIN N*a1ya 1Wn decode 1XYW NIKATZ N1

.decode(

'PlzHireMe’

-N NN 17271 De-Register 7y YIN%7 ™81 "agentM" wnnwnn ¥ 1vn N nmay7? 0007 11'01

-X2An error

Welcome to ChatMaster

ChatMaster Registration Status

There are 36 users before you in the registration queue.
You will get notified when your account is active.

Something was wrong... Please try again.

Users on the waiting queue

PlzHireMe

010'n7 72121 N2 DIYRIN MY 72 NINNNN NN'YAN D'YNnvnn D nX q'yn'7 0'>"MY XY NN
NANDY U9 RON ATl ,NN'YND II'NNNNY DTN NX N 'on7 0'712' NIXKY NN .J'\I'7|'D. NRN 7R
NIRT NIWYYT ' T

import requests

names = [
"Mr.Li BOb",
"Dr. Drek",
"may_o_nez",
"tom_HW",
"agentM",

"britneyspearz",
"johndow"

]

challengeState = ""
with open('cookie.txt', 'r') as cookie_file:
challengeState = cookie_file.read().replace('\n', "')

headers = {

'User-Agent': 'Mozilla/5.0 (Windows NT 10.0; WOW64; rv:53.0) Gecko/20100101 Firefox/53.0'
}

for name in names:
cookie = dict(challengeState=challengeState, eu=name.encode('base64').replace('\n', "))

response = requests.get("http://deceptionisland.xyz/challengel/deregister", cookies=cookie, headers=headers)
challengeState = response.cookies['challengeState']

print "Use this session state cookie: " + challengeState
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EE C:AWINDOWS\system32iemd.exe

:172'7w w2 challengeState n'alyn N97NN1 V9"IPON NXIN NNX MNRN NN

Reqgister
De-register
Registration Status
Login
=
About us...

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster

ChatMaster Registration Status

There are 0 users before you in the registration queue.
You will get notified when your account is active.

Users on the waiting queue

PlzHireMe

2N 1700 DX 72221 D'NYYN 1IRY RN LLogin-n TNy NNTYA 17Y wnnwn? 12nnNn? non

)

Welcome PlzHireMe!
Chatroom membership
View all chatrooms
Active users
Logout
-

About us..

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster

Chat room selection

Available Rooms Selected Rooms

50+

art
dating
news
politics
sports

JOIN ROOMS NOW!
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NIXKTT N1 ,NRAN WTINN DX 2w "Chat now" 7w Ty 117 qonnn 1 TNY 9a0xn? nwpan TNX?

ZD'I'|7]'\|"I'7 O 'NTX AWK D'D"MX XY

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster

@ The site administrator has not approved your chat room membership yet.
The approval process requires only a short review.
Welcome PlzHireMe! You will receive an email notifying you once the approval process is completed

Thank you for your patience..
Chatroom membership

View all chatrooms
Active users
Chat Now!
Logout
)

About us...

D'1'MTRAN TR 7Y Ynnwn DuUn NN Qio qio 17 'y NN DNAINAN D'YNANYNN NN 72X T?]

ONRN Y

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster
@ Recent active users on ChatMaster!

Welcome PlzHireMe!

Chatroom membership

] cheetah PLATINUM
View all chatrooms
: ILove2*ack PLATINUM
Active users
Chat Nowl H@ck3ru PLATINUM
Logout chatiWW1z Admin
(- Justin There Regular
About us... PlzHireMe Regular
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DY NX 0'Dn7 no1nl "Forgot your password" 2v yn71 pinal ,Login-n TiNv? 171 ,Logout nwya

N7 Y'Y 'MTRN

Register
De-reqgister
Registration Status
Login
=2

About us...

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster
Forgot Your Password?

Please enter your username below:
User name %

SUBMIT !

The admin password for "chatW1z" was successfuly reset. hint: /challenge1/password_hint

Y27 N2wNNn? TM nXN1 YR 0101 1071vn ,'nTRN 7¢ XKNno'on NXAN? 1N01 71'7 NS W'Y RN

:"PassMasterExtension3_1.dII" owa DLL yal? 1DIN2I XNO'OQ AN YUK Zip

TTETE I T oTae T T o

Extract

prtcut tow tow

al Disk (C:) » Temp

~

Elapsed time:
Remaining time:
Files:
Compression ratio:

Extracting

PassMasterExtensiond_1.dll

e X b m v e x i

Move Copy Delete R Add Edract Test Copy Move Delete Info

Organize

| Ed 0% Copying... 7-Zip

| File Edit View Favorites Teols Help

% i | C\Temp'password_hint.ziph

Mame Size Pa
PassMasterExtension3_1.dll 21 504
— O .
00:00:04 Total size: 21504
Speed:
0 Processed: 0
Compressed size: 0
Enter password ¥
Enter passwaord:
[l
Show password

Background Pause Cancel
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NPT NNd INX7 ,XN0'0N NIX XI¥NYT *T> BruteForce NIWYY7 D'D"MIX 1IXW 1120 ,ANNN 7D 11X WNK?

MN7W ARXIND DN'D T VIIVI'RNA N'NITIN NDIN DY

Options...  About...

B Ultimate ZIP Cracker 8.0.2.17
Check for updates... Feedback...

Current length:

Percent done: Finished
Testing password:
Speed:

Password found: docl

s

Pause...
Ttem Password Action
Password to open docl copy

qMoY N .(MAIN-nn yin) DLL- N0 NITIZa 5 W'y NIKYY? QWO IDA-2 DLL-N NNMO INKY

|3'7I JNIX ']IUJY]'? O OY NINNXRN NI'Y211901 NaIvNn nrml‘m NX nUIY RUN-w AKX Ay

Marme
Eﬂ Decrypt
=

Encrypt2

E'ii Run

B3 DlEntryPoint

Address

10
1000280

B3

COrdinal
1

4

:RUN-2 n™™Nn

main entry]

www.DigitalWhisper.co.il
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decrypt n'¥?1190 .pUNN2 XIN 7TaNN1 NN1IO DN191 NIwnnwn 2Decrypt-1 Decrypt NI'Y71190
NIXIF TR ,9011 XOR 7w 012 29w nwiy 2Decrypt 17'R1 N'MM9N NX2A197 DIRAIRL [ND'T DX N
N'M9N NYI9YT7 QY

Decrypt2:

_OWORD *_cdecl Decrypt2{int a1, size_t Size)
{
; // esi@t
unsigned int w3; // ecx@1

v2 = malloc{Size};

inner_decrypt(Size, {_ int128 =)al, v2};
v3 = B8;

if { Size )

do

*((_BYTE =)u2 + u3)
++ud;

= byte_6AF249B4[u3 % 0x12];

H

while ( v3 < Size };
3
inner_decrypt{Size, v2, v2);
return v2;

Decrypt:

; FF edi@

v = malloc{FfOAEPR);
inner_decrypt{fOAEP, ( int128 =)hCrypto, v6);
return {(HRESULT)ub;

H

NIY' ,Run N'¥j1i95n0 JIN2 .MIY N'N"11o n'pr|9'7 NN TA7N0 N2T IMIX NIK Encrypt-n NI'xj7io

17NN 0_Run-2 N Tpnnn 271 0_Run N'¥j2197 NTTIA AXNj?
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NX NN2Y XNO'On DXI NNIX NTIA ,XNO0'0 YNNYwnnn ZnL'J'7l|7 NDINN ,NINNNN NIKY |NIY 9D
. 1 1 1 () 1 1 1 1
2un A7T7 VIYD DDNN INIX NK7 XNO'ON NN NO'DTAI NI9XNN NX NTIN NN ne'1an

.decrypt-7 7702 mIwp X7 NOLINY XNO'ONY 1120 ' ,NID] NODINY KNO'ON DR W np'Tan

“NOIINY XNO'ON NX 09NN TIPNWD 11 NNIwA |XD NXT NIXIYZ NI

TIX q1j7V'7 721 NII1D1 XNO'0 101NV 2WNYT 17 DNATI NX¥ A DLL-0 DX N7 01w nv7nn |37

T2 0N flow-n 98w nzrTan

{]N2 axI IDA-2 212t TI DLL-2 N'91¥90 Y719 7w n¥InY [uj7 70

ﬁ Debug application setup: win32 X

Application

Input file

Hostname

ord

settings as default

Ok, Cancel Help

(5 RID run 7w 2 TURNY 1N 5 Xin offset-n) IT X'n Paramters-1 XN nIwnwd

—-c "import ctypes;ctypes.windll.LoadLibrary(r'PassMasterExtension3 1.d11") [5] ()"
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:NINQN NOSTINN XNO'oN NK 72721 1 Nirfn? nz*Taa EAX DX MIwa , N2 T 22T

& CAPython2T\python.exe — O >

d:

:0Mmion D'UX'YY? nW DNINXY YWXR? N7 117 W Admin iMaw ax1al chatWiz-a hannnk 1n1'on

Welcome to ChatMaster

Recent chatroom membership approval:

e i

User 'PlzHireMe' would like to access '50+'

aAwN1 1'K Admin 173, INX 9T DIY7 QYA 'R 'ATR N2 DINKY DPOX'YD NIYIRD YINY 27 'Y

.[PA02 ANX INYN IX DI'M"MD YnNnnhwun

NNXY NIRY NIXYY? 211 17w wnnwn? natn 0101 1oX'Y7 1annn? NNWORN DX 1INXYY7 MR

:0X'Y7 010'n7 D7D

Welcome to ChatMaster™! The #1 chat room service on the net!

@ @ PlzHireMe

Welcome PlzHireMe!
Chatroom membership Hello!... Anyone here?
View all chatrooms
- user cheetah has left the room
Active users
Chat Now!

Logout
]

About us

T2 Premium wnnwn'? 71907 'y MawN D7 ,]"yn Inwn 1IR¥N X7 22X 0'oxR'xn ' 9y may
X77 Premium Dnw D'wnnwnn D 7V Forgot Password Niwy7? 1'01 .0'OXR'YN 7D DX NIROY

...nNN7¥N
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X7 1T D719 D2 X Premium NIRWAN 11'XY7 TWUKRYT "D 2TNN WK 79 API-0 DX NIPNY 1'01

.NN7x

,0NTNN 72 NX N727n DY Nn'wIN 'R NIXKNY NI017 1D "Chatroom membership"-n Tiny'? 12270

:N2N TN Yopa n7N1 Tinyn 7@ Source-n 7Y NI¥ NIPONON INKY

Cscript type='text/javascript >
5 (document) . ready (function(){

1

function populate(json)

</script>

$.getISON ("chatroomlist’, { u: ‘spiuser’, p: ‘apipassword’, utype: '1', rand: '62189305-cabl-4bSd-a607-709847e1d2a7’, a: '@', s: '1', g: 'S’, lat: '32.67973', long: '34.78369'}, populate)
$("#btnRefresh').click(function(}{
$.g=tISON ('chatroomlist’, { u: ‘apiuser’, p: 'apipassword’, utype: "1', rand: '62189305-cabl-4bSd-a607-fo9847eld2a7’, a: ‘@', s: '1', g: 'S', lat: '32.07973°, long: '34.78368'}, populate)

15
$("#btnselect’). click(function(){
count = $("#selectedChatRooms option:selected”).length
if (count > @){
alert ('Only one chatroom is allowed!')

else

$('#selectedchatRoons' ) .append($( "#chatRooms option:selected”)[e])

15
$("#btnRemove" ) .click(function(){
count = $("#selectedChatRooms option:selected”).length
if (count > 8){
$('#selectedchatRooms option:selected’). remove()
$.getISON ('chatroomlist', { u: 'apiuser’, p: 'apipassword’, utype: '1', rand: '621893@5-cabl-4bSd-ace7-f@9s47eldza7’, a: ‘@', s: '1', g: 'S', lat: '32.07973', long: '34.78369°}, populate)

i

i
£("#btnsubmit’). click(function(){
selectedRooms = $("#selectedChatRooms option:selected")

var theForm = document. createElement('form’)
theForm.action = "joinrooms”
theForm.method="post"

var room = document.createElement("INPUT");

room. setattribute("type", "text");

room. setattribute("name”, "room");

room. setattribute("value”, selectadRooms[@] ? selectedRooms[e].value : "");
theForm. appendChild(room);

document. body . appendChild(theForm);

theForm.submit ();

s

$("#chatRooms option”).remove();
$.each(ison.chatrooms, function(index, item) {
$(*#chatRooms'}.append(’<option value="' + item + '">' + item + '¢/options');

1

AT X' N1'Mynn ANivn

$.9etJSON ('chatroomList', { u: 'apiuser', p: 'apipassword',6 utype: 'l', rand: '62189305-
cabl-4b5d-a607-£09847e1d2a7', a: '0', s: '1', g: '5', lat: '32.07973', long: '34.78369'},
populate)

KN IR

http://deceptionisland.xyz/challengel/chatroomList?u=apiuser&p=apipassword&utype=1&rand

=62189305-cab1-4b5d-a607-f09847e1d2a7&a=0&s=1&g=5&Iat=32.07973&long=34.78369

JPURIN IWEN W NN 70

"chatrooms": [
"Set",
"art",
“"dating",
"news ",
"politics”,
"sports”

YOI? W' [IWKRIN LINIAIND .O"IYONN D'URYN NN'YI DX YUpPany INKRA N0 api Y'Y ey, D12

2T NI NIYYY TWORY AR X7 IN'R D'7NUNN 72X ,utype XNl ['W7?
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http://deceptionisland.xyz/challenge1/chatroomList?u=apiuser&p=apipassword&utype=1&rand=62189305-cab1-4b5d-a607-f09847e1d2a7&a=0&s=1&g=5&lat=32.07973&long=34.78369

Technologic

NX11D) 1-7 a VMIIRN DX DA NNWY? )XW 1IR¥XA ,0M0N90 XY 72V FUZZING qwnin Dy
:Nan w7 nwaa (ADMIN

http://deceptionisland.xyz/challengel/chatroomList?utype=0&a=1

:DTNN 7D W AN Nn'w 7277 TwoN

"chatrooms”: [
"*#just chat*",
"-Mossad challenge solutions-",
"Se+n,
"Mobile & gadgets™,
"Platinum dancing club”,
_ chat2ge_ ",
"art",
"computing”,
"dating"”,
"news",
"politics”,
"sports”,
“rural | eRGAdsFury ! e

:chrome 7w console-a Nxan MiIwn Nty ~~!WeRGOdsFury!!!~~ nx qron

var theForm = document.createElement ('form')
theForm.action = "joinrooms"
theForm.method="post"

var room = document.createElement ("INPUT") ;
room.setAttribute ("type", "text");

room.setAttribute ("name", "room") ;

room.setAttribute ("value", "~~!!!WeRGOdsFury!!!~~");
theForm.appendChild (room) ;
document.body.appendChild (theForm) ;

theForm.submit () ;

NX X1 0wl Chat Now Tiny'? 171,17 wnnwn'? N1th 12NN ,UKR'Y7 N0'DN NXK 11NXYY7 TWUX)

XN AYTINN

]

Where are you my friends??? | am already here at: The-bay-
watch'.
Please hurry, and bring the 'kandies’. | have a feeling we're being watched. ..

AN am

http://deceptionisland.xyz/challenge1/finish

INUXRIN 2A7WUN DX 1MW MNIRY NN
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Success!

Well Donel

You have successfully finished your 1st mission.

This is your success token:
TViwV1F6cU1jWip1Y3FUaDdIdDZoRDdhZWY4bWdJcFRHQVE5a29uajArNVhiR043Q
WhFZnZsVG90bHYyNzIrUmIRVHIqYXIkNGVVdjd1QTZkWEZGaEE9PQ==

You may now send your token and contact info to the following

You can also collect and submit additional tokens by completing more challenges.

Take the Next Challenge

21w

Challenge #2

Well done Agenil

The location you recovered was correct and we dispatched our tactical team.
However, the terrorist group was already gone by the time they arrived. We gathered
enough intel to determine that the terrorisis have planied a bomb on an airplane
somewhere in the world, but we do not know the flight number and/or its destination.

We did however recover a of the bomb from the terrorist meeting.

Our steganography expert insists that the picture contains a hidden message, but she
was unsuccessful in uncovering it before she left on her honeymoon.

We require your assistance in locating and defusing the bomb before it detonates.
There isn't much time._

Good luckl,
M.

NIMNN DX 72221 NWEN 7V YR'71 )0 7'NNn NINSY IR ,N'91212200 MANK KIN WD MANRNY DX

hani
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.MINNN 7w 270 'an 0'u71a1 027 NA7 K7 DAY D'7017'9 1M 7D N7unY W'y NIKNT TWON
NN .NIWYW nni (255 ,255 ,255) |27 mna7w nn 197 |27 nwh namnin DX 1907 12'01 n7nnna

2 NRXI NINNA L "IVN YN NlINnn v ||"wn |7'7I'11 AN A'N'Y

[1'02 125NN L,|oNn INKY? AT X7 NTY 1201 DINKA NPT X braille an>2 "armw nawn a7nnna

QN9 210 X7 N7 DA X JOYSTICK 7w D'wijn MIN'RA NAITAY TNIKY NN

0UINVI'RN [N KAN VOMIPOL YNNWNYT 1'7VY 112N WRI NN NXPZ "INKRIEINK (11D WON7 110wUnn
:MINNN NN yT'An DX Y7n7 '

https://github.com/RobinDavid/LSB-Steganography/blob/master/LSBSteg.py

'N2N [2INN 7v2 output YAl 7apnn y1I7'nin ANRY

LZHoYWxsZWonZTIvimSt Yg==|

NANNA XAN 7707 NAIWNN DX 17 0720 [IN'D1 ¥ wIn'Y

TINA XINY 1120 ,NYIY 12 NYNNYAY U9Z0N NN [an? NI017 *T> MNTN ,DANKN |NND NKY
N'971211200N AI0 NX NI' NIV NIX2 120N NNYTY 9170 VOO 1NAND P7 NI JaIoN

.N'7N NNy
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;090N |70

from PIL import Image
import sys

STEGO_SIZE = 64

def get_size(bitstr):

Extracts the size of the data from the bitstr

return int(bitstr[: STEGO_SIZE], 2)

def get_data(bitstr, size):

Return the data for the image

bytestr = [bitstr[x:x+8] for x in range(STEGO_SIZE, STEGO_SIZE + 8*size, 8)]

bytes = [int(byte, 2) for byte in bytestr]

return ".join(chr(x) for x in bytes)
def get_bits_str(image):

Return all the bits for the image

pixels = image.getdata()

return ".join(str(channel & 1) for pixel in pixels for channel in pixel[::-1])
def do_main(image_path):

Extract the data from the image

image = Image.open(image_path)

bitstr = get_bits str(image)

data_size = get_size(bitstr)

data = get_data(bitstr, data_size)

print "The datais: ", data

def main():
do_main(sys.argv[1])

if _name__=='__main__"
main()
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Powered by iExplode™ _ All rights reserved

Bomb Remote-Control Menu
Explode Nowl!l
Disarm Bomb
Manual defuse

Bomb Info

:Disarm Bomb Tinya Xno0'o NO11N2 NNIX 71017 INW AR D'VMISNN 75 72V 1ayn NNR

Disarm Bomb
Please enter your admin password below to disarm the bomb

7¥ Firmware-n NoNA NTIN? 71'7 W' oW ,Info-n TIMY7? NNIX 72 0'0M5N N¥p TIV 2V 1avn

NXXON
Bomb Information
=]
Model Number #BMB123%UKFG%22311 C-4 edition
Serial Number 0000000000000000001
Status Armed
Firmware Version iExplode™ 5 4 Beta edition
License None (Evaluation version)
Plastic (standard) Plugin Installed
Anthrax Plugin Not installed
Exira Damage Plugin Not installed
Mass Destruction Plugin Not supported

0T Y2I7 210 'K bash-2 file nTI79N NItvya 11l Firmware-n NX 1TIN

emp$ ftile 15a/d3 94d91

adjde Fi ar data

.EXT2 unn192 0192 yalp TIv n'2an 11192 n'7an Zip7-2 yalzn 7w nnmo
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.NN7W 0'¥a NdWN 0720 1INAX 02921 ,INIX DA NINS7 yTI* 7Zip 177

Size Packed Size Mode

580 580 582 656 drwscr-r-x

10 0 draer-xr-x

282 834 318 464 dracer-xr-x

627052 634 220 drwar-xr-x

lib32 0 0 Imavacnaona
lost+found 0 0 drwx------
media 0 0 drwar-xr-x
mnt 0 0 draner-xr-x
opt 0 0 drwzr-xr-x
proc 0 0 drwzr-xr-x
root 0 0 drwx------
run 0 0 drwar-xr-x
shin 13592 14336 drwar-xr-x
sy's 0 0 drnwzr-xr-x
tmp 0 0 drnwxrwxrwt
usr 37492 273 3954 688 draner-xr-x
war 6928 %216 draer-xr-x
| ] linusere 11 0 IPwserancrae

,N19'¥90 .PYTHON-2 D'2IND ,NNKN 7w D'¥27N NX OW 0720 www-7 NT '"INNI var-7 0101 OX

:Disarm Bomb TInyn NX w91 .ANXN 72 NN 7'0n iexplode.py yalzn

def defuse_page(environ, start_response):
try:
if environ["REQUEST_METHOD"] !="POST":
raise ErrorPage("500 Internal Server Error", "")

defuse_data = environ["wsgi.input"].read(100)
defuse_data = parse_gs(defuse_data)

if Pmgmt.CheckPassword(defuse_data["defusecode"][0]):
start_response(*200 OK", [(*Content-Type", "text/html")])
res="""

<html|>

<head><title>iExplode v1.01</title></head>

<body>

<h1>Bomb defused successfully!</h1>

</body>

</html>"""

return res

start_response('200 OK", [("Content-Type", "text/htmI")])
res ="""
<html>
<head><title>iExplode v1.01</title></head>
<body>
<h1>Incorrect defuse code</h1>
</body>
</html>
return res
except:
raise ErrorPage("500 Internal Server Error", "")
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:NaN Python-n yalz NX 7211 uncompyle6 NNTva PYC-n yal7'? unpack nwya

import random
PASS = [
'applebomb’,
'bang8',
‘dinamitel5',
'motherofallbombs’,
'‘explodenag’,
‘explosionkiss',
'rosebomb1’,
'bombshell12’,
'sisterofallbombs’,
'bombinator’,
'bighang888',
‘explodetalk’,
'megaplode’,
'implosion-bomb’,
'c4’,

'big-bang’,
‘explosivepack’,
‘criticexplosive’,
'explosivelawyer’,
‘explosiveanalyst',
‘'mechanicalbomb’,
'plastic’,
‘gnuexplosive’,
‘zipbomb',
'heartexplosion’,
‘sh*tbomb’,
‘ilovec4’,
'plasticaddict’,
'livingexplosion’,
‘plasticcaliber’,
'da-defuser3’,
‘plasticcannon’,
‘explosionmagnet’,
‘cdilluminator,
‘bombhoarder,
‘timer-crusher’,
'dieanotherday’,
‘killmeabomb’,
‘pleasedontkillme2’,
'nuclearbanana’,
‘makemeabomb’,
‘plasticempathic’,
'sugarbombbaby’,
'bombino222',
‘defusemenow!’,
'meloveexplosives3xpl0$!0on',
‘explosionnuts’,
'bombindex’,
'‘Bombinyourear!']

def GetPassword():
try:
ind = int(open('/etc/iexprun’, 'rb').read())
return PASSJind]
except:
print 'Problem reading index from /etc/iexprun’

return None

2 X071) 2017 - TOIMN MANK [INND
www.DigitalWhisper.co.il

2017 2arr ,83 1"




Technolooi

JIndex-n NX N1 ,NIXNO'ON NN'WN MY OPTI'R X¥N1 DINAW XM L "etc/iexprun/" NX NNo)
ANX2 Disarm Bomb-n Timy'7 0101 ,NIXNO'ON NN'WN NN IRXNYW Index-2 XNO'ON NN KXN)

Inxx¥on NX 770101

NANNA YN 2A7UN NI NTOW DR

Success!

Well Donel

You have successfully finished your 2nd mission.

This is your success token:
cWVmbnRBa3IDRDh4ZEhOMkMwckZka2pZZnJCMjRHRUtRK2ZI SXNMKO0d3ajcvT01y
RXI4ZTd6RHJyZIpGbzNIak9pbG5DWWVaUEpGMHEzOGJicmRvR2c9PQ==

You may now send your token and contact info to the following

You can also collect the last token by completing the final challengel

Take the Next Challenge
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3awvw

Hyhn AwWn 7Y QY TINN NN

Challenge #3

You did it againl

The bomb you defused was discovered soon after the airplane landed (seems that
someone posted an anonymous tip to local authorities__ ).

Additionally, we have been able to recruit an agent within the terrorist cell.

We are unable to maintain constant contact with him as the agent is deep undercover.
However, he did manage to post a to our secure servers. We require your
skills once again in order to follow the communication trail and reveal the message.

Thanks, and good luckl,
M.

WD NN 7¢ nnfon n910n 7'on AWR PCAP yaip TI'w NIXYYT [N message 7V D'X¥NI7 TWUND
ANXY? Ny ICMP nivTin qoinal ,SSL-7 axnn NX 0Mavn anxY L FTP niwpn 2'on n9aonn

N1MYN NIXNIY ICMP NIVED 3 IXXN N9I0NN ‘7D 7V 1avn

BB 8c 209 76 Be @B BB Bc 29 99 75 ca B8 @8 45 68 R 1 T T T
@@ 54 ff 2b 49 60 486 81 29 1d c@® a8 c8 36 cP ad CToHEL @ Y
c3 58 @8 @@ 83 38 @d c2 @98 @1 2f ac e9 53 @@ B ..... Bow oK
a8 83 21 2e &f &2 @8 8@ @8 88 2T 63 68 61 6c 6C ol Lofchall
65 Ge B7 65 33 2f 78 6b 65 79 2f 63 68 &l 6C AC enge3/pk ey/chall
65 Ge A7 65 33 2T 78 6b 65 79 2T 63 68 &l 6C AC enge3/pk ey/chall
65 Be en

@a Bc 29 99 V5 ca B8 8c 29 V@ Be B8 83 ef 45 ae sodeta.. Jp....El
28 54 al 4b 20 88 4B 81 c6 fd cB a8 cB BB c@ ad LTl s
cB 36 @2 88 84 bf @d c3 ee 8l 2f ac D 5B @@ BB ........ R
28 88 af 31 ef @0 20 88 @8 88 73 65 63 72 65 74 el Lsusecret
28 28 28 28 28 26 28 286 28 28 73 65 63 72 65 74 secret
28 28 28 28 28 26 28 286 28 28 73 65 63 72 65 74 secret
28 28

@8 Bc 29 99 75 ca @@ Bc 29 7@ Se @0 B85 @8 45 B8 eedale.. Jp....E.
82 54 31 4c @2 BB 48 Bl ch fc c® a8 c8 BB c@ aB Tl sflle wnvennns
c8 B6 8@ 88 14 6c Bd c4 ee 8l 2f ac 9 58 BB BB ..... | A P S
@2 B8 ba 24 of o0 @@ B8 B0 88 21 63 BB Bl Bc BC cendal.. Lo fchall
65 Ge 67 B5 33 2f 61 62 63 64 2f 63 B8 6l Bc BC enge3/ab cd/chall
65 Ge 67 B5 33 2f 61 62 63 64 2f 63 B8 6l Bc BC enge3/ab cd/chall
65 be en
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:DMAT 2 D'TI'Y DRI I7 DM DNIY7N W7 0101
Tomn 7w ArTO'RIN QT A

[9X¥I '01S RSA nnon .2

ZO|7I]"73. NXAN NTIEZON NMTYA '05N NSNN 7¢ N19¥NN DX NINDY N1

-out pk
[sudo] passw

37 QCO2

X7 maw mnnxn ICMP-n NyTIn D "secret" XN NNONN NN'N97 passphrase-ny 1nwN1

PTXY NXRN NYUNNYN

:MIAYNN 7V 7ON011 N19X¥NN NNSn NX Wireshark-7 0o

USER userl

331 Please specify the password.

PASS 1234

238 Login successful.

SYST

215 UNIX Type: L8

WD files

258 Directory successfully changed.

TYPE T

288 Switching to Binary mode.

PORT 192,168,288@,134,183,98

288 PORT command successful. Consider using PASV.
RETR 2

158 Opening BINARY mode data connection for 2 (18169 bytes).
226 Transfer complete.

QUIT

221 Goodbye.

NN Y270 DX 727721 wireshark-n INIX Y701 ,0'N2 10169 7w 7TIA2 yalz N9 NQIVY R

0000h:| 50 4B 03 04 14 00 O& Q0 O3 00 QO 00 Z1 00 CB A3 | PK.......... 1 EL
00l0h: CD 34 76 01 00 OO0 04 05 00 00 13 00 DD 01 5B 43 Iaw......... ¥.[C
0020h: 6F 6E 74 65 6E 74 5F 54 79 70 €5 73 5D ZE 78 6D | ontent Types] .xm
0030h: 6C 20 AZ D9 01 28 AOD OO0 02 00 OO0 00 00 00 00 00 | 1 @U.( +vevuenns
0040h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ @ ......ccnvuuannnn
0050h: 00 QC Q0 0OC QO OO0 OC Q0 00 Q0 Q0 00 Q0 00 00 00 || wovvevnnranannns
0060h: 00 OC QO OC Q0 QO 00O Q0 OO0 Q0 Q0 00 Q0 00 00 00 | ......ecvecannns
0070h: 00 OO OO OC Q0 OO0 OO0 Q0 OO0 00 Q0 00 00 00 00 00 | .....cvueveinnnnn
0080h: 00 00 00 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 | ...ucvwcvocannns
Q00S0h: 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 | .....eccnnnnnnnnn
Q00AOh: 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 @ ......cnvinnnnnn
00BOh: 00 QC QO 0OC Q0 QO Q0 Q0 00 Q0 Q0 00 00 00 00 00 | .....cvuevennnnns
00COh: 00 OQOC QO 00 Q0 OO 00 Q0 OO0 Q0 Q0 00 00 00 00 00 | .....c.ecvecnnnns
Q0ODOh: 00 OO OO0 00 Q0 OO0 Q0 Q0 OO0 00 Q0 00 00 00 00 00 | .....cveeveinnnnn
QO0OEQh: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ .....ccvvennannn
QO0FOh: 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 | .....econvunnnnnn
0100h: 00 QOC OO0 OC QO OO OC QO OO0 OO0 QO 00 Q0 00 00 00 || eovnennsvanannns
01l10h: OO QC QO 0OC QO OO0 Q0 Q0 00 Q0 Q0 00 Q0 00 00 00 | .....cveevennnnns
0120h: 00 OC QO 0OC Q0 OO 00O Q0 OO0 Q0 Q0 00 Q0 00 00 00 | .....c.ecvecannns
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21"1DN NINI Excel Yalp NIN Yalpnw 1120 ,7Zip-2 Yalzn DN'MOI NI N¥P "INK

A B
1 |item |price
2 |Milk 12723
3 |Bread 6027
4 Honey 38793
5 |Butter 3909
6 Eggs 18239
7 |Tomatoes 36670
8 |lce cream 19190
9 |Broccoli 6576
10 |Asparagus 27775
11 [Yogurt 8840
12 |Apples 865
13 |Cheese 12605
14 |Pita Bread 30937
15 |Sugar 10877
16 |Flour 38804
17 |Cookies 30223

TN 65000-7 NNNni 256 7yn DMI950NN ANY 11'KY 2100 KINY DT'R DX DNI950NNY 112N
qon? 0'9TN71 16UTF-7 DM9onn 75 NX 1907 12'01 .16utf-2 NTNNA N9 NTTIPN *2INY 12wN

ONK (D WONT7 1DWUNn .wNata K 7N

AWK DIXY VORPL YAl ,N910NN NN "abcd” N7'DONN NAMdNAN NTIINY 1171271 D21 NAYNN NKY

NIMIXRN 7D DX PITAY ,RINN Yalpn IR DNRY NI017 10700 .TomMn 7w 219 In Ty DX 7'on

.Excel-n n7201 nmijpma

NNT N'YY INMMTY] 09" PP0N NN
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NINIo 12 I'N' XD TX ,Windows-2 N'T9'7'IN YAl X DTN DX ,'A17 AKX D' N7 770217 In'w
nMI'o o'Nn 70pKRN yalpa o-offset-ni ,(Chrome-a n7¥X Nnjpw nn Nt nino7?) DOS 7w NN

.01702 0'-'n\'-n 722 N 197NN 7w VOO |7 ,Unix 7w NNIYW

DANKD NN 11010 D NINAY ‘2131 1710 X¥NIYW 1Y'7'7 0101

Success!

Well Donel

You have successfully finished all the challengesl

This is your final success token:
eXJSQkYTU2INNmJYRWS80Tjc3czVpWmQxNO0s0dmNGYnRjUjBTUXNTazJXMy8zZjUx
SEOwWU0ZzaGcrMzE3UEkOazRHVXNtbDVDVDdiOXRWbnJBSHJ4amc9PQ==

please send your token and contact info to the following

A pleasure as always! Until next time. ..
M.
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ST echnoloqgi

MANNAN Ngzonli nid'o nin
Reverse Engineering, Web Application :an'n 2,020 DMINN2 VT WATE TINA [11A0 2D ANKRN
NN INITIE N2 N77NW NI'9'Y90 NITPN Ta7n TVl 0'U9"70 NA'MD ,Security, Steganography

.D'YUNNYNN 2N7 nE'7n NIxXa Tay MANKNY

N'NY D10 DPN0 NN 1A DN ANKRAD DN N JNRD DA DY LJIWRIN Q7WNNYT?
nN'YN N D'YNNWAN DX K'NINT X 12 2ToN ,RMAIT?) NN9N 7awa onty NIy N

wnnwn? w'wi nn7wn nmnn nian ,DLL-n yal?'? Reverse Engineering Niwy? n'710'n ,(Nannnn

PDHYNNYN? nNanNnnY man DR 72p% YO "MTRN Dl

09707 LINLI'NA WID'N NN A7WUN AN TINN N D'NONY WAL NI XP NN WN A7Un
N'¥INY? 122 Uncomyle6-2 win'wi 7Zip NNTYA D'¥aN N2IWN NNMO PN INKYI VIYD 119121200

.NAYNN TINA N2 721 TINA ¥R AT [INN9Y 721Ny nn PYC-n yalp YW Tizn N

NPIIT IN7Y NI'va DY TTIMNN? )IXN NID 12 120RY DN ,90N0 210 N NN 'YH9en 299N
21 Excel-n yalza wim'win ,qona .(Wireshark-n Iim 78 RSA-0 NN9N NO1dN 10D) MANKY NNIYR
0O'IV D YN "NTN" AN R A7V XPIT IN? KINY INYN DD N'DI0N NAIMDN DX 7377

1712 7AanNa favn

N NN NIKY DM NNAVY MY 7¢ MANNNN 210 MNP NN NIYD DANKNY DY X 70N 102
TANXN DX NIN9Y7 112301 IXY '9D NINDY7 W1NNNN NXIPN DN'INIY DU IR RN NIY2 NANKA

© NTh 190N N NN NN 2INDYI

Thank you for playing

It was a pleasure._.
See you again next time ;)

nITin

.NMINNNN NN'WAN D'YANYAN NN0N7 UOMPON DY 7V W77 e
JNN97 TR D NN ATV Y 7D A7 e

.0DN97Y [INNON N2 NI'MNI NNTY 7V ,IN'0077 7'9X7 e
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