NIN'S - 2017 >"awn MANX |[INNO

N'T MiNI D4d NXn

aNTN

07N YWY PNNN MANKN NIN'9IL ZNNY D'WIN 07 TOA DMIANK DOoNO D"awn 27.4.2017-2

.NIN'ON 7¢ DMANKYT NIRINNO9N NIX A'¥] AT 1ARN2A ,NIN'DI 7NN

MANXYT T NX NXIXNY? - DT A

'R |'1ﬂ'7 o's>"Mx 1NNl NI'NMaNN NINYAAI (IN'Y2 0019 IYKRIN 27N ,Tomn Manx? nnim

AR vnanh

:NNAN NAINNN NNOoNID D"wn Yw AnKa

J"awa nmp

ARE YyOuU
ENOUGEH?

"alIDuN. NANND
2"awn Hw °
MTAXMDAXMTAXMTAXMDAWMDEXMDAWMDEWMTEWMDAXMDAXMT

<AWNMDAXMDEXMDEWMTEuUY29t
P43 £ 9
L

T
—
NAIMDY N2T 7w 19102 NNAINN WX Base64 v TT'P2 DTN W' NliNN2 ,.T\IN'\'? |NIY '9D

ANKAN [0JINKN 1AW ANKRN

:Linux-2 nTNNNnN NNy's

base64 -d <<< MTAxMDAxMTAxXMTAxMDAwWMDExMDAWMDEWMTEwWMDAxXMDAxXxMTAWMDAXMDExXxMDEWMTEUY29t |

RXINN

https://10100110110100001100001011000100110000101101011.com

.(Shabak ntinnnn 7w mx1'an o oA X'NY)


https://10100110110100001100001011000100110000101101011.com/

Technologic

:NNN2 D'RNY IND D'P'7N WA D"IWn 7¢ DNANKD DWY'DIN DTN NN

THE NATION IS |
CALLING vOLl |

E

Welcome potential member, we are the Shabhacking tean{.‘._
Our operative *R. Sanchez* was caught during a mission and i$ now
being held in an intergalactic prison. =
ARE YOU GOOD ENOUGH TO GET HIM OUT?
But first, you have to pick your speciality:

® | @

Airplane Homebase

RITdLA] nin's

99 bugs in the code :Jlux1 17¥

MSCALCULATION

"Staff Sergeant Foxy” Managed to get his hands on secret source code/from
3 the intergalactic prison! H
unfortunately the code does not compile, Prove yourself worthy by coipiling
& executing the project. F
— )

[7N7 ,N'X7'90172 NIXAYN NIX [FAN7 X' 72000 79 nonn 7onpnn X7 Tip 01727 nth 72002
MakeMeCompile.vcxproj yalzn NX NN9) N7NNN 1IN .NXAN NN'YN7 NNno'on NX 721771 NIN

.(VoI0NP'!M 7w ANXNN TIN7 12D 713' TNX '7DW) Community Edition noMa Visual Studio ny

:121'W DWN' 79177 *15 CTRL + Shift + B yn'.

Error List
Entire Solution - |@® 13 Errors || £ 1 Waming | |@ 0 Messages Build + IntelliSense - Se or List P~
a

Code  De: on Project File ne Suppression State &

identifier s undefined MakeMeCompile MakeMeCompile 10
Main.cpp
identifier "c” is undefined MakeMeCompile «eMeCompile 28

® 'i': undeclared identifier MakeMeCompile makemecompile

® ‘i’ undeclared identifier MakeMeCompile

® ‘c: undeclared identifier MakeMeCompile ecompile 28
main.cpp

Output
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7 D207 NNIvp |aNnaw MakeMeComplieMain.cpp '&XIN Yala NI'Ya W'Y D' 1NN

.C NINWNN 2101 | NINWNN AI0 7Y NMIYRIN NIR'AYNN 7'NN] INIA ,DNWUNN

7 BinaryBulfer GetEncryptedBuffer() BinaryBuffer GetEncryptedBuiier()

{

std::string str = "Password”; std: :string str = "Password”;
@ for (i = 0; i < str.length(); i+s) & for (unsigned i = @; i < str.length(); i++)
i {
str(i] += 1; str[i] +=
if (str[4] 1= } if (str(4] I= 120)
{ {
return SomeFunction9936(); return SomeFunction9936();
¥ }
else else
{
2 return SomeFunction1ds(); 1 return SomeFunction1ds();
} E }

aryBuffer GetEncryptionKey()

BinaryBuffer GetEncryptionKey()

{
short i 5;

; short i
@2 c=i%s; = short ¢ = i ¥ 6;
] if (¢ » B) if (c > 6)
{ {
1 return SomeFunction1839(); 1 return SomeFunctionl1839();
std: :vectorcchar> v; Std: :vector<chars v;
" for (; i < 100; ++i) for (; i < 109; ++i)
s ( {
. v.emplace_back(i); v.emplace_back(i);
} v
& N
return (v.size() > 80) ? SomeFunction1362() : SomeFunctiond932(); return (v.size() > 88) 7 SomeFunctionl362() : SomeFunctiond932(); al
= } v *
6 1 2 61

D'INYNN 'A10 DX NN TX i1 € -7 210 X77 D'INwnN unsigned int-1short. 21w 791077 no1n 1'woy

Error List

Entire Solution @) 7Errors | (£ 1 Waming | (@ 0 M Build + IntelliSense

Code Description & Project File Line Suppres:

A C4244  “argument’: conversion from ‘const double’ to ‘unsigned char’, possible loss of data MakeMeCompile encryption.cpp

® g ypt(c v ed function differs only by return type from MakeMeCompile encryption.cpp
i D

direction from ‘BinaryBuffer ( MakeMeCompile encryption.cpp

of indirection from 'BinaryBuff MakeMeCompile ption.cpp

overloaded function differs only by return type from 'BinaryBuffer MakeMeCompile encryption.cpp

ne must ha initi A MakeMaComnila o

Output

.Encryption.cpp YaIj72 NIX'AWN [NN 'AN7 N0 INIA TX ,7-7 13-n N7¢ NIX'AWN 190N T 12D

* Encrypt(const BinaryBufferk plainText, const EncryptionKey& key) =10 BinaryBuffer Encrypt(const BinaryBuffer& plainText, const EncryptionKey& key)
{ n{
const auto xorKey = key[xorKeyLocation];
const auto number0fBitsToRotate = key[numberOfBitsToRotatelocation];
© const BinaryBuffer result; >

i)

const auto xorkey = key[xorKeylocation];
const auto number0fBitsToRotate = key[number0fBitsToRotateLocation];
BinaryBuffer result;

do
std: :transform(

plainText.begin(),
plainText.end(),

std::transform(
plainText.begin(),
plainText.end(),

std::back_inserter(result),
[&](const auto byte)

const auto xored = byte * xorKey;
const auto shifted = _rotl8(xored, numberOfBitsToRotate);

return shifted;
A
} while (0);

return result;

std: :back_inserter(result),
[&](const auto byte)

const auto xored = byte * xorKey;
const auto shifted = _rotl8(xored, numberOfBitsToRotate);

return shifted;
A
} while (0);

return result;

) ¥

34 char® Decrypt(const BinaryBuffer& cipherText, const EncryptionkKey& key) 234 BinaryBuffer Decrypt(const BinaryBuffer& cipherText, const Encryptionkey& key)
{ {
const auto xorKey = key[xorKeylocation];
© const auto number0fBitsToRotate = key[(stc
t BinaryBuffer result;

const auto xorkey = key[xorKeylocation];
const auto numberOfBitsToRotate = key[numberOfBitsToRotateLocation];
BinaryBuffer result;

nusber0fBitsToRotatelocation]; =37

DAY D'NIN NNIX ,DINWN 2107 DNIYR DN DA Encryption yalpa NIwY? 0DMY NNIRY DYI'WUN
aion result nwa manwn 7y Dnrnxn Decryption NUyzaioa pDal Encryption  Neyjaioa
TR TN JWNN2 0"I'Y 1Y KN D (const) viap NiFn? 712' X7 [2amd ntn nnwnn ,BinaryBuffer

.const-n NX D'PNIM 1INIXR
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NN V'TNNY DYN190 7 NIn¥nn DR 97007 1Y BinaryBuffer XIn 2TINW ndNwnNn 10 DX TX
DAl BinaryBuffer-7 int*-n n1tnnn 110 NX Encrypt N'¥j21197 0'9'7Nn NNIX QT NINWNN 210

.BinaryBuffer-7 char*-n Decrypt n'x¥j72191

nmnwn? (std::vector<int>) nnnn NX |7IF'|YJ'7 XIn T2 nIwy7 N7 Wxwaiv |NNXN '"'YnNY AR

v K7 X0 Encrypt n'¥72191 'O Decrypt n'¥72191 numberOfBitsToRotateLocation

[N 077N [TV 079NN 1NN

Code Description & Project File Line  Supp!

® LNK1104 cannot open file TopSecretLibDebug.lib* MakeMeCompile LINK 1

N'MI90N [AMd ,NNIX NINS7 0'N'7¥N X7 1INIXE N'VVO N'MD0 117 W'W 117 NN ITN NR'AW]
N'UVON N'MD0N NX 1 W' 171 Debug 7w N¥1IA'DAIPA N'™MID0 X'N NIND7 NOIN KINYW N'VLVON

.Release 7w n'x1a'01172

>

File  Edit View Project Build Debug Team Tools Test Driver Apalyze Window Help

(€] B W Release %86 P Local Windows Debugger

Code Description & Project File

#error directiy his header is specific to ARM targets MakeMeCompile arm_neonh

® 1 mismatches detected MakeMeCompile

@ mismatch detected for ‘RuntimeLibrary*: value ‘MT_StaticRelease’ doesn't match value ‘MD_DynamicRelease’ in MakeMeCompile Tc
Encryption.obj

27U AN'ONIEN NNTAN 2 1IY Y ,0R'NON NNTANT XX INXY TR "Iwp X7 12 1T nvan
Multi--n Runtime Library-n NX 9'7n11 UP'N9N 7¢ NI'NWOKYT 0101 |27 ,N'OLON N'"MID07 LZ'NSN

.Multi-threaded (/MT)-7 threaded DLL (/MD)

MakeMeCompile Property Pages ? X
Configuration: |Active(Release) ~ | Platform: |Active(Win32) ~ Caonfiguration Manager...
4 Configuration Properties Enable String Pooling
General Enable Minimal Rebuild No (/Gm-)
Debugging Enable C++ Exceptions Yes (/EHsc)
VC++ Directories Smaller Type Check No
4 C[C++ Basic Runtime Checks Default
General Runtime Library Multi-threaded (/MT)
Optimization Struct Member Alignment Default
Preprocessor i Security Check Enable Security Check (/GS)
Control Flow Guard

Daw 1> CTRL + Shift + F5 DY NNIN D'¥MN 21 INK?1 NRDINN DX NINNKD DY92 079171 1INIXK

.N2N 27Y7 nno'on X'N RoadRage :NYU9'NY NIYNN NNl ,NXN ANXY? NIXYN
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The Algorithm v vy

| OO NOT mix LA wmH
WATER!

Success! Well.. Kinda..
Team Airplane managed to identify the encrgptlon algorithm that the server
uses to encrypt the content from the response. = §
Sadly, they only know how to write pseudo code, so as a programmeﬂgou
need to buckle up buckaroo and implement the algorithm and decipher the
response.

D'1AN 7¥ vnn 12 N19¥NN NN9n ,MegaDecryptor-7 TI7n NX 2IN27 D'O¥ NNIX ATH 7'aaN2

‘NXAn alonn

struct EncryptionStepDescriptor {
UINT8 operationCode;
UINT8 operationParameter;
UINT32 lengthToOperateOn;

}i

2V y¥aNN WX N7 \ n'unNMIRD N71V9N DX |'¥N WK 2-7 0 '2 190N - operationCode o
.((h10'n) Subtract -2 ,(q1a'n) Add - 1 ,Xor - 0) |9xINN VOPLN
.(0-255 |2 190n) N7 \ n'UNNMIRN N7IYON YXANN INY 10N19N - operationParameter o

a7 \ nrunnnRn N71V9n yXaNNYw 0mysn 190n - lengthToOperateOn o

.NIY'™® "NKXI 194 D'vopv 7y nixnaIT D"?JPYJ 1INIX NNONA N1l [DAINN 2V 7200 oy TN

nnarT
"ddddaaa" :nxxim7 x' ,{ {Add, 1, 4}, {Subtract, 2, 3} } :nnonn qIn'¥a "ccceceecc” :VLOFLN

{{Add, 5, 10}, {Add, 1, 5}, :nn9nn qIN'¥] "aaaaaaaaaaeeeeehhhhhhhhhgggghh" :voj70N

SEFEFEFEFEFFEFEFEFEFFFFFFAFFFFF" nxxIm? X {Subtract, 2, 9}, {Subtract, 1, 8} }

NI XINY 32 XN VORLN 7V 1YXA'W NI7IYON 19001 30 :XIN LOPLVN 7TIAW 17 0'W7 071> DNX

TX ,0070N 17 a1 “FAFFFFFFFFEFFEFFEFFEFFFFffffee” 2" 2¥N% Yy IWOW MMIRY Nn .voj7LVN 7T1IAN 71IMA
D'IN Y TV N7Y MI7Na) NINK TN NIYWA [NNRD NN IR NIY9IY KIN JNIX (112100 NN

.(1MwI9' "INX
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:NNY'DN 70N 7D DR NYIY AWK TN 7Y 12007 11aY1 Dol

NI7IY9Y7 NN NI AN AN C ' AN T ATw ,C-a TIn NN 1AND' 07DY NI T X
+ [IN''92 ANT1 NN TIPN INIK 'K DO7 NIKINYT 'MIX 20T KPITY 12T) AT Alonn Ni'vnnn

.(...C-2a 2amd7 nn7xy

from ctypes import Structure, c uint8, c uint32, sizeof

# EncryptionStepDescriptor C Structure.
class EncryptionStepDescriptor (Structure) :
_pack = True
fields = [
("operationCode", c uint8),
("operationParameter", c uint8),
("lengthToOperateOn", c uint32)
]

# Do Logical / Math calculation on cipher text.
def do operation(cipher, code, parameter):
if code == 0:
return cipher » parameter
elif code ==
return (cipher + parameter) % 256
elif code ==
return (cipher - parameter) % 256

# brange is bidirectional range generator.
def brange(start=0, end=30, inc=1):
while True:
i = start
while 1 < end:
yield i
i += inc

i = end

while 1 > start:
i -= inc
yield i

def decrypt (cipher text, key):
cipher text = bytearray(cipher text)

# Create EncryptionStepDescriptors
esd list = []
for i in xrange (0, len(key), sizeof (EncryptionStepDescriptor)) :
esd list.append (EncryptionStepDescriptor.from buffer copy(key[i:]))

iter brange = brange (0, len(cipher text))
for esd in esd list:
for in xrange(esd.lengthToOperateOn) :
# Next index
index = next (iter brange)
cipher text[index] = do operation(cipher text[index], esd.operationCode,
esd.operationParameter)

return str (cipher text)

v v

if name == '_main_ ':

# Example 1

print decrypt ("cccccee", ("\x01\x01\x04\x00\x00\x00"

"\x02\x02\x03\x00\x00\x00") )

# Example 2

print decrypt ("aaaaaaaaaaeeeeehhhhhhhhhgggghh", ("\x01\x05\x0a\x00\x00\x00"
"\x01\x01\x05\x00\x00\x00"
"\x02\x02\x09\x00\x00\x00"
"\x02\x01\x08\x00\x00\x00"))

# Solution

print decrypt (open('EncryptedMessage.bin', 'rb').read(), open('Key.bin', 'rb').read())

.C-7 IM"9 |2 MNANN WK |IN9] N1AIN N'MID0 - ctypes

.(nnonnn j77n) C nowa n1an - EncryptionStepDescriptor
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.[9X¥IM VORL 7V N7 \ N'LNNMIX N7IYD VIX'AT7 TV N'YIO - do_operation o
-1 Integer Overflow NMT? X0 1T 719N 7w Nvnn ,256 DY 171N N721W97 27 W' 'y *TN e
.C nowa > Underflow

NINQN NI71WON DX D'YX¥aN C NOWAWIY XK' NDN e

UINT8 a = 122;
a += 172;
printf ("%d\n", a);

(122 + 172) % 256 :ni73) 38 1D0NN DY VYO 7271 ,NRAY 7277 DIPN2
(NN NN 1N2) [9XINN VOV 7V TN 17N YN7 117 TWOR! AWK 1IVNIA - brange o

.AN5N DY VOV 7V NIY'DN NZIVD NX NYXIN TWN NX7II0 - decrypt o

,C nowa nInan mann from_buffer_copy N'¥j72192 win'y NIXT7 0710' DX IT QX219 e
.C Nnowa 021N N1an 1mn N1l Buffer NN YZWX N'wim'y TIRA NX219 IT
7x"'N EncryptionStepDescriptor.from_buffer_copy("\x01\x01\x04\x00\x00\x00") n71yon 173

XAN VAN DX n4

struct EncryptionStepDescriptor {
operationCode: 1,
operationParameter: 1,
lengthToOperateOn: 4

}:

N7 NVIV'RN DX DX 1INIX (EncryptionStepDescriptor 7w Nn'w1) NNONN NX 1112w NXY
Y1191 D'YNNWA 1INIX NI0I0'RA XAN RN IR DNRY7 D'¥N NIXY Dyo 7)1 (iter_brange)

.bytearray-7 nTNNNN NX 'NINN NTNNN2 WNNWNY? DIPNd n'7NNNAY 17 DNNY 'XTI .next

7¥ NN'WN N2 NTRNNN DR X)) NTNNNA 7V DI'UNNNIX NI71IV9 Y¥a7 117 "WoNN bytearray
(if _name__=="__main__") n'Ux1N n71y91 .NI7j72 NTNNNY D17 1Mn7 "WoKRnI (DMoon
SN0 7w DI PN NKYT P NIRNAIT IYANYN  NIFDY NR'TA7 N7'NNY NIRYZ TWON

IN2N V79N DX 72731 Yalzn DX YN

cer of all times! The password for this stage is:|'Look at me I'm Mister programmer'f.

.NAN 27W7 1'wnn D1 "Look at me I'm Mister programmer” N2IWNN NX 0101 DXW NIXR 0T
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BruteForce :JINNX 17w

DPERATION JJ AORRMS!

- :
+ Ok so our operative M. Smith managed to get to R. Sanchez’ cell in the
“prison, now he needs to transmit a message to him! Sadly the prisdn’'s

systems filter all messages that get through, so we need to figure ouﬁ way

to fit its scheme.

'member! now with a given encrypted message, you will need to fin
correct key

You 'member the decryption algorithm from the last mission? Yesxxpu
he

.001501N2 YX¥IA7 0DMX 1INIX 1'7VW NNON K77 [9XIN VOV 1727 NTH NANKA

117 w'w DIMIN NN

.D'IN 54 77122 XIN [9¥INN VOFUN  ©

Integer-n 7722 (Q10'n\1ia'n-1 XOR) 0w 1 117 W' NI7IYD 7w D10 NYI7W NNR2 117 'R e
.Overflow/Underflow

2T nirn? 710" X7 075N 7aX Unsigned Int 2100 NINWNQ QM) DINIX WYY NI7IVON 190N e
V192 117 XN (2 F VORPLN 7TIA 7Y DX X'N) TN 7N NXIYW XD NP - 2 * VORLN 7TIAN

.(IMmMT7 VojFLVN NX 'TNN XOR 7W MpPNa 0N\ 7w MIPNA) 2 * W DY 170 NN

IN'D NMIYNN 701190120 1Y [T AND X' NTN JANKRD [NND INK7 DY7RIYY NIIWRIN N7RWN
X [2Md 7 nne L (1770 DIYnxn oy 17'9X NIPNYOK [INN W' 0 21N X7 0T 7'R) ImigT 5
NN'N LT N2IN NRITY 'R NN DT X (169075682574336) NIMMWONN 72 7V 11AY7 NINWORN
NN 7Y YT TR AWNNAN 'WTN MY X7) 207 NP DNNIAYR RIXNY NI017 NINWORN 17

.. 0K 1'YDY 7N T 5 N77 NN9N npn 702 'R TR, (722m T RN

niaa 'N'o NY' ,00,70n v 77122 TR Descriptor DY INIX 0O'N1Y5nI LOZLVN 75 7V D2 nNax ox

T DX NYIYY T 21N21 IXRIA X XM VOV '71|7]W

import itertools

from pprint import pprint

from functools import partial

from multiprocessing.pool import ThreadPool

def decrypt (cypher text, code param) :
code, param = code param
decrypted block = bytearray ()
for ¢ in bytearray(cypher text):

if code ==

dc = ¢ ~ param
elif code ==

dc = (c + param) % 256
elif code ==

dc = (c - param) % 256

decrypted block.append (dc)
return (code, param), str(decrypted block)
def gen operations()

codes = range(2)
params = range (0, 256)
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for code, param in itertools.product (codes, params) :
yield code, param

if name == "'_main

pool = ThreadPool(l50)

cypher text = open ('EncryptedMessage.bin').read()

options list = pool.map (partial (decrypt, cypher text), gen operations())
pprint (dict (filter(lambda 1: 1[1] != '', options_list)), indent=2)

v,

.(LbojpuLN 7Y 7TI12) TA72 TNX NIVDMIPOT DY LORZLN NX NNIYON TWN N'XIIO - decrypt o

7TIA - TNX 7TIA DY) TR Q1090 T? NIFNWONN DX XN WX 1IVNA - gen_operations e
.(N71Y9N NNIXK NRT 17'2W2 110'N1IA'NY 171K 12D D) 11X 0 n'721vo (54 vojzun

D'TN 150 oy n) Pool Ny 0'7'nnn NNAX (if __name__=="'__main__") N'UxIn n71yo1 e
N1IMDI'OX DX NNIX 91027 .yal7 (INY7 [9X1NN VOPLVN NX D'RIIZ 1INIX PN X7 (727N
N'YLITI'R DY pprint-2 D'YNNYN 1INIX 91027 .(NYISNA VOPVN ,NIVDMFOTA) 7W NN'WN
.N9' NIX2 NIXYINN NX 0'9TN7 7'awa 0NN v 7w

NMI'aN DN NIRXINN NX NIXYJI7 AYON |'Va I'WdyY
$5fg"Rtgokag
txg% #Huhp\hul#Lw#kdv#lqod\

(I.JPHU: \\

vy

7\1] |)xwuj
ke Fyoowk)

1Y NIX 109N NIXXIN WITY
De Premier. It Has On .1
y begun .2

Isl .3

De Premier. It Has Only ) XIn 77100 09wnn M1 ,NWHYA 7W 'Y WUNN DRI DY DRXINN
TN INXRN DX X¥N1 72122 %7 w19'n NX .(begun
http://www.imdb.com/character/ch0042582/quotes
'UIN'91 2IMD NIXKIINA 720 10 D 21N T N1l
you should be able to decrypt the message into a readable quote :-)

X7 D'IN 7' DAl D'YUONN 1INIRY NN NI JNR RIN D 2'901 X7 N7 72K ,09Wn 117 W' 'YV TR
:0"pIn
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Is it done, Yuri? No, Comrade Premier. It has only begun.

-1 D"'NON VOPLN D'RMN NNIXY N 72X , TAN N2 7ITA VORLAN |"TYI (*PIN X7 IN) ','-D NN 1'0)
[9¥IMN VOV 7w 7TIAN 712,54 NIN DTN K77 VOZLN 7Y TTANY MINY NN ,NTI "72 begun
nn'wnn NX 11121 ls it done, Yuri? No, Comrade Premier. It has only begun" vojLN NX 0'101

Inannxn

*'0OU ROCH!

=] Inn'wna Tiny7 nn%xn 111220 %2
Iinnkn 1279 MavY o'pnwn pnwy proan? nth yun muiv

182 ynY 0N NP nwany

© han N NN D11 123NN

D"annn 7y

JNINI Security-n NZ'7Nn2 IronSource NNaNa - Reverse Engineering-n DINNQ 701V :D4D o
T R N9 N YIYY IR W'Y NIRY 757 . Nimani avnn fpnwn 1ipny
#reversing :ynya Nix 7w IRC-n MW o

www.cheats4gamer.com NN IN O

Jllcashall@gmail.com :7"'n'®Xn MMM IX  ©

.Open Source aNidI F5 Networks N1ana yT'n nnVax jin :(RealGame) Nt Ynin - o

http://www.RealGame.co.il :01WV1'X NX  ©

realgam3@gmail.com :7"'n'X o

https://github.com/realgam3 :GitHub o
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