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https://www.sans.org/reading-room/whitepapers/privacy/introduction-tempest-981
https://www.tau.ac.il/~tromer/radioexp/
https://he.wikipedia.org/wiki/%D7%A7%D7%A8%D7%99%D7%A0%D7%94_%D7%90%D7%9C%D7%A7%D7%98%D7%A8%D7%95%D7%9E%D7%92%D7%A0%D7%98%D7%99%D7%AA
https://he.wikipedia.org/wiki/%D7%A7%D7%A8%D7%99%D7%A0%D7%94_%D7%90%D7%9C%D7%A7%D7%98%D7%A8%D7%95%D7%9E%D7%92%D7%A0%D7%98%D7%99%D7%AA
https://www.sans.org/reading-room/whitepapers/privacy/introduction-tempest-981
http://www.themarker.com/technation/1.2668835
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16.12.2016-2 N7 ,https://he.wikipedia.org/wiki/%D7%90%D7%A7%D7%95%D7%A1%D7%98%D7%99%D7%A7%D7%94 i *®

.16.12.2016-2 0™ ,22.12.2013 ,00"72'72 122 NI ,2WNAYT NITRD T 2V NIO¥N N¥NI9Y7 NV'Y NN'O 1AW TV '9N9 Nim’’

Fansmitter: Acoustic Data Exfiltration from (Speakerless) Air-Gapped Compute, Mordechai Guri, Yosef Solewicz, Andrey :jm*®
Daidakulov, Yuval Elovici Ben-Gurion University of the Negev Cyber Security Research Center
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https://he.wikipedia.org/wiki/%D7%90%D7%A7%D7%95%D7%A1%D7%98%D7%99%D7%A7%D7%94
http://www.calcalist.co.il/internet/articles/0,7340,L-3619940,00.html
https://arxiv.org/ftp/arxiv/papers/1606/1606.05915.pdf
https://arxiv.org/ftp/arxiv/papers/1606/1606.05915.pdf
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7w onI'p oxyn "nnbynn" 7w 720 001N DP'NNN NIYA .NONK D707 2TTCIR N'YR 70'T
.UNISN PO'TN MIXWA JIN 2'TAN 72V DIMIN 75 DX NN NINMy? 021M1 Np'nn ,011man
NIEDLVY DNA? 0*713' SD '0'vYdIL,SSD 20T 7 IR 70'T 12> WKXY79 001N D'WTN DTN pNn
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https://en.wikipedia.org/wiki/Air_gap_%28networking%29
https://he.wikipedia.org/wiki/%D7%95%D7%91%D7%A8_(%D7%99%D7%97%D7%99%D7%93%D7%AA_%D7%9E%D7%99%D7%93%D7%94)
https://he.wikipedia.org/wiki/%D7%95%D7%91%D7%A8_(%D7%99%D7%97%D7%99%D7%93%D7%AA_%D7%9E%D7%99%D7%93%D7%94)
https://he.wikipedia.org/wiki/%D7%A9%D7%93%D7%94_%D7%97%D7%A9%D7%9E%D7%9C%D7%99
https://he.wikipedia.org/wiki/%D7%9E%D7%97%D7%99%D7%A7%D7%94_%D7%9E%D7%9C%D7%90%D7%94_%D7%A9%D7%9C_%D7%A0%D7%AA%D7%95%D7%A0%D7%99%D7%9D
https://he.wikipedia.org/wiki/%D7%9E%D7%97%D7%99%D7%A7%D7%94_%D7%9E%D7%9C%D7%90%D7%94_%D7%A9%D7%9C_%D7%A0%D7%AA%D7%95%D7%A0%D7%99%D7%9D
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Combinatorial Logic

Functional

To Scan
Data

QutPort
Q

From Scan
In Port

From Scan
Enable Port
From
Clock Port CLK

Functional Path
Scan Chain
Clock Signal

]
(Latch) o'72vnn I8/l (Flipflops) 0'2a%17 2apm YNy 1ix'2 N1 naw nron'n NI7P? XnalT |70Y

J7nwUNn 7aunn NIANINNA 11X X7 ''WY DNA7 "WONNN 1AT ,'7nwnn 7ayna ontn

Building Scan Chains

+ 5Scan chains add a second parallel path to each flop/latch
— Extra cap, extra area (<5% of the chip die total)
— Make sure scan inputs can overwrite the flop
— Make sure enabling scan doesn’'t damage cell (backwriting)
— Trend is to have every single flop/latch on the chip scan-able

shiftb
si P 1 50
Shift [ 1 | T

CLK b

Qut

Source: Sunson, ingel
CLK

M Horowitz EE 371 Locture 14 B
]
NNTPNA N'T'9 NIYAY 72177 QRINYT QWOKRYT DNIWY XD LIT NPT D700 0MIan NNy nnnY
Unoin NI9XN NNON 7w 12V NNAIT LDy YT 2'907 221 ,XnaIT? (System on a Chip) SoC-7

AWUN7 N v (N7W5NN NdIWN NNAIT) NDINN NOW DR qign? (O"T2) WM qpinn 'R D wre

.18.12.2016-1 n'7m1 ,/http://anysilicon.com/overview-and-dynamics-of-scan-testing :\1jpn®

Lecture 14 - Design for Testability, M. Horowitz, Computer Systems Laboratory, Stanford University :“|||7Y:|26
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http://anysilicon.com/overview-and-dynamics-of-scan-testing/
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(Yoongu DMpINN MLY? DxNNAl ,%'2014 mwa nno o (Row Hammer) 'w'uon MY’ Nopnn
Kim,Ross Daly,Jeremie Kim, Chris Fallin, Ji Hye Lee, Donghyuk Lee, Chris Wilkerson, Konrad Lai,
(Dynamic DRAM '21Tim/'0'01d 7w 1Ix"n '7nna (axa) 7wd 7y nooln X'n Onur Mutlu)

28 v 71¥17 [N WK ,Random-Access Memory)

niopN (Execute) nxn / (Read) nxMy7 / (Write) narmd ni7vo yix'a 7y 001an n9ynnn [Ny
I¥Y X7 1'W7 91027 ,0M27 wy WK 12T ,DRAM-N 71ITm/0r01d W nio [lonx (Raw) Miwa
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DwY (Process) 1179 1'7nN 7¥17 17 QWONN WX NIWAY 72777 WY QM T N9PNN NIVYNAN]
Privilege) "n' mixwAn Q1017 7ap7 mwy pinn )0an camx (Process) 7nn 7y nyowin
2w Nt 99 'owTin' DR Nt 71In1% ornnwn nann imam- 7'apna Wwrd L (Escalation

.(Sandbox) "2In NO9IR' '00IAN NIAN 2D NO'PYYT [1I'01 MY NDY AT NOPNN AI0 D WI' .A9PNNN

Exploiting the DRAM rowhammer bug to gain kernel privileges, Mark Seaborn, sandbox builder and breaker, with :1I|7YJ27
contributions by Thomas Dullien, reverse engineer

Flipping Bits in Memory Without Accessing Them: An Experimental Study of DRAM Disturbance Error, Yoongu Kim,Ross :1I|7YJ28
Daly,Jeremie Kim, Chris Fallin, Ji Hye Lee, Donghyuk Lee, Chris Wilkerson, Konrad Lai, Onur Mutlu, Carnegie Mellon University and

Intel Lab
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https://en.wikipedia.org/wiki/Buffer_overflow
https://www.blackhat.com/docs/us-15/materials/us-15-Seaborn-Exploiting-The-DRAM-Rowhammer-Bug-To-Gain-Kernel-Privileges.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Seaborn-Exploiting-The-DRAM-Rowhammer-Bug-To-Gain-Kernel-Privileges.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
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nNaN NN 2T 2Im)/'0'v1da NIYIAD N NYWONAN NP'TA NIKXINT nwnnn? XA 707

:(Row Hammer) 'w'09n nmw' nopnn 7w nnN'7xn7 0'0an NX niinn WX ,Corsair

Intel Core i7-4790K @ 4 .00GHz
Clk/Temp : 3998 MHz / 46C | = RARRARBARBRARBARABBBRBRR AR AT

L1 Cache : 64K214018 MB/s | # 3 A #

L2 Cache : 256K 61962 MB/s | = e ows

L3 Cache : 8192K 44119 MB/s | O0x100000000 - Ox23FD0O0000

Memory : 8431M 8802 MB/s | Pattern : Ox00000000

RAM Info : PC3-12800 DDR3 XMP 800MHz / 9-9-9-24 / Corsair CMD16GX3M2A1600CS

01234567 CPUs Found:
Al | CPUs Started:

4:44:54 AddrMode: 64 -bit Pass:

13 Addr: 22D23800 Expected: FFFFFFFF Actual : FFFFFFEF CPU:
13 Addr: 15D822FB0O Expected: FFFFFFFF Actual : FFFEFFFF CPU:
13 Addr: 22DC23268 Expected: FFFFFFFF Actual : DFFFFFFF CPU:
13 Addr: 22D23800 Expected: FFFFFFFF Actual : FFFFFFEF CPU:
13 Addr: 15D822FB0 Expected: FFFFFFFF Actual : FFFEFFFF CPU:
13 Addr: 22DC23268 Expected: FFFFFFFF Actual : DFFFFFFF CPU:

(ESC)/(c)onfig

Test Start Time : 2015-04-06 12:44:59 Tost | Errbye
Elapsed Time : 4:46:05

# Tests Passed: 33/35 (94%)

Lowest Error Address: 0x22D23800 (557MB)
Highest Error Address: 0x22DC23268 (8924MB)
Bits in Error Mask: 0000000020010010
Bits in Error - Total: 3 Min: 0 Max :

Max Contiguous Errors: 1

WoOVONOUAWNHD
COO0O0OO0O000000

ol

]
{(Smart Phone) non 19702 namn (Accelerometer) NXINN-TNA WIN'Y !

TI™MY? WwoNNN |w'N nnn (Smart Phone) ndn 19702 nmamn (Accelerometer) nNXINNN-TN
Fnion w¥a wn KD ANIK AXIRDA 2@, (11 7TIA 1071 207 7900 AXIRNN-TA DM AXIND
.NN7¥NNI NAIXNIN J0N DX 2¥"7 X' (Smart Phones) 0'M>NN 0119700 N'2N2 NXIRNN-TA NNUN
7 lUXIN 27w .2011 Nwa NnoIo (Accelerometer) NXIXNN-TA 71X 7V NooiAnNN nNopNNN
Nipn YR (Vibration) nirvnan (Accelerometer) NXIXNN-TA NIYYXAX] MNXA QRINN ,N9PNNN
NID'N02 NXYNIN AWNN NT77nn (KNAIT? 78NW-'M') NIMIX TAX 7w 0'DIN0 NT77n '9¥) NT77nn

D'7'N7 72w YyTNN DK '00'0V0 [9IN NIYN qFINN ,IWN 27w (Smart Phone) Don 19707

25.12.2016-2 N7 ,http://forum.corsair.com/v3/showthread.php?p=777033 ipn®

25.12.2016-2 n%T ,https://he.wikipedia.org/wiki/%D7%9E%D7%93 %D7%AA%D7%90%D7%95%D7%A6%D7%94 :”|I|7Y:|30
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http://www.corsair.com/en-us
http://www.corsair.com/en-us
http://forum.corsair.com/v3/showthread.php?p=777033
https://he.wikipedia.org/wiki/%D7%9E%D7%93_%D7%AA%D7%90%D7%95%D7%A6%D7%94
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NIY NWO7 .ynnwnn "y |TIN QYUK DY VTN QIwNn? 7a10n Xin )11l ,(Dictionary) 17'an NiNdin

Slpimink 80-> Yw nn¥n NNy 1v'an Dn L Patrick Traynor '91N9 NIYXIQ DNRINN

:MdN NTMY a1'7'wa (Smart Phone) non (19702 n1amn (Gyroscope) 91701011 WIn'Y X!

;ay"="onn" nuim ,Gyroscope N'™21X1) X' NMa DNMY7 X7 L9700 IR 9170
WTA 'WON KIN - (1852-2 1719 [IX7 MOIXN 'RKP'T'ON T 72V K¥nIn own ;" r1"="o10170"1 "an'o
DY ,NP'T'9 'MITN YINN IM'Y NINRY 7Y NIC0ANN N ,NIAY' 72U "'y IX NTTNY7 wnwnn
QI '2AY NUITA NTTA KIN DT 'WON 7Y 0¥I9N D'YIN'YA TNXR N'DIZ0N'MA 'YK DA VIT' AT

"32 YARN T 7w Y KN 775 1T POIRN A¥NN UKD LOIX A¥NA 917 NN K¥NIN

oolnn (Gyroscope) 917010 0'7'on (Smart Phones) D'mdNin 0119700 N2 D DI NIKYZ NDY

olzoN"A 7w n71won [NpY7? XnaIT 707 .(Micro Electro Mechanical System) MEMS n'i71100 7y

DA 'NMITA '1'UN - (Micro Electro Mechanical System) MEMS n*a171200 7y oolanin (Gyroscope)

YN W7 NMmn N1 WKL ('M7010nn') nonn ona nyswinY
y

Fcori olis

Fcoriolis

Z/
(b) Driving mass movement depending on the angu-

Lo iate e Figure 4: Coordinate system of Android and iOS.

(Gyroscope) 91j70n*a 207" N1 D INaTN Yan Michalevsky, Dan Boneh, Gabi Nakibly nnjpinn

NNIT1) NITRN 'W¥NX |'vn? (Micro Electro Mechanical System) MEMS ni71mu 7y ooiann

25.12.2016-1 n'7T1 Researchers can keylog your PC using your iPhone’s accelerometer, Chris Foresman, 2011,:“|||7Y:|31

29.12.2016-1 n'7M ,https://he.wikipedia.org/wiki/%D7%92%D7%99%D7%A8%D7%95%D7%A1%D7%A7%D7%95%D7%A4 jn™

Gyrophone: Recognizing Speech From Gyroscope Signals, Yan Michalevsky and Dan Boneh, Computer Science Department :Ijn®
Stanford University, Gabi Nakibly, National Research & Simulation Center Rafael Ltd
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https://he.wikipedia.org/wiki/MEMS
http://arstechnica.com/apple/2011/10/researchers-can-keylog-your-pc-using-your-iphones-accelerometer/
https://he.wikipedia.org/wiki/%D7%92%D7%99%D7%A8%D7%95%D7%A1%D7%A7%D7%95%D7%A4
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
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.(Smart Phone) Dann [1I970n N2'202 NI'VOIPK NITIN 2V VTN 9I0'K NIY¥NXA NXTE, 3 (jIonjrnY
N71Y 'K (Gyroscope) 9170N'A NIYXANRA §I0'K7 [N TWX DTNN NHO D NTAIYN NIK? ,NNT DY
DZINN ,%520,000-% 20 Hz NHV2 NY1 YINYY N7a10n DTN [TIN AUNX NI'NTTNN TWKRD ,200 Hz 7y

w195 .(*®NLP nnaim) Machine Learning niooian ('PIN Nnwn') 17 NIV'WA UNNWRY IX7X)

qQIO'X VIX' NIYXAXA NN7¥NN NN NIX 12AN7 qKILDIY VTN 2'907 1IN DMpInn DN KX

.(Smart Phones) D'n>Nin 011970 190NN 'VOIPK VTN

nid'o

NNVAX PIYA DY ,NNT NNNY IR ,AYTN N9pPNN NA'R (Side-Channel Attack) *TT¥ yiny nopnn
JINT DY .'MINN ORI D28 D'ONY'NN DR DAY L'917'N7 IN NP7 0WwTIin DI'R YyT'Nn
[NNID7UN AUR NN NRIY DIFXRNIL 7Y DY IT D9pPNn DX WNn? N1 D NN NIR'YNN
D70V D0Y'7NN2A YIA97 NI ,NI'UMP AWNA NDWNA NPTN A'WN7 QRINY TWOXRY NINYY Niannn
niwn DEFCON 24 nnarm ,0'1IX71'2 YT'A NNVAX '01D D |"X¥X DI'07 VOYND .[IAINA D'V}

178 2100 DMK DY NITTIANNY DN 7Y NNTRINN NIDYNN NIA'YN DX D'Y'A™M ,2016

“There is a greater darkness than the one we fight. It is the darkness of the soul that has
lost its way. The war we fight is not against powers and principalities, it is against chaos
and despair. Greater than the death of flesh is the death of hope, the death of dreams.
Against this peril we can never surrender. The future is all around us, waiting in moments
of transition, to be born in moments of revelation. No one knows the shape of that

future, or where it will take us. We know only that it is always born in pain.”

- Book of G'Quan

Gyrophone: Recognizing Speech From Gyroscope Signals, Yan Michalevsky and Dan Boneh, Computer Science Department :“|||7r:|34
.Stanford University, Gabi Nakibly, National Research & Simulation Center Rafael Ltd

29.12.2016-1 n'7T ,http://hypertextbook.com/facts/2003/ChrisDAmbrose.shtml 1

% Natural Language Processing

(Side-Channel Attack)*1T¥ YNy nopnaY? Xian
www.DigitalWhisper.co.il
17 2017 NIt ,79 [IM'7a



https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Natural_language_processing
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://hypertextbook.com/facts/2003/ChrisDAmbrose.shtml

Technologic

7annn 7y

D'VOWNN TwN 7w SWGDE Nn¥Iajp 1an ,0u1NVA'RI 72,120 L,V TR NNVAN NN 'Y 11’0 A
Enterprise DINNA MVP-> nm4iyn Microsoft niann ndn 7arz 'o 7ar )P md K7 InKn

.Security

NNOSn Ni'r'n

Acoustic information, Air-Gap, Compare Cryptanalysis, Cryptographic Attacks, Data Remanence,
Design for Testability, DFT, Electromagnetic Emanations, Electromagnetic Leakage, Energy
Consumption, Faults Injected, Hardware Threat Model, Photonic Emissions, Scan Chains, Side-
Channel Attack, Root of Trust, TEMPEST, Timing

n'oAIAN

N'72082 n'oMAI'7aAn

:D'INKNN

e Exploiting the DRAM rowhammer bug to gain kernel privileges, Mark Seaborn, sandbox

builder and breaker, with contributions by Thomas Dullien, reverse engineer

e USBee: Air-Gap Covert-Channel via Electromagnetic Emission from USB, Mordechai Guri,

Matan Monitz, Yuval Elovici, Cyber Security Research Center, Ben-Gurion University of the

Negev, 2016

e Gyrophone: Recognizing Speech From Gyroscope Signals, Yan Michalevsky and Dan Boneh,

Computer Science Department Stanford University, Gabi Nakibly, National Research &

Simulation Center Rafael Ltd.

e Physical Key Extraction Attacks on PCs, Daniel Genkin, Lev Pachmanov, Itamar Pipman, Adi

Shamir, Eran Tromer, Communications of the ACM, Vol. 59 No. 6, Pages 70-79, 2016

e Fansmitter: Acoustic Data Exfiltration from (Speakerless) Air-Gapped Compute, Mordechai

Guri, Yosef Solewicz, Andrey Daidakulov, Yuval Elovici Ben-Gurion University of the Negev

Cyber Security Research Center
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https://il.linkedin.com/in/yuval14
https://il.linkedin.com/in/yuval14
http://www.microsoft.com/
http://mvp.microsoft.com/en-us/default.aspx
https://googleprojectzero.blogspot.co.il/2015/03/exploiting-dram-rowhammer-bug-to-gain.html
https://googleprojectzero.blogspot.co.il/2015/03/exploiting-dram-rowhammer-bug-to-gain.html
http://cyber.bgu.ac.il/t/USBee.pdf
http://cyber.bgu.ac.il/t/USBee.pdf
http://cyber.bgu.ac.il/t/USBee.pdf
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://cacm.acm.org/magazines/2016/6/202646-physical-key-extraction-attacks-on-pcs/abstract
http://cacm.acm.org/magazines/2016/6/202646-physical-key-extraction-attacks-on-pcs/abstract
https://arxiv.org/ftp/arxiv/papers/1606/1606.05915.pdf
https://arxiv.org/ftp/arxiv/papers/1606/1606.05915.pdf
https://arxiv.org/ftp/arxiv/papers/1606/1606.05915.pdf
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Stealing Keys from PCs using a Radio: Cheap Electromagnetic Attacks on Windowed

Exponentiation, Daniel Genkin, Lev Pachmanov, Itamar Pipman and Eran Tromer, Tel Aviv

University, March 2, 2015

Quadrennial Technology Review 2015, Cyber and Physical Security, Chapter 3: Technology

Assessment, U.S. Deprtment of Energy

Frequency Range of Human Hearing, Glenn Elert

8 Technologies That Can Hack Into Your Offline Computer and Phone, Farzan Hussain, 2015

Stealing Data From Computers Using Heat

Blog: Testing for Row Hammer

Unconditionally Secure Quantum Signatures, Ryan Amiri and Erika Andersson, Entropy 2015,

17, 5635-5659

Flipping Bits in Memory Without Accessing Them: An Experimental Study of DRAM

Disturbance Error, Yoongu Kim, Ross Daly, Jeremie Kim, Chris Fallin, Ji Hye Lee, Donghyuk Lee,

Chris Wilkerson, Konrad Lai, Onur Mutlu, Carnegie Mellon University and Intel Lab

Functional Scan Chain Testing, Douglas Chang, CS Department and Kwang-Ting Cheng and

Malgorzata Marek-Sadowska, ECE Department, University of California, and Mike Tien-Chien

Lee, Avant! Corp

Overview and Dynamics of Scan Chain Testing

Breaking the Sandbox, Sudeep Singh

The Spy in the Sandbox: Practical Cache Attacks in JavaScript and their Implication, Yossef

Oren, Vasileios P. Kemerlis, Simha Sethuma dhavan, Angelos D. Keromytis, Department of

Computer Science, Columbia University

Data Remanence in Semiconductor Devices, Peter Gutmann, IBM T.J.Watson Research Center

An Introduction to TEMPEST, SANS Institute InfoSec Reading Room

ASSESSMENT AND TESTING OF INDUSTRIAL DEVICES ROBUSTNESS AGAINST CYBER SECURITY

ATTACKS, F. Tilaro, B. Copy, CERN, Geneva, Switzerland

A Primer on Hardware Security: Models, Methods, and Metrics, Masoud Rostami, Farinaz

Koushanfar, and Ramesh Karri

Hardware Security: Threat Models and Metrics, Rostami and F. Koushanfar, Rice University

and J. Rajendran and R. Karri, Polytechnic Institute of NYU
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http://www.cs.tau.ac.il/~tromer/papers/radioexp.pdfhttp:/www.cs.tau.ac.il/~tromer/papers/radioexp.pdf
http://www.cs.tau.ac.il/~tromer/papers/radioexp.pdfhttp:/www.cs.tau.ac.il/~tromer/papers/radioexp.pdf
http://www.cs.tau.ac.il/~tromer/papers/radioexp.pdfhttp:/www.cs.tau.ac.il/~tromer/papers/radioexp.pdf
https://energy.gov/sites/prod/files/2015/09/f26/QTR2015-3A-Cyber-and-Physical-Security_0_0.pdf
https://energy.gov/sites/prod/files/2015/09/f26/QTR2015-3A-Cyber-and-Physical-Security_0_0.pdf
http://hypertextbook.com/facts/2003/ChrisDAmbrose.shtml
https://www.hackread.com/hacking-offline-computer-and-phone/
https://www.wired.com/2015/03/stealing-data-computers-using-heat/
http://www.eurosoft-uk.com/eurosoft-test-bulletin-testing-row-hammer/
http://www.mdpi.com/1099-4300/17/8/5635/pdf
http://www.mdpi.com/1099-4300/17/8/5635/pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
http://isis.poly.edu/~kurt/chang_func_scan_chain.pdf
http://isis.poly.edu/~kurt/chang_func_scan_chain.pdf
http://isis.poly.edu/~kurt/chang_func_scan_chain.pdf
http://anysilicon.com/overview-and-dynamics-of-scan-testing/
https://www.exploit-db.com/docs/34591.pdf
http://www.cs.columbia.edu/~simha/spyjs.ccs15.pdf
http://www.cs.columbia.edu/~simha/spyjs.ccs15.pdf
http://www.cs.columbia.edu/~simha/spyjs.ccs15.pdf
http://www.cypherpunks.to/~peter/usenix01.pdf
https://www.sans.org/reading-room/whitepapers/privacy/introduction-tempest-981
https://www.researchgate.net/publication/265753500_ASSESSMENT_AND_TESTING_OF_INDUSTRIAL_DEVICES_ROBUSTNESS_AGAINST_CYBER_SECURITY_ATTACKS
https://www.researchgate.net/publication/265753500_ASSESSMENT_AND_TESTING_OF_INDUSTRIAL_DEVICES_ROBUSTNESS_AGAINST_CYBER_SECURITY_ATTACKS
https://www.trust-hub.org/publications/P10.pdf
https://www.trust-hub.org/publications/P10.pdf
http://www.aceslab.org/sites/default/files/iccad2013.pdf
http://www.aceslab.org/sites/default/files/iccad2013.pdf
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Jia Di, Computer Science and Computer Engineering Department, University of Arkansas and

Scott Smith, Electrical and Computer Engineering Department, University of Missouri-Rolla

Creating a Weapon of Mass Disruption: Attacking Programmable Logic Controllers, Morten

Gjendemsjg, Norwegian University of Science and Technology, Department of Computer and

Information Science, June 2013

Side-Channel Attacks: Ten Years After Its Publication and the Impacts on Cryptographic

Module Security Testi, YongBin Zhou, DengGuo Feng, State Key Laboratory of Information

Security, Institute of Software, Chinese Academy of Sciences

Researchers can keylog your PC using your iPhone’s accelerometer, Chris Foresman, 2011

Bad vibrations: How smart phones could steal PC passwords, Kevin McCaney, 2011

Note on side-channel attacks and their countermeasures, Guido Bertoni, Joan Daemen,

Michae”| Peeters and Gilles Van Assche, The KECCAK Team, May 2009

Time-Based Blind SQL Injection using Heavy Queries, Chema Alonso, Daniel Kachakil, Rodolfo

Borddn, Antonio Guzman y Marta Beltran Speakers: Chema Alonso & José Parada Gimeno

Introduction to Side Channel Attacks, Hagai Bar-El, Discretix Technologies Ltd.

Hardware Security Course, Coursera and University of Maryland

Timing Attacks on Implementations of Diffie-Hellman, RSA, DSS, and Other Systems, Paul C.

Kocher, Cryptography Research, Inc., 1996

JINT YOR
DEF CON 24 2016 Side channel attacks on high security electronic safe locks
Introduction to Side-Channel Power Analysis (SCA, DPA)
Compromising Electromagnetic Emanations of Keyboards Experiment 1/2
Compromising Electromagnetic Emanations of Keyboards Experiment 2/2
Cyber Security in Transportation: Hype or Armageddon
NIaxn

Lecture 14 - Design for Testability, M. Horowitz, Computer Systems Laboratory, Stanford

University
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https://www.ndsu.edu/pubweb/~scotsmit/IEEE_R5_threat_model.pdf
https://www.ndsu.edu/pubweb/~scotsmit/IEEE_R5_threat_model.pdf
http://www.diva-portal.org/smash/get/diva2:649678/FULLTEXT01.pdf
http://www.diva-portal.org/smash/get/diva2:649678/FULLTEXT01.pdf
http://www.diva-portal.org/smash/get/diva2:649678/FULLTEXT01.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf
http://arstechnica.com/apple/2011/10/researchers-can-keylog-your-pc-using-your-iphones-accelerometer/
https://gcn.com/articles/2011/10/18/smart-phone-sensors-steal-keystrokes.aspx
https://gcn.com/articles/2011/10/18/smart-phone-sensors-steal-keystrokes.aspx
http://keccak.noekeon.org/NoteSideChannelAttacks.pdf
http://keccak.noekeon.org/NoteSideChannelAttacks.pdf
https://www.defcon.org/images/defcon-16/dc16-presentations/alonso-parada/defcon-16-alonso-parada-wp.pdf
https://www.defcon.org/images/defcon-16/dc16-presentations/alonso-parada/defcon-16-alonso-parada-wp.pdf
http://gauss.ececs.uc.edu/Courses/c653/lectures/SideC/intro.pdf
https://github.com/KarenWest/hardwareSecurity
https://42xtjqm0qj0382ac91ye9exr-wpengine.netdna-ssl.com/wp-content/uploads/2015/08/TimingAttacks.pdf
https://42xtjqm0qj0382ac91ye9exr-wpengine.netdna-ssl.com/wp-content/uploads/2015/08/TimingAttacks.pdf
https://www.youtube.com/watch?v=vJ9NdvKYxeg
https://www.youtube.com/watch?v=OlX-p4AGhWs
https://vimeo.com/2007855
https://vimeo.com/2008343
https://www.youtube.com/watch?v=d7G_LdNaXJc
http://web.stanford.edu/class/archive/ee/ee371/ee371.1066/lectures/lect_14.2up.pdf
http://web.stanford.edu/class/archive/ee/ee371/ee371.1066/lectures/lect_14.2up.pdf
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e Exploiting the DRAM rowhammer bug to gain kernel privileges, How to cause and exploit

single bit errors, Mark Seaborn and Thomas Dullien

e Hacking The IoT (Internet of Things) PenTesting RF Operated Devices, Erez Metula, AppSec

Labs, OWASP Israel Meeting 2016
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https://www.blackhat.com/docs/us-15/materials/us-15-Seaborn-Exploiting-The-DRAM-Rowhammer-Bug-To-Gain-Kernel-Privileges.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Seaborn-Exploiting-The-DRAM-Rowhammer-Bug-To-Gain-Kernel-Privileges.pdf
https://www.owasp.org/images/2/29/AppSecIL2016_HackingTheIoT-PenTestingRFDevices_ErezMetula.pdf
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