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Transportation Cyber Security, Edward Fok, Federal Highway Administration — Resource Center Operations Technical Service :N1jm
14.2.2015-1 n7m ,Team
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http://www.norcalite.org/wp-content/uploads/2013/12/Transportation-Cyber-Security-2013B20-ITESAC.pdf
http://www.norcalite.org/wp-content/uploads/2013/12/Transportation-Cyber-Security-2013B20-ITESAC.pdf
http://www.norcalite.org/wp-content/uploads/2013/12/Transportation-Cyber-Security-2013B20-ITESAC.pdf
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https://www.arm.com/products/security-on-arm/trustzone
https://www.arm.com/products/security-on-arm/trustzone
https://www.arm.com/products/security-on-arm/trustzone
https://en.wikipedia.org/wiki/Trusted_Computer_System_Evaluation_Criteria
https://en.wikipedia.org/wiki/Trusted_Computer_System_Evaluation_Criteria
http://www.crossborder-technologies.com/node/85
https://ostroproject.org/
https://developers.google.com/brillo/
https://www.microsoft.com/en-us/cloud-platform/internet-of-things-industry-solutions
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https://oauth.net/2/

Technologic

nid'o

178 NIDYNA ,NNT DY .N'YIIRD NNaNN NINTEZNN 'MINN 2'57 NHNN MiIaNNna Alvnnn Nnidayn
nmTNNn NNNY VTN NNVAX 'MI'K? NIYIAD NNAITY NNTI,0IY DMI'K? DN2ATH Yaun NIsIvN
2¢ 0101XN"I NMIANN AYNNA NDAYA NIRNN9A D1 ,7'7n ,JNNXD DY NIRIDLN

W7 17X DIYTIN 7¥17 1Y DA AWONRN QWK AT NIFMIIoN NIMY*asT? n'oiwn |+ Ty "DNaTn

NNINNS 1901 7W Naxn N ,NMIANNA 2AIYWNAN NIDVNA 7V DM DK 7270 12NN 0T 1NN
D"'NN ITANR 7102 072111000 A7wn 7Nn NRTE,N'00'7IN NNVAX NO'SN K77 ,NKT DY .NNAIT?
aQxX Tmnn NI DUV I 17X DMIKY NRNY 0 ,NvMaN 27wI (Life Cycle Management)

JIXAN 0IYW2

“In five to ten years' time when everything is connected, someone could stop all the
large trucks, for example, and cause serious disruption as a diversion while they do
something else."

Daniel Miessler

NnITIn

TIYN1 N1"0 9aX WKRI ,N2Y01 YT NNVAXR PINE ANnm 708 NIR n% DImne iy
"MINNI2N >IN YNV TA N7 (DN gnn Nyl CST3602 N1an NNan 10 ,MIANNN
111¥72,]2 11D .0V DYDNA NRNAN NIYYNL ,NNIANNA 1NV-1270 MI'K 7Y NINANNA NY7¥N
NKNN N2 NYA 9'0V A1IWNN 7V ;72101 YT NNVAXK NN TIRY (780M) ''n N7 nimn?
N2'ND NYa NPO'oY 1IWNN 7V 12v'01 N1an N'Nnim L' 1w 0Tn a7 Nimn% 11y ,qom
YN WK Naxnn N770n7 mndon 7y ,AppSec Labs nnan 1o ,n710n TIX N7 ATIN .nknn

.mxna 2016 x 1w OWASP 0102

MnNna Yy

D'095wUNN Twn 7w SWGDE Nxiaj 12N ,01101'RI 712m ;720 VT NNVAX NN 1'D ' 7ar
Enterprise DINN2 MVP-> n'm7iyn Microsoft n1ann ndn 727 '2'0 72 LD 1nd REINKN

.Cloud and Datacenter Management-1 Security
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https://il.linkedin.com/in/yuval14
https://il.linkedin.com/in/yuval14
http://www.microsoft.com/
http://mvp.microsoft.com/en-us/default.aspx
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NNoSn Ni'r'n

CAN Bus, Car Hacking, Chain of Trust, IoE, Internet of Everything, 10T, Internet of Things, M2H,
Machine-to-Human, M2M, Machine-to-Machin, Root of Trust, Smarts Cities, Smart Transport,

TCS, Transportation Cyber Security, V2V, Vehicle-to-Vehicle, V2I, Vehicle-to-Infrastructure, V2P,
Vehicle-to-Pedestrian

n'oAIAN
Nn'72282 'O
:0"INXN

e Assessing the Cyber Threat to the Train Industry, Oren Elimelech and Nir Tordjman,

International Institute for Counter Terrorism (ICT), April 2016

e Hackers take Remote Control of Tesla's Brakes and Door locks from 12 Miles Away

e New Details on Google's Brillo and Weave

e Exploring the Hacker Tools of Mr Robot

e Car hacking: you ain’t seen nothing yet!

e Microsoft introduces new open-source cross-platform OPC UA support for the industrial

Internet of Things

e Ransomware's next target: Your car and your home

e Automotive Cybersecurity Best Practices, AUTO-ISAC, July 2016

e Automotive Security Best Practices, Recommendations for security and privacy in the era of

the next-generation car, McAfee

e Developments in Car Hacking, Roderick Currie. SANS, December 5th, 2015

e OWASP Top 10 Privacy Risks Project

e iBeacon vs NFC vs GPS: Which Indoor Location Technology will your Business Benefit from

e 14 Year Old Hacks Car with Homespun Kit with Circuits Bought From Radio Shack, Feb 2015

e Cyber security and Critical National Infrastructure, Dr Richard Piggin, Atkins

e Automotive Electronic Control Systems Safety and Security

e Adventures in Automotive Networks and Control Units, Dr. Charlie Miller, Chris Valasek, 2014

e Hackers Remotely Kill a Jeep on the Highway - With Me in It

e The Future is Now: Car Hacking, Dimitar Kostadinov

e Progressive Snapshot Exposes Drivers to Car Hacking

e TS Israel Magazine- November 2014
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https://www.ict.org.il/Article/1650/Assessing-the-Cyber-Threat-to-the-Train-Industry
https://www.ict.org.il/Article/1650/Assessing-the-Cyber-Threat-to-the-Train-Industry
http://thehackernews.com/2016/09/hack-tesla-autopilot.html
https://www.losant.com/blog/everything-i-learned-about-googles-brillo-and-weave-at-ubiquity-dev-summit
https://hackertarget.com/hacker-tools-mr-robot/
http://www.automotiveitnews.org/articles/share/1567297/
https://blogs.microsoft.com/iot/2016/06/23/microsoft-introduces-new-open-source-cross-platform-opc-ua-support-for-the-industrial-internet-of-things/
https://blogs.microsoft.com/iot/2016/06/23/microsoft-introduces-new-open-source-cross-platform-opc-ua-support-for-the-industrial-internet-of-things/
http://www.zdnet.com/article/ransomwares-next-target-your-car-and-your-home/
https://www.automotiveisac.com/best-practices/
http://www.mcafee.com/de/resources/white-papers/wp-automotive-security.pdf
http://www.mcafee.com/de/resources/white-papers/wp-automotive-security.pdf
https://www.sans.org/reading-room/whitepapers/ICS/developments-car-hacking-36607
https://www.owasp.org/index.php/OWASP_Top_10_Privacy_Risks_Project
http://blog.beaconstac.com/2015/07/ibeacon-vs-nfc-vs-gps-which-indoor-location-technology-will-your-business-benefit-from/
http://www.techworm.net/2015/02/14-year-old-hacks-car-with-homespun-kit-with-circuits-bought-from-radio-shack.html
http://www.atkinsglobal.com/~/media/Files/A/Atkins-Corporate/uk-and-europe/sectors-documents/security/library-docs/brochures/Cyber%20security%20and%20critical%20national%20infrastructure.pdf
http://www.regulations.gov/docket?D=NHTSA-2014-0108
http://www.ioactive.com/pdfs/IOActive_Adventures_in_Automotive_Networks_and_Control_Units.pdf
http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
http://resources.infosecinstitute.com/future-now-car-hacking/
http://blog.kaspersky.com/progressive-snapshot-car-hacking/
http://issuu.com/itsisrael/docs/its_israel_magazine2014/20?e=14449614/10312737
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Connected Vehicle Assessment, Cybersecurity and Dependable Transportation, System

Assurance, Operations and Reactive Defense for Next Generation Vehicles, Intelligent

Highway Infrastructure, and Road User Services (Version 2), Steven H. Bayless, Sean Murphy,

Anthony Shaw, 2014

10T (Internet of Things) & IoE (Internet of Everything)

Lightweight Cryptography for the Internet of Things, Masanobu Katagi, Shiho Moriai, Sony

Corporation

A New Approach to loT Security - 5 Key Requirements to Securing loT Communications,

PubNud

Securing the Internet of Things: A Proposed Framework

How to secure the virtual world and IoE?, 2015

Internet of Things, IoT Governance, Privacy and Security Issues EUROPEAN RESEARCH

CLUSTER ON THE INTERNET OF THINGS, IERC, January 2015

Internet of Things, Privacy & Security in a Connected World, FTC Staff Report, JANUARY 2015

Internet of Things - OWASP Top 10

Appliances vulnerable to cyber-attack, 2014

Internet of Things - Privacy and Security issues, 2014

INT''YoR
Cyber Security in Transportation: Hype or Armageddon
ICS Security in Rail Transit Control and Communication
Hackers Remotely Kill a Jeep on the Highway-With Me in It
‘NS0

Protecting Transportation: Implementing Security Policies and Programs, R William
Johnstone, Butterworth-Heinemann, 2015

Understanding Homeland Security, Gus Martin, SAGE Publications, Inc, 2014

The Cybersecurity Partnership Between the Private Sector and Our Government: Protecting
Our National and Economic Security, Science, and Transportation and the Committee on
Homeland Security and Governmental Affaris United States Senate Committee on Commerce
Create Space Independent Publishing Platform, 2014

Introduction to Transportation Security, Frances L. Edwards, Daniel C. Goodrich, CRC Press,

2012
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http://connectedvehicle.itsa.wikispaces.net/file/view/Connected+Vehicle+Assessment+Cybersecurity+ITSA+FINAL+PUBLICATION2+Jan12014.pdf
http://connectedvehicle.itsa.wikispaces.net/file/view/Connected+Vehicle+Assessment+Cybersecurity+ITSA+FINAL+PUBLICATION2+Jan12014.pdf
http://connectedvehicle.itsa.wikispaces.net/file/view/Connected+Vehicle+Assessment+Cybersecurity+ITSA+FINAL+PUBLICATION2+Jan12014.pdf
http://connectedvehicle.itsa.wikispaces.net/file/view/Connected+Vehicle+Assessment+Cybersecurity+ITSA+FINAL+PUBLICATION2+Jan12014.pdf
https://www.iab.org/wp-content/IAB-uploads/2011/03/Kaftan.pdf
https://www.iab.org/wp-content/IAB-uploads/2011/03/Kaftan.pdf
https://www.pubnub.com/static/papers/IoT_Security_Whitepaper_Final.pdf
https://www.pubnub.com/static/papers/IoT_Security_Whitepaper_Final.pdf
http://www.cisco.com/c/en/us/about/security-center/secure-iot-proposed-framework.html
http://inform.tmforum.org/features-and-analysis/analysis/opinion/2015/03/how-to-secure-the-virtual-world-and-iot/
http://www.internet-of-things-research.eu/pdf/IERC_Position_Paper_IoT_Governance_Privacy_Security_Final.pdf
http://www.internet-of-things-research.eu/pdf/IERC_Position_Paper_IoT_Governance_Privacy_Security_Final.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://www.owasp.org/images/7/71/Internet_of_Things_Top_Ten_2014-OWASP.pdf
http://nationalcybersecurity.com/appliances-vulnerable-cyber-attack/
../../../../../Users/ADM_HLP/Downloads/Internet%20of%20Things%20-%20Privacy%20and%20Security%20issues
https://www.youtube.com/watch?v=d7G_LdNaXJc
https://www.youtube.com/watch?v=7SLd_Wje9Zg
https://www.youtube.com/watch?v=MK0SrxBC1xs
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e Transportation Security (Butterworth-Heinemann Homeland Security), Clifford Bragdon,
Butterworth-Heinemann, 2008
NIaxn

e Hacking The IoT (Internet of Things) PenTesting RF Operated Devices, Erez Metula, AppSec

Labs, OWASP Israel Meeting 2016

e Transportation Cyber Security, Edward Fok, Federal Highway Administration — Resource

Center Operations Technical Service Team

e http://www.slideshare.net/orenelimelech/cyber-security-intransportation2015
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