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Open Recent: = User's Guide
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@ Sample Captures Security
B vmnet1 A rich assortmant of example captuse s o the wiki @ Work with Wiseshark as securely as possible
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& enp0s25
& any
i# Loopback: lo
O bluetoothd
@ Capture Options
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Capture Help
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Step by step 10 3 successful capture sewsp
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6 23.4260000¢ 127.0.0.1 127.8.0.1 TCP 54 3280 -+ O [SYN] Seg=0 Wi

7 23.4260000¢ 127.8.0.1 127.8.0.1 TCP 54 9 -+ 3280 [SYN, ACK] Seq=8 Ack=0 Win=16384 Len=0
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tcp.ack

Time

152.393000¢ 127.0.8.1 127.0.0.1 3454 + 5222 1] Seq=0 Win=16384 Len=0

152.393080€ 127.0.0.1 127.0.0.1 5222 - 3454 1, ACK] Seq=0 Ack=0 Win=16384 Len=08

127.0.8.1

152.46856808¢ 127.0.0.1 127.0.0.1 XMPP /XML 154
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127

0080¢ 127.6.0.1 127.0.9. 7 -+ 3268
23.4260000¢ 127.0.0.1 127.0.8.1 Tep 54 3280 - 9 Seq=0 Win=16384 Len=0

23.4260000¢ 127.0.0.1 127.0.8.1 TP 54 9 - 3280  58q= Ack=B Win=16384 Len=e

62.8176086¢ 127.8.8.1 127.0.8.1 3302 - 443 | . 3eq-8 Win-16384 Len-8

12 62.8176080¢ 127.6.8.1 127.6.8.1 TR 54 443 - 3382 | ‘£q=8 Ack=0 Win=16384 Len=0

64,18200868¢ 127.8.0.1 127.0.8.1 3364 = 443 | | Seqed Win=16384 Len=8
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ASN.1 object identifier
Boolean

Character string

Compiled Perl-Compatible Regular Expression (GRegex) object

Date and time

Ethernet or other MAC address
EUI64 address

Floating point (double-precision)
Floating point (single-precision)
Frame number

Globally Unique Identifier

IPv4 address

IPv6 address

IPX network number

Label

Protocol

Sequence of bytes

Signed integer, 1, 2, 3, 4, or 8 bytes
Time offset

Unsigned integer, 1, 2, 3, 4, or 8 bytes
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th.src[0:3] == 00:00:83:nnNAIT
DX I'?Y ITA71 YT 7w D70 Ix'Y7 YwoNn {} 11019IRN nTo {}
tcp.port in {80 443 8080}.nnaIT .02
DIa'N 7w bitwise NI71IYv9 NIWy? Dworn & 11019IRN bitwise 112'n &
tcp.flags & 0x02 D NIXINYT 712! N1LIBIN] WIN'Y
:NNATN

| ip.addr == 192.168.4.32
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NITNNN visn

NINAN NITIPON '"Mun NNR NIY¥NXRA Wireshark-2 nitinnn wosn% nn

JNon NTINNA 791 21710092 010N NTY IR 7171019 DXRN - contains e

JIN'IoN NAN NR'¥N7 (preg) 719 7w regex-1 win'w - matches o

,UO0I NITNNN DI'X DY NITY 7V WI9'NA NI'N7 D™710' DI'X matches-I contains D wATN7 A1WN

Hun% 0119 v NTY Y DN wnnwn? [N X7 D

:contains-7 nnaTn

‘http contains "https://www.Wireshark.org"

:matches-7 nnaTn

‘wsp.user_agent matches " (?i)cldc"

NI7IT2 NIFNIRY D2 XN DPYTAN DAY ,NN'YIoN NN '97 user agent X WSP 2171019 NNN wi9'n
.cldc 7w n'min wio'n i1 (i?) nnoj

RALRATATD) 2 D1Y' NITNNNA DY NTIAva

upper e
lower e
NNaTN

‘upper(http) contains “GOOGLE”

‘lower(mount.dump.hostname) == "angel"

:CIDR wio'n

:CIDR T 2y nNv 7w wi1o'na wnnwin'? N1 ,IP NIAIND D'Y9NN TWKD

ip.dst == 192.168.1.1/24

.192.168.1.254 Ty 192.168.1.0 7w NV TY'N 79 NX WONN NNATNN

'X 7'7n Wireshark - oy nTiay
www.DigitalWhisper.co.il
7 2016 Nanvd0 ,75 |I''a




Technologic

122 |n'o
NN NX7N2 NINK NIIXA [1'0N NOYN WnNwnt v ,0m* TWKR SYN-N N7y 75 nX 7277 'ava
190n mw' Three Way Handshake n'71v9 1oy ."0'72a1" 7w 2axn v TCP-2 ,yIT'D .n7NNNA MaxnY
TCP-2 nwa? N1 ,0SI nindw 'oolan Wireshark 7w Do aIxn ,Nn7NNN2 N20INY '9D1 NIFN .0"Y7AT

X2 IR"DPIT" DN DN 1T 0T

P2 AR [I'oN D DYY

tcp.flags.syn == 1

syn-n 727 '97 MmN |11'0 nwyn? poor ,7"1n |1n'on

O

Time Source Destination Protocol |Length

1 0.00000080¢ .1 .1 3268 -+ 7 [SYN] Seq=08 Win=16384 Len=0
2 0.0800BGEAE 127.0.08.1 127.8.8.1 TCP 54 7 - 3268 [SYN, ACK] Seq=0 Ack=0 Win=16384 Len=0
6 23.4260000( 127.0.0.1 127.08.8.1 TCP 54 3280 —+ 9 [SYN] Seg=8 Win=16384 Len=0 @
7 23.4260000( 127.0.08.1 127.8.8.1 TCP 54 9 -+ 3288 [S5YN, ACK] Seq=0 Ack=0 Win=16384 Len=0
11 62.8170080¢ 127.8.0.1 127.08.8.1 TCP 54 3382 - 443 [SYN] Seg=0 Win=16384 Len=0
12 62.8170000¢ 127.8.0.1 127.08.8.1 TCP 54 443 - 3302 [SYN, ACK] Seqg=0 Ack=0 Win=16384 Len=0
19 64.18200000 127.0.0.1 127.0.0.1 TCP 54 3304 - 443 [SYN] Seq=8 Win=16384 Len=0
20 64.1820000¢ 127.8.0.1 127.08.8.1 TCP 54 443 - 3304 [SYN, ACK] Seq=0 Ack=0 Win=16384 Len=0
29 152.393080¢ 127.8.0.1 127.8.8.1 TCP 54 3454 - 5222 [SYN] Seq=0 Win=16384 Len=0
38 152.393000¢ 127.8.0.1 127.08.8.1 TCP 54 5222 + 3454 [SYN, ACK] Seg=0 Ack=0 Win=16384 Len=0
.
SYN X'77 72K ACK 172'7 QWK NILPON 7R 1 NIKYY X WIWRD L7AX MR NN
)2 NRT DIWN7 W' Dl
‘tcp.flags.syn == 0 && tcp.flgas.ack == 1 I

Source Destinat Protocol | Length | Info

7 [ACK] Seq=8 Ack=8 Win=16384 Len=0

NIX7 DXNNA NIKYINN DX NIF 210 207 [N nwynY
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yT'n ninn

VX2 XIN VORLNI NINY YAX] XIN YN TYUKRD VTN NA'XN TWUK NIINN DY 'Mn''o 0T ,7'7n1
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8.0 0 M Wireshark - Coloring Rules - Default
Name Filter
B Bad TCP tcp.analysis.flags && ltcp.analysis.window_update
i HSRP State Change hsrp.state |= 8 && hsrp.state 1= 16
i Spanning Tree Topology Change stp.type == 0x80
K OSPF State Change ospf.msg I= 1
& ICMP errors icmp.type eq 3 || icmp.type eq 4 || icmp.type eq 5 || icmp.type eq 11 || icmpv6.type eq 1 || icmp
|1‘7 ARP arp
 icvp icmp || icmpv6
& TCPRST tcp.flags.reset eq 1
i SCTP ABORT sctp.chunk_type eq ABORT
B TTL low or unexpected {!ip.dst == 224.0.0.0/4 && ip.ttl < 5 && Ipim) || (ip.dst == 224.0.0.0/24 && ip.dst |= 224.0.0.
Wl Checksum Errors| eth.fcs_bad==1 || ip.checksum_bad==1 || tep.checksum_bad==1 || udp.checksum_bad==1 || g
Q‘T SMB smb || nbss || nbns || nbipx || ipxsap || netbios
|¥] HTTP http || tcp.port == 80 || http2
¥ IPX ipx || spx
v/ DCERPC deerpc
(¥ Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || gvrp || igmp || ismp
v/ TCP SYN/FIN tep.flags & 0x02 || tep.flags.fin == 1
™ TCP tep
¥ upp udp
4

Double click to edit. Drag to move. Rules are processed in erder until a match is found.

+ - | |m Foreground Background

| Help | | Import... | | Export... | | Cancel | OK

[Wireshark 7¢ mwnn Tiy'nnn nnp? namnn]

AT MMNAL NN N NN nna? MIX U ,0'ax' N 0N NN DN YUK DWYAX U QUKD I'WDY

tcp.flags.syn == 0 && tcp.flags.ack ==

Source Destination
3 0.00000000¢
8 23.42¢

NNIR NN?I 7' NNNYT 1IN L,NWYA DYITR WD NYT? [N INY YD 72V DR yaYa yTnn
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No. Time Source Destination Protocol Length Info
TCP 54 [TCP Keep-Alive] 3268 7 [ACK] Seq=0 Ac
o 5 [ < Alive] 9 [ACK]

» Frame 3: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
» Ethernet II, Src: 00:00:00 _00:00:01 (0O:00:00:00:00:01), Dst: 00:00:00_00:00:02 (00:00:00:00:00:02)
v Internet Protocel Versionm 4, Src: 127.8.06.1, Dst: 127.8.0.1
» Transmission Control Protocol, Src Port: 3268 (3268), Dst Port: 7 (7), Seq: 8, Ack: 8, Len: 8
Source Port: 3268
Destination Port: 7

[Stream index: 8]
[TCP Segment Len: 8]
Sequence number: @ (relative sequence number)
Acknowledgment number: @ (relative ack number)
Header Length: 20 bytes
Flags: 8x018 (ACK)
Window size value: 16384
[Calculated window size: 16384]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: 8x0008 [validation disabled]
Urgent pointer: @
~ [SEQ/ACK analysis]
~ [TCP Analysis Flags]
~ [Expert Info (Note/Sequence): TCP keep-alive segment]
[TCP keep-alive segment]

-

-

[Severity level: Notel
[Group: Sequence]

0Pe0 0O 0D PO 0O 0O 02 00 0O 0O 0O 0O Ol 08 0O 45 00
0010 00 28 00 00 00 00 48 06 7c ce 7f 00 60 01 7f @0
0020 00 01 Ac c4 00 07 00 0O 0O 0O 0O 0O 0O 0O 50 10
0030 40 00 00 00 0O 00

721TA D NIXYY NAIELINYN QINKY X7 07 D12 DYy n N7 Mwokn Wireshark 7w noaynn
,AIN12 NIXKY? INIY nn .SYN-D 2¥n 127 nwyn? nyn 7¢ 210 X'y n'va w wRd L TCP-n 11ma

.Keep-Alive 7w axna nirn? TCP-n NUROY DINA7 NYWRA N72pNN NWYNY KIN

DTI? sequence number DY T272 ACK 72T Dy nwpa nn7wa ,parl ?TCP 7w nnna yxann nt 'X

.TCP-n nn2 keep-alive NWpa NIX'? NWYN7 Wpan TWUXR AT .IT WY

nwA7? N1 ,analysis-n XWII DX NINY? NNWOXN NN DONIYIA K¥NIN Wireshark-2 'R nTa

:XaN VONY

Preferences -> Protocols -> TCP
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:Analyze TCP sequence numbers :Xan checkbox-n NN W' DY

Wireshark: Preferences - Profile: Default

STP Show TCP summary in protocol tree: |+
STT Validate the TCP checksum if possible:
SUA Allow subdissector to regssembledCl streams: v
SV Analyze TCP sequence numbers: |+
SYNCHROPHASOR Relative sequence numbers: |+,
T38 Scaling factor to use when not available from capture: | Not known -
TACACS+
Track number of bytes in flight:  +
TAU
Calculate conversation timestamps:
TCAP
Try heuristic sub-dissectors first:
(SR
Ignore TCP Timestamps in summary:
TCPENCAP
Do not call subdissectors for error packets: |+
TCPROS
TCP Experimental Options with a Magic Number:
TDMoE
TDMoP
DS
tetra
TFTP
TIME
TIPC

Help Apply Cancel oK

NXRTL MR DN An? Nk 79 01 NTTA Nop9 W A 1an? Aty Wireshark-w ,ntn npna
207 ¥ W' 2 2¥n W' DNY9Y7 IR TV KIN TYDI 7I710N90 DX 022N [2mMd1 TN L,[amd

W ANT R IR YTNAN DX N7 72w 09 aRT

AIPN'T NIN"

ni NN |'1ﬁ'7 wnn Mix u! D'Mys? .NTTA nouPO NIXT71 YT KIXnY N 'K 'MNA0N I'WDY TV

.7y Iwnd

:DJINN DMWY 7Y N2TN AT 71921 ,Wireshark-2 070 na1n Daw' > WY

:Flow Graph

‘DY UNI9N NNN X¥N1 WK 701 WNNWNT? [N ,N7W1 Y110 'R NIRYT X W IWRD

Statistics -> Flow Chart
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Time
Mixedl.cap - Graph Analysis
©.0000060 P P ¥
6 23.42600)
7 23.426008 | ;e 127.001 Comment B Choose packets
11 62.81700 . _ All packets
12 62.81768 g‘ggggggggg mass) TCP:3268 > 7 [SYN] Seq=0 Win=16384 Len=0 + Displayed packets
19 64.18200 . (32681149
28 4. 1208d  23-426000000 w0 TCP: 3280 + 9 [SYN] Seq-0 Win-16384 Len=0 Choose flow type
5 SR 23.426000000 (328018 TCP: 9+ 3280 [SYN, ACK] Seq=0 Ack=0 Win=16384 Len=0
o aeo anaaq | 62.817000000 (e TCP: 3302+ 443 [SYN] Seq=0 Win=16384 Len=0 o/ General flow
‘4 62.817000000 (3332.’5&43‘ TCP: 443 5 3302 [SYN, ACK] Seq=0 Ack=0 Win=16384 Len=0 _ TCP flow
» Frame 2: 54 byt 64.182000000 (@astw30g TCP: 3304 5 843 [SYN] Seq=0 Win=16384 Len=0
» Ethernet II, sr| 64.182000000 er?m: TCP: 443 3 3304 [SYN, ACK] Seq=0 Ack=0 Win=16384 Len=0 Choose node address type
» Internet Protoc 152.393000000 (5272154 TCP: 3454 5 5222 [SYN] Seq=0 Win=16384 Len=0  Standard source/destination addresses
~ Transmission Cof iziigﬁgggggg (34541 16222) Ez i:;;Qiis[:v[;\]":‘k[g]\s!qjuﬁ:;:;f w”;:ls}m Len=0 » Network source/destination addresses
Source Port: ] - (177im539) > eq~0 Win= en”
bestination P¢ | 183124000000 (3307 TCP: 17 + 3539 [SYN, ACK] Seq=0 Ack=0 Win=16384 Len=0
IStrean index| 254660000000 i TCP: 3645 21 [SYN] Seq=0 Win=16384 Len=0 | oK | | Cancel |
[7CP seqnent 1| 234660000000 (sasie TCP: 21 > 3645 [SYN, ACK] Seq=0 Ack=0 Win=16384 Len=0
273.731000000 0oy TCP: 20 + 3657 [SYN] Seq=0 Win-16384 Len=0
(365773100) T
ie:“"?d"\'"‘bj 273.731000000 (20148657) TCP: 3657 + 20 [SYN, ACK] Seq=0 Ack=0 Win=16384 Len=0
cknowledgmen hisas7)
346.699000000 (110f8504) TCP: 3694 > 110 [SYN] Seq=0 Win=16384 Len=0
He"def Length 346.699000000 (36941M110) TCP: 110 5 3694 [SYN, ACK] Seq=0 Ack=0 Win=16384 Len=0
* Flagsi @x12 545 408000000 (A1078636) TCP: 3696 - 110 [SYN] Seq=0 Win=16384 Len=0
Window size Vi 348 408000000 (3696710) TCP: 110 » 3696 [SYN, ACK] Seq=0 Ack=0 Win=16384 Len=0
[Caleulated wi 387 438000000 et TCP: 3717 + 143 [SYN] Seq=0 Win=16384 Len=0
» Checksum: 0x8¢ 387438000000 ) TCP: 143 5 3717 [SYN, ACK] Seq=0 Ack=0 Win=16384 Len=0
Urgent pointel 390903000000 Ry TCP: 3719 » 143 [SYN] Seq=0 Win=16384 Len=0
390.903000000 o TCP: 143 » 3719 [SYN, ACK] Seq-0 Ack=0 Win-16384 Len=0

Save As

|N'01 'MYNNYN ,ITN NliNN2 AN 'n'n ||'7n:1 NNTAN? oDxNN ;9732 0O'AT 10N nIox7 N1

,NAIND TIYV? NMavn antnl nTNa w7 SYN n72ivs oy TCP Nioolan NIupon 72 NN X'an YUK

2 NaXm nn'n X'

mpeg2_mp2t_! _cc_dropOl.pcap - Graph Analysis
Time 81.163.150.60 43119540 Comment -
0.000000 (50000) ‘M..Gm MPEG TS: 50000 + 5500 Len-1316
0.002262 (50000200003 5500, .. MPEG TS: 50000 + 5500 Len=1316 Program Map Table (PMT)
0.004521 (50000) ,;500,;(5533 MPEG TS: 50000 + 5500 Len=1316 Pragram Assaciation Table (PAT)
0.007108 (50000, 200002 5500, MPEG TS: 50000 + 5500 Len-1316
0.009514 150000, 200002 55005 MPEG TS: 50000 + 5500 Len=1316
0.011670 (SGGQD.MJGW: MPEG TS: 50000 » 500 Len=1316
0.013794 (50000} ;5,(5533. MPEG TS: 50000 + 5500 Len=1316 private-stream-1
0.016315 (50000,200002 5500, . MPEG TS: 50000 + 5500 Len=1316
0.019115 (50000} 2 55004 ey MPEG TS: 50000 + 5500 Len=1316 [MP2T fragment of a reassembled packet]
0.021604 (smm_-cm MPEG TS: [MP2T fragment of a reassembled packet]
0.024219 (SGOSQ:M&.{GSM: MPEG TS: [MP2T fragment of a reassembled packet]
0.026345 (o000, IMP2T fragm.,; . MPEG TS: [MP2T fragment of a reassembled packet]
0.028825 10000, IMP2T fragm.,. .. - MPEG TS: [MP2T fragment of a reassembled packet]
0.031209 csnann:mﬁﬂ:tma: MPEG TS: [MP2T fragment of a reassembled packet]
0.033114 (500001 ragm.. 4 (5500} MPEG TS: [MP2T fragment of a reassembled packet] [MP2T fragment of a reassembled packet]
0.035708 (Saaagi:MPZTIAfW&,:csm: MPEG TS: [MP2T fragment of a reassembled packet]
0.038165 (0000, [MP2T fragm.,; .. MPEG TS: [MP2T fragment of a reassembled packet]
0.040347 (o000 IME2T fragm.,, MPEG TS: [MP2T fragment of a reassembled packet]
0.079228 (Sﬂﬂﬂﬂ'u’m&“,tﬁﬁﬂﬂ: MPEG TS: [MP2T fragment of a reassembled packet]
0.082089 (50000} M-y o) MPEG TS: [MP2T fragment of a reassembled packet]
0.084470 (50000} Mo 5500) MPEG TS: [MPZT fragment of a reassembled packet]
0.087011 (0000, [IMP2T fragm., .. MPEG TS: [MP2T fragment of a reassembled packet]
0.089528 soougy (MP2T fragm.2 .o, MPEG TS: [MP2T fragment of a reassembled packet]
0.091701 (so000) (MP2L fragm. .., MPEG TS: [MP2T fragment of a reassembled packet] [MP2T fragment of a reassembled packet]
0.094070 (50000} T3QM.p! ) MPEG TS: [MP2T fragment of a reassembled packet] [MP2T fragment of a reassembled packet]
0.096454 (0000, IMP2T fragm.| . MPEG TS: [MP2T fragment of a reassembled packet]
0.099817 mm.:{muﬁm: MPEG TS: [MP2T fragment of a reassembled packet] [MP2T fragment of a reassembled packet]
0.101996 0000y [P 2T fragm.oi oo MPEG T5: [MP2T fragment of a reassembled packet]
0.104722 150000y IMP2T fragm.o .o MPEG TS: [MP2T fragment of a reassembled packet]

Save As
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DIY' QUKD NMIO nLUPS NI A1V NI¥XnY |N'1 21 ,0'91X Ny NLPON NX NIVPZOSN NN'YI NINOoN

AN N12Y7 NIVRS NNYY

12101921 NAITA WX AIK'T W AT JWN Nl vy X971 y'an vy X7 NIKdY yron 'on
DA X ,RTP MIayn 17'9x1 219K T DY 79210 ,NN0IYN DIwpan 72 DX NIKNY N2 wnn ,SIP nnairm

.0022 WINW1 7'win yT'n NN NIXNY [N 0'901 071710091 HTTP-2

VTN ANKX Apyn

Follow XXX X171 ©"WUX 70 XIN MIYPNN QXN TINA NN ['2AN7 ITIYY 1wn TIRAE 901 ')
WI7W NN TRR Ax"7 210 XXX AWK ,Stream

Follow TCP Stream e

Follow SSL Stream e

Follow UDP Stream e

NIMPY DDAT WA AT axYn? yant [nn
.Follow XXX Stream 7 n'IXIN N'¥DINA NINAYT TR, NN'ION NOPD 7V ' wpn e

Follow XXX Stream 7w n'I¥7n0 N'¥OINN NX 1INAY7 DWI Analyze 0"M9Nn e

2 RN ARXINN

Follow TCP Stream (tcp.stream eq 4) - o x

Stream Content

?xml version='1.8' encoding="UTF-8' ?>?xml version='1l.8'?><stream:stream
xmlns:stream="http://etherx.jabber.org/streams’ 1d='42DA3288' xmlns='jabber:client®
1‘rc:r|1='lc:-:.sﬂ.hc:st":vlp

Entire conversation (174 bytes) -
Find Save As Print | ASCI _ EBCDIC _ Hex Dump _ CArrays ®» Raw
Help Filter Qut This Stream Close
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Hex 7w 2¥na n'oX .NI71IY9 190N TIYI NN'WA DY1I0N TY 21 1INA7 [N ,NITNNN Y9N y¥a? N1
D"7110N9 IX UTF-8 NnaiTd ,0'09Tin X7 D'IINA YIoONN NI7a%7 D'y IX DyOn NI 7 ANty Dump
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