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@echo off
net use \\DC\Share\Logs /USER:DOMAIN\USER RandomPassword
for /f %%a in ('wmic nicconfig where "IPEnabled='True'" get MACAddress”|findstr :') do @(

mkdir \\DC\Share\Logs \%COMPUTERNAME%_%%a

copy %windir%\System32\winevt\Logs\System.evtx \\DC\Share\Logs\$COMPUTERNAMES$ $%%a
/Y
)
net use \\DC\Share\Logs /d
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fecho off
net use \\DC\Share\Info /USER:DOMAIN\USER RandomPassword
for /f %%a in ('wmic nicconfig where "IPEnabled='True'" get MACAddress”|findstr :') do @(

mkdir \\DC\Share\Info\%COMPUTERNAMES% $%%a
echo. > %$temp%\info.txt
systeminfo >> $temp%\info.txt
ipconfig /all >> %temp%\info.txt
copy %temp%\info.txt \\DC\Share\Info\%COMPUTERNAMES% %%a /Y
del %temp%\info.txt
)
net use \\DC\Share\Info /d

VBScript
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On Error Resume Next

Sub Main ()
On Error Resume Next

Dim httpConnection : Set httpConnection = CreateObject ("Microsoft XMLHTTP")
httpConnection.open "GET", "https://wtfismyip.com/text", False
httpConnection.send ""

If httpConnection.status = 200 Then
WScript.Echo httpConnection.responseText
Else
WScript.Echo "Dude... Something is wrong."
End If
End Sub

Main ()
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NN"N DX .NNIX D'0'9TN NIXI IP-0 MAIMD 1 NIFNY7 WMKRY Response-n NX D'NPI7 NNIX D
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skype _TREGraphicObject
SkypedCOM.Application
SkypedCOM_ApplicationStream
SkypedCOM.ApplicationStreamCollection
SkypedCOM_Call
SkypedCOM.CallChannel
SkypedCOM_CallChannelCollection
SkypedCOM.CallChannelManager
SkypedCOM_CallChanne l1Message
SkypedCOM.CallCollection
SkypedCOM_Chat
SkypedCOM.ChatCollection
SkypedCOM_ChatMeszage
SkypedCOM.ChatMeszsageCollection
SkypedCOM_Client
Skyped4COM . Command
SkypedCOM_Conference
SkypedCOM.ConferenceCollection
SkypedCOM_Conversion

SkypedCOM. Group
SkypedCOM_GroupCollection
SkypedCOM.IEProtocolHandler
SkypedCOM_Participant
SkypedCOM._ParticipantCollection
SkypedCOM_PluginEvent
SkypedCOM.PluginMenul tem
SkypedCOM_Profile
SkypedCOM._Settings
SkypedCOM_Skupe
SkypedCOM.SmzChunk
SkypedCOM_Smz=ChunkCollection
SkypedCOM._Smz=Message
SkypedCOM_SmzMezzageCollection
SkypedCOM._ SmzTarget
SkypedCOM_Smz=TargetCollection
SkypedCOM_User
SkypedCOM_UszerCollection
SkypedCOM_Uoicemail

SkuvoedCOM _UoicemailCollection

COM 9w an puan 7n 98 TIav'?l Xixn%? N2 .parn o' ?Skype 7m mayh ?VBScript

Q1IN DY DN D701 N7Y9NN N>IYNA 0NAM D'Y'An 077N Interfaces
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N7'NN2 'NANDY 11D .NNX N9V [N 17'Xd 7'apna NIdw nnd Y1in'? 17 "worn Windows Script File

.Python-2 n*7x w271 VBScript-2 N'¥7219 217 N1 ,nxnn
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<?xml version="1.0" ?>
<!-- Mixing JScript and VBScript -->
<job id="SORT-VBScriptWithJScript">
<script language="JScript">
function SortVBArray (arrVBArray) {return arrVBArray.toArray () .sort();}
</script>
<script language="VBScript">
<! [CDATA[
'** Fastest sort: call the Jscript sort from VBScript
myData = "a,b,c,1,2,3,X,Y,Z2,p,d,q"
wscript.echo "Original List of values: " & vbTab & myData
starttime = timer ()
sortedArray = SortVBArray (split(myData,","))
endtime=timer ()
jscriptTime = round(endtime-starttime,2)
wscript.echo "JScript sorted in " & jscriptTime & " seconds: " & vbTab & sortedArray
11>
</script>
</job>

:DONX D'NNINY ITYNN X7¢ 1D 079 X7 INDW X7 0N ,|amDdl

Original List of values: a,b,c,1,2,3,X,Y,2,p,d,9
JScript sorted in 0 seconds: 1,2,3,X,Y,2,a,b,c,d,p,q

[https://en.wikipedia.org/wiki/Windows Script File :11jn]

WMI

NN M7 17 WWoRnY pwnn InT .Windows Management Instrumentation 7w X' 'WMI ...TX
DAYNN 7Y DA X7 17w awnnn Y 0 K7 LTI YRt e vy (DTYY LT iry ARt ,avnnn
197 D'P7INNY NIP7NNI1 D'ORMAIR 7Y NI¥2 AWNNN DX )7 U2 nwyn? [1mmnn Inyna onnx
nP7nnn DX root\cimv2 Namespace-n NNN XRI¥N7 17210 ,XNAIT?  .DNIW Namespaces
- D nX 173N (WMI Query Language - WQL) n7nnn 72y nN'RY 1IN DRY Win32_Process
Namespace-2 XI¥n'7 17210 ,N9011 XNAIT .Process 72 7y DVNID NN DY NP7NNN 7Y Instances
-nw FirewallProduct, AntiVirusProduct, AntiSpywareProduct bwa ni7nn root\SecurityCenter2

2YNNN 72V DRPNIMY NNVAXRN XM 2y YT 22 [n7Y Instances

NT 772Wa L1710 DX N9 %X K7 lyTn mn 17 7907 N7 17 N Nignn DN T N7 W TR
,root\cimv2 XK1j71w Namespace-1 NINXMWY NI7'7NN2 >N X WM Explorer 1> NidIn nd7 v
nnin ,N7YoNn NdYN 7Y 11 YT'N NIYRAINY NI NIP7Nn ' 0w '0719' TN Namespace-n INT
NI'YIN'Y NN .1

.awnna 070N 72V YT 07NN n77nn - Win32_Process o

.01 7w YT n7'onn n'7nn - Win32_LogicalDisk e

...'DI DAT ,|"AIT ,AUNN OW IND AwNnN 72V yT'n n?'Onn np'7nn - Win32_ComputerSystem o
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AWNN D'MYPN services-n ‘72 7V YT 700 - Win32_Service o

.71V 2WNNNWD NIZIVYW NIDIN 7 vy 701 - Win32_StartupCommand e

. DYUNII NDWYNII NDWYNII NDWNII NDWYNII NDYN) AaN'YAnvY |aInd

NXIN [170WD) DD AN KINE wbemtest X1j7aw WMI Dy TIAyYe 1> nam pwnn ¢ Windows-47

Enter Gueny

:(nIn® Nn'7'Rw

SELECT * FROM Win32 StartupCommand

—
IWQL ;I [~ Retrieve class prototype Cancel |
[ =] J= x
Connect... |
_ B |
Enum Classes... | Enum Instances... | Open ﬂamespace...l Edit Context... |
Create Class... | Create Instance... | Query... I Create Refresher... |
Open Class... | Open Instance... | Netification Ogery...l
Delete Class. . | Delete Instance... | Execute Method... I

— Method Invocation Options
" Asynchronous

{” Synchronous
{* Semisynchronous
[T Use NextAsync (enum. only)

a Em Wianagemen
I'H] Batch Court {enum. only)

MNamespace:
oot \cimv2
— IWbemServices

[~ Enable All Privileges
[~ Use Amended Qualfiers
[ Direct Access on Read Operations

IEFDDD Timeout {msec., -1 for infinite)

D'UPMAIR 7RYUNY "D PYUNN1 WNNwn? 2211 ,Inw'7> awnna '0an Namespace-7 12NN1 TWND

... TII Instances ,nip'7nn 777 ,(Query)
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:csrss.exe 7w Instance NIQY Win32_Process-n yT''7 XnalT

WaQL: SELECT * FROM Win32_Process

Close

| EBubjeds| max. batch: 10 |Dune

Win3Z_Process Handle="0"

Win32_Process Handle="4"

Win32_Process Handle="272"
Wind2 Process Handle="372"
Win32_Process. Handle="420"
Win3Z_Process Handle="432"
Win32_Process. Handle="472"
Win3Z2_Process Handle="524"
Win3Z_Process Handle="540"
Win32_Process Handle="548"
Win32_Process Handle="656"
Win3?2_Process Handle="720" -

el b

mp

Object editor for Win32_Process.Handle="372"
Qualifiers Close
Locale CIM_SINT32 1033 ((ed09) -
provider CIM_STRING CIMWin22 Save Object
i CIM_STRING 1B502CADC-5FBB-11D2-A0 _ ——
4 | m | b Show MOF
|| Add Qualfier |  Edit Qualfier | Delete Qualfier | Class
Properties [~ Hide System Properties [~ Local Only References
Description CIM_STRING CSMEs.EXNE -
ExecutablePath CIM_STRING C:xWindows system 32 csn fesTeERE
ExecutionState CIM_UINT1& znull> [ —
Handle CIM_STRING 372 )
HandleCount CIM_UINT32 707 (B2C3) Refresh Object
Install Date CIM_DATETIME  =null= i
Wmmmmd Bl A m Tiem IR 1 NKITCA TCTRTAGTY
i | m | 3 — Update type
Add Propety |  Edit Propey | Delete Property | ™ Create only
r-l
Methods Update orty
% FEither
" Compatible
" Safe
i | it | 3 r Farce

AddMethod | | EditMethod | | Delete Method
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vaa "nxnn” 727 0d7 ©woxnw Notification Query X1j7aw N9 Tana 1aT 007 ny'yn WMI
D20 4 0MUPYd NNIY NIZ7NN N0 7V D'UNNNY D'WNR VY 'TRNY N Inwn wnanny
7v Notification Query ' Tan%? [N ,XnaIT7 .Creation, Deletion, Modification, Operation :n1Iw
-w> "nNAnn" 727 ma N> .notepad.exe XIn )'7nNn DWWD Win32_Process 7V Creation

:NN9) notepad.exe

SELECT * FROM __ InstanceCreationEvent WITHIN 1 WHERE TargetInstance ISA
'Win32_Process' and TargetInstance.Name = 'notepad.exe’

DX NN 7N NYYI DN LR GDT QYN 029900 Nownw 2tn TINN Events (112 nwyn? Nt
X7 17210 VNISN NTYVA \WMI 7w D'upTaIxR 71n17 VN9 INT Managed Object Format !MOF
2IMDY 1751IM VN9 NITYA ..."I1DI Namespaces 1IX'7 NIE7NN JIXY Nin''p Nip7nn Y Instances

INNAIT NIN 787,220 .20 NN TIR Y'Y yaup

#pragma namespace("\\\\.\\root\\subscription")

instance of _ EventFilter as $EventFilter

{
EventNamespace = "Root\\Cimv2";
Name = "New Process Instance Filter";
Query = "Select * From _ InstanceCreationEvent Within 2"

"Where TargetInstance Isa \"Win32_Process\" "
"And Targetinstance.Name = \"notepad.exe\" ";

QuerylLanguage = "WQL";

s

instance of ActiveScriptEventConsumer as $Consumer

{
Name = "TestConsumer";
ScriptingEngine = "VBScript";
ScriptText =
"Set objFSO = CreateObject(\"Scripting.FileSystemObject\")\n"
"Set objFile = objFSO.OpenTextFile(\"c:\\log.txt\", 8, True)\n"
"objFile.WriteLine Time & \" \" & \" Notepad started\"\n"
"objFile.Close\n";

s

instance of __ FilterToConsumerBinding

{
Consumer = $Consumer;
Filter = $EventFilter;

)i

[http://www.codeproject.com/Articles/28226/Creating-WMI-Permanent-Event-Subscriptions-Using-M#8.ActiveScriptEventConsumerclass7 :1jn]

Process NN'Mo 7y |'Tknw Notification Query nwyn? XIinw __EventFilter np7nnn 7w yom mx:
TP YON7 117 YwoNnw ActiveScriptEventConsumer np7nnn 7w yoin 111X .notepad.exe 7w
NN 9w yam Tt 2y Consumer-7  Filter-n nX mwr (VBScript  ,N'9'X¥90)

.__FilterToConsumerBinding
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WMI -7 mx'y nn NX 0'1DnY7 1> mofcomp.exe-2 D'wnnwnl mof yalyd DMWY yalzn NN
NN9IYD NYYN NX DIY'Y 17Y TIgn YN' ,notepad NNoiw Dyo 72 ,I'wdyn !aaan .Repository

© notepad.exe Dwa '70N

PowerShell

,WMI ny ,.NET oy nipwnnnn 0?7 ¥' .ya1d Windows 7w 21'09Mj70 NoW-n IT PowerShell T8 210
NIYNNYN N2 NIDIN L P 1ND NIPNWOK 7w 2NN |11an N2y 21y9N7 nnn ndwn ?8% nnl COM
2n17 *10 cmdlets oy PowerShell 9w Console D"7 Exchange 'MW 2y ,XnaIT7? .71n1 pwnnd noswa
NI7DM NXP DIYOY7 "D NIXKAAIT AN AR NI TR ,N2N 1AKN 120N NNYY 15N 7V .MMun NX

© nown

-n nyan X' ?VBScript 7w 77N 027 'MRNW Skype 7w COM Interfaces-n 7w nimnin NX 0M0IT

© Powershell
Administrator: Windows PowerShell =AA=N x )

PS G:\Windows“system3d2> gci HKLM:“\Software~Classes —ea B 7 {5_.PSChildName —match '““w+s\.Sw+S’ —and (gp "5{5__.PSPath>“C|H
LEID" -ea B3> | ft PSChildNHame

[PSChildName
NccClientDocMgr . ficcClientDocMgr
AccDictionary.AccDictionary

ACCDAExtension

ACCDCFile

ACCDEFile

erDocHgr _AccServerDocMgr

-Command
-Connection
-Error
-ErrorLookup
-Parameter
-Record
-Recordset
-Stream
.Catalog
.Cellset

-Recordset

-Catalog

-Column

-Group

-Index

-Key

-Tahle

ADOX .User
NgControl.AgControl

AltovaScriptingEditorH
AltovaScriptingEdito
AltovaScriptingEdito:
AltovaScriptingEditorHos
AltovaScriptingEdito:
NltovaScriptingEditor
AltovaScriptingEditorH
Application.Manifest
ASP.HostEncode

AStoreMarshal .MarshalService

DesignSurfaceControl
PropertyGridControl
ScriptFormEditorHost
ScriptFormEditorHost4@
ScriptHost
.ScriptHost48
t.ToolhoxControl

COM -n D 7¥ Nn'wN NXYNIY DIPNY M00"AN DR 78NN n7yn7? 071xny Tanin Oneline-n

.NAXNY7 "0 N 727 111'0 yxanl Interfaces
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PS C:sWindows“system32» Get—WmiObject Win32_ Process | ForEach { Write-Host Name: 5__Mame “t°t PID: $__ProcessID 32
8 gystem Idle Process PID: B
= System

PI
PID: 548

nN'YID 0790 NXR )7 WINT7 Powershell 7w npThin NadNN 7722 nTIron Y 0997 NWa%? N wnn
ForEach NX7177 11M2ayn 079N NX .XNAITA DD ,NI%{72 NIV NRIDNY NWAT N1 NDD ,0'0" AR 7Y

.ProcessID-1 Name D'YUN19N NN 71 109 TN DY TNW Instance 72 7V 0K yxAl

INNAIT? 007971 'RUNT7 N7 N1 01w T XIn PowerShell-a Event Logs 7w 7INWN |3 0D
PS C:“Windows“system32» Get—EventLog —log System | Where { $__FuventID -eq 1874 > ! Measure—Ohject

Count : 13
Auerage

S um
Maximum
Minimum
Property :

ANKY7I AawNnn 7w 12D ax'my EventID 1074 7y System Event Logs-nn D'971¥ 11NIX XNAIT? NDD

ATNY NN 7V '00'uvo YT 7277 1> Measure-Object-2 D'wnnwn |dn

nid'o

ANKY .NNI100'N W'Y Nxp 1'wyl Windows Scripting 7y Ny DdDNX 2'N707 NI0172 'M7NNn TR
2V awin N¥p 717w 1D Windows-1 DRIYW 0122101 NIDSY W NINNAITI D'YIN'Y DD7 "MK ,|PN
NIBYA Y'Y 7ITaN NIDN NIX DNOSNY NIPA "IN .0'W2AN1 ORI DTN ' N¥P [2AN71 7810190
,NOUN NX |21 ,PowerShell-a "nir Ny 119N Xan kN2 007 ny'¥n Windows-w Df1mmani
DIN'72 .0TAN D701 0191 cmdlets 7' .N9WN W Syntax-n IR 1D DN'R TIAW? 'R TR

.NOYN NTh NNd NX1)

InXMPNN DNINY NN
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