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https://www.incapsula.com/blog/ddos-botnet-soho-router.html
https://www.incapsula.com/blog/ddos-threat-landscape-report-2014.html
https://www.incapsula.com/ddos/attack-glossary/http-flood.html
https://www.incapsula.com/ddos/attack-glossary/http-flood.html
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http://www.busybox.net/about.html
https://www.virustotal.com/he/file/55883902f0b555fb3737a3e0c9b755c2252570e59cfe3b32823d96dc5895f9a3/analysis/1443698887/
http://blog.trendmicro.com/trendlabs-security-intelligence/bashlite-affects-devices-running-on-busybox/
http://blog.trendmicro.com/trendlabs-security-intelligence/bashlite-affects-devices-running-on-busybox/
https://github.com/eurialo/lightaidra
http://dosattack.net/2015/09/13/Is-your-router-part-of-a-botnet.html
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sh

ps
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27N NN HTTP Get Flood NioPn y¥a%? - N0 N713' Oy nyan ITh X0NAN ,1N7¢ Nl

(¥n1?7 NOIN NIN [NIXY NIXNO'ON Ta'7n) N72eI strings INAIAN 72V XN .1I'7V DONWN DpTRNY

:NMAIT? (User-Agent 1IN INIXK NIvnwNN NITANN 7Y [P X7 190N

e Mozilla/4.0 (compatible; MSIE 6.0; MSIE 5.5; Windows NT 5.0)

e Opera 7.02 Bork-edition [en] Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

e Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

e Mozilla/4.0 (compatible; MSIE 8 .0; Windows NT 6.0; Trident/4.0;)

e Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.2)

e Gecko/20100115 Firefox/3.6 Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:13.0)

e Gecko/20100101 Firefox/13.0.1 Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:13.0)

e Gecko/20100101 Firefox/13.0.1

e Opera/9.80 (Windows NT 5.1; U; en)

e Presto/2.10.229 Version/11.60
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D NN DK NVIY DNDAXRN NINY¥NY NANNN 1P NIumd 1I7'Rn npTa ,N7w pnnn )7nna
DNPZNN 190N T2V 1¥191 XN 720 [NW D7 'O .NINIY NIAUND 7w 21 1%0nn [A'7X Nannn

.02 NIRYT YNO71 MNKYT 77 NNd TV NXINN NTAY .001Y

NM7¥nn NNRN NIXANW Netstat-7 XnaiT

:telnet - 160.%.%x.57: ESTABLISHED
:telnet E) :85.%.X. A ESTABLISHED
l:telnet e :31.x.x.114: ESTABLISHED
:telnet -i- :14.x.x.49:4344 ESTABLISHED
:telnet §ia :36.X.X%.70: ‘ ESTABLISHED
:telnet o2 2222 .%x.%X.237:4 ESTABLISHED

:telnet - : X 14 ESTABLISHED

:telnet = :60.%x.x.90: ESTABLISHED
21:telnet - :88.x.X. 2424 ESTABLISHED
l:telnet - s219.%.X. - ESTABLISHED
:telnet - :49.x.%.29:44 ESTABLISHED
l:telnet o :60.x.x.111:50 ESTABLISHED

[jm1 yana nnain nimiv 1P niamd nnd nika7 N1

InXy Malware-n 7y nxjp

nya Hardcoded vapa C&C-n MW .BASHLITE 7w NaNTIWUN XONA NN NNXY APTIRN NN
21N [N MONIN X'AY NITIRON 719npn

e PING

e GETLOCALIP

e SCANNER
e HOLD
e JUNK
e KILLATTK

nYT? 710 "wn D - "PONG!" naIwnn NX 1'Thn VIAN PING nTIPon NNY7w Ny - PING e
M2 Y21 701 721k DN Nnd NY T 17w BotNet-n NwN1 0I7WY DXYAL DY TV VIANY

:NAIYNN DX 'TNNY VIA? DNAN GETLOCALIP nTIj79N - GETLOCALIP o

‘ My IP: [LOCAL_IP]

2'nnin%? V127 DM NTIEON ,"OFF" IX "ON" 1'n 1IA¥NY 72T n1'n SCANNER NTIj79n - SCANNER o

NIX P'2TN7 N10171 NIYAD NIdYN TIYV INKR PN07 7'0907 IX
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http://blog.trendmicro.com/trendlabs-security-intelligence/bashlite-affects-devices-running-on-busybox/

.Technoloqgic r

7w '0719 TN VII9N) 23 VA9 NINFTRNN NIAND YA [P NIV NPNO0 MY Y¥ANN DPATIN [DIR
NNY NIty 0IISN IMIX? M2ANNNY |I'01 Y¥ann LIT NAMd Ax¥nl PRI nTna (Telnet

D'vnnhvnn

root
toor
admin
user

NIXNO'ON N1Vl

guest
login
changeme
1234
12345
123456
default
pass
password

XN OTIRON YN JIN7¥IM nnannn ANt NT'Na

/bin/busybox;echo -e '\147\141\171\146\147\164'

-1 IX 'MMRK busybox ymn n'nn 272 Narm PR DXN Fingerprinting D' N0 7"3n nTIpon
NN NANDY7 N7IYW 72177 noi¥xnn V790 D'MMN 0A'DY 7Y .N2A0N NN Y7107 TV W Honeypot

Sgayfgt" nrinnnn

TNNAITY

] Telnet 10.0.0.138 = = -

BusyBox vl. B8 (2813.84.29-180:31+808B) Built—in shell <{msh)
nter ‘help” for a list of built—in commands.

I #binsbusybox;echo —e ’“\147%141%171%\146%147%164" |

l.l..rynux vl .dag \-Llll.-) ll".l SFTAg-JL YY) L1 vall JJlna.ly

sage: busybox [function] [arguments].
or: [function] [arguments]l...

BusyBox iz a multi—call binary that combines many common Unix
utilities into a single executable. Most people will create a
link to busybox for each function they wish to use, and BusyBox
will act like whatever it was invoked as.

urrently defined functions:
[. busybox, cat, chgrp, chmod, chowun, cp, date. df . dmesg, echo.
egrep,. expr, false,. fgrep. flash_eraseall,. free, ftpget. grep.
gunzip,. geip. ifconfig. init. insmod. kill. killall. klogd. linuxrc.
ln, logger,. logread, ls. lsmod. mkdir,., mknod, mount, msh,. nslookup,
ping, ps, pud, reboot. 1m, rmmod, wroute, sendavrp. sh. sleep, sync.
sysinfo, syslogd, telnetd, test, tftp, tftpd, top. true, tty.
umount . vconfig, wget. =zcat
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File Edit View Search Terminal Help

[BusyBox v1.20.2 (D

Copyright (C) 1998-2

and others. Licensed under GPLv2.

|See source distribution for full notice.

lUsage: busybox [function] [arguments]...
or: busybox --list[-full]
or: busybox --install [-s] [DIR]
or: function [arguments]...

BusyBox is a multi-call binary that combines many common Unix
utilities into a single executable. Most people will create a
link to busybox for each function they wish to use and BusyBox
will act like whatever it was invoked as.

Currently defined functions:

[, [[, adjtimex, ar, arp, arping, ash, awk, basename, blockdev, brctl, bunzip zcat, bzip2, cal, cat, chgrp,
chmod, chown, chroot, chvt, clear, cmp, cp, cpio, cttyhack, cut, date, dc, dd, allocvt, depmod, df, diff,
dirname, dmesg, dnsdomainname, dos2unix, du, dumpkmap, dumpleases, echo, egrep, env, expand, expr, fal fgrep,
find, fold, free, freeramdisk, ftpget, f t, getopt, getty, grep, groups, gun: gzip, halt, head, hexdump,
hostid, hostname, httpd, hwcl i g 1, killall, klogd, last,
less, 1n, loadfont, loadkmap, 1 , login, log , md5sum, mdev,
microcom, mkdir, mkfifo, mknod, swap, mktemp, eif, nc, netstat,
nslookup, od, openvt, patch, pidof, ping, pi t / o readlink, realpath,
reboot, renice, reset, rev, rm, rmdir, rmmod, route, rpm, rpm2cpio, run-parts, sed, s E sid, sh,
shalsum, sha25 , sha512sum, sleep, sort, start-stop-daemon, stat, strings, stty, swapoff, witch_root,
sync, sysctl, slogd, tac, tail, tar, taskset, tee, telnet, test, tftp, time, timeout, top, touch, tr,

e6, true, tty, udhcpc, udhcpd, umount, uname, uncompress, unexpand, uniq, unix2dos, unlzma,

usleep, uudecode, uuencode, vconfig, vi, watch, watchdog, wc, wget, which, who, whoami,

, zcat

[\147\141\171\146\147\164
i /E

echo -e NTIP9N .NIYN NIDWNA 0'M"gn DRIWA 0'-Shell-n 2 0'7Tann NIapya DOa1 12T
D'UX70 DY NITNNA N1o1on (Embedded > 7y y1 795 0T1aw nn) /bin/sh natya n¥iny
NITY2 D'XIN DX INIX DXN NWT7 [N )21 ,NNIK 110190 /bin/bash na n1ixnn NN 0190
NX TN / Embedded 21 7y 0'¥1 PR IRW Ny TN DR N (Malware-n xanid '©7)w nn /bin/sh
IR NNNX DP'TA DITNNNA NIY'oIin Malware-n 7@ NRIW NIRONA1) .Honeypot-1 NI '13'0n

(N7 Npwn

myy Malware-n NN TIINY? [MVNY (tftp NTIPO DA NMNXK DNWY1) wget NTIRD YN L|on INKY

.NXMNY21 0'9'¥ONN NU7YWAY D'MIYN TNXKN

DONI9Y '9) ,shellshock DY NO'PN M1I'01 X NIXN? N Y7100 ININ 7¢ NINIY NIXONAL QAR

Digital Whisper "w 54-n I'122

[AT 77197 N'9'¥90 IP NAIND Ay DoS N9y 2'09n7 0'9IN7 NMWOXN HOLD nTI7on - HOLD e

JIXN

V2D NIYXANAY NI9'NN 770 NN NIXVY7 0IA7 DNAN KILLATTK nTij79n - KILLATTK e
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http://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
http://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
http://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
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DoS Nniopnn 10 nwitw DItT7? v1A7 M1a* UDP-1 JUNK ,HTTP niTion - HTTP, JUNK, UDP
N7'NN Ny .N9'PN 7w o a10 DIT'? NTRONW "TCP" NTIZ9N DA NN''{7 NIIY NINONAY .NNIY

:[122'02 NYTIN N9'PNN OTIY? N7WN N9'PNN

JUNK Flooding IP:POST for X seconds.

nmmiann

:D'¥'700 IR N'019N N2 |]I)J'In'7 nmn

NIN9 N'N* SSH-N pwnn IX Telnet-n pwNNY N2'0 'K .D'WINT DI'RY D'PYNAN DX 11207
DIXD N2 701722 At 197 19K 0'pPwnn NINS7 W' .NNLAXR NINYXYN 7y 7Thn NN
NYYTN Y0P [N 17X NIKAO'O .NIIYA NIDIYNN DY 7TNN 1NN NIYANY NIXAO'ON NIX NNYY
WIN1IY7 NIYR NINNO'0Y [(NNYY W' qINN T¥XNN NAWNN DIY WAIT 1'KI N TIXA

INOYW DX DA ,7)2 .7INN NTIAVN NY2 17 D'YATIN D'PYNN 701 X QIWN7E NAT NInKn Ty

.U1NVI'RN YN D'ANIA DI'X D'NN'YA DNIX - NM07I19'T XNO0'0 NNYWYT IX NIND NN'Y

qX |"yn X7 "X ,'019 DTN 720 102 IR 717 Y97 101'w nn?" 'woun vOwNN NX TaAN7? X7
7¢ NWAY NN TN DD 7AX ,TRR K MIVN X7 TN NNR DRID 70D - 101 TR TR

17w D'0IVIAN YN NIXK NN 701 7' Tan? NoINY ' DX D'y 07NN 7Y NIM¥NN NWN

JIAARN NNN2 |]IA]'Iﬁ'7 nmn

LDWNRD 2 7T7a0 'R - IRTD N21'N2NN ,N'0I5N NN0Y? D'Y2aIRN 0'9'WoN 77D R W'Y
VPN NIy¥NKX2 11 IR NIMIAR-0190 NIDWNT7 NNANNN TWOKYT - TWOKRN NT'N]

:0'X2N YARA-N '7IN DX 9'0INY V921 ,IAKRND IPS/IDS/FW-1 0'7inn X TN DTYY?

rule bashWorm {

strings:
$a = "JUNK Flooding %s:%d for %d seconds."
$a2 = "UDP Flooding %s for %d seconds."
$a3 = "UDP Flooding %s:%d for %d seconds."
$a4 = "TCP Flooding %s for %d seconds."
$a5 = "KILLATTK"
$a6 = "REPORT %s:%s:"
$a7 = "PING"
$a8 = "PONG!"
$a9 = "GETLOCALIP"

condition:
all of them

[ https://www.alienvault.com/open-threat-exchange/blog/attackers-exploiting-shell-shock-cve-2014-6721-in-the-wild-n njz71]
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https://www.alienvault.com/open-threat-exchange/blog/attackers-exploiting-shell-shock-cve-2014-6721-in-the-wild
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https://en.wikipedia.org/wiki/Network-attached_storage

