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http://www.xfocus.net/articles/200305/smbrelay.html
https://en.wikipedia.org/wiki/SMBRelay
https://github.com/SpiderLabs/Responder
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SMB Replay
IN019 AmpliaSecurity nnann Agustin Azubel-1 Hernan Ochoa bwa nnuax "pin 2w 2010 niwa
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http://www.ampliasecurity.com/research/NTLMWeakNonce-bh2010-usa-ampliasecurity.pdf

[9IX 7V LI9NAN KN .I7077 NINT 71D' NBNS Spoofing 12> Nopnn oy 17X N9 7w 27w
NN WA DYV RNPYT INRIEIRI00P P'OX T 'Tann 7w 32-n [1'7'A2 DoNID 7"an no'pnin

http://www.digitalwhisper.co.il/files/Zines/0x20/DW32-1-NBNSSpoofing.pdf

Yl AN n1Myn X0 N ,NT NN 2'NNR X7 7 Pass The Ticket bwa nooin nopnn nn''jp
T YA DY NOPY

http://blog.gentilkiwi.com/securite/mimikatz/pass-the-ticket-kerberos
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http://www.ampliasecurity.com/research/NTLMWeakNonce-bh2010-usa-ampliasecurity.pdf
http://www.digitalwhisper.co.il/files/Zines/0x20/DW32-1-NBNSSpoofing.pdf
http://blog.gentilkiwi.com/securite/mimikatz/pass-the-ticket-kerberos
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Ooooonooooo0oood ~28 BITS OF ENTROPY | | \WAS IT TROMBONE? NQ,
UNCOMMON oooooono TROUBADOR. AND ONE OF
ORDER oodooogd Qo .
(NoN-GIBBEREH) THE Os WAS A ZERQ?
UNKNOWN oo ooo :
s ‘SEI L N oooD o AND THERE b..:AS )
—— gy 2"= 3 pavs AT SOME SYMIOL...
Tr@ubddor &3 1000 GUESSES /sec
N N o B e S
. HASH |13 FRSTER, BUT T NOT whaT
7 B || SEEREREE)
oog IEFICOLTY T0 GUESS: IFFI REMEMBER:
(ommmmen  PUCE || T Pagy HARD
15 0 ONE OF & Few CoMPnl FORMATS,

~ Y4 BITS OF ENTROPY
oooooopooooa
oooogooooono
Oooooobppooooao
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correct horse battery staple

oooooooaooo

28R5" B8585° 2B38A° 5888
"\ ] / 2‘":530%/ AT
1600 GUESSES/SEC
FOUR RANDOM
COMMON WORDS DIFRicOLTY 10 GUESS:
HARD

DIFFICULTY TO REMEMBER:
YOUVE ALREADY
MEMORIZED IT’

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE' PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS To GUESS.

[https://xkcd.com/936 N17n1]]
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HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
X I
NoLMHash
[*2ya qon yTnY
https://support.microsoft.com/en-us/kb/299656

Unnunn oY niy¥nxa "nn'mn" oMalw MSCACHE 7w pfan'a - n'ipgn D'wnnwn 7102
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NKX NHV? MSCACHE-2 win'w 7017 Da [N .Disabled 2¥n? onix 011007 02 DWN N97NN TNXY7

http://support.microsoft.com/kb/172931

http://www.ampliasecurity.com/research/wcefaq.html#thisisnotcachedump
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https://support.microsoft.com/en-us/kb/299656
http://support.microsoft.com/kb/172931
http://www.ampliasecurity.com/research/wcefaq.html#thisisnotcachedump
https://technet.microsoft.com/library/security/2871997
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NI KXYN) YUK YT'NN 2y naan

nWwn aNTY 'D1 7952 WDIGEST ,"niT n2raoa NTLM md niwnm X7 nnovax niaan 7iona

.8.1 noMa'7 n7von

NYIN 2NN YIN'Y N7
"y IRT WY1 ,NTLMV2 NIVYNX2A 211 IR NINNY DINTTN TWOKRY 7210 ,NIRT NNWONN DYl NT'Rd
:5-7 DIYMIN Y2 Xan 7w Y
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Imcompatibilitylevel
:GPO NIYy¥NK1 DA NXRT NIYYY [N
Computer Configuration -> Windows Settings -> Security Settings -> Local Polices -> Security

Options -> Network Security -> LAN Manager Authentication Level
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Wikipedia - suit yourself.
:LSA Xwina

https://msdn.microsoft.com/en-us/library/windows/desktop/aa378326(v=vs.85).aspx

NTLM Rwina

https://www.youtube.com/watch?v=fyk-Orub6Kw

https://www.defcon.org/images/defcon-16/dcl6-presentations/defcon-16-grutzmacher.pdf

:PTH Xwina

https://media.blackhat.com/us-13/US-13-Duckwall-Pass-the-Hash-WP.pdf

http://www.harmjOy.net/blog/penetesting/pass-the-hash-is-dead-long-live-pass-the-hash/

17701 NIXN0'o XWINA

https://technet.microsoft.com/library/hh994558(v=ws.10).aspx

https://technet.microsoft.com/en-us/library/hh994565.aspx

:DNNN NIXNO'O |INVN XYII2

http://webstersprodigy.net/2014/02/03/mscash-hash-primer-for-pentesters
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https://en.wikipedia.org/wiki/Main_Page
https://msdn.microsoft.com/en-us/library/windows/desktop/aa378326(v=vs.85).aspx
https://www.youtube.com/watch?v=fyk-0rub6Kw
https://www.defcon.org/images/defcon-16/dc16-presentations/defcon-16-grutzmacher.pdf
https://media.blackhat.com/us-13/US-13-Duckwall-Pass-the-Hash-WP.pdf
http://www.harmj0y.net/blog/penetesting/pass-the-hash-is-dead-long-live-pass-the-hash/
https://technet.microsoft.com/library/hh994558(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/hh994565.aspx
http://webstersprodigy.net/2014/02/03/mscash-hash-primer-for-pentesters

