77N Windows 7 7w n"7yn nawaw AINK7-nomn
MBR - IR

0x3d5157636b525761 nXn

NN NOTIN YN

n7mn ny'oIn P7) NdI9N N71W9 K'n (Reverse Engineering) 1INK7? NOTIN 71INK7? NOTIN 'Nn
nomn" ™~ ,n70n yvix'a%7 0w DranINN NN7w Noyn Naon X "nomn” ox .(nama "unxY"

.NN171 207 N DNIKY D107 DADINYT NN7WUN NDWNRN 709 XN "MIINKY

n>wnn") NN XY NI 7Y NT? AT 0*2Imn RnE Nt 7N X0 "Nomn" ,ndIim nwpna
ITIXOD IX N'7'V NOWA 'I¥1) DAM 0'7ITMY7 NINN 7N'D XD "INK? nomn"-w Tva ,("nn7wn
N9 TIR7 INKY 107N [I'011 *Y72n0KX TIR N1ANY? 775 10T2 oNnY'Na N'9'¥O0 0NN DNINY (T

1 | |

200 DNMIATRD N1an 'o17'n7 INL,C 10 Nty

,D"000 NINYI 72D ,NMKRIT AN NI 9D 701 yxannah nv7i' P71 NIMKR XD OINK? N0TIN

T (1) nIkAMn NRNP ,00N01'RA YI9N

D'YNT D'DI1 YT

DAY NoIXN XIpa n

.(TIy1 0*-ring-n 1220 ,instruction NX11 ') DN'NNIT? 701'R "Tayn MIVPUDIR o

intel syntax-2 TIQVX "X .nNIT)I real mode, virtual mode ;01w 0'a¥N 701K W "72NOX TI e
JTTIAN' D3'2'2N 0'00DITAN LAT&T 7W 'RI1IN 1"ANNN DX 71207 710' 11'R MYX7 D

(0'Inx¥n 72w jnz N97NN IX hex rays X7 ,'7an0XN NN NTIA) IDA DY NTAY e



Technologic

D'wnT o'
AOINRD LIDANP'YA e
N INDYN N2ANDdN 9101 ,NYynY? .n"MYy 1Maw? 71 ' 07 72X ,python-2 DA UNNWUK e
Jrorn?
-1 N11N 0Y9S 'RY M 7D .RBIL NIX'j72 IN ,Ralph Brown's Interrupt List XIn §0I1 210 01191

.DIY interrupts-7 01191 n'7NX KIN RBIL ,mj7n 752 - 71'dn XD real mode assembly

.http://www.ctyme.com/rbrown.htm :X'n NaIndN

INAAIT? TNR NN intel instruction set o

http://www.mathemainzel.info/files/x86asmref.html

avwnn N7 "70n v

NONIN A9 ,TAynn 7¢ 01IY a¥n Nayn 77151 ,73010n1 JNKR Y773 9IX2 awnn v ntyn Ynan

.Tivi (BIOS \ Bootloader \ Kernel) o'iw Tij7 '77n ,(?wn? PCl) niw

[
=791 0"Mm' D7yM NIX .UEFI owa wTn |I]J])’J'7 1ayn U NIINNKN DY X 1MYn
I
: .UEFI 2y niand niwy? Inw'nn 1111 D X
\

197 72X ,BIOS-n T 7y Y0V TIpa Tpnni awnnn NY2y 2w (Ipnann) #7nn 2y mna? 291 nnax

.BIOS-n N2y ANX7 awnnn a¥n N an7 awn |

00N highlights |*x1 ,nXT oy !jImn ?BIOS-n nwIy Nn ,|> DX

.(Tiy1 memory controller-n 21917 ,PCI 'x1Ny [IDTY) NININN 7¢ DY DAIDI7
QNP2 M YY) NI N0 1N e

(POST-> yIT'n ?7N) MNIN 'IN'T e

.(nvram-> mawrt CMOS-> nyIT'N) N'¥IADI7 'O97 NTIAY e

.CMOS-2 "nwaw 170 '97 ,bootable device XIxn7 NnVNA DY devices 7w N'XINIK o

'Y RIN 12 0WARY [ND'TN .real mode X170 Taynn 7w ax¥na yn? 7'nnn BIOS-nw 17 0w v
AX) v 16 7122 DMAIKA Y 77D T2 D'wnnwn segmented NDTA L (Y7RI00Y [ND'T 'R)

.(0mani
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0x7C00 N2IMD7 DNIXK VIO 1NN DIWXRY 0'NA 512 X1 KIn ,bootable device Xxin BIOS-n TWXD
yn BIOS-nw qon yTm Ty (17w gnwnn DX D'7'NNN NNIX XD .N0'™7¢n DX DWY 1avnl

.21 INX7 NDT7 21wWN DL NI KX [VOIY [21D1 190N

o,

2 D*y™ 0'7Tan 1720 BOCHS I QEMU [120 DMIV7INXK DY D'TAIYY D'WIX S TX NYD
72' RAM-N 'M'MX 2wnna) 1107mya 091kn RAM-n 75 ,7wnY - 110'7mx7? ' awnn
awnnl) A20 a¥xna n'A' 12D memory controller-n ,(D'09X XpIT X171 'RAPR VTN

T (nvam X7 NT MM

Setup-n

|'a N¥pP DY NIN7 07199 0NATY DR xR . Windows 7 SP1, x64 7y TIAVX X )11 TAN )7nna

7T DIY D1ANYT QIR K7 TR ,'000 NINY 1 YN DT 7702 .awnn? awnn

MBR-n n9'wn

UNII9 DNY7 W' . T'9N 20'TA DRIYRIN D'NAN 512 XIn (Master Boot Record 7w 1ix'y7) MBR-n
,BIOS-N N1'nan - BIOS T 7y wAT1 X7 NTN UNMISNY |"¥7 2IWN 72X ,ANP2 oN'NA I'7RY TNIM
AINT? (YOI TIZN NIMNNI bootable XN device-n T 0xAA55-1 DN DAIWNIN D'NAN 512 DX

.(AamMd Nt NX NIWY? X7 0a 715' XIn) MBR-n 7w un19on XITY

N7 Windows-1 .dd yixal ‘011710 device-7 ™Mo T 7Y 'T'ON PO'TN DX XNP7 N1 0pNn'? NNn
DNXY [2MD .python NIY¥xnX2 MBR-N N9'WN 7 NdITN A'¥X N7 python JnIn N2 .NIv 1190
.PhysicalDrive0-> Windows-2 noinn physical device-n .0d7 Xaw T D2 NXT v¥a7? 0

NINT 702 12 wnnwa 72K ,symbolic link bNo Nty DA NIXA7 [N Sysinternals 7w Winobj niy¥nxa

Eile View Help

4 A Mame ~ Type SymLink
i~ ArcName . IEROOT#“’ISATAP#UUUI#{ad498944-?62f-1... SymbelicLink \Device\0000008a
o -ﬁ:iﬂ:i"emmem [ Rt ISATAP£0000#{ cacB8484-7515-4¢... SymbolicLink \Device 00000002
5} ) ) Device IE‘Root#*lSATAP#ﬂUUU#{ad498944-?62f-ll... SymbelicLink '\ Devicel 00000002
P Driver IERoot#*ﬁTO4MP#UUUU#{cac88484-?515-4... SymbaolicLink \Device\00000001
; .| FileSystem IERoot#*ﬁTOélMP#OOOO#{ad498944-?62f-1... SymbelicLink \Device\00000001
_____ | GLOBALT? lz‘ReaITekCard{ﬁSELAAE?—NES—MSE—BUSE-... SymbolicLink ‘Device\RealTekCard{6BE1AAST-T
..... | KernelObjects @Psched SymbaolicLink \Device\Psched
_____ | KnownDlls IEPROCF_)(PISE SymbelicLink \Device\ PROCEXP152
..... | KnownDlls32 @ProcessManagement SymbolicLink ‘Device\ProcessManagement
..... | MLS IEPRN SymbalicLink “[DosDevices\LPT1
..... . ObjectTypes lEPIPE SymbeolicLink \Device'NamedPipe
----- . RPC Contrel EPhysicalDri\ra‘L SymbalicLink \Device\Harddisk1\DR1
----- . Security E PhysicalDrived SymboelicLink \Device\Harddisk0\DRD |
b -l Sessions EPEAuth SymbeolicLink ‘Device'PEAUth
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.dd Dy opn'7a D'WIY AW D LIDINA D'NA 512 0'XIp VWS ?MBR-N NN D'OSWIN T¥'D L[> DX

:0'2MNY7 python ,'nNnvanY '9>

ActivePython 2.7.6.9 <ActiveState Software Inc.> hased on
Python 2.7.6 (default, Feb 27 2614, 14:13:48> [MSC v.1580 64 hit <AMDG64>]1 on win32
Tupe "help'. “copyright', "credits" or "license" for more information.

> mbhbr = open{’ssSNoSSPhysicalDriveB’ . 'vh’ ) oread(512)
2> open<’ C:ysmbr.bin? . ‘wh' douprite (mbrd
B

AINIX NNA7 ¥ ,q1wn MBR 117 ' nyd

IDA Dy 1IWUKRY NINA

X710 2NV T2 N2 D NN yalzn DR NM7 DT X7 IDA ,Jamd IDA-Q yalpn NX NN9)
32 Ti> NNA7 DXRN 7RWN DAl ,NN7¥na DATA-> 750 arxn IDA %7 .PE IX ELF 120 7Tam unioa

.Real mode-2 D'TAIY 1INIX - IMKD ',V 16-N NNWOXA 1N .01 16 IX VA

D'YTI' NNIX D ,0'N7 X7 .0 NaIMd2 7'nnNnY T'N* VINaol DATA 1 AKX ,NND) YaIpnw NK?
NINAN NI71IY9N "My DR V¥ ,[27 .0x7C00-1 7'NNn'? D"INRY
.(0x7C00 21mdY1 Edit - Segment = Rebase program :0'0"M5N]) N'DINN NAMND 'Y e

.(DATA X471 TIz M7 IDA-7 DYIA) C 7V NX'N71 IWRIN NN N0 e

TIAY' DY Y¥I1IY 70NN XD 1710 NN an? 'nnin% 0R0im NIk N nNina NA3Imn Nwd

[PX DN DNNXD D'NAN QYW 17 0'WI AKX .N07NIM N1an? Ty T 7w chunk 75 nina :nawa

L19%) ,0xAA55

2717 VYN Y2 ' 'K PN

DY NIN NU'WA NTAY IDA 2y .70 '"INKR TIj7 TXN VYN D'RIN DNRY XN1D ,C DNXYNY7 DX DX
TP NN P70 7D i) recursive descent

> Duild stack (SS:SP - 09:7C80) NIY NY'DIN DA 1197 DX IR 'R D'¥OI7 DX

oV ,TI7 OYN D'RN 1INIR NNY7 2 TR NN TR
mow

; NX) N7M Yy dna pam o'ma 7ax

» Nullify ES and DS

; (mxya mooIn nnynn

mow

mow

» Self replicate to Ox608

mow si,
mowv di,
mov CXy
cld

rep mowvshb
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:nmn

N717W N'MXY NNOoPN - "72N0K TN VIT' 730 0T .Yy XOR T 72y AX 7w 019'X :7C00 NaIND o
(D" 7Y nyown 7w side-effects Ta'm) 019'X7

N .NoNNn X77 0"MwoX 'M7a Dn'a'n'? RET-1 PUSH, POP, CALL yix'aw 17 D'w1 :NQONAN N e
nIoNN 'RYWN X7W NVAI DNTION 0MV0'ANT D'VINA0 N7 'RWN BIOS-NW N1INYT7 TWON

.0x7C00 1wn NN SP-2 D'MwI SS NN D'09XNA 271 ,N"9ND!

NNTY NITI e
DN N7X ,0x7C00 NX 1IAvNn X7 0717 NONNNY MIX 0T .NIDIM NIIN2Y7 0772 10NN e
7w 0'7'7DN 20Mm 9 Y NIoMp 7ApE'? 17 y'an ™1 ,0*-PUSH-n 0*-POP 1nI' y¥1) Jamd
QT
opcode |'KY X'n NMIWNN ?AX DX ¥ NNY 7N'MxY NOpN OV SS NIK N09'R X7 I e
.MOV X'n segment NAIX2 NY*A1 775 0TalLSS 7w nopn? o
RAM 17 w'w POST 197 yTI' X7 KIN NwWyn71) nonn 'K DA BIOS-7 :Nywywn NOITPIN e
YNTN YN 7D DR MIY BIOS-w X'N MIWNN 2VTN MNIYI NIXNP y¥an KN 'R (702
.Taynn 7w cache-n 7y 17
910N TV ™8 ,AX 7V D'aaIN 12D DX .2 INX INIX IWNY'Y ,DS-1 ES :DINKN D'VINAON OI9'N
NN NITN? X Y'Y X'D NIYNN 70T DX D'WIY I .0x600 NX MBR-n 7w 'mxy 71900 e
512 xInw ,VBR-N NX IDINN [1VVY71 bootable partition Xixn%? Xin MBR-n 7w T'poONN :T'Nyn
?von? "mx VBR-n X7 .(Dd7w C i "mrmiion”) nroanan nx'nnn 7w 0IwXRIN 0NN
NP7 Y)721INY N 21T 071,017 17 NIR9Y7 )X URINY IR A1 .0x7C00 :nywywn NaIvn
272aN0K W NTINNN NITIPO9A WIN'W ?NIRT D'YIY 'X .'NDNN T2
.0x7C00 7y ,117¥ Nj7NA ,NIPAN NAIMD 7V Y1a¥n7 MK SIMIR e
.DWY7 TX ,0x600 7X D'7'Nyn .TV'N NAIMD 72V v a¥n7 ANX DINAIX e
ADIN72 0x200 IR 512 ATY ,7'MynY? Y'Y 0'N2N 190N DX 701 CX AN e
NI7WO 7w 1N 7Y y'owny T INT 7N X Y .direction flag-2 0 nnw CLD NIz
0'Na 512,717 1900 12 07N 1NN TR 1 DY A DX RN DTIRON 1A NTNNn
2 direction flag-n NX 'RWN BIOS-nw N7 7V NNON7 'R ,"MINKRY '93 In1inx
.CX-2 21mdw n'mysn 190n> MOVSB 7w yix'a XIin NN77 171nw nn .REP MOVSB yiIxa e
direction flag-nw NMna) Dnaw nX 7'7ani DI 7X SI-n N2 7'hvn 7wy MOVSB nn

.(Amx> ,09Ixn
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.0I202 D'RX¥N] DN P71 ,0vaxn 0N DI-E SI AR NXZ D' CMINKRY NN CINYTY AT e
197 D'0INA0N NX 09X7 DA AUWN ' 7 .ES:DI 78 DS:SI-n 7'myn MOVSB ,nwyn?

In'myyn npnynn

.0x600 78 MBR-n NX p'Myn |21 N0NNN ,0'01NA0N 7W YR 72INNK Y¥12 TIpn Yop :0DI1>'o
INIX ,nwynY? 10x7C00-2 y1 |*Tv n7w TIpn ,0x600 7R Pnyin MBR-nw '© 7y qrw 17 0'w7 21wN
N1 ,("M7190) nwyn? .VBR-7 DIzn n19N'w Nan 7y 0x7C00-n "pin 7'oon" 1IT N7W TIPNW D'OX¥N

TIPN QWNnn DR N7 nN'xn X7 IDA-W N2'oN DA IT1L1'WDY NNPE'7 171N Nn pirma

2CS-2 n'wan )'X X "2 p'in

((T7a "0 7w nnvnn) Xan (Nypen) TiEn yopa [piama nan

.
s )

; Long jump to @8:861C, changing C5 and IP by RETF

H
push ax
push
retf

NN
real -2 N2 D'YNIYAN D'0INAON NX N0D'RY 17 INY D32 2N 'V “TN .TAN1 PV NO W'
.CS NaIX 78 N amdY N X7 L,IP MIK? nanimaw 27 m'y .CS NX nunwin 72X ,mode
?CS oy D'wIy NN 72K, IP NIk NR nnwt 1 JMP-a o'wnnwn 77 1T
10N N7 2%wa 0 'Thn AX-w 1IDT1 .N1onn? AX DK D'ONIT e
.0x61CynPn NN D'ONIT e
far -n DTN Ny¥an nwyn%i ,RETurn-Far 7w 1ix'7 X'n RETF nTizon .RETF D'vxan e
RET yxIan Nn"non n'Xjon TWKRDI .nionn? 1P 7w dy qnm 70 call-a .call
RETF yx1an 2WKD 271 ,("7 1T7021) IP-1 CS 0'onT far call-a .pop IP y¥xan nwynv
CS 7w 1D ,RETF-n "NX7W IR DT .pop CS-1 pop IP NITIPON nwyn? Niyxian mx
.00:061C namd2a NNl NNIX , I ,0x61C N IP 7w 1>7w1 0 N
TIPN ,90M .11'9XY '9) ,MBR-n 7 pniyn 78 N0MYUN NNy nwyn? XD ?Myn Nt N7 e
-1 ,n17) ,0x7C1C namd ' ,NOP n'n RETF-n 17'kw 17 n'w !0ffset IMixn 'wnn
offset IMIX2 NXx¥NMw ,0x61C NAIMND7 pIrTa 0'RNN AT .MBR-N Nn'7'nnn 0x1C 7w offset

.MBR-n 7¥ pnivin n7'nnn
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nIoX? N7 X7 IDA-W X' TIg W' RETF-n ONX7W N7 nn'xn X7 IDA-w D7 na'on e

Tnn 0 7' AX-w n1an IDA DX 17'9X ,nwynY? .axan MIwy "1'7'8d" Yo RETF yixaw

-0 PNIY RX¥N) DWW NYT? 0T 72 IDA-7 nntn X% ,00:061C NamdY? yiop' RETF-n TNl

.MBR

2NN 121 [9IN2 DNAT NINAY 1217 TV AT .0x600 NAIMDY AW rebase y¥11 NN X7 e

.(C wizn v Nx'N7) TIP7 RETF-7 NNNNY 7700 DX 1'A1 ,90112 .N'ONA AT Yadn 7nn

nI'aY% X7 IXN nixX'nn :'a g7 n

7v 71201 (121 7In'Ra) Nwod partition table-n 7w M1WKXT 110192 TN NYONN YW AT 70 07190

A0pONY P2O'T 75 7ui192 AN ,MBR-n nN9IXNAY 0N AT D YIAT AW .MBR-n N9I¥xnn UNISN

.INTI bootable XIn 0xAA55-1 A1 12 [IWRIN

RN

2 NXN 'OX77 MBR mian

Offset (HEX) Description Size (bytes)
0x0000 Bootstrap code area 446
0x01BE Partition entry #1 16
0x01CE Partition entry #2 16
0x01DE Partition entry #3 16
Ox01EE Partition entry #4 16
Ox01FE Boot sighature (OXAA55) 2

VIOX 2'TNNY? MBR-n noI¥n .0xAA55-2 D'M'"on [XWI 0'NA 0x200-7 9102 D'YANY NINIY? TWON

.02 16 NODIN NNIYWA 72 UKD ,NIX'NN 1Ay NN
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D2INI IV TIZN MTRA NOY 7% 071D 7¥X 72K ,MBR-7 DIV D'ONID W' ,nWyNY? :T¥ Nya

\]
|
1
partition entries-n DIP'!M ,0"aNN 791 ,Mjn 92 .TIVI 70T NNTMN timestamp 12> D901 |
|
|
|
1

("ox7"-n MBR-n KINW) [XD a¥INW N1an? compatible 071> 371 ,offset INIxa IxwWA

e

?20nIwn N'R1 YD ,|2 DR

Offset (HEX) Description Size (bytes)

0x0000 Status byte (MSB = 1 means 1

active, 0 means inactive, other

options are invalid).

0x0001 CHS address of first absolute 3

sector, by the order to Head,

Sector, Cylinder.
0x0004 Partition type 1
0x0005 CHS address of last absolute 3
sector

0x0008 LBA of first absolute sector 4
0x000C Number of sectors in partition 4
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sti
; Make BP point to the first partition entry

; Partition table (which contains up to 4 entrie is located at offset @1BE from the MBR
» Since MBR was loaded to 7C@@ and relocated to , the partition table is at @7BE

mov CX,
mov bp,
; Check out partitions

; First instructiom is CMP because we would like to check the M5B as well as

1blNextPartitionEntry: 3 CODE XREF: s
ptr [bp+a],
t 1blFoundBootablePartition
; If the MSB is zero but the status byte isn't zero, the entry is corrupted
jnz 1blInvalidPartitionTable

; Move to the next entry (each entry is @x10 bytes)

add bp,
loop 1blNextPartitionEntry

; In this point, we've exhausted the partition table and didn't find a bootable partition
: Reboots the machine using INT18

int 3 TRANSFER TO ROM BASIC
; causes transfer to ROM-based BASIC (IBM-PC)

; often re s a compatible; often has no effect at all

.ninm"

JI'09 NIWNINN ORN YaIR 0T 7227 .interrupt flag-n NX n2ynw ,STI 0'wx¥an nIWRIN NIl
nwyn? WnIx N1 ,0x0600-2 X¥N1 MBR-nw 11D11 0x07BE 70wn NX BP 1M1 D'AY ,[oN NKY
wniwn CX 790 012 .CX-7 4 ¥ nnwin mw' 90111 .IWKRIN Partition entry-n 7y y*axn BP-v
.D"MYONRN entries-N 190N KIN - DA [2M NIFN7 X 4 19000 .Y

ndN2 PITA7 N'2'w' 0T NRT .(status byte-n) 09X7 BP 'T' 7y yaxmw [luxIn NN 7v axnwn
oX .SF a1 OF Da ,ZF DA DN D'YSVINN 072N D ,X7 IX 09X N7 DXN DAl MSB-N NX DA NNKX
.bootable partition Ixxn 1AW N ATY 7'01 P71 ,Y197' JL-0 TR 17T n'n MSB-n

a¥N INT L|MIXY 9D .0ON 12X status byte-n DAl 12D NN MSB-n DaW IR DT oI JNZ-n DX
' X7 partition table-nw N7 7y ["'22Nnw WTR? Y1971 D71 70 K7

,LOOP yixml (entry 7T12) 0x10-2 BP N7Tan ;XN partition entry-7 DA Tn NIXAN NNIYN ‘MY
,NTN 1I9'0N NX 0'MYS 4 Yx¥27 7211 INIXK DT .09X NI'X KIN DX YOI7I CX 1Y DX |'07NY NN
JINIYIN 19017 '0I7NY D'RNNY NN

.MIPNY reset YXINNW 12) 117 2N - 22 N7NK KN IDA-Y 10 LINT 18 nyx¥an NXan mMivn

Nj7'09N NN 7V V'Own 0"10N MAIX UKD 7wn? ,u¥an' nn nyT? n'713' X7 IDA 0'y9? ,NNT DY
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;0N DY 'K QI RBIL IR Ralph Brown's Interrupt List 78 nnon? |"Ixn a1 01,27 .nw1y

.0'N¥N1 DMATN 2N 72X

N7 .PnVINn MBR-2 D'RNNN entry-7 y1axn? Imx BP NaIX ,partition table-n 11019 INXY? :DI>'0

.(IblIFoundBootablePartition N2 "My UTRN) INT 18-0 INX7 MWL N'DINN 7w ax¥nN 7Irm

?CHS IX LBA :"T p'In

:(D1192 72D YW NNYN) TIEn Y

; BP (which points to the bootable partition entry) is used to save various data:
Offset The drive number (DL)
Of fset= Whether READ extensic
Offset 11 The number of read tries

; Backup BP on the stack since we'll use an interrupt, which doesn't save BP

1blFoundBootablePartition:

mov [bp+2], dl
push bp

mov 1=

mov 1.

; Check for READ extension availability for the drive number in DL

mow ah,
mowv bx,
int ; DISK - Check for INT 13h Extensions
; BX = 55AAh, DL = drive number
; Return: CF set if not supported
; AH extensions version
; BX AASSh
; CX Interface support bit map

; Restore BP

NN

790N NX 1INW1 .YTN [I0NX7 0'01) BP-1 D'UNNWN NNIYRIN NNIYA Y2IXL D NIKNT7 N e

.AMKXNN] ,0x10-1 0x11 n*-offset-2 0 190NN NKXI 5 190NN NX MWL 09X 7w offset-2 |1DN

[2N7 72 ,JONIRY NN NTY VIYD 15T Yad 72X ,N7RN 0-n1 5-0 7w niynwnn nn 'MNNt 11d

,NYXY7I - NP'0D D'YXINY N72' )0 NN Y'Y'W ' VI .n1onn? BP NX 0'ONIT 90112 .YITn

X' N1IONNNI ,INT DIZNA IMIX NYY? 21Wn L7 .BP MK NI 1YY ni*NNn X7 NI7'oo
.NT7 DIzn N7NN

117 AIXN7 NYTIM N1an IDA .nnXY Np'o9n DRI NR'097 N1dN NIYXAN NIKAN NNIYN WUI7Y e

NP'05Y NT NIPNA "X .7N1Y7 [An7 "1 RBIL-2 w9N'7 DA TWON 72X ,NYIY N?'09N NN 1T

T 7V K171 TNI) X7 IX LBA 2100 X2 NIN 70" TN DRN NPT nwyn? (read extensions) IT

.(CHS
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Jnonninn BP IR DNTNWN 9I01 e
,OXAAS55 'Tn* BX ,X01A 1900 2'TN' AH D2 NITNY MK 1 117 DnIX IDA-w 27 D'WY Ny e

.(CHS 7217 ¥ TX1) Nd™MN 'R DR 2177 e CF - 21N D1 DRIY 0727 'R CX NN

NNMIP Y¥A7 MY N'01TIoN NO'WN NITI Cylinder, Head, Sector 7w 1Ix'7 Nt CHS T Myn

NID 17'8D 270'T7 on"Nnin'? Nanil (Logical Block Addressing) Wni' nwTn n0'w X'n LBA .j70'T 7w

e

NYIN 7Y N1 TV - N"MY? NNX NL'Y "2 nnn7 0T W' .0'N2a v vn

:LBA IX CHS X7 IN11 DR PTIAW XaN 7707 1'wn)

; Carry flag is set if READ extensions are not available

; BX should be @xAAS> on a successful call

; LSB of CX should indicate that the support bitmap is suitable

; If all of these apply - mark that READ extensions are available im the (BP+8x18) byte

jb short lblPerformReading
cmp
jnz 1blPerformReading
test
jz 1blPerformReading
e ptr [bp+ 1
E )
; Backup all general-purpose registers

H
1blPerformReading:

pushad

; Check if READ extensions are available
; If not - we read using CHS
; If we can use READ extensions - we use LBA

:NIMn
yopn NN NT) BP-n 0x10 7w offset-2 NNT |"X' KIN .X7 IX ND'NN W' DRN 7T [IYRIN 21720 e

NINAN NIPTAN T2V DRT NI KN (17 |2am Nt byte-n 7w T'ponn 12

JByixA T W CFnpp'1a e

.OXAAS5 9DON BX PR D N7 TA e

17¥ niynwnn nn RBIL-A 21T2%7 Dnmin .CX 7w LSB-Nn N7'Ta e

.PUSHAD "1 v D"7'70N DMAIXD 70 7 NO'NT yxan Xan 721720 e

0x0661 78 NX7n D'D'wNN ,NONK .LBA XINp7 "woX 'R DX IbIReadCHS 78 D'xOI7 ,q1017 e

.LBA nx"y? y¥1'7 NO¥I DYI

.CHS IX LBA - nXan NX"j7n NX VY¥1'7 0'20IN 11NIX 12W 2¥NY7 VAN :DID'0

7¥ DTYN MWW INKR7-NoTIN Windows 7 [IwX 770 - MBR
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axnE 'n pin
N2 TIpn yop |70Y

; Build a disk address packet on the stack
[51:] 3 5ize of packet (@x18 or @x18)
a1 3 Reserved (@)
a2 4O Number of blocks to transfer (1 block)
a4 0 Transfer buffer (08:7000)
as QWORD Starting absolute block number (bp+8 is the LBA of first absolute sector)

push
push 5 dword ptr [bp+2]
push
push
push
push

; Perform the extended READ in LBA form
; DL is the drive number

mow ah,

mow dl, [bp+8]

maow si, sp

int ; DISK - IBM/MS Extension - EXTENDED READ (DL - drive, D5:5I - disk address packe

; Backup the flags on AL
; Dispose of the disk address packet from the stack
; Restore flags from AL

lahf

add sp,

sahf

jmp short 1lblPerformPostReadValidations

‘N1
qwon ?disk address packet nT nn .nnaonnn 7y disk address packet X' jlUXIN NN e
,70'TNN NXMPA NAITYW RN RBIL-2 wio'n .AH=0x42 ny int 13-7 0'XIP )2 INRY NIXY

NIN7WUN YIX7 [XD IRNK 72K ,N12NN DX MY .LBA NRMj7a NI 0'70'Ma

Offset (HEX) Description Size (bytes)
0x0000 Size of packet (0x10 or 0x18) 1
0x0001 Reserved (0) 1
0x0002 Number of blocks to transfer 2
0x0004 Transfer buffer pointer 4
0x0008 Starting absolute address (LBA) 8

[11"% N7T2 nonnn D ?7nn% NI9n 1T02 7aXR - D'RNNN VTN DR D'ONIT DRY NIKYT7 TWONX

-0 T Y Nyavinn NAMdN Y TR 2172 7w 00:7C00 7R NNMIpP YX¥IIW DX LNIDIMI NIIMmdD

7¥ DTYN MWW INKR7-NoTIN Windows 7 [IwX 770 - MBR
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Namd pITa AT ,0'RNNN - partition entry-n %y yQaxn BP-w un .BP+8-1 X¥niw DWORD

.LBA-n 7¥ n7nnnn

IR 097 NN NN PR .ARNPD DR YN YXan YN 77nn e

win'wn .SP-% 0x10 7w nooin T 7y disk address packet-nn n1aonnn NX npm 'whwN 77NN e
nyx¥ann ,q102%7 .ADD-n n71v9 INKX7? NIINWNY 0277 DNA7 X7 1D nwyd SAHF-I LAHF-2

.CHS nx" 7 nunimn (0x0687) NX2an NAIMd1AY [1n ,(JMP) Npian 'ma nx'op

NNIT T NN Y720 19'onw A7 ' .CHS-N XM NIX DA NN AT 27wA

= drive number, the disk number previously saved imn the (BP+8) byte
= head, from the partition entry

= sector, from the partition entry

= cylinder, from the partition entry

1blReadCHS5: 3 CODE XREF:

DISK - READ SECTORS INTO MEMORY
3 AL = number of secto ea CH = track, CL = sector
DH = head, DL = drive, E5:BX -»> buffer to fill
; Return: CF set on error, AH = status, AL = number of sectors read

NN
- partition entry-2 win'w? 1% n'w .00:7C00 NaIMd N7 ,1 XN NXNP7 ONIVRFON 1D0N e
DDINNN WIN'W7? DA 17 IN'w .0'M'RNNN sector-ni head, cylinder-n NX 12 NITYNN DANIY
JINX DN AL-2 DAl AH-2 DA 0Dy D'WY "D AX MK
NIRPN 210 AW |27 .ARAY ANYD OX D71y CF NIRMPN "My IR Q7 0'W?7 DIYY TN 12T e

N7 IN DN IRAY DN DR 21727 215 CF-N 79 DR Y¥ANY ,NAINDN NNIK? D19IN

7¥ DTYN MWW INKR7-NoTIN Windows 7 [IwX 770 - MBR
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1blPerformPostReadValidations: ;3 CODE XREF: s
popad

; Carry flag is set on error
; If an error occured, decrease the number of tries in the (BP+8x11) byte

jnb ort 1blVbrloadedSuccessfully
dec te ptr [b 1
jnz 5 t 1blResetDiskAndRetryloadingVBR

used the number of READ attempts
; If DL was , then we present "error loading operating system” and quit
; Otherwise, we try again one more time with DL=0x80

cmp byte ptr [bp+2],

jz 1blErrorLoadingOperatingSystem
maowv dl,

jmp short 1blFoundBootablePartition

H
; Backup BP

; Reset the disk number and restore BP

;3 This is done because interrupts don't maintain BP
; Then, we perform reading again

s J

1blResetDiskAndRetryloadingVBR: 3 CODE XREF: s
push bp
xor ah, ah
mowv dl, [bp+@]
int 3 DISK - RESET DISK SYSTEM
3 DL = drive (if bit 7 is set both hard disks and floppy disks reset)

short 1blPerformReading

NN

D'W7 W' (NP N7'NN 1197 wnn) 3 197 1DNYYW D00 DX WTW? 1D POPAD D'vy¥an e
DR ORAY DNYD OXR UTY 2177 A CF TX,022T0 MAIK IR mwn X7 nTw 17

n'no1 ,NNKX .IblVbrLoadedSuccessfully nX yI9i71 ,'123 CF-w njpn2 JNB 'T' 2 CF IR D'PTIA o
NXP [I'01 Y¥11 X7 DX .09XNN KIN OXN @172 BP-n 0x11 7w offset-2 nfan 7w wn NN
NXPZN NII'0Y 190N NI ['¥N KIN P71 ,N7NNN2 5 YN DX 12 NNYY NN 21T 0T .01
JaNntomn

Y19i71 X ,(BP ' 2 yaxinn IwXIN N1 1waw) 0x80 1o0n device-n XNj7 11'0'1 UKIN DX @
NN o1 ARMP |I'o1 y¥11 ,NNK .blErrorLoadingOperatingSystem 'MX 7 n7w namdY
Y'y 1aNon 7ax ;)97 N2'on NX RIXn? At 7 N7 70t device-n Nt nn .0x80 190n device
hard-coded |9IXQ 271 ,boot-2 DL MaIXY7? device ID-n NX |12 D''ayn K7W DY'axd 0'-BIOS
JIURIN ZOMT-TINNNA NN [1'0" 0'YXAN

TAN) OINN AXNPN [I'0'IN 77ND NWYNY7 11Yan [XD7 .70 T7 VOM Y¥I1 NT YUPA |NNRN 7N e

.nX¥Y Tya 127N *72an0KRN ,TRIM TRN INWN XD 'K (MmN ,nwmn inn

7¥ DTYN MWW INKR7-NoTIN Windows 7 [IwX 770 - MBR
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2nTana ' g'in

.(MPnynn NXY 0x0756) Nn"'pY NT'NN NITYINON 7R YI9PAI 'UXKIN TIPNN N9'0 NLVOI NT 7N

.(retn-2 mnrnon XA |2 Md1) DWY call D'YYaNW X'N ANITYND ITW AN IDA-W 737 naron

ardInput proc near
sub CX, CX

1blKeyboardPoll:
i al,

5/2 Mo
receive ) timeout eneral timeout (Rx or Tx)

transmit timeout | MOBF 0 output buffer full |

yboard communicat inhibited

@=68h was the port last written to, 1=6 as last
distinguishes reset types: @=cold reboot, l1=warm reboot
1=input buffer full (keyboard can't accept data)
1=output buffer full (data from keyboard is available)

jmp

and a

loopne l1blKeyboardPoll

and al,

retn

WaitForKeyboardInput endp

?0tn N2 N n
X717 W pn ANK7 .(QANpa T 7Y 12T) CX 7w 019'R D'YXaN MITXN9N N7'NND. e
.0'0"2N IT'O NN V97 YT NN IDA 1177 .keyboard controller-n 7w o1VVON NAWN o

.http://www.computer-engineering.org/ps2keyboard :|x> o011 120N

ANPANQTINT 72V DA .ANTR D' 2 NX'97 e
DT77n0 7w OUT yxa% [N oxn |*¥xn A1 02 @177 (IBF-0) 11900 0'A DXN NPT e
AIY'NN NRXIN OXI 09X X7 NXIN OX .09X NIN OXN D'PTIAI TR CX W WD IR D' TIm - e
19011 N'¥I0'R D'YXIN 09K NN'N K7 NNTI7N
"NaIL" ARYINNY MNIX N7 AL M2IX2 ARXIN 'TNNY *TD and AL, 2 21w 0'v¥an (0x0760) 9101 e
(27NN :075'N1) |17wWd2 ANK W1 NN7¥NA 0 NYTTRR NITYNSN 17D ,0 ' IBF-n DX
.call yxaw nimn 78 NITN NI V'TNN retn YIX'A o
[X2 NN NN1MNN DM 65536 NX7I7N DR Y¥A7 YT 7n7NNna CX 7w OI19'X D'YXIN VITn e
DY NX 7T TR 1 CX DX 0TI N'Non loopne-w 3 7vi CX 7w wraparound-n 7y
mavwn DA™Y D7 TAN YW DY 71027 N7VIN DNoN DKW A7V L JMP S+2 Duxan yiTn e
;N JMP 27 NOP Dno |2
.NOP "wxn JMP yx2% clock cycles "nir n17 :jinth e
MNAYWY instructions-n 72 NX NI717 "MMR JMP v :prefetched instructions-n 2N 'jpa e

.N1D side effect '8N NOP-7 Tiva ,Tavnn 7w pipeline-1 prefetching

7¥ DTYN MWW INKR7-NoTIN Windows 7 [IwX 770 - MBR
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NN NNVNANY NI 710* .timing |*2y2 MM (]121 NTY 'WIY TV NIV K7 IX) 70 nywnn e

7NN NT77NN 7w 19XAN NTOW sleep YIXA [NTA *2INW NAwNN NN "sleep” 7w 210 y¥a7

NINY DIMR DNIX L 'PN A0 1wy TV flow-n DX .(0xX06BB) '"wXRIN TIPN 7X NITN? TWON 1'WdY

XAn 0IpP'na

55

The VBR is supposed to end with @xA
Since it's loaded to 17008, the 1

A
a

st word

1blV¥brloadedSuccessfully: ; CODE XREF:
rd ptr ds: =
rt 1blMissingOperatingSyst

:0"M2aon
.OxAA55-1 D"'NON7 NINK KIN )2'971,00:7C00 7X |y01 VBR-N

.("missing operating system") "NX VTR 7X D'¥9Ij7 , X7 DX o

NIVIYD NNIY NNd TIY NIYXIAN [dn INX7?
ave [BP+8]
push word ptr [bp+8]

Wait for keyvboard availability

call WaitForKeyboardInput
j short 1blKeyboardNotAvailable

000
.Drive-n 1901 n'nw ,DL 7w Miznn Wi Mmwa 0w 00017 J[bpl-a Wi IR DNNIY - e
.("9 input buffer-n) NN7¥n 7w NN 0 N'TNA XD .ND7YW DITXNON IR DRI o

.(happy flow "y ,075'N) "NX DI/ X INZ yiIx2 e

20 792 NI )2 7V KNP AN 0Ion nmipnn TNX DTN 7Y Nexoan yxa? 'nna [xon
:IXD ,Art Of Assembly 7w
https://courses.engr.illinois.edu/ece390/books/artofasm/CH20/CH20-2.html.
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N¥NNX ,TLDR-N 'wax 11y

17702 Awni DRN NI7 DY TNR NT70 0Y NTIAY7 0'o''y 2 DIy e

.Control port-d yIT' DA XIN1,0x64 VII9 DY DXN NI72 DPINNY 9'¥N DY 1277 [N e

.Data port-> yIT KIN1 ,0x60 0II92 DMATA NT7PNAN W O'YxN DY o

.control port-n 7u 0xD1 X'N 12'V2A ININX ["IVNY NTIZON ,N'O'YO0 @

NT?mM 72m DTy 17 "midoy" BIOS-n T 7y IN7INY NIR'odNN 7N 17 D'wl TY DD

12717 MY P71, 01y XY

; Keyboard is ready

BIOS-w NIj'0o [aw! (117w NITXINDA ITD NNX 12D 'R ,NWynY)

JDN'Y NT77nn Dy

; Write a data byte to the keyboard in order to enable A28 gate.

cli
mov
out

call
mov
out
call
mov
out

call
sti

; BB42 keyboard controller command register.

i Write output port (next byte to port 68h):

1=keyboard data line pulled low (inhibited)
1=keyboard clock line pulled low (inhibited)
enables IRQ 12 interrupt on mouse IBF

enables IRQ 1 interrupt on keyboard IBF

1=mouse clock line pulled low (inhibited)

1=mouse data line pulled low (inhibited)

A28 gate onfoff

reset the PC (THIS BIT SHOULD ALWAYS BE SET TO 1)

7:
b:
5:
4z
3:
2:
8=
a:

; B:
WaitForKeyboardInput
al,
» al ; 8842 keyboard controller data register.
WaitForKeyboardInput
al,
al ; B842 keyboard controller command register.
;3 Pulse output port.
; Bits 8-3 indicate ports to pulse.
WaitForKeyboardInput

:0"Ma0n

JI'09 Ny CLI yixa e

NKX 737 data port-n 78 ANd>"'W Xan N'an .control port-n X 0xD1 NA'MD ,'NNLANY '9) e

7w mN1N XN .data port-n 7y OxDF D'anid pn INX7Y 17 0'wa LIDA-Q ny'DImn nivnwnin

.IRQ 12 interrupt on mouse IBF TA7n 0'72TN 72 NX D'7WNW TNIKY Nn ,11011111 x1n 0xDF

7¥ DTYN MWW INKR7-NoTIN Windows 7 [IwX 770 - MBR
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D'7"7 Y "¥xnw (0 XIN LSB-n OX) 1 0 X' NINIDN D712 YWKRD ,0"YIN'Y DT NNd DIY!

.A20 gate-n NX

nno? N1 oxn vaipw (1) memory controller-7 7702 [vmnw 7271 InT ?A20 gate ININ 1NN o
.(u12 20 7yn) NN NO'T NIAMDY

MIX DY D119 real mode-aw 1N .[N'T-2NMN W Nan? W Y N7 7w 01 20 VITD e
NINI7 NMIXIT7 NWA7 N1 ,0 16 2NN KN AR DWW [1rnl (ES:DI :7un?) offset-1 0'0a
7w Nan 20 Tiya ,0x10FFEF X' 72 A'wn7 NIY N7RN'0ONN NAIMDN) NANn NI NINAA
.(OXFFFFF Ty nW'a DMWONNA [IND'T 2NN

NN NAND 7 NN MR 'Y NN P71 ,NaImd [Iv? otz 20 0 awnn? 1'N1aya e
n'ndNNIL(0XFFEF Namd? nnt nn'*n 0x10FFEF Namd nNX ™9 ,7wn%) wraparound Xin
NIQND 19011 TUKRD NKY NdMN 7Y WMw? X A P7 .nTh wraparound-n NN 17¥1

17T A20-0 72T |2 DX K'7X "W wraparound-nl (286 'awnni) Niniaa [Nd'7

N'NY NT77n%7 N1non OxFF N2'nd .NI'09 DTNni control port-n 7y OxFF DQanid pn WNX7?
.(IxN DR ,commit 7w 10 1'MT) N7 1AN2IW NITIZON DX "NIMw7?" n'71o!

JPNN DTN 7w 198ANY DN DT 0o 9D NRY L [amd

NNUDN7Y NITYN9N WURIN DX D'N9I7 YD I'78Y DIznY 11¥9pY NIXKYY N1 pn NRY

DUN NX Ml P77 best-effort X'n A20-n NPT TMY?7 N [Xon .Nwm

.0'xnn Nt 1nwn? IblKkeyboardNotAvailable

8042 NIT7j7n Mpnaw X' NAIWNN ?NT77Nnn 0T N2 A20 gate-n KPIIT VI STX 1Ay

219'07 'RANK N'NW AND-N W 7y nu™w? 1" "ip'unn" X L,'9 pin n'n

A20 -2 no™WY AX=240X Dy int 15 Nj7'09 D'YNNN NI DTN 0-BIOS :nvon T¥ Nyvn

.01N0I'XAI RBIL-2 KI¥XNY [N QO YT .gate

Py
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IVBR-n 7N :'T p'7n

:(DYon JNX N¥P) TIEn [70Y

1blLogTPM: ; CODE XREF: seg00®:e6Cal]

segBbo : B6ES i 3 Trusted Computing Group call - TCG_StatusCheck
Return: EAX = @ if supported
EBX = 41584354h ('TCPA')
CH:CL = TCG BIOS Version
EDX = BIOS TCG Feature Flags
ESI = Pointer to Event Log

and eax, eax

jnz short 1blMoveControlToVBR
cmp ebx, 'APCT®

jnz short 1lblMoveControlToVBR
cmp CX,

jb short 1blMoveControlToVBR

Change registers by pushing and then performing POPAD
: Order: EDI, ESI, EBP, <ignored>, EBX, EDX, ECX, EAX

push ET = : (EAX)
push large » [ECX)
push large » [EDX)
push ebx » [EBX)
push ebx » (ignored)
push ebp ; (EBP)
push large » [ESI)
push large » (EDI)
popad

)
; Change ES to @

push
pop es

; OxBB87 = TCG_CompactHashlLogExtendEwvent
E5:DI = Data buffer to be hashed
ECX = Data buffer length
EDX = Event number (PCR number)

int : Trusted Computing Group call - TCOG _StatusCheck
Return: EAX = @ if supported
EBX = 41584354h ('TCPA')
CH:CL = TCG BIOS Version
EDX = BIOS TCG Feature Flags
ESI = Pointer to Event Log

1blMoveControlToVBR: ; CODE XREF: seg@0@:@6EAT]
sepg@dd:06F3l
pop
Xxor
jmp

Restart the machine

int ; TRANSFER TO ROM BASIC
causes transfer to ROM-based BASIC (IBM-PC)
often reboots a compatible; often has no effect at all

NIYIY DINKZ-N0TIN Windows 7 [IWKRY 270 - MBR
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:0Maon
NNMP 1T AN - int 1A-7 DRI AH=BB TWXD 77D 91X .AX=0xBB00 DV int 1A-7 nX"j? o
Q02 72N ,Trusted computing group-n 7w INX2 DMAT NIXN? At N¥p N7 TPM-Y
DIWYT D'OXNYW NIRTTZ TWOK - 7701 Nd'MN W' DXN D'PTIA TR AL=00 TWXD ,N'9'¥90 .01 TNON
- 1TNON X7 DRYW NIXY7 TAM .(CX 78 D'nwnw 0x0102-n n1) 1.2 X0Na 190171 D'PN TN

.0x0727 I nn'T O'XO1p VIYO

DMAIND 7Y 2TON NX XN777 "ayn 72Ima DpNN XD 'R .POPAD TXI NI9'NT X7n vIx2 D

.POPAD-7? NX"ZN OV N11oNNNN O'RXnv

- INIX NYUVN IDA-Y NIXY7 OXaN XD .AX=0xBB07 Dy int 1A 78 nX"y71 0 NirnY? ES 'y o

IDA-¥ X'n N'YLN7 Na'oNl L7701 TCG_CompactHashLogExtendEvent n'¥j?a197 nX"7a 1IN

nYXIN IT AYNAA9 LI7W DTIEN WD 7Y Ndnnon X' P71 MINnwn AX Naikg "nran" X7
:IN> qon yTn .TPM-n 7X event 7w logging

https://www.trustedcomputinggroup.org/files/resource files/CBOB2BFA-1A4B-B294-

DOC3B9075B5AFF17/TCG PCClientimplementation 1-21 1 00.pdf

197 n19NTY 11DM ((00:7C00 78 12d Aaniw) VBR-n 7x "NiMmnx navn" o'xin 0x0727-2 o
221 .DH nX 0'09xnl POP D'y¥an 1'wdY TN ,drive number-n NX [IYXIN N2 790w BP DX D

.VBR-N "7X far jump n'yxan |xon .drive number-n n'n' DL M2 ,mpn

17X reference DIw 'Mrxn X471 ,dead code N7 .pn WNKY7 int 18 y¥xanw Ti DA W' .
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nnwa - 'n 771n

[N NTNA) NRAYN DIYTIN 7W D09 TNN ,NwynY? - NIWY? nin7wn nnd 17 ¥' 22X ,1n"o nwyn?

(N

; CODE XREF: se
:glffsetTable+
1blPrintMe geAndHang

1blErrorlLoadingOperatin em: ; CODE XREF:
mow :p0ffsetTable+
jmp 1b1PrintMe gelAndHang

1blInvalidPartitionTable: ; CODE )
mowv al, ds:g0ffsetTable

ndHang : ; CODE XREF:

xor ah, ah
add
mov
¥
3 Load the next character to AL and increa
3
1blPrintNextChar:
lodsb
3
; If a NUL character is found - finish

3
rt 1blHang

Perform TTY write
BX = 7 (gray color)

mov
mov
int 3 - VIDEO - WRITE CHARACTER AND ADVANCE CURSOR (TTY WRITE)
3 AL = character, BH display page (alpha modes)
;3 BL = foreground color (graphics modes)
Jmp short 1blPrintNextChar

H
; Hang machine (HLT

3

1blHang:

7¥ DTYN MWW INKR7-NoTIN Windows 7 [IwX 770 - MBR
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020N

ANX71 gOffsetTable 'mx7 7w N720 1M 1900 72PN AL DNAW NiMiEn 3 W'y NIRNT7 N1
N720N NN 0'DWN NYITY DX NIRT AWK LIblPrintMessageAndHang 78 nx'o7 D'v¥an |pn

.0x63, 0x7B, Ox9A DN DDWYN - ITN
11y L7un? S ma omwi - AL 9w 7w 7R 0x700 oro'oin IblPrintMessageAndHang 1ma
AN TTY 7w nivawnn) TTY NOSTn W' [on INX7 .0x763 72j7* SI ,Nn7201 [IWXRIN O TI'RN
lodsb yxian 1%w 901 .(7wn% ,n09TN 75 WNKNY cursor-n 7w NINTRNN NYXIANY XN N7Y
(null terminartor) 097 nXNwN ,(TNX2 SI DI ™81 AL 9 SI *T* 2y yaximy n'an nnavn)

19X YAXd n0S5TNI

Nj7'09 AW y¥aNNY TV CPU-N NX NIAdY% nwyn? Wmxw HLT yxian IblHang 7x nyanw 1nx7
.(hang-2 yiT) "vipn" awnnnw 7> ,N'9101'R NX7172 D'¥OIZ WP 72 .N1IIX'N

nn NIXY7E (ANSI niTnnn? 0x763, 0x77B, 0x79A) D'vaxmn Ninipnn NX IDA-2 a7 N1
Missing operating IX Invalid partition table |12 NXW NIYTINA N2ITA LN9XD .[N2 AIND
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rep movsb
Long jump to 00:061C, changing CS and IP by RETF

push ax
push
g000
eg000
g000
g000:
g000: ; Make BP point to the first partition entry

seg000: ; Partition table (which contains up to 4 entries) is located at offset O01BE from

the MBR

eg000: ; Since MBR was loaded to 7C00 and relocated to 0600, the partition table is at
07BE
eg000: ; Make CX be the maximum number of partition entries

mov cx,
mov bp,

Check out partitions
First instruction is CMP because we would like to check the MSB as well

1blNextPartitionEntry: ; CODE XREF: seg000:0630]
cmp byte ptr [bp+0],
jl short 1blFoundBootablePartition
If the MSB is zero but the status byte isn't zero, the entry is corrupted
jnz 1lblInvalidPartitionTable

Move to the next entry (each entry is 0x10 bytes)

add bp,
loop lblNextPartitionEntry

In this point, we've exhausted the partition table and didn't find a bootable

pa

Reboots the machine using INT18

int ; TRANSFER TO ROM BASIC
5eg000: ; causes transfer to ROM-based BASIC
(IBM-PC)

seg0( ; often reboots a compatible; often has
all

BP (which points to the bootable partition entry) is used to save various data:
Offset=0x00 The drive number (DL)
Offset=0x10 Whether READ extensions are supported or not
Offset=0x11 The number of read tries

Backup BP on the stack since we'll use an interrupt, which doesn't save BP

lblFoundBootablePartition: ; CODE XREF: seg000:0627]
; seg000:06AE]
mov [bp+0], dl
push bp
mov byte ptr [bp+
mov byte ptr [bp+
; Check for READ extension availability for the drive number in DL
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000:
g000:
g000: i ; DISK - Check for INT 13h Extensions
g000: ; BX = 55AAh, DL = drive number

000: ; Return: CF set if not supported
g000: ; AH = extensions version

000: ; BX AA55h

; CX = Interface support bit map

p

Restore BP
pop bp

Carry flag is set if READ extensions are not available

BX should be O0xAA55 on a successful call

LSB of CX should indicate that the support bitmap is suitable

If all of these apply - mark that READ extensions are available in the
byte

’

jb short 1lblPerformReading
064A cmp bx,
064E jnz short 1lblPerformReading
test cx,
jz short 1lblPerformReading
inc byte ptr [bp+ ]

Backup all general-purpose registers

lblPerformReading: ; CODE XREF: seg000:0648]
; seg000:064E7
pushad

Check if READ extensions are available
If not - we read using CHS
If we can use READ extensions - we use LBA

cmp byte ptr [bp+ 1,
jz short 1blReadCHS

Build a disk address packet on the stack

00 BYTE Size of packet (0x10 or 0x18)

01 BYTE Reserved (0)

02 WORD Number of blocks to transfer (1 block)

04 DWORD Transfer buffer (00:7C00)

) : H 08 QWORD Starting absolute block number (bp+8 is the LBA of first
absolute sector)
g000:
push
push dword ptr [bp+8]
push
push
push
push
; Perform the extended READ in LBA form
; DL is the drive number

mov
mov
mov
int ; DISK - IBM/MS Extension - EXTENDED READ
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(DL - drive, DS:SI - disk address packet)
5eg000: ;
g000: ; Backup the flags on AL
g000: ; Dispose of the disk address packet from the stack
g000: ; Restore flags from AL
=g000: ;
g000: lahf
5eg000: add sp,
g000: sahf
g000: Jjmp short lblPerformPostReadValidations
g000:
g000:
g000: ; Read CHS
g000: ; AL = 0x01 (the number of sectors to read)
000: ; AH = 0x02 (read sectors)
ES: = 00:7C00 (the buffer to fill)
DL drive number, the disk number previously saved in the (BP+0) byte
DH head, from the partition entry
CL sector, from the partition entry
CH = cylinder, from the partition entry

1blReadCHS: ; C XREF: seg000:065F]

- READ SECTORS INTO MEMORY
number of sectors to read,
sector
DH head, DL = drive, ES:BX -> buffer

Return: CF set on error, AH = status,

of sectors read

Restore general purpose registers

lblPerformPostReadValidations: ; CODE XREF: seg000:06857
popad

Carry flag is set on error
If an error occured, decrease the number of tries in the (BP+0x1l) byte

jnb
dec
jnz 1blResetDiskAndRetryLoadingVBR

We've exhaused the number of READ attempts
If DL was 0x80, then we present "error loading operating system" and quit
Otherwise, we try again one more time with DL=0x80

cmp byte ptr [bp+t+0], ;

jz 1lblErrorLoadingOperatingSystem
mov dl, ;orat

jmp short lblFoundBootablePartiti

Backup BP
Reset the disk number and restore BP
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g000:06B0 ; This is done because interrupts don't maintain BP
eg000:06B0 ; Then, we perform reading again
0:06BO ;
:06B0
0:06B0 1lblResetDiskAndRetryLoadingVBR: ; CODE XREF: seg000:06A2]j
:06BO push bp
0:06B1 Xor ah, ah
:06B3 mov dl, [bp+0]
C 0:06B6 int ; DISK - RESET DISK SYSTEM
seg000:06B6 ; DL = drive (if bit 7 is set both hard
isks and floppy disks reset)
)0:06B8 bp
j short 1blPerformReading
eg000: H
g000: ; The VBR is supposed to end with OxAA5L5
eg000: ; Since it's loaded to 00:7C00, the last word is at 00:7DFE

’

1blVbrLoadedSuccessfully: ; CODE XREF: seg000:069Dj
cmp word ptr ds:
jnz short 1blMissingOperatingSystem

Save [BP+0]
push word ptr [bp+0]
Wait for keyboard availability

call WaitForKeyboardInput
jnz short 1blLogTPM

Keyboard is ready
Write a data byte to the keyboard in order to enable A20 gate.

cli
mov al,
out ; 8042 keyboard controller command

seg000: ; Write output port (next byte to port

60h) :

seg000:06CE ; 7: 1l=keyboard data line pulled low

(inhibited)

seg000:06CE ; :  l=keyboard clock line pulled low

(inhibited)

seg000:06CE ; : enables IRQ 12 interrupt on mouse

IBF

seg000:06CE ; : enables IRQ 1 interrupt on keyboard

IBF

seg000:06CE ; 3: 1l=mouse clock line pulled low

(inhibited)

seg000:06CE ; : l=mouse data line pulled low

(inhibited)

seg000:06CE ; 1: A20 gate on/off

seg000:06CE ; : reset the PC (THIS BIT SHOULD

ALWAYS BE SET TO 1)

seg000:06D0 WaitForKeyboardInput

seg000:06D3 ;!

seg000:06D5 ; 8042 keyboard controller data register.
g000:06D7 NaitFc eyboardInput

seg000:06DA

seg000:06DC ; 8042 keyboard controller command

register.
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:06DC ; Pulse output port.
000:06DC ; Bits 0-3 indicate to pulse.
g000:06DE WaitForKeyboardInput
g000:
g000:
000: 1blLogTPM: ; CODE XREF: seg000:06C9j
g000:
seg000: i ; Trusted Computing Group call -
TCG_StatusCheck
5eg000: ; Return: EAX = 0 if supported
g000: ; EBX = 41504354h ('TCPA'")
g000: ; CH:CL = TCG BIOS Version
g000: ; EDX = BIOS TCG Feature Flags
g000: ; ESI = Pointer to Event Log
eg000:
g000: and eax, eax
g000: jnz short 1blMoveControlToVBR
cmp ebx, '"APCT'
jnz short 1blMoveControlToVBR
cmp cx,
jb short 1blMoveControlToVBR

Change registers by pushing and then performing
Order: EDI, ESI, EBP, <ignored>, EBX, EDX, ECX,

EAX)
ECX)
EDX)
EBX)
ignored)
EBP)
EST)
EDI)

push
push
push
push
push
push
push
push
popad

(
(
(
(
(
(
(
(

Change ES to 0

push
pop es

0xBB07 = TCG_CompactHashLogExtendEvent
ES:DI = Data buffer to be hashed

ECX = Data buffer length

EDX = Event number (PCR number)

int ; Trusted Computing Group call -

Return: EAX = 0 if supported
EBX = 41504354h ('TCPA'")
CH:CL = TCG BIOS Version

EDX = BIOS TCG Feature Flags
ESI = Pointer to Event Log

1blMoveControlToVBR: ; CODE XREF: seg000:06EA]
; seg000:06F3j

Restart the machine
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(IBM-PC)

seg000:072F

no effect at all

seg000:
g000:

5eg000:
g000:
g000:

g000:

mov
jmp

lblErrorLoadingOperatingSystem: ;

mov

000
3000
g000
mov

AL is the

Make SI = 0x0700+AL

1blPrintMessageAndHang: ;

Xor
add
mowv

Load the next character to AL

1blPrintNextChar:
lodsb

If a NUL

cmp
jz

Perform TTY write
BX = 7 (gray color)

mov
mov

seg ) : int

CURSOR

seg000:

(alpha

Hang machine

1blHang:

7V A"V NMWAY INK

1b1MissingOperatingSystem: ;

1blInvalidPartitionTable: ;

character is

TRANSFER TO ROM
transfer

; causes

; often

CODE XREF':
al, ds:gOffsetTable+

short 1blPrintM eAndHang

CODE XREF':
al, ds:gOffsetTable+

short 1blPrintM eAndHang

CODE XREF':

al, ds:gOffsetTable

offset from 0x0700

CODE XREF':

; seg000:07397
ah, ah
ax,
si, ax

and increase SI

; CODE XREF:

found -

al,
short 1lblHang

; — VIDEO - WRITE

; AL character,

; BL =
1blPrintNextChar

foreground

self JMP)

; CODE XREF:
; seg000:07547

1blHang

NoTIN Windows 7 |IUXN
www.DigitalWhisper.co.il

reboots a

BASIC
to RO

compa

CHARA

BH =

color

- MBR

M-based BASIC

tible; often has

seg000:06C1]

seg000:06A8]

seg000:06297

seg000:07347

seg000:07517

CTER AND ADVANCE
display page

(graphics modes)

seg000:07487

2015 "' ,62 |1'a




sTechnologic paper

WaitForKeyboardInput ; CODE XREF: seg000:06C6p
; seg000:06D0p
sub

1blKeyboardPoll: ; CODE XREF: WaitForKeyboardInput+8j
S in ; 8042 keyboard controller status
register
seg000: ; . PERR l=parity error in data
received from keyboard
eg000: ; AT Mode

PS/2 Mode
eg000: ; : receive (Rx) timeout
general timeout (Rx or Tx) |
eg000:

transmit (Tx) timeout

MOBF mouse output buffer full

000:
O=keyboard communications

g0 0=60h was the port last
written to, 1=64h was last
eg000: ; : 5YS distinguishes reset types:
O=cold reboot, l=warm reboot
seg000: ; 1 l=input buffer full
(keyboard can't accept data)
eg000: ; : l=output buffer full (data
from keyboard is available)
eg000:075A Jjmp short $+2

and al,

loopne 1blKeyboardPoll

and

retn

WaitForKeyboardInput

aInvalidPartitionTable 'Invalic
077B aErrorLoadingOperatingSystem
079A aMissingOperatingSystem 'Missi
07B3
07B4
)00:07B5 gOffsetTable
g000:07B5 ; DATA XREF:
seg000:1blInvalidPartitionTabler
5eg000:07B5 ; seg000:1blErrorLoadingOperatingSystemr

:07B8

07B9
): 07BA
):07BB
): 07BC

07BD
:07BE

07BF
:07CO0
):07C1
:07C2
:07C3
:07C4
:07C5
:07Co
):07C7
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