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"A.l. is the study of how to make computers do things at which, at the moment, people are

better. ", Elaine Rich
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"Machine Learning is Ability of a machine to improve its own performance through the
use of a software that employs artificial intelligence techniques to mimic the ways by
which humans seem to learn, such as repetition and experience. Machine Learning
relates with the study, design and development of the algorithms that give computers
the capability to learn without being explicitly programmed. It is the methodologies that
are used to allow computers do intelligent task as human do; prediction, detection,

classification, recognition, etc", Prachi A
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"Socrates: "I want to know what is characteristic of piety which makes all actions
pious...that | may have it to turn to, and to use as a standard whereby to judge your

actions and those of other men" (algorithm)

Aristotle: Try to formulate laws of rational part of the mind. Believed in another part,

intuitive reason"
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"Deep Learning is a new area of Machine Learning research, which has been introduced with the
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"Big data is high-volume, high-velocity and high-variety information assets that demand cost-

effective, innovative forms of information processing for enhanced insight and decision making."
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Figure 1: Entire workflow for the classification process.
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Figure 2: Distribution of fraudulent users by their lifetime (of undetected activity) before using our approach
and after eliminating those fraudsters caught by our approach
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Figure 1. An illustration of the intuition that we can correlate terms found in malware binaries and terms found in
StackExchange documents to identify high-level software capabilities within malware
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Figure 2. An overview of the CrowdSource workflow.
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"All animals exist by instinct, but humankind progress by intelligence - knowledge (the
well-justified true belief leading to hope & action). Knowledge of humankind is
increasing exponentially day by day (save the behavioural ethics), future is bright only for

the knowledgeable kind, Al & machines ought to replace the ignorant!"

Bashir Nedeem
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Adaptive Anomaly Detection, Anomaly Detection, Anomalous User Behavior, Artificial
Intelligence, Al, A.l., Cyber, Deep Machine Learning, DML, Deep Learning, DL, Data Analysis,
Data Scientist, Fraud Detection, Information Security, Machine Learning, ML, Network Behavior
Anomaly Detection, NBAD, User Behavior Analysis, UBA
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e ASR (Automatic Speech Recognition)

e DNN (Deep Neural Net)

e DSSM (Deep Structured Semantic Model)
e DBN (Deep Belief Network)

e DBM (Deep Boltzmann Machine)

e Decision Tree Learning

e K-nesarest

e Logistic regression

e Naive-Bayes

n'"72ax82 A'vAIAN

Professional Books:
e Data-Driven Security: Analysis, Visualization and Dashboards, Jay Jacobs, Bob Rudis, Wiley,
February 24 2014

e DEEP LEARNING: Methods and Applications, Li Deng and Dong Yu, Microsoft, 2014

e Machine Learning for Hackers, Drew Conway, John Myles White, O'Reilly, 2012

e Biological Computation (Chapman & Hall/CRC Mathematical and Computational Biology),
Chapman and Hall/CRC; 1 edition (May 25, 2011)

e Machine Learning: Concepts, Methodologies, Tools and Applications (3 Volumes),
Information Resources Management Association (USA), July 2011

e Transparent User Authentication: Biometrics, RFID and Behavioural Profiling, Nathan Clarke,
Springer, 2011

e Artificial Intelligence: A Modern Approach (3rd Edition), Stuart Russell, Peter Norvig, Pearson
India, 2009

e Pattern Recognition and Machine Learning, Christopher M. Bishop, Springer, 2007

e Graph Theory With Applications, John Adrian Bondy, Elsevier Science Ltd/North-Holland,

1976
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Computational Analysis of Terrorist Groups, Lashkar-e-Taiba, V.S. Subrahmanian, Aaron

Mannes, Amy Sliva, Jana Shakarian, John Dickerson, Springer, 2013

Articles:

The History of Automatic Speech Recognition Evaluations at NIST

The History of Artificial Intelligence, History of Computing CSEP 590A, University of

Washington December, 2006

Learning Deep Structured Semantic Models (DSSM) for Web Search using Clickthrough Data

Encoding and Decoding

Deep Boltzmann Machines, Ruslan Salakhutdinov and Geoffrey Hinton, 12th International

Conference on Artificial Intelligence and Statistics (2009)

An_Efficient Learning Procedure for Deep Boltzmann Machines, Ruslan Salakhutdinov and

Geoffrey Hinton, Neural Computation August 2012, Vol. 24, No. 8: 1967 - 2006

ARTIFICIAL NEURAL NETWORKS IN PROTEIN SECONDARY STRUCTURE PREDICTION: A

CRITICAL REVIEW OF PRESENT AND FUTURE APPLICATIONS, BIOMEDIN 231: Computational

Molecular Biology Professor and Instructor: Doug Brutlag and Dan Davison

Deep Machine Learning—A New Frontier in Artificial Intelligence Research, Itamar Arel,

Derek C. Rose, and Thomas P. Karnowski, The University of Tennessee, USA, NOVEMBER 2010

| IEEE COMPUTATIONAL INTELLIGENCE MAGAZINE 13

An Introduction to Machine Learning Theory and Its Applications: A Visual Tutorial with

Examples, Nick McCrea

A Deep Learning Tutorial: From Perceptrons to Deep Networks, Nick McCrea

Deep Learning Tutorials

Data Mining: Classification VS Clustering (cluster analysis)

Fundamentals of Machine Learning

cognitive computing, Margaret Rouse, 2014

Cloud Based — Distributed Data Mining

Artificial Neural Network (ANN)

What is Data Science, Mike Loukides, O'Reilly Radar

Big Data, Gartner Glossary

Tour of Machine Learning Algorithms, Jason Brownlee

List of machine learning concepts
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Machine Learning and Cognitive Systems: The Next Evolution of Enterprise Intelligence (Part 1)

Machine Learning and Cognitive Systems, Part 2: Big Data Analytics

Neural Implementation of Reinforcement Learning, Kenji Doya

Predicting the future of artificial intelligence has always been a fool's game

Computational Creativity: The Final Frontier?, Simon Colton, Geraint A.Wiggins,

Computational Creativity, Centre for Digital Music, School of Electronic Engineering and

Computer Science, Queen Mary, University of London, UK

Intelligent probing: A cost-effective approach to fault diagnosis in computer networks, M.

Brodie, I. Rish, S. Ma, IBM SYSTEMS JOURNAL, VOL 41, NO 3, 2002

Psychology of Intelligence Analysis, Richards J. Heuer, Jr.CIA (Central Intelligence Agency)

Bill Gates is the latest brilliant person to warn artificial intelligence could kill us all

New Human-Machine Interfaces: Beyond Verbal Communication, Kerry Doyle

IBM updates Watson with five new features, now better than ever

Modeling and Predicting Behavioral Dynamics on the Web, Kira Radinskyz, , Krysta Svorey,

Susan Dumaisy, Jaime Teevany, Alex Bocharovy, Eric Horvitz, CS Department, Technion—Israel

Institute of Technology & Microsoft Research, Redmond

Towards Detecting Anomalous User Behavior in Online Social Networks, Bimal Viswanath, M.

Ahmad Bashir, Mark Crovella, Saikat Guha, Krishna P. Gummadi, Balachander Krishnamurthy,

Alan Mislove, MPI-SWS, Boston University, MSR India, AT&T Labs—Research, Northeastern

University

Learning Methodologies:

Reinforcement Learning

Supervised learning

Unsupervised learning

Semi-supervised learning

Machine Learning Algorithms Comparison:

A Tour of Machine Learning Algorithms

Comparison of Machine Learning Algorithms

Machine Learning Algorithms Comparison Table

Learning Knowledge and Skills Development
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Security:

Cybersecurity and Acritical Intelligence, From fixing the plumping to Smart Water, IEEE

SECURITY & PRIVACY, SEPTEMBER / OCTOBOR 2008

Cold remedies and Oracle Security

Machine Learning Final Project Spam Email Filtering, Shahar Yifrah, Guy Lev, Tel Aviv

University, March 2013

Machine Learning Techniques in Spam Filtering, Konstantin Tretyakov, Institute of Computer

Science, University of Tartu, May 2004

Naive Bayes spam filtering

You've Got Spam!

Defending Networks with Incomplete Information: A Machine Learning Approach

Applying Machine Learning to Network, Security Monitoring, Alex Pinto, Chief Data Scien2st |

MLSec Proj
Getting Smart about Threat Intelligence (#TIQtest), Alexandre Pinto,CISSP-ISSAP,Chief Data

Scientist, MLSec Project

Botnets Behavioral Patterns in the Network, Garcia Sebastian, CTU University, Czech Republic.

UNICEN University, Argentina, October 23, 2014

Early Security Classification of Skype Users via Machine Learning

Data Analytics for Security Intelligence - Cloud Security Alliance (CSA), 2013

MAEC Language Overview, Version 4.1

Characterizing Malware with MAEC and STIX

Cylance Whitepaper Math vs Malware

CrowdSource: Automated Inference of High Level Malware Functionality from Low-Level

Symbols Using a Crowd Trained Machine Learning Model, Joshua Saxe, Rafael Turner, Kristina

Blokhin, Invincea Labs & DARPA, 2014

Threat Intelligence Overtaking SIEMs and Firewalls as Primary Countermeasure

Artificial Intelligence Applications in Database Security, Computer Security Journal, 1990

(Miller Freeman Publishers), Vol. 6, No. 1, (co-authors: W. Tsai, T. Keefe, and D. Thomsen)

Applications of Artificial Intelligence Techniques to Combating Cyber Crimes: A Review, Selma

Dilek, Huseyin Cakir, Mustafa Aydin, International Journal of Artificial Intelligence &

Applications (IJAIA), Vol. 6, No. 1, January 2015
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http://www.landwehr.org/2008-09-sp-landwehr-ai-and.pdf
http://www.petefinnigan.com/weblog/archives/00001282.htm
http://www.cs.tau.ac.il/~shaharyi/ML_Project.pdf
http://www.cs.tau.ac.il/~shaharyi/ML_Project.pdf
http://ats.cs.ut.ee/u/kt/hw/spam/spam.pdf
http://ats.cs.ut.ee/u/kt/hw/spam/spam.pdf
http://en.wikipedia.org/wiki/Naive_Bayes_spam_filtering
https://destogate.wordpress.com/2008/03/16/youve-got-spam/
https://media.blackhat.com/us-13/US-13-Pinto-Defending-Networks-with-Incomplete-Information-A-Machine-Learning-Approach-WP.pdf
https://www.blackhat.com/docs/webcast/05152014-applying-machine-learning-to-network-security-monitoring.pdf
https://www.blackhat.com/docs/webcast/05152014-applying-machine-learning-to-network-security-monitoring.pdf
https://congress.isc2.org/sites/default/files/Session3143-GettingSmartAboutThreatIntelligence.pdf
https://congress.isc2.org/sites/default/files/Session3143-GettingSmartAboutThreatIntelligence.pdf
http://archive.hack.lu/2014/Botnets%20Behavioral%20Patterns%20in%20the%20Network%20-%20Garcia%20Sebastian.pdf
http://archive.hack.lu/2014/Botnets%20Behavioral%20Patterns%20in%20the%20Network%20-%20Garcia%20Sebastian.pdf
http://research.microsoft.com/pubs/205472/aisec10-leontjeva.pdf
https://downloads.cloudsecurityalliance.org/initiatives/bdwg/Big_Data_Analytics_for_Security_Intelligence.pdf
http://maec.mitre.org/about/docs/MAEC_Overview.pdf
http://maec.mitre.org/about/docs/Characterizing_Malware_MAEC_and_STIX_v1.0.pdf
http://www.cylance.com/
http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=6999417&sortType%3Dasc_p_Sequence%26filter%3DAND(p_IS_Number%3A6999400)
http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=6999417&sortType%3Dasc_p_Sequence%26filter%3DAND(p_IS_Number%3A6999400)
http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=6999417&sortType%3Dasc_p_Sequence%26filter%3DAND(p_IS_Number%3A6999400)
http://blog.norsecorp.com/2015/02/18/threat-intelligence-overtaking-siems-and-firewalls-as-primary-countermeasure/
http://www.utdallas.edu/~bxt043000/Publications/Journal-Papers/DAS/J12_AI_Applications_in_Multilevel_Database_Security.pdf
http://www.utdallas.edu/~bxt043000/Publications/Journal-Papers/DAS/J12_AI_Applications_in_Multilevel_Database_Security.pdf
http://arxiv.org/pdf/1502.03552v1
http://arxiv.org/pdf/1502.03552v1
http://arxiv.org/pdf/1502.03552v1

Technologic

Multi-view Face Detection Using Deep Convolutional Neural Networks, Sachin Sudhakar

Farfade, Mohammad Saberian, Li-Jia Li, Feb 2015

Artificial Intelligence in Cyber Defense, Enn Tyug, Tallinn, Estonia, Cooperative Cyber Defense

Center of Excellence (CCD COE) & Estonian Academy of Sciences, 2011

Cyber Expert. Artificial Intelligence in the realms of IT security, Oleg Zaitsev, 2010

Multi-view Face Detection Using Deep Convolutional Neural Networks

Online Lectures:

(ML 1.2) What is supervised learning?

(ML 1.3) What is unsupervised learning?

Artificial Intelligence: Machine Learning Introduction

Neural networks [7.7] : Deep learning - deep belief network

Can Artificial Intelligence Change Cyber Security?

http://passbaconference.com/

Fuzzy Logic - Computerphile

IBM Watson: How it Works

IBM Watson-Introduction and Future Applications

Applying Machine Learning for Security Incident Response - Invincea Threat Data Server

Cynomix Automatic Analysis, Clustering, and Indexing of Malware

Science Documentary - Theory of Everything

Jonathan Byrne - Computational Creativity & Evolutionary Design

Obama speaks at cyber security summit, Feb 2015

Power Point Presentations:

When Cyber Security Meets Machine Learning, Lior Rokach, (5 SlideShares) , Faculty Member

at Ben-Gurion University of the Negev

Applying Machine Learning to Network Security Monitoring - BayThreat 2013

Artificial intelligence in cyber defense, Ujjwal Tripathi

CS104 Information and Information Systems Social Networks and Graph Theory, Morgan

Harvey
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http://arxiv.org/pdf/1502.02766v1.pdf
http://arxiv.org/pdf/1502.02766v1.pdf
https://ccdcoe.org/publications/2011proceedings/ArtificialIntelligenceInCyberDefense-Tyugu.pdf
https://ccdcoe.org/publications/2011proceedings/ArtificialIntelligenceInCyberDefense-Tyugu.pdf
http://securelist.com/analysis/publications/36325/cyber-expert-artificial-intelligence-in-the-realms-of-it-security/
http://www.techworm.net/2015/02/deep-dense-face-detector-a-breakthrough-in-face-detection.html
http://www.techworm.net/2015/02/deep-dense-face-detector-a-breakthrough-in-face-detection.html
https://www.youtube.com/watch?v=WpxK__SK2a0
https://www.youtube.com/watch?v=lANt56UOaSk
https://www.youtube.com/watch?v=-rMMTv7XLYw
https://www.youtube.com/watch?v=vkb6AWYXZ5I
http://www.bloomberg.com/news/videos/2015-01-16/can-artificial-intelligence-change-cyber-security
http://passbaconference.com/
https://www.youtube.com/watch?v=r804UF8Ia4c
https://www.youtube.com/watch?v=_Xcmh1LQB9I
https://www.youtube.com/watch?v=I-gZkqCXOgs
https://www.youtube.com/watch?v=2XizKHV_f6k
https://www.youtube.com/watch?v=Wgc5msNUvfE
https://www.youtube.com/watch?v=Ob0iMhBBLCo
https://www.youtube.com/watch?v=bzqFqPavdN4
https://www.youtube.com/watch?v=J4uL5dnUBnI
http://www.slideshare.net/liorrokach/cyber-securityshort
http://www.slideshare.net/liorrokach/cyber-securityshort
http://www.slideshare.net/AlexandrePinto10/applying-machine-learning-to-network-security-monitoring-baythreat-2013?next_slideshow=1
http://www.slideshare.net/ujjwal31/artificial-intelligence-in-cyber-defense
http://pc57724.uni-regensburg.de/morgan/teaching/CS104-Social_Networking.pdf
http://pc57724.uni-regensburg.de/morgan/teaching/CS104-Social_Networking.pdf

Technologic

Mapping Internet Sensors with Probe Response Attacks, Protecting Internet Sensor

Anonymity, Jason Franklin, Department of Computer Science University of Wisconsin,

Madison

Mehari: Information risk analysis and management methodology

Artificial Intelligence - Our Attempt to Build Models of Ourselves, Elaine Rich

Combining Model-Based Testing and Machine Learning, Roland GROZ, LIG, Université de

Grenoble, France, TAROT Summer School 2009

Samples of Solutions that Using Al/ML:

http://www.c-b4.com/

http://megvii.com/

http://www.skymind.io

http://mahout.apache.org/

http://www.aorato.com/ (In 2014 the Company was acquired by Microsoft)

http://www.fireblade.com/ (Original Name - SiteBlackBox)

Cognitive Assistant that Learns and Organizes

J.LA.E.S.A : Next Generation Artificial Intelligence

Cyber Intelligence System, 1Al, ELS-8910

Prelert: Anomaly Detection

http://allenai.org/

https://www.palantir.com/

Facebook's DeepFace facial recognition technology has human-like accuracy

Computers Are Getting Better Than Humans at Facial Recognition

Facebook will soon be able to ID you in any photo

http://www.emotient.com/

http://www.invincea.com/tag/cynomix/

BioCatch

Cyber Spear
EMC NetWitness

Memex (Domain-Specific Search)

AlEngine (Artificial Inteligent Engine)
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http://www.cs.cmu.edu/~jfrankli/talks/dhs_slides.pdf
http://www.cs.cmu.edu/~jfrankli/talks/dhs_slides.pdf
http://www.cs.cmu.edu/~jfrankli/talks/dhs_slides.pdf
https://www.clusif.asso.fr/en/production/mehari/
http://www.cs.utexas.edu/users/ear/AILongForSeminar.ppt
http://antares.sip.ucm.es/tarot09/index_files/Groz-TAROT09.pdf
http://antares.sip.ucm.es/tarot09/index_files/Groz-TAROT09.pdf
http://www.c-b4.com/
http://megvii.com/
http://www.skymind.io/contact.html
http://mahout.apache.org/
http://www.aorato.com/
http://www.fireblade.com/
http://www.ai.sri.com/project/CALO
https://www.kickstarter.com/projects/181239886/jaesa
http://www.iai.co.il/Sip_Storage/FILES/8/39568.pdf
http://info.prelert.com/
http://allenai.org/
https://www.palantir.com/
https://nakedsecurity.sophos.com/2015/02/06/facebooks-deepface-facial-recognition-technology-has-human-like-accuracy/
http://www.theatlantic.com/technology/archive/2014/06/bad-news-computers-are-getting-better-than-we-are-at-facial-recognition/372377/
http://news.sciencemag.org/social-sciences/2015/02/facebook-will-soon-be-able-id-you-any-photo
http://www.emotient.com/
http://www.invincea.com/tag/cynomix/
http://www.biocatch.com/
http://cyber-spear.com/
http://www.emc.com/security/security-analytics/security-analytics.htm
http://www.darpa.mil/Our_Work/I2O/Programs/Memex.aspx
https://bitbucket.org/camp0/aiengine

DARPA and IARPA:

Technologic

http://www.cylance.com/

security.html

http://www.lockheedmartin.com/us/what-we-do/information-technology/cyber-

DARPA's 1980s Vision for Skynet-Like Al

DARPA launches PPAML artificial intelligence program to move machine learning forward

DARPA Is Developing an Intelligent Machine That Can Think on Its Feet

Request for Information (RFI) on Research and Development of a Cortical Processor
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http://www.cylance.com/
http://www.tested.com/tech/concepts/459497-darpas-1980s-vision-skynet-ai/
http://www.militaryaerospace.com/articles/2013/03/DARPA-machine-learning.html
http://motherboard.vice.com/blog/darpa-is-developing-an-intelligent-machine-that-can-think-on-its-feet
https://www.fbo.gov/index?s=opportunity&mode=form&id=91bc9e58d6fa024d55d7c0583d38fc21&tab=core&_cview=0
http://www.underwar.co.il/5-CS/d208/
http://www.calcalist.co.il/articles/0,7340,L-3645439,00.html
http://www.calcalist.co.il/articles/0,7340,L-3645439,00.html
http://www.hayadan.org.il/self-thinking-computers-301012
http://lifesimulator.wordpress.com/2011/03/10/deep_learning_is_the_thing/
http://lifesimulator.wordpress.com/2011/03/11/ruslan-salakhutdinov/
http://he.wikipedia.org/wiki/%D7%97%D7%9C%D7%95%D7%A7%D7%AA_%D7%A1%D7%95%D7%93
http://he.wikipedia.org/wiki/%D7%97%D7%9C%D7%95%D7%A7%D7%AA_%D7%A1%D7%95%D7%93
http://webee.technion.ac.il/control/info/LabExperiments/expIntroML.pdf
http://he.wikipedia.org/wiki/%D7%9C%D7%9E%D7%99%D7%93%D7%94_%D7%97%D7%99%D7%A9%D7%95%D7%91%D7%99%D7%AA
http://he.wikipedia.org/wiki/%D7%9C%D7%9E%D7%99%D7%93%D7%94_%D7%97%D7%99%D7%A9%D7%95%D7%91%D7%99%D7%AA
http://alaxon.co.il/thought/%d7%a4%d7%a8%d7%95%d7%a4-%d7%9c%d7%99%d7%90%d7%95%d7%a8-%d7%a8%d7%95%d7%a7%d7%97/
http://alaxon.co.il/thought/%d7%a4%d7%a8%d7%95%d7%a4-%d7%9c%d7%99%d7%90%d7%95%d7%a8-%d7%a8%d7%95%d7%a7%d7%97/
http://he.wikipedia.org/wiki/%D7%9C%D7%9E%D7%99%D7%93%D7%94_%D7%97%D7%99%D7%A9%D7%95%D7%91%D7%99%D7%AA
http://he.wikipedia.org/wiki/%D7%9C%D7%9E%D7%99%D7%93%D7%94_%D7%97%D7%99%D7%A9%D7%95%D7%91%D7%99%D7%AA
http://jokopost.com/it/4918/
http://giftedold.cet.ac.il/gifted/skira/docs/AI.dod
http://giftedold.cet.ac.il/gifted/skira/docs/AI.dod
../../../../../DigitalWhisper/Articles/Issue%2059/ווטסון%20לעזרת%20הרופא:%20יבמ%20מציגה%20מערכת%20ניתוח%20נתונים%20וייעוץ%20לטיפול%20בחולי%20סרטן
http://www.ibm.com/news/il/he/2014/09/09/e128045c64020t40.html
http://www.ibm.com/news/il/he/2014/09/09/e128045c64020t40.html
http://www.geektime.co.il/biocatch-israeli-startup-that-kills-password/
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http://www.digitalwhisper.co.il/files/Zines/0x2E/DW46-1-Web3.0.pdf
http://www.inss.org.il/uploadImages/systemFiles/%D7%92%D7%91%D7%99%20%D7%95%D7%90%D7%95%D7%A8%D7%91%D7%95%D7%9A.pdf
http://www.inss.org.il/uploadImages/systemFiles/%D7%92%D7%91%D7%99%20%D7%95%D7%90%D7%95%D7%A8%D7%91%D7%95%D7%9A.pdf
http://www.digitalwhisper.co.il/files/Zines/0x01/DW1-3-AI.pdf
http://www.digitalwhisper.co.il/files/Zines/0x01/DW1-3-AI.pdf
http://www.computational-psychiatry.com/
http://www.computational-psychiatry.com/
https://www.youtube.com/watch?v=Ju1w3Jed4nU
https://www.youtube.com/watch?v=qshSSThh3gM
https://www.youtube.com/watch?v=qshSSThh3gM
https://www.youtube.com/watch?v=xvKRXh6eOGc
https://www.youtube.com/watch?v=R9d4KKcQh-I
https://www.youtube.com/watch?v=YW3HEDqIsLM
https://www.youtube.com/watch?v=ZKwEqJme7KQ
https://www.youtube.com/watch?v=ldvc68ScZuA&list=TLhbLCXVMa8Tw

