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' LOCATION & LANGUAGE ) Upgrade to VPN!

IP Address 5.29.- change  Israel

broadband

IP Time Zone GMT+0200 Asia/Jerusalem

Browser Time Zone GMT+0200

Language English, Hebrew

Accepted Charsets windows-1255
¥ TRACKING

Tracking methods that work in your browser. A combination of these can produce "zombie cookies" that are
intentionally difficult to delete. Bellow is the result of saving an unique string "8kmf6dn9r" using various

techniques.

HTTP Cookies Yes 8kmfécin9r

Flash Cookies No -

HTTP ETags Yes 8kmf6cin9r

Web cache Yes * ss8r5hnOms
window.name Caching Yes 8kmf6cln9r

IE userData No

HTMLS5 Cached PNGs Yes * ss8r5hnOms
HTMLS Session Storage Yes 8kmf6clin9r

HTMLS Global Storage No

HTMLS Local Storage Yes 8kmf6clin9r

HTMLS5 Database Storage No

Silverlight Storage No -

* Works but saved string is not updating properly.
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| BROWSER FEATURES

Configuration information may be used by Web sites to create a unique fingerprint of your browser.

User Agent Mozilla/5.0 (Windows NT 6.3; WOWG64; Trident/7.0; rv:11.0) like Gecko
via JavaScript
User Agent Mozilla/5.0 (Windows NT 6.3; WOW64; Trident/7.0; .NET4.0E; .NET4.0C;
via JavaScript -NET CLR 3.5.30729; .NET CLR 2.0.50727; .NET CLR 3.0.30729; InfoPath.3;
rv:11.0) like Gecko
System Windows 8.1; x86
JavaSaipt 1.3
VBScript No
Flash WIN 11,9,900,117
Java No
Screen Resolution: 1129x635 (desktop: 1129x612)
Color depth: 24 bits
Font smoothing: enabled
DPI: 96
Plug-ins Shockwave Flash
Version: 11
Description: Shockwave Flash 11.9 r900
File name: Flash.ocx
MIME Types application/futuresplash
Description: Shockwave Flash
Suffixes: spl

application/x-shockwave-flash
Description: Shockwave Flash
Suffixes: swf

“% SYSTEM FONTS

Fonts installed in your system. May improve the uniqueness of your browser fingerprint, reveal your system,
language and sometimes occupation.

Via Flash 343

Via Java o

Via JavaScript 225 (partial)

Font List Agency FB Aharoni

(Flash) Aldhabi Algerian ~
Andalus Angsana New
AngsanaUPC Aparajita
AR BERKLEY AR BLANCA
AR BONNIE AR CARTER
AR CENA AR CHRISTY
AR DARLING AR DECODE
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,(EFF) Electronic Frontier Foundation '™y nnnI®w ,nTANl nann X'n HTTPS Everywhere

I'\ﬁTD) ITDO NNWOX W' nT'Na ,HTTPS DY NNLAINA NIX2 DNXKT DANNN TN DNRY ARTINN

("Nt oy
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Panepticlick

How Unique and Trackable — Is Your Browser?

Your browser fingerprint appears to be unique among the 4,868,340 tested so far.

Currently, we estimate that your browser has a fingerprint that conveys at least 22.21
bits of identifying information.

The measurements we used to obtain this result are listed below. You can read more

about our methodology, statistical results, and some defenses against fingerprinting in
this article.

oy Sl
Help us increase our sample size: 7% " <

...071v2 "TIN" TIV DNO "IN .X7W 1anon
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http://msdn.microsoft.com/en-us/library/ms537503(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms537503(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms537503(v=vs.85).aspx
http://he.wikipedia.org/wiki/%D7%94%D7%95%D7%A0%D7%90%D7%AA_%D7%A7%D7%9C%D7%99%D7%A7%D7%99%D7%9D
https://panopticlick.eff.org/
https://panopticlick.eff.org/browser-uniqueness.pdf
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. oneinx
Browser bits of browsers
-_,.. | identifying 2 value
Characteristic infermation have this
value
User Agent 10.23 1203.25 Mozilla/5.0 (Windows NT 6.3; WOW64; Trident/7.0; rv:11.0) like Gecko
RBIE: ACCERT 19.05 540926 .67 text/html, */* gzip, deflate he,en-US;q=0.7 en;q=0.3
Headers
Browser Plugin Plugin 0: Shockwave Flash; Shockwave Flash 11.9 r900; Flash.ocx; (Sh Flash; icati flash; swf) (¢ Flash;
d 12.83 7298.86 2 g
Details application/futuresplash; spl).
Time Zone 2.66 6.32 -120
Screen Size and
Color Depth 14.23 19242.45 1097x617x24

Myriad Pro, Myriad Pro Light, TeamViewer9, Marlett, SimSun-ExtB, KodchiangUPC, Kokila, Shonar Bangla, Mangal, BrowalliaUPC, Sakkal Majalla,
LilyUPC, Palatino Linotype, MoolBoran, Franklin Gothic Medium, Cordia New, Arial, Arabic Transparent, Arial CE, Arial Greek, Arial Baltic, Arial
TUR, Arial CYR, Arial (Hebrew), AngsanaUPC, JasmineUPC, Trebuchet MS, Microsoft Tai Le, Utsaah, Malgun Gothic, Simplified Arabic Fixed,

Gisha, Microsoft JhengHei Light, Microsoft JhengHei Ul Light, Comic Sans MS, Segoe Ul Symbol, Vrinda, FreesiaUPC, Traditional Arabic, Aparajita,

Sitka Small, Sitka Text, Sitka Subheading, Sitka Heading, Sitka Display, Sitka Banner, Nirmala Ul i L Ul, Gadugi, Mi New
Tai Lue, DokChampa, Segoe UI, Calibri, Miriam, Angsana New, Iskoola Pota, Kartika, Segoe Ul Semiilight, Vijaya, Nirmala Ul, Mongolian Baiti,
Microsoft YaHei, Microsoft YaHei UI, Vani, Arial Black, IrisUPC, Batang, BatangChe, Gungsuh, GungsuhChe, Gautami, Segoe Ul Black, Calibri

Light, Cambria, Rod, Georgia, Verdana, Symbol, Euphemia, Raavi, Corbel, Shruti, Consolas, Segoe Ul Semibold, Simplified Arabic, Cambria Math,

DaunPenh, Nyala, Constantia, Yu Gothic, CordiaUPC, Khmer Ul, Aharoni, Microsoft Uighur, Times New Roman, Times New Roman CYR, Times
New Roman TUR, Times New Roman CE, Times New Roman Baltic, Times New Roman Greek, Times New Roman (Hebrew), Segoe Script,
Candara, Ebrima, DilleniaUPC, MS Mincho, MS PMincho, Browallia New, Segoe Ul Light, Segoe Ul Emoji, Aldhabi, DFKai-SB, SimHei, Lao UI,
Courier New, Courier New CYR, Courier New TUR, Courier New CE, Courier New Greek, Courier New Baltic, Courier New (Hebrew), Kalinga,

Microsoft PhagsPa, Tahoma, EucrosiaUPC, KaiTi, SimSun, NSimSun, Meiryo, Meiryo Ul, Sylfaen, Tunga, Urdu Typesetting, Microsoft YaHei Light,

Microsoft YaHei Ul Light, Webdings, Plantagenet Cherokee, Gabriola, MS Gothic, MS Ul Gothic, MS PGothic, Gulim, GulimChe, Dotum, DotumChe,

Lucida Sans Unicode, Andalus, Leelawadee, FangSong, Yu Mincho Demibold, David, Miriam Fixed, Impact, Levenim MT, Segoe Print, Estrangelo

Edessa, Leelawadee Ul Semilight, Microsoft JhengHei, Microsoft JhengHei Ul, Narkisim, MingLiU-ExtB, PMingLiU-ExtB, MingLiU_HKSCS-ExtB, Yu
Mincho Light, Latha, Microsoft Sans Serif, FrankRuehl, MingLiU, PMingLiU, MingLiU_HKSCS, Myanmar Text, Yu Gothic Light, Javanese Text,

Microsoft Himalaya, Yu Mincho, Lucida Console, Arabic Typesetting, Microsoft Yi Baiti, MV Boli, Wingdings, HP Simplified, HP Simplified Light, AR

System Fonts 20.21 1217085 BERKLEY, AR BLANCA, AR BONNIE, AR CARTER, AR CENA, AR CHRISTY, AR DARLING, AR DECODE, AR DELANEY, AR DESTINE, AR

ESSENCE, AR HERMANN, AR JULIAN, MT Extra, Guttman-Aharoni, Guttman-Aram, Guttman Drogolin, Guttman Frank, Guttman Frnew, Guttman
Aharoni, Guttman Haim, Guttman Haim-Condensed, Guttman Kav, Guttman Kav-Light, Guttman Myamfix, Guttman Yad-Brush, Guttman Yad,

Guttman Yad-Light, Monotype Hadassah, Guttman Logo1, Guttman Mantova, Guttman Mantova-Decor, Guttman Miryam, Guttman-CourMir,
Guttman Rashi, Guttman Stam, Guttman Stam1, Guttman Hatzvi, Guttman Vilna, Arial Unicode MS, Century, Wingdings 2, Wingdings 3, Tempus

Sans ITC, Pristina, Papyrus, Mistral, Lucida Handwriting, Kristen ITC, Juice ITC, French Script MT, Freestyle Script, Bradley Hand ITC, MS Outlook,

Avrial Narrow, Book Antiqua, Garamond, Monotype Corsiva, Century Gothic, Algerian, Baskerville Old Face, Bauhaus 93, Bell MT, Berlin Sans FB,

Bernard MT Condensed, Bodoni MT Poster Compressed, Britannic Bold, Broadway, Brush Script MT, Californian FB, Centaur, Chiller, Colonna MT,
Cooper Black, Footlight MT Light, Harlow Solid Italic, Harrington, High Tower Text, Jokerman, Kunstler Script, Lucida Bright, Lucida Calligraphy,

Lucida Fax, Magneto, Matura MT Script Capitals, Modem No. 20, Niagara Engraved, Niagara Solid, Old English Text MT, Onyx, Parchment, Playbill,
Poor Richard, Ravie, Informal Roman, Showcard Gothic, Snap ITC, Stencil, Viner Hand ITC, Vivaldi, Viadimir Script, Wide Latin, Tw Cen MT, Tw

Cen MT Condensed, Script MT Bold, Rockwell Extra Bold, Rockwell Condensed, Rockwell, Rage Italic, Perpetua Titling MT, Perpetua, Palace Script

MT, OCR A Extended, Maiandra GD, Lucida Sans Typewriter, Lucida Sans, Imprint MT Shadow, Haettenschweiler, Goudy Stout, Goudy Old Style,

Gloucester MT Extra Condensed, Gill Sans Ultra Bold Condensed, Gill Sans Ultra Bold, Gill Sans MT Condensed, Gill Sans MT, Gill Sans MT Ext

Condensed Bold, Gigi, Franklin Gothic Medium Cond, Franklin Gothic Heavy, Franklin Gothic Demi Cond, Franklin Gothic Demi, Franklin Gothic

Book, Forte, Felix Titling, Eras Medium ITC, Eras Light ITC, Eras Demi ITC, Eras Bold ITC, Engravers MT, Elephant, Edwardian Script ITC, Curlz

MT, Copperplate Gothic Light, C late Gothic Bold, Century Schoolbook, Castellar, Calisto MT, Bookman Old Style, Bodoni MT Condensed,
Bodoni MT Black, Bodoni MT, Blackadder ITC, Arial Rounded MT Bold, Agency FB, Bookshelf Symbol 7, MS Reference Sans Serif, MS Reference
Specialty, Berlin Sans FB Demi, Tw Cen MT Cq Extra Bold, SW MT, LuzS: Book (via Flash)
Are Cookies
Enabled? 0.44 1.36 Yes
Limited 7 . ? N
3 0.89 1.85 DOM localStorage: Yes, DOM sessionStorage: Yes, |E userData: No
supercookie test

TV D'9'0IMY 730W NIn Browser Fingerprinting-7 vana n0'7’0nnnl 0MN'RN 002NN TR
PN NANNLP7 AN FTINY 191N [9TOTN N2 ,(NIANTN NIZNN D) 71211 NIZNNN NY'INYT D'YNNX
nya? *7a "Out of the Box" N7w9nNn Nd>wnNAl [9T9TA WNNWN? VIWS R'N Fingerprinting Ta1 NAIV
NIMY [9TOTN NX 'RYN N7 72X .071¥2 070N D'YNNYNN XY DY aTNN7 NN IWOKR D N
D'RXIN RPIT INIX N'WYAYT [INND .'0ID [INND X7 N7, 1271 17 NI'21'¥72192 YaIDI NINNK NI9NNT

IMNIIKN DINNA

..?70wp At NIronon 7y AMYv nnawn

MIX2 01VI'RY YWITAT? D'WNNWNYT? CTWOX? INMVNY 'M1'N NIN'YW XIN (122 The Onion Router) Tor
DYIA 7D IN DK 07w Twn My N2ann? 0713t X7 DN Dimnl NI'YonYy D NN

TNT WTNA NNI9¥NE NMIAYNN 2N "'y wnnwnn (IP Namd) NNt X n'mon Tor-n NI .NK
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