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SunMonTueWedThuFriSat
JanFebMarAprMayJunJulAugSepOctNovDec
GetLastActivePopup
GetActiveWindow
MessageBoxA
user32.dll

ReadFile
SetFilePointer
GetLastError
DosDateTimeToFileTime
SetLastError
FlushFileBuffers
WriteFile
GetFileAttributesW
CreateFileA
CloseHandle
GetWindowsDirectoryA
KERNEL32.d11l
MessageBoxA
IsCharUpperW
IsCharAlphaW
USER32.d11
LIBEAY32.d1l1
HeapAlloc
MultiByteToWideChar
HeapFree

ExitProcess
TerminateProcess
GetCurrentProcess
HeapReAlloc
GetTimeZoneInformation
GetSystemTime
GetLocalTime
GetCommandLineA
GetVersion
HeapDestroy
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HeapCreate

VirtualFree
VirtualAlloc
SetHandleCount
GetStdHandle
GetFileType
GetStartupInfoA
UnhandledExceptionFilter
GetModuleFileNameA
FreeEnvironmentStringsA
FreeEnvironmentStringsW
WideCharToMultiByte
GetEnvironmentStrings
GetEnvironmentStringsW
RtlUnwind

SetStdHandle
LCMapStringA
LCMapStringW
GetStringTypeA
GetStringTypeW
GetCPInfo

GetACP

GetOEMCP

GetProcAddress
LoadLibraryA
SetEndOfFile
CompareStringA
CompareStringW
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Error reading FAT32 FS

UNABLE TO OPEN DEVICE?

A\ LASC:

Skewl

GBG

Data

Error reading system registry file %S
Error reading hive root key

%s\Select

Default

NPT NINY
www.DigitalWhisper.co.il
6 2014 XN ,49 |I'72



http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/

Technologic

$s\ControlSet%$03d\Control\Lsa\

%s%S

Error accessing key $%s
Wrong/corrupted hive??

Pwdump v7.1 - raw password extractor
Author: Andres Tarasco Acuna

url: http://www.514.es

usage:
pwdump? .exe (Dump system passwords)
pwdump7/.exe -s <samfile> <systemfile> (Dump passwords from files)

pwdump7.exe -d <filename> [destionation] (Copy filename to
destionation)

pwdump7.exe -h (Show this help)
1@#5%7&* () qwertyUIOPAZzxcvbnmQQQQ00000000) (*R&S
0123456789012345678901234567890123456789
NTPASSWORD

LMPASSWORD

savedump.dat

%s\SYSTEM32\CONFIG\SYSTEM
$s\SYSTEM32\CONFIG\SAM

saving %S as %s

Unable to dump file %S

File %s saved

Error opening sam hive or not valid file ("%S")
Error reading hive root key
%$s\SAM\Domains\Account
%$s\SAM\Domains\Account\Users

%s key!

No F'!

No Users key!

Names

Asd - - RegEnumKey faill!

No V value!

%s:%d:
X
X

oo

02
02

. o0

$s:%d:

NO PASSWORD*********************:

$.2X

$s:%d:

NO PASSWORD*********************:NO PASSWORD*********************: 9 g
(OO0 H

PST

PDT

\#A

NITNNN NIXYY? D712 NNIX .NDINN 72V NEF NNIYAYN 117 700 12D [XD NIXYY D710 11NIRY NN
NIKINI WIN'Y ,n72u9nn Ndvna SAM-n '¥ap 7w nig'mn NX LHIVE-7 nwaa n'wa 2y NNty
XN X7 "YYW NDIM 7V TIRA D210 NN 17 AWONA AT NN LTIVE TIVE TIVI,N12IMY n'7u9n
DY DTTINNN NIX 775 0T NIPTNAY 2D .NDINNA NI9X? QN7 ANI' Nxp DY R 'YWV

ANitD'N'va 0NAaT
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File: |C:\,Extrangrams‘leDump?.exe E
Entrypoint: | 00009673 EF Section: | .text
File Offset: |00009673 First Bytes: |55,88,EC,6A
Linker Info: |5.0 Subsystemn: |Win32 console

| Microsoft Visual C++ 6.0
| Multi Scan I |Task'l.ﬁewer| | Options I | About || Exit I

v Stay on top

qomna .Visual C++ 6.0-2 NOTINI NAND1 ,Win32 ¢ nNIIsuYo7? NTvIm N1dIMN ,NIKT NI 10D
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.LProcess Explorer - Sysinternals: www.sysinternals.com [JOHN-3885858104\John]

@ EEER R ad ] 1 e — | 11| \

Process CPU  Private Butes | ‘WorkingSet  PID | Desciiption Compary Na #
E CHIT.ENE 1.00 1.820K 4196 K Ed4 Client Server Runtime Process Microsoft Corp
= ﬂ winlogon.exe 8168 K 6204 K BE8 Windows NT Logon Applicat... Microsoft Cop
=] ﬁsewlcas.exa 1.812K JEFZK 712 Services and Contraller app Microsoft Carp
ﬁ_ﬁ YBoxService exe 1.344 K JE1EK 838 VitualBox Guest Additions 5... Oracle Corpon
ﬁlsass.exe 3.972K E.848 K 724 LS4 Shell [Export Yersion] Microzaft Corp
E svchost.exe 3.220K 5088 K 932 Generic Host Process for'Wi... Microsoft Coip
ﬁ sychost.exe 1.932 K 4608 K 1020 Generic Host Process forWi.. Microsoft Cop
[T ShieGve.exe 1144 K 2504 K 1112 Sandboxie Service Sandboxie Ho
=) [ svohost.exe 12,108 K 20,056 K 1128 Generic Host Process for Wi.. Microsoft Corp
E wacntiy. exe BFE K 2584 K 1980 Windows Security Center Mo... Microsoft Coip
[*]wuauch exe 2.292K 4168 K 144 Windows Update Microsaft Corp
E svchost.exe 1,360 K 3704 K 1228 Generic Host Process for'wi.. Microsoft Coip
[™] swchost.exe 1.760K 4404 K 1288 Generic Host Process for'wi.. Microsoft Cop
= :& explorer.exe 23.00 13.760K 22448 K 1680 ‘Windows Explarer ticrozoft Corp
" YBorTray.exe BABEK 7.E04 K 1468 VirtualBox Guest Additions Tr... Oracle Corpar:
A ShieClil exe 2.204 K 6.392K 1504 Sandboxie Control Sandbaoxie Ho
[ ctfmon. exe 1.020K A716K 840 CTF Loader Microsaft Corp
;@F’mcmnn EE 300 12,000 K 16.660 K. 9048 Process Monitar Syzinternals - «
39 procexp.exe 8.E8BK 11,664 K. 9436 Spsinternals Process Explarer  Sysinternals - 1
ﬂdirwatch_ui EE 1836 K B212K 5784 blah.com
i shiff_hit. exe 1.840K E12BK 9972 blah.com
(=} 1.428K 4 836K
= ™ Weflipzmnipbrzd] exe 31.00 A216K 5.584 K| 14144 Success ato Eronto Softwa
E\N’qukwgdqiltlx exe 1.00 4B K 1,548 K 14160 Success ato Bronto Softwa
[™ spacksv.exe 140K 4,795 K 1800 Spooler SubSystem App Microsaft Corp
E svchost exe 1.400K 3884 K 120 Generic Host Process for Wi Microsoft Coip 2
[Flalnexe P 4 e AmmAu amme o E e - - |“ f..-.) sl
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5 ctfmon.exe 1,020 K ATIEE. 240 CTF Loader Microsaft Corp
;ﬁ{ Procmon. exe 15.38 11,956 K 17E9E K 9048 Process Monitor Sysinternals -
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(ot 1,428 K 4 E3E K
25 .00 2B K 5584 K. L]
= Estqugdqiltlx.exe 2222 338K 5828 K 14160 Success ato Eronto Softwa
Estqugdqiltlx.exe 2393 3252 K 5432 K| 14224 Succes: ata Eronto Softwa
ﬁ spoolay. exe 3140 K 4796 K 1800 Spooler SubSystem App Microzoft Corp 2
[ svchostexe P oy oot Aons Lu D et |“' "'"> —
S— .
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nwnan noynn DNS nivpa nignav NIXY7 D'71D' 121NN VINVI'R? NNAINA X7 NIDNN TWXD

:NBNS niwpa

T [ERER A= = === L L AT e P & '] A [T [

/% Capturing from Local Area Connection [Wireshark 1.10.5 (SYN Rev 54262 from ftrunk-1.10)] E| a

: Elz Edt wiew Go Capture Analyze Statistics Telephony  Tools  Inkermals  Help
Messms BEXx2 a¢s9F2EF Qaan #BBx% -
: Filter:|nbn5 V‘Expresswun... Clear Save
M Diestination Protocol  Length  Info ~
Ml . 22U L1 1bY, 204, 205, 200 MEMS U pame query ME HLSMYCATFWAW. RU<UUs |
hf4.220.112 163, 254,255,255 MEMS 92 mMame query MEB RLSMYCATFWHM. RU<00:
Ml S . 220,112 169,254, 255,255 MENS 92 Mame query NEB RLSMYCATFWHW. RU<Q0>
M. 220,112 169,254, 255,255 MEMS 92 Mame query NE OLNWVXKHDOTIO.RU<QO>
gl 4 1 e a
M4 . 220,112 169,254, 255,255 MEMS 92 Mame query NE OLMWAKHDOIIO.RU<O0O0>
Ml 220,112 169.254.255.255 MENS S92 Mame query MNE FRDKEEWGQEW(Q.RU<00:
Mla 220,112 169.254.255.255 MENS S92 Mame query MNE FRDKEEWGQEW(Q.RU<00: i
Ml 220,112 169.254.255.255 MENS S92 Mame query MNE FRDKEEWGQEW(Q.RU<00: i
My 220,112 169.254.255.255 MENS S92 Mame query ME GMDQOTIMSWPA.RU<00: il
: 4.220.112 169.254.255,255 MEMS 92 mMame query MNE GMDQOTIMSWPA.RU<O0> il
M 4.220.112 169.254.255,255 MEMS 92 mMame query MNE GMDQOTIMSWPA.RU<O0> .
w4 220.112 169.254.255,255 MEMS S92 mMame query MNE WTSFREKPXGMEC. RU<00> ir
s 220,112 169.254.255,255 MEMS 92 mMame query MNE WTSFREKPXGMEC.RU<00> ir
4. 220.112 163, 254,255,255 MEMS 92 Mame query MEB WTSFRKPHGMEC. RU<00:
hf4.220.112 163, 254,255,255 MEMS 92 Mame query MEB CIDDSOYASREW.RU<OO:
hf4.220.112 163, 254,255,255 MEMS 92 Mame query MEB CIDDSOYASREW.RU<OO:
M. 220,112 163, 254,255,255 MEMS 92 Mame query MEB CIDDSOYASREW.RU<QO: 9
M. 220,112 169,254, 255,255 MEMS 92 Mame query NB ASHETIYTACFE.RU<QO0» 9
4,220,112 169,254, 255,255 MEMS 92 Mame query NB ASHETIYTACFE.RU<QO0»
—4.220.112 169,254, 255,255 MEMS 92 Mame query NB ASHETIYTACFE.RU<QO0» H
U 4. 220,112 169,254, 255,255 MEMS 92 Mame query NB ENCRFEYORAPH.RU<QO0:
Fl4.220.112 169.254.255.255 MENS S92 Mame query ME EMCRFEYORAPH.RU<0O0:
E4.220.112 169.254.255.255 MENS S92 Mame query ME EMCRFEYORAPH.RU<0O0:
4.220.112 169.254.255.255 MENS S92 Mame query ME RUWVKUKGMWxW. RU<00>
| J4-220.112 169.254.255.255 MENS S92 Mame query ME RUWVKUKGMWxW. RU<00>
4.220.112 169.254.255,255 MEMS 92 mMame query MNE RUWWVKURKGMWXW. RU<00>
M4.220.112 169.254.255,255 MEMS 92 mMame query MNE WPAD<O0: &l
[J4.220.112 169,254, 255,255 MENS 92 mMame query MNE WPAD<O0: 5
t44.220.112 169,254, 255,255 MEMS G2 Mame guery ME WRAD<OO>
< | >
° Frame 280: 92 hytes on wire (736 bits), 92 bytes captured (736 bits) on interface 0
& Ethernet II, Src: CadmusCo_23:e8:88 (08:00:27:23:e8:e8), Dst: Broadcast (Ff:ff:ff:ff:FF:FF)
P Internet Protocol version 4, Src: 169.254.220.112 (169.254.220.112), Dst: 169.254.255.255 (
o User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
O} ® HMetBIOS Name Service
[l
g X
& oooo  ff £fF £f £f £ ff 08 00 27 23 &8 8 08 00 45 00
0010 Q0 4e 02 77 00 00 80 11 07 bb a% fe dc 70 a9 fe
oozo ff ff 00 8% 00 89 00 3a 84 4 80 81 0L 10 00 01
0030 00 00 00 00 00 00 20 45 50 45 4d 45 4 46 47 46 ... ... E PEMEOFGF —
0040 49 45 4c 45 49 45 45 45 50 45 4a 45 4a 45 50 43 IELEIEEE PEJEIJEFC 3
ANEN AF AE A7 A& AE AT AT An FaTa M AT o Ta B & u Serea s =
O @ Local Area Connection: <live capture in progress... | Packets: 309 + Displayed: 126 (40,8%) Profile: Default
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-7 "nsa nTn > MpPNnaY NNXN NN nnivnn DNS-n Nivpa nX N7 0710 NNIX IXD

:212.71.260.4
M (# Capturing from Local Area Connection [Wireshark 1.10.5 (SV¥N Rev 54262 from ftrunk-1.10j]
wl File  Edit Miew Go Capture Analyze Statistics Telephony Tools  Internals  Help
Mo ® 4 m g 2l aespTFLIEE Qb #@mx »
E Filter: |dns v|Expressi0n... Clear Save
M Destination ___ Profocol llenath Info_ il
E_BS 10.0.2.15 DNS 150 standard guery response 0xd554 Mo such name
¥ & 10.0.0.138 DNS 78 standard guery Ox49da A mkdivugkdhogpkogw. ru
¥ =i 10.0.2.15 DHS 139 standard query response 0x4%9da Mo such name
¥ 83 10.0.0.138 DNS 79 standard guery 0x7be® A auehepvxImsdklb.org
Wi 8 10.0.2.15 DHS 142 standard guery response 0x7be% nNo such name
5] & 10.0.0.138 DNS 81 standard guery 0x3a28 A ojnbtfsarygsbpl.co.uk
M3 8 10.0.2.15 DNS 278 standard query response 0x3a28 A 212.71.250.4
ML S 10.0.0.138 DS 85 standard guery 0x3007 PTR 4.250.71.212. in-addr.
MIL38 10.0.2.15 DNS 435 standard guery response 0x3007 PTR 11623-4.memt
MILS 10.0.0.138 DNS B0 standard guery Oxad2c A ctoacainaesgkex.info
MIL3 8 10.0.2.15 DHS 140 standard query response OxadZc No such name
il &3 10.0.0.138 DNS 79 standard guery 0x3%h3 A gahobadvpypnott.com
ul X! 10.0.2.15 DHS 152 standard guery response 0x3%h3 nNo such name
MY 5 10.0.0.138 DNS 79 standard guery 0xaafi 4 ekinjusjxbrbort.net
i B 10.0.2.15 DNS 152 standard guery response Oxaafs no such name
E_S 10.0.0.138 DHS 79 standard guery 0x3b1f A syrhykplenpgmer.biz
¥ =L 10.0.2.15 DNS 141 standard guery response 0x3b1f Mo such name
M L0L2 standard
L3 10.0.0.138 DNS 79 standard guery 0xf823 A uglvhogmolflfvic.org
438 10.0.2.15 DHS 142 standard guery response 0xf823 no such name
= & 10.0.0.138 DN 81 standard guery Oxlbdb A wemhbbattwywnxo. co.uk
| Ex] 10.0.2.15 DNS 278 standard query response Oxlbdb A 212.71.250.4
= s 10.0.0.138 DHS 80 standard guery 0x3515 A whvofgyeaw]imdy. info
138 10.0.2.15 DNS 140 standard guery response 0x3515 Mo such name
m & 10.0.0.138 DNS 79 standard guery 0x672c A xbwayImjioyanfd. com
L 438 10.0.2.15 DS 152 standard query response 0x872c No such name
1 5 10.0.0.138 DNS 79 standard guery Oxc2dc A yvpamljaxtkdopg. net
438 10.0.2.15 DHS 152 standard guery response O0xc2dc Mo such name be:
c R AT e ) ok T Al m Al A e s M AT A e e 2 =P R B —
1= < |
Sc Frame 368: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
& Ethernet II, src: CadmusCo_23:e8:e8 (08:00:27:23:e28:28), Dst: Realteku_12:35:02 (52:54:00:1
& Internet Protocol version 4, src: 10.0.2.15 (10.0.2.15), Dst: 10.0.0.138 (10.0.0.138)
9 User Datagram Protocol, Src Port: 53733 (537330, Dst Port: domain (530
o Domain Mame System (guery)
[a]
o >
& 0000 52 54 00 12 35 02 08 00 27 23 e8 eB 08 00 45 00 RT..5... '#....E.
0010 00 40 02 bd 00 00 B0 11 21 58 0a 00 02 Of 0a 0O L S [ RN
0020 00 8a dl e5 00 35 00 2c 4e 67 49 a5 01 00 Q0 01 ..... 5., MQOI.....
0030 00 00 00 00 00 00 Of 67 6a 73 67 68 66 66 7o 6d  ....... g jsghffym
0040 T3 F2 65 76 6C 61 02 F2 75 00 00 01 00 01 srevla.r U..o...
O M Local Area Connection: <live capture in progress... | Packets: 438 * Displayed: 56 (12.6%) Profile: Default

O'RXNNN NN

?CryptoLocker 7y |"an7 nn'7¥n NN

.DNIR DMIY 2'A71 DPTIRN NIXI'Y 0DY70NN DX NIKYT7 1IN78N e
.NINN NYWA DA™Y 00" 0D NINT? NIN7XN e
.(yinan nnix nint? 2213 Tx1) n12imn nxir (DNS NIYpa 17'va) NMIAYN AI0 TR 1I'RY @

AN MTVAND'XAPA DX NI'OXN R'NY'R1DAN e

.NTIY NIFT NNd7 Y1 X7 non!
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Technologic

Did'o

NID [I'VIN N NNNn NN ANN2 NIPTIRN NN XYNRY X120 DX 11007 12'01 NN 1NKN]
707 NN D'7NWN NIOINNY (VT NNLVAX DINNA X7 DA) D'WIR TTIV? NOINY LP'N9N 77N
D'0N'I-'UINN NNANYI Y712 MIPY TNI' DO 72 DN'Y7Y 21WN% X7 .ONIXK D'97INY 0'7ON NN
I'an? ,wTnn 2DINY 9% ,pnwh NNp? 70 NN'RN TNXR 70U KINWnN X7X NN TTINNNY NiDNN
DY MNAY XAATn .0"N1AY 'R7NOXTY LI0'n 7907 X7 DX DA DN NRXINDIE Tay 'R
DNS-n MIYpn 7w NaANN DX NINT? 77 - N0IWS TINA N2'0oNn NNTNA XNAIT X' Cryptolocker
MIYPN K77 D'¥aPN NI N1'O¥N NI'R X' DR NNWN NNoN wpan CryptoLocker-w (110 .NXRXIN
DNS 'mw wI9'N 1237 71N N9O0INI VIYD MIANINN NN T 2WW X'N NIYNRYNN .NIYN DY DNTRIN

PTIN DIXI'Y MR TN DX VN Nivpa n'ont nn

© nnY¥nNa - 12T Y InipoY
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