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“Ensure that all system components and software are protected from known
vulnerabilities by installing applicable vendor-supplied security patches. Install

critical security patches within one month of release.”
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12.6.1 Management of technical vulnerabilities
Contro]

Information about technical vulnerabilities of information systems being used should be obtained in a
timely fashion, the organization's expesure to such vulnerabilities evaluated and appropriate measures
taken to address the associated risk,
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H.gm, available and scalable web hosting can be complex and
expensive. Dense peak periods and wild swings in traffic patterns
Tosullin kow ulizaion faies of expensive hartware. Amazon Web

Services provides the reliable, scalable, secure, and high-

porformance infrastructure fequired_for web. appications. whie
enabling an elastic, scale out and scale dovm infrastructure to
match IT costs in real time as customer traffic fluctuales.

amazon
webservices

The user’s DNS requests are served by Amazon Route 53, a D Web servers and application servers are deployed on B Resources and static content used by the web application
system highly available Domain Name System (DNS) service. Amazon EC2 instances. Most organizations will select an are stored on Amazon Simple Storage Service (S3), a highly
A Network traffic is routed to infrastructure running in Amazon Web Amazon Machine Image (AMI) and then customize it to their durable storage designed for I and
0verv|ew Services. needs. This custom AM will then be used as the starting point for primary data storage.
HTTP requests are first handled by Elastic Load Balancing, future web development. [ Stc and sireaming content is delivered by Amazon
which automatically distributes i coning application traffic Wekiservers and spplication servers are deploved In an Auto CloudFront, a global network of edge locations. Requests
across multiple Amazon Elastic Compute Cloud (EC2) instances Scaling group. Auto Scaling automatically adjusts your are automatically routed to the nearest edge location, so content
across Availability Zones (AZs). It abies ko greater fault capadity up or down according to conditions you define, With Auto is delivered with the best possible performance.
s I T SO & St A S Scaling, you can ensure that the number of Amazon EC2 instances B Avaiiabitty zones (A2s) are distinct geographic locations
el Mt s 8 you're using increases seamlessly during demand spikes to that are engineered to insulate against failures in other AZs.
ppl maintain performance and decreases automatically during demand Multiple AZs are combined into a region. Here, the entire web

lulls to minimize costs. application is deployed in two different AZs for high availability.
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“If you want to build a ship, don’t drum up the men to gather wood, divide the work, and give

orders. Instead, teach them to yearn for the vast and endless sea ”.

Antoine de Saint-Exupéry
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Tracking the Progress of an SDL Program Lessons from the Gym, Cassio Goldschmidt,
OWASP, 2010
Microsoft Security Development Lifecycle for IT, Rob Labbé
Architecting for The Cloud: Best Practices - Jinesh Varia, 2011

http://media.amazonwebservices.com/AWS Cloud Best Practices.pdf

:(ALM) Application Lifecycle Management \ n12In "N 2ITAN XY A'97AI'7an
:Software Life-Cycle Models n1oin "n ithn 7w 0'7Tm - e

http://webcourse.cs.technion.ac.il/236321/Winter2011-2012/ho/WCFiles/unit03-process-
models-1112.pdf

Scrum: a Breathtakingly Brief and Agile Introduction, Chris Sims, Dymaxicon, 2012
CDI’s Application Lifecycle Management (ALM):

http://www.cdi-ps.com/technology/application-lifecycle-management/

:DevOps Nw2 Ao
Rethinking building on the cloud: Part 4: Immutable Servers

http://www.thoughtworks.com/insights/blog/rethinking-building-cloud-part-4-immutable-

servers
The Codeship Workflow: Developing a new feature

http://blog.codeship.io/2013/08/16/the-codeship-workflow-part-1-developing-a-new-

feature.html
ImmutableServer

http://martinfowler.com/bliki/ImmutableServer.html

Continuous Delivery and DevOps FAQs, Paul Swartout, January 2013

http://www.packtpub.com/article/continuous-delivery-devops-fags

People, Process & Tools - The Essence of DevOps, Richard Campbell

DevOps and Security: It’s Happening. Right Now, Helen Bravo

[1IA2X2 N2DIN 121DTY Nynoun‘?-DevOps NHAIZITINND WIN'Y
www.DigitalWhisper.co.il
8 2014 XN ,49 |I'72



http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
http://media.amazonwebservices.com/AWS_Cloud_Best_Practices.pdf
http://webcourse.cs.technion.ac.il/236321/Winter2011-2012/ho/WCFiles/unit03-process-models-1112.pdf
http://webcourse.cs.technion.ac.il/236321/Winter2011-2012/ho/WCFiles/unit03-process-models-1112.pdf
http://www.cdi-ps.com/technology/application-lifecycle-management/
http://www.thoughtworks.com/insights/blog/rethinking-building-cloud-part-4-immutable-servers
http://www.thoughtworks.com/insights/blog/rethinking-building-cloud-part-4-immutable-servers
http://blog.codeship.io/2013/08/16/the-codeship-workflow-part-1-developing-a-new-feature.html
http://blog.codeship.io/2013/08/16/the-codeship-workflow-part-1-developing-a-new-feature.html
http://martinfowler.com/bliki/ImmutableServer.html
http://www.packtpub.com/article/continuous-delivery-devops-faqs

Technologic

The Phoenix Project: A Novel about IT, DevOps, and Helping Your Business Win, Gene Kim,
George Spafford, Kevin Behr, IT Revolution Press, 2013
DevOps

http://searchcloudcomputing.techtarget.com/definition/DevOp

7N NN XWDA ArvNaran
Payment Card Industry (PCl) Data Security Standard
Requirements and Security Assessment Procedures, Version 3.0, November 2013

https://www.pcisecuritystandards.org/documents/PCl DSS v3.pdf

The Journey to ISO 27001 (Part 1), Ricky M. Magalhaes, Published on 3 July 2013

http://www.windowsecurity.com/articles-tutorials/misc_network security/journey-iso-

27001-partl.html

The Journey to ISO 27001 (Part 2), Ricky M. Magalhaes, Published on 28 Aug. 2013

http://www.windowsecurity.com/articles-tutorials/misc_network security/journey-iso-

27001-part2.html

ISO 27002 (2013 Second Edition)
http://www.scribd.com/doc/177330349/ISO-IEC-27002-2013
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