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Survey Respondents

Most Common Motivations Behind DDoS Attacks
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Political/ideological disputes

Online gaming-related

Nihilism/vandalism

Criminals demonstrating DDoS attack capabilities
Social networking-related
Interpersonal/inter-group rivalries
Misconfiguration/accidental

Competitive rivalry between business organization
Diversion to cover compromise/data exfiltration
Criminal extortion attempts

Flash crowds

Financial market manipulation

Intra-criminal disputes

Unknown

[http://www.nanog.org/meetings/nanog57/presentations/Tuesday/tues.general.sockrider.2012 infra_sec report.1.pdf :i7na]
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Top 7 attacks in May 2013

Anomaly IP bad frag bits

L4 Source or Dest Port Zero

Invalid TCP Flags Packet Anomalies B

SIP Scanner

TCP handshake violation, first packet not
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Anomaly SSL renegotiation I
|

SYN Out of State

SYN Flood IE—
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Dst Port Protocol Description
0 IP Anomalies Invalid IP Header or Total Length
0 IP Anomalies Unsupported L4 Protocol
0 TCP Anomalies Invalid TCP Flags
0 TCP Anomalies L4 Source or Dest Port Zero
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0 0 TCP Anomalies TTL Less Than or Equal to 1

0 ICMP Intrusions ICMP-Frag-Needed-Storm

22 multiple | TCP DoS

23 multiple TCP DoS

25 TCP Intrusions Anomaly IP bad frag bits

25 TCP Intrusions Possible-Worm

53 UDP UDP DOS UDP Flood

80 Multiple | Multiple TCP SYN Flood

80 TCP Intrusions Apache HTTPD mod_log_config Cookie

80 TCP Intrusions IIS-ASN1-Overflow

80 TCP Intrusions Web-etc/passwd Dir Traversal

443 TCP TCP Intrusions Anomaly SSL renegotiation

443 Multiple | TCP Intrusions Anomaly TLS renegotiation

443 TCP Intrusions Anomaly IP bad frag bits

1433 TCP DoS General UDP

2400 Multiple | Multiple UDP Anomalies Source Address same as Dest Address (Land Attack)
2425 multiple | UDP DoS

2627 Multiple | Multiple UDP Anomalies Source Address same as Dest Address (Land Attack)
3389 multiple | TCP DoS SYN Flood

3566 multiple | Multiple TCP Anomalies Source Address same as Dest Address (Land Attack)
5060 multiple | UDP DoS

5060 UDP Intrusions SIP-Scanner

6507 UDP UDP DoS

6511 uUDP UDP DoS
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6667 multiple | TCP DoS

6668 multiple | TCP DoS

6675 multiple | TCP DoS

8080 multiple | TCP DoS

10527 UDP Intrusions Anomaly IP bad frag bits
14598 UDP Intrusions Anomaly IP bad frag bits
24644 UDP Intrusions Anomaly IP bad frag bits
26269 uDP Intrusions Anomaly IP bad frag bits
28063 UDP Intrusions Anomaly IP bad frag bits
31188 uDP Intrusions Anomaly IP bad frag bits
32948 UDP Intrusions Anomaly IP bad frag bits
33463 UDP Intrusions Anomaly IP bad frag bits
33717 UDP Intrusions Anomaly IP bad frag bits
56278 UDP Intrusions Anomaly IP bad frag bits
57853 UDP Intrusions Anomaly IP bad frag bits
58314 Multiple | Multiple UDP Anomalies Source Address same as Dest Address (Land Attack)
58410 UDP Intrusions Anomaly IP bad frag bits
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