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Cross-site scripting
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1) Bilal Ghouri | + |

6 & 10.0.1. 1isrfindex.php?query =8in=08&search=5earch c | |'-"lv )_l ﬁ

Sorting Logs: | NewestFirst »

Search for: | In: | Softwares v| [ Search ]
Home | Logout
[JApp Name Sitename Username Password PC Name IP Address Date
Clfilezila  10.0.1.1 root 12345 ACCOUNTING10.0.1.4 fggt%?ls
Firefox i : 2013-05-15
D3-5r’4 http://10.0.1.1 admin passwi MANAGER 10.0.1.3 13:16:00
Page: First - Previous - Next - Last (Showing 0 - 2 of 2 Results) ’ Delete ] | [ Export ] | ’ Export All Logs
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Fle Edit View History Bookmarks Tools Help
("} {c) Bilal Ghouri | +

(- @ 10.0.1. 1isrfindex. php?query =8in=08search=Search g

9 P &

f

Sorting Logs: | NewestFirst

Search for: |Ir|: | Softwares V|[ Search ]
Home | Logout 7
[JApp Name Sitename Username Password PC Name IP Address Date
[Filezila  10.0.1.1 ACCOUNTING10.0.1.4 32}435'?55;15
[CIFilezilla 10.0.1.1 12345 ACCOUNTING10.0.1.4 321435-055415 b
D;i_rse;fx http://10.0.1.1 Hag_sameachlACCOUNTING10.0.1.4 29130215
[CIFilezilla 10.0.1.1 12345 ACCOUNTING10.0.1.4 321136—055—15
Cfirefox 0,001 passwi MANAGER  10.0.1.3 20130515 g
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[admin<script>alert(1)</script> nnXa XN 7w wnnwnn nw)
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“A Follow TCP Stream

Stream Content

POST /andromeda/image.php HTTP/1.1

Host: 10.0.1.1

User-agent: Mozilla/ /4.0

Content-Type: application/x-www-form-urlencoded
Content-Length: 76

Connection: close

FHGASMMZOT7XkSI111KruAj7ZTriPNLIC7+G7 4y SWHOXNG
+UfHWT 65X cavbDnPwkx18grokD8cgmcHTTR /1.1 200 0K
uuuuuuuuu e,

Server: Apache/2.2.16 (Debian)

¥-Powered-By: PHP/5.3.3-T+squeezeld
Content-Length: 9

Connection: close

Content-Type: application/octet-stream

|. .B..M. us|
|
|Enh’re conversation {455 bytes) w |

() ascIr ) EBCDIC () Hex Dump ) C Arrays (%) Raw
’ Filter Out This Stream l [ Close l

[fHGASMMz yourself!]

DYO NUUN MIYT NI 775 )0T2 RNV 01I0NY DTN X7X LINIXK [MIyn NNRA X7 DINN
NNYOXN NDIN 7D N7 AT NIYYT TWOXRY NN L, P7 .AXKIWA 7W 210 .17¢ 01VVON NIX AT NNdA
,790 I 11107 TWON 'KY 1N .MIAYN W' [TV DXN NIXYZIE MIYPENA Unnvnd nyIT'Y Q1wnna
TIVI TIY 207 QWOKX AN .09I0NP'N 7Y DMWY DY MYPNN ANXY N7U900 NdWwn DA NN
NIIAYN P07 N2 701 1'WDY .NNIX M7 77 N'N'Y )0 NIAYN DIN'Y YyR2IY Ty 0YIT D'NN'Y

.11090'9V INWUN VIYD IX ,NITT NI'YO IT OXN PITA71 NNdIN X7
II'X X ,NNTPNA [1'0 N71D>' 2waw Wireshark - 075 v ny NIwy? y'7mm X MIAvnn NN DX
197 D07 71D'w Process Monitor nwa Sysinternals 7w 7201 ,NNIAynn DX WXI'W '70N7 yTIn

("7¥ 21722 yT'n NNVAK 75 'Y TINYA KIXNT N DTINY DYWL 0Y9) 7Y yTn) NN

NOPNN X'N NI NAI0N Nann - VI 7w nmivax
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= Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help

=H | ABE YAG 85 | @5 HE[LzM

Time ... | Process Name PID | Operation Path Result Detail ~

19:11:43.. Zhwusuch exe 1620 4% TCP Send 10.01.4:1186 = 10.01.1http  SUCCESS  Length: 167
19:11:43.. Lhwusuch exe 1680 4% TCP Send 10.0.1.4:1186 == 10.0.1.1http  SUCCESS  Length: 7
19:11:43.. ‘“wuaucﬂ.em 1680 _&TCP Receive  10.0.1.4:1186 > 10.0.1.1:http  SUCCESS  Length: 212
19:11:43.. ‘hwuaucﬂ.em 1680 _&TCP Dizconnect 10.0.1.4:1186 > 10.0.1.1http  SUCCESS  Length: 0
19:12:43.. Ewuauch exe 1680 &% TCP Send 10.0.1.4:1187 > 10.01.1http  SUCCESS  Length: 167
19:12:43.. Lwuauch exe 1680 &% TCP Send 10.0.1.4:1187 - 10.01.1http  SUCCESS  Length: 7
19:12:43.. fwuauch exe 1680 _&TCP Receive  10.0.1.4:1187 > 10.01.1:Htp SUCCESS  Length: 212
19:12:43. . Lhwusuch exe 1680 &TCP Disconnect 10.0.1.4:1187 = 10.01.1Http  SUCCESS  Length: 0
19:13:43..| Zhwusuch exe 1680 4% TCP Send 10.01.4:1188 = 1001 1http  SUCCESS Length: 167
19:13:43..| Zhwusuch sxe 1620 4% TCP Send 10.0.1.4:1188 = 1001 1http  SUCCESS  Length: 7
15:13:43.. ‘“wuaucﬂ.exe 1680 _&TCP Receive  10.0.1.4:1188 > 100.1.1http SUCCESS  Length: 212
19:13:43.. ‘“wuaucﬂ.em 1680 _&TCP Dizconnect 10.0.1.4:1188 > 10.0.1.1http  SUCCESS  Length: 0
19:14:43.. Lhwuauch exe 1620 4% TCP Send 10.0.1.4:1185-> 10.0.1.1http  SUCCESS  Length: 167
19:14:43.. Rhywuauch exe 1680 &% TCP Send 10.0.1.4:1185 > 10.01.1http  SUCCESS  Length: 7
19:14:43..| Lhwuauch exe 1680 ahTCF Receive  10.0.1.4:1185->10.0.1.1Http  SUCCESS  Length: 212
19:14:43..| fhwuauch exe 1680 _&TCP Disconnect 10.0.1.4:1185 = 10.0.1.1Http  SUCCESS  Length: 0
19:15:43..| Lhwusuch exe 1680 4% TCP Send 10.0.1.4:1150 = 10.01.1http  SUCCESS  Length: 167
19:15:43..| Lhwusuch exe 1680 4% TCP Send 10.0.1.4:1150 = 10.01.1http  SUCCESS  Length: 7
19:15:43.. ‘“wuaucﬂ.exe 1680 _&TCP Receive  10.01.4:1150->1001.1http SUCCESS  Length: 212
19:15:43.. ‘“wuaucﬂ.exe 1680 _&TCP Disconnect 10.0.1.4:1150->100.1.1http SUCCESS  Length: O w

IShowing 43 of 164,801 events (0.029%) Backed by wirtual memory

[M%7170 DTN 7v X7 IRw 9]

A Follow TCP Stream

Stream Content

GET /iss/indor obefoction oddiysarname=admin<script=alert(1l)</
script> password=Hag_sameach!{ app=Firefox%

203. 5/4c e nree TN e name=http: //10.0.1.1 HTTP/1.1
Home toonee toodCore Software For @ Public

Host: 10.0.1.1

HTTP/1.1 200 OK —
Date: wed, 15 May 2013 17:19:26 GMT

Server: Apache/2.2.16 (Debian)

X-Powered-By: PHP/5.3.3-T+5queezeld

Set-Cookie: PHPSESSID=rvfogtasgsdZnZnvm87693rvi7; path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-control: no-store, no-cache, must-revalidate, post-check=0,
pre-check=0

Pragma: no-cache

vary: Accept-Encoding

Content-Length: 0

Ccontent-Type: text/html

| £

PR N [y N e ey

|Entire conversation (1798 bytes) w |

[ End |[ savess [ print |O ascr  Oseoic O Hexbump O Camays  © Raw

Filter Qut This Stream ] [ Close ‘

[Ihw'mn 10.0.1.1 "7 'mannnY DIT K7]

'8 'MO101 X7W INW'7D INKRY 0172 NIX2 NN7WIY '7W XN0'0o NIXTY? TWON Wireshark 7w DI7'xa
I'YDY .ATIN MY 21'T2 DT 722 NI *720N INWT'RY 0'RIN Process Monitor 7w DiI7'¥21 .|9T9 T2

.01 YT 977 yin Firewall-a (C&C) nu™7wn MY 7¢ NAIMDN NX DION7 TWOX
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It's the only way to ) awnnn NX 110N'D1,NND 17'9X IX ,INK IX DT VIVIAYT DMYY '72Y 1'WDY
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a la guerre comme ala guerre

NIYY7 TWOX N NIAWNN 21 17X 7070 722 DX NIKN7 waw’? X7 nn7 .nnn'tna md nnn'tna

LT Y DY INTIR NIXYUNN K77 1A YA Ymm 'R yno [mT 19 79011

2101 7a89 7y niIvVNWAN

MY 790 012 N 2R 1aNNnY X7 nn%? XSS NN NIv¥NXa nLVY7wn NNY NAIMD NX 11172 DR
N'7¥n7 '15'0 N7 W' admin : admin NINTTN ' NIC17 TWOXR .ANK INIK DN 7101 738901 NVYWN
XY DT L,URIN DYV 2IWNYT N1 L,NNI0 N T .0'YIY DN NN DT X7w 00T 7Y 1 o
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SQL Injection

79 wnnwn Dwn DX DNDIT

‘admin<script>alert(1)</script>

TTNR TIV "7 W TR

‘ admin'; DROP ALL TABLES;--

.DD7Y [I'T7 'R "IN IRWN

ni'oY

IX .0"7'y9 D'V 197X NNYWY D'7'TNNl 2A0'N D'NOoIM DN L,V1NVI'X] O 0'0IVIA NIS01'X NY!

,D'WI0] D70 L1713 D71Y7 D'D1UN 7101 "2AX9 NINN KIXAT7 N1 72122 DTNN WI9N] YT N¥7 DY

DY NIVXNXA NINTM QY NPT NNd 7Y wI9'N INNY7 'MNXAY VIVIAY? NNAIT NIN .D'Y7'YD D|7'7n

- Opera

File Edit View Bookmarks Tools Help

atis

Commands

=

Installs

TEST

7B38363037303536362D453146362D
7B43304135354341432D363636452D
7B38393830373131442D04143464420
7B3944413442364441203045334620D
TB4346443542333645203241384620
7B393332314133413820353441382D
TB433438463044334120414436432D
7B3644333144453583220443344412D

TB36423245363143462D313933462D

Installation Date

16:36 21.07.2012
01:58 22.07.2012
00:03 28.07.2012
19:30 30.07.2012
17:56 02.08.2012
18:08 02.08.2012
13:59 05.08.2012
13:59 05.08.2012
13:59 05.08.2012

13:99 05.06.2012

T

[7xwm TR V2 W' 17'9K]

INTIQY N7IY YDTAY WNNun Punnl nypwn? 27 m'y .2Tnn N0l wnnwn

\ %

Displaying 1 - 10 of 169
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http://malware.dontneedcoffee.com
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