Android DNS poisoning: Randomness gone bad
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What is the IP of www.ibm.com?

The IP of www.ibm.com is 9.9.9.9.
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Victim

The IP of www.ibm.com is 6.6.6.6.
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What is the IP of www.ibm.com?

v

The IP of www.ibm.com is 9.9.9.9. (nonce=64213)
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The IP of http://www.ibm.com is 6.6.6.6. (nonce=64213) W“'
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| 161340205533.324190  Destination unreachable (port unreachables3  OxZaad ]
17 1340205533, 343024 Standard query A 1.www.1bm. FEEFE] Ox57el
18 1340205533, 3410863 Standard query A 1.www.1bm.com 31427 0x769¢C
19 1340205533, 697365 standard query A 1.www.ibm. com 7987 0x1b95
20 1340205533. 905532 standard query A 1.www.ibm.com 62754 0xf166
21 1340205534.267378 standard query A 2.www.ibm.com 28779 0x6e75

23 1340205534. 404186 Standard guery A 2.www.ibm.com 12299 0x2c35
24 1340205534, 572922 Standard query A 2.www.ibm.com 64707 0xf8f2
25 1340205534, 676409 standard query A 2.www.ibm. com 17508 Oxd0c1
26 1340205534, 946074 standard query A 3.www.ibm.com 11932 Ox2d63
27 1340205335.129218 standard guery A 3.www.ibm.com 26538 0x626T
28 1340205535, 270298 standard query A 3.www.ibm.com 22413 0x53bb
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31 1340205535. 676261 standard query A 4.www.ibm. com 39386 0x95bd
32 1340205535, 811608 standard query A 4.www.ibm.com 17873 Ox4190
33 1340205535, 965342 standard guery A 4.www.ibm.com 65198 Oxfafs
34 1340205536, 095760 Standard query A 4.www.ibm. com 4842 0x0f20 4
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static int
random bind( int s, int family )

{

/* first try to bind to a random source port a few times */
for (j = 0; § < 10; J++) {
/* find a random port between 1025 .. 65534 */
int port = 1025 + (res_randomid() % (65535-1025));
if (family == AF INET)
u.sin.sin port = htons(port);
else
u.sin6.sin6 port = htons(port);

if ( 'bind( s, &u.sa, slen ) )
return 0;

}

/* nothing after 10 tries, our network table is probably busy */
/* let the system decide which port is best */
if (family == AF INET)
u.sin.sin port = 0;
else
u.sin6.sin6 port = 0;

return bind( s, &u.sa, slen );
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res_mkquery.c NNN res_nmkquery Nn*x1pio92 X'n TXID-N 7Y Ny

int

res_nmkquery (res state statp,
int op, /* opcode of query */
const char *dname, /* domain name */

int class, int type, /* class and type of query */
const u_char *data, /* resource record data */

int datalen, /* length of data */

const u_char *newrr in, /* new rr for modify or append */
u_char *buf, /* buffer to put query */

int buflen) /* size of buffer */

hp = (HEADER *) (void *)buf;
hp->id = htons(res randomid()) ;
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u_int
res_randomid(void) {
struct timeval now;

gettimeofday (&now, NULL) ;

return (0xffff & (now.tv_sec #* now.tv _usec % getpid())):;

}
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