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3 - TechTarget, Cloud Computing, http://searchcloudcomputing.techtarget.com/definition/cloud-computing

4 - The Open Group, Cloud Cube Model: Selecting Cloud Formations for Secure Collaboration,
https://collaboration.opengroup.org/jericho/cloud cube model v1.0.pdf

5 - Virtual Private Network -nnoaixni N1oxin NMIYpn nvn

6 - Peter Mell, Timothy Grance: The NIST Definition of Cloud Computing (National Institute of Standards and Technology Special
Publication 800-145 7 pages (September 2011): http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
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7 - Wikipedia, Cloud Computing, http://en.wikipedia.org/wiki/Cloud computing#cite note-1

8 - Elisabeth, Stahi et.al: Performance Implications of Cloud Computing (IBM Corp. 2012):
http://www.redbooks.ibm.com/redpapers/pdfs/redp4875.pdf

9 - Marc Vael, Cloud Computing Advantages -Why you should go for it (A presentation by ISACA -Cloud Computing Task Force):
http://www.isaca.org/Groups/Professional-English/cloud-

computing/GroupDocuments/ISACA Cloud%20Computing%20Advantages%20%28April%202011%29%20handout.pdf
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11 - SUN Microsystems, Introduction to Cloud Computing architecture (Whitepaper, SUN Microsystems June 2009):

http://java.net/jira/secure/attachment/29265/CloudComputing.pdf

12 - IDC, Defining “Cloud Services” and “Cloud Computing” , http://blogs.idc.com/ie/?p=190

13 - U.S. House Of Representatives - Subcommittee On Technology And Innovation Committee On Science, Space, And Technology -

Hearing Charter: The Next IT Revolution?: Cloud Computing Opportunities and Challenges (September 2011):

http://science.house.gov/sites/republicans.science.house.gov/files/documents/hearings/092111 charter.pdf

14 - Forbes, The Economic Benefit of Cloud Computing,http://www.forbes.com/sites/kevinjackson/2011/09/17/the-economic-

benefit-of-cloud-computing/
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16 - Expert Group Report, The Future Of Cloud Computing, http://cordis.europa.eu/fp7/ict/ssai/docs/cloud-report-final.pdf

17 - Daniele Catteddu and Giles Hogben (editors): Benefits, risks and recommendations for information security (ENISA, 2009):
http://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-computing-risk-assessment
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18 - Cloud Computing Journal, Automating The Cloud, http://cloudcomputing.sys-con.com/node/2025961

19 - http://www.idc.com/home.jsp?t=1354283013719

20 - IDC Research, Cloud Computing 2010 -An IDC Update, http://www.slideshare.net/JorFigOr/cloud-computing-2010-an-idc-
update

21 - Michael Healey: InformationWeek Analytics 2011 State of Cloud Computing Survey (InformationWeek, January 2011, Report ID:
R1610111)

22 - Michael A. Davis: InformationWeek 2012 Cloud Security and Risk Survey (InformationWeek, August 2012, Report ID: R5080812)
23 - ENISA, Cloud Computing Risk Assessment, http://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-

computing-risk-assessment/
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24 - GNT, BPOS: a data leak in Microsoft’s cloud, http://us.generation-nt.com/cloud-computing-data-leak-bpos-microsoft-news-
2656841.html
25 - Computer World, What happens to data when your cloud provider evaporates?,
http://www.computerworld.com/s/article/9216159/What_happens to data when your cloud provider evaporates
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27 - Cloud Security Alliance, Top Threats to Cloud Computing, https://cloudsecurityalliance.org/topthreats/csathreats.v1.0.pdf
28 - ZDNET, Zeus crimeware using Amazon's EC2 as command and control server, http://www.zdnet.com/blog/security/zeus-
crimeware-using-amazons-ec2-as-command-and-control-server/5110
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29 - International Organization for Standardization, 1SO 31000:2009 Risk management -- Principles and guidelines,
http://www.iso.org/iso/iso_catalogue/catalogue tc/catalogue detail.htm?csnumber=43170 (Limited access)
, http://aws.amazon.com/tco-calculator/ , http://www.rackspace.co.uk/cloud-computing/ :j3y? NiNIE'? N2>'wN? NINNAIT 190N - 30
https://www.youtube.com/watch?v=CjYNEjviRCY, https://www.youtube.com/watch?v=C4Vn6cicdSA,
https://www.youtube.com/watch?v=I-jmkkYiQac
31 - Seeking Alpha, Cloud Computing Technology - Investment Strategy: IBM, Microsoft, Intel, Oracle, Amazon,
http://seekingalpha.com/article/889941-cloud-computing-technology-investment-strategy-ibm-microsoft-intel-oracle-amazon

32 - Google, The Story Of Send, http://www.google.com/green/storyofsend/desktop/#/hard-working-machines
33 - SLA Information Zone, The Service Level Agreement , http://www.sla-zone.co.uk/
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34 - The Monitoring Guy, Service Availability Reporting, http://themonitoringguy.com/articles/service-availability-reporting/

35 - Microsoft News Center, Microsoft’s Quest for Greater Efficiency in the Cloud, http://www.microsoft.com/en-
us/news/features/2011/aprl11/04-19greendatacenters.aspx

36 - BostInno, Gmail Outage: First GoDaddy, Now Gmail is Down for Some Users Today, http://bostinno.com/2012/09/10/gmail-
outage-first-godaddy-now-gmail-is-down-for-some-users-today-report/

37 - CNN, Instagram down in mass power outage, http://news.blogs.cnn.com/2012/06/30/instagram-down-in-mass-power-outage/
38 - Computreworld, Amazon outage sparks frustration, doubts about cloud,
http://www.computerworld.com/s/article/9216098/Amazon outage sparks frustration doubts about cloud

39 - Aleksandra Korolova: Privacy Violations Using Microtargeted Ads: A Case Study (Journal of Privacy and Condentiality Volume 3,
Issue 1, 2011, Pages 27-49)

40 - Siani Pearson: Taking Account of Privacy when Designing Cloud Computing Services (HP Laboratories, HPL-2009-54:
http://www.gtsi.com/eblast/corporate/cn/09 09 2009/PDFs/HP%20Lab.pdf )
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41 - Christopher Soghoian: Caught In The Cloud: Privacy, Encryption, And Government Back Doors In The Web 2.0 Era, ( Indiana
University Bloomington - Center for Applied Cybersecurity Research, August 17, 2009):
http://papers.ssrn.com/sol3/papers.cfm?abstract id=1421553
42 - Dan Svantesson and Roger Clarke. (2010) "Privacy and consumer risks in cloud computing" Computer law and security review, 26
(4), 391-397, http://epublications.bond.edu.au/law pubs/347/
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mwn 'Rpnk |pn 10 0t |Pn (Federal Information Processing Standards Publication 140-2)
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44 - 27000, 27000 -Toolkit, http://www.27000-toolkit.com/ (ISO 27001 Citation)

45 - The ISO 27000 Directory, An Introduction To 1SO 27001 (1ISO27001), http://www.27000.0rg/iso-27001.htm

46 - 27000, 27000 -Toolkit, http://www.27000-toolkit.com/ (ISO 27001 Citation)

47 - http://aws.amazon.com/security/iso-27001-certification-fags/ , http://googleenterprise.blogspot.co.il/2012/05/google-apps-
receives-iso-27001.html, http://www.microsoft.com/online/legal/v2/en-us/MQOS PTC Security Audit.htm

48 - Department of Commerce, National Institute of Standards and Technology
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PN 9w NnSwn n1'n ,Payment Card Industry - Security Standards Council :X7nn nnwa IX
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49 - Federal Information Processing Standards PUB 140-2: Security Requirements For Cryptographic Modules (Information
Technology Laboratory National Institute of Standards and Technology Gaithersburg, MD 20899-8900):
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf

50 - NIST, Validated FIPS 140-1 and FIPS 140-2 Cryptographic Modules, http://csrc.nist.gov/groups/STM/cmvp/documents/140-
1/140val-all.htm

51 - PCl Security Standards, About Us, https://www.pcisecuritystandards.org/organization info/index.php

52 - PCl Security Standards, PCI Standards Documents, https://www.pcisecuritystandards.org/security standards/documents.php
53 - Wired, PCI DSS Compliance in the Cloud: Challenges and Tactics, http://www.wired.com/insights/2012/05/pci-dss-compliance-
cloud/

54 - Virtualization Special Interest Group: PCI DSS Virtualization Guidelines (PCI Security Standards Council, June 2011):
https://www.pcisecuritystandards.org/documents/Virtualization InfoSupp v2.pdf
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http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
https://www.pcisecuritystandards.org/organization_info/index.php
https://www.pcisecuritystandards.org/security_standards/documents.php
http://www.wired.com/insights/2012/05/pci-dss-compliance-cloud/
http://www.wired.com/insights/2012/05/pci-dss-compliance-cloud/
https://www.pcisecuritystandards.org/documents/Virtualization_InfoSupp_v2.pdf
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NIYX¥NXA NDYNT N2 WORN [PNn IETF-n T 2 DTIme |7n 1'n OAuth (Open Authorization)
2N NINTTA?E NWAT AN 7 0 .0 TN DINA NNIX 7'V9NY WNNWNN R NNTA TWUNR D'X7Y79X
UnNnnun v oMYy nown 7Y nwa awoNnl "awn 1’1" DA Wi [PNn . ava NiIY nidavn
AUN2 AYRY7OKR W NN T 7Y KIRLI9W DUWIRD 0'0N9N DX QY7 0N Wnnwnn '7an olion
01NVI'RA NIIY'Y7 NIF7VAT NITIVN NP'OIN YR NDNOIN NIYIL YIN'Y N¥PNY 1D AT (1220

.(Certificate Authority)

55 - NSK Inc., Become SAS 70 Type II, SSAE 16 Compliant in the Cloud, http://blog.nskinc.com/IT-Services-
Boston/bid/103314/Become-SAS-70-Type-II-SSAE-16-Compliant-in-the-Cloud

56 - http://en.wikipedia.org/wiki/Sarbanes%E2%80%930xley Act

57 - Layered Tech, Certifications and Tech Partners, http://www.layeredtech.com/why-layeredtech/certifications-and-tech-partners/
58 - TechTarget, Identity management in cloud computing courts enterprise trust,
http://searchcio.techtarget.com/news/1509770/Identity-management-in-cloud-computing-courts-enterprise-trust

59 - Forrester Blog, A New Venn Of Access Control For The APl Economy, http://blogs.forrester.com/eve maler/12-03-12-

a_new venn of access control for the api economy

[V 2IYNN] YT'A NNVAX PN
www.DigitalWhisper.co.il
13 2013 'xn ,41 i'a



http://blog.nskinc.com/IT-Services-Boston/bid/103314/Become-SAS-70-Type-II-SSAE-16-Compliant-in-the-Cloud
http://blog.nskinc.com/IT-Services-Boston/bid/103314/Become-SAS-70-Type-II-SSAE-16-Compliant-in-the-Cloud
http://en.wikipedia.org/wiki/Sarbanes%E2%80%93Oxley_Act
http://www.layeredtech.com/why-layeredtech/certifications-and-tech-partners/
http://searchcio.techtarget.com/news/1509770/Identity-management-in-cloud-computing-courts-enterprise-trust
http://blogs.forrester.com/eve_maler/12-03-12-a_new_venn_of_access_control_for_the_api_economy
http://blogs.forrester.com/eve_maler/12-03-12-a_new_venn_of_access_control_for_the_api_economy
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DWA 71NN 17W NIrdNOoNI NIFNINNNA 770 AXIY NIST .ayn Xwi7 0TIvY 2TIAyY DX )T NI Tvi
'NWI DIT' 7V NImn WK FISMA 1Ix'7a IR Federal Information Security Management Act 2002
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Cloud Security Alliance

NI'7NN'0DIN NIV'YA WIN'YN DX DTP7 1NXYY " Tan TWNR NN DNon K77 NIy qiaonqa CSA-n
VYT )I'N DTE? |21 3V 2IWNN2 D0 YT'N NNVIAXR 'WYAXR NIRXNN N'0anY? "1 (best practice)

24995 [9IX2 2IWNNA WIN'WA N19'WA Y107 NN 7Y 1Y 2NN win'wn A

60 - Kantara Initiative, Case Study: Subscribing to a Friend's Cloud,
http://kantarainitiative.org/confluence/display/uma/Case+Study%3A+Subscribing+to+a+Friend's+Cloud

61 - Peter Mell, Timothy Grance: The NIST Definition of Cloud Computing (National Institute of Standards and Technology Special
Publication 800-145 7 pages (September 2011): http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf

62 - Some of NIST's publications: Guidelines on Security and Privacy (800-144), CC Synopsis & Recommendations (800-146), CC
Standards Roadmap (500-291), CC Reference Architecture (500-292), USG CC Technology Roadmap Draft (500-293)

63 - CRN, Microsoft Admits Lacking Full FISMA Certification For Federal Cloud,
http://www.crn.com/news/cloud/229401710/microsoft-admits-lacking-full-fisma-certification-for-federal-
cloud.htm;jsessionid=VL8dEvVU+98uiUAaYpEH+Q**.ecappj03?cid=rssFeed

64 - CSA, About, https://cloudsecurityalliance.org/about/
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http://kantarainitiative.org/confluence/display/uma/Case+Study%3A+Subscribing+to+a+Friend's+Cloud
http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
http://www.crn.com/news/cloud/229401710/microsoft-admits-lacking-full-fisma-certification-for-federal-cloud.htm;jsessionid=VL8dEvVU+98uiUAaYpEH+Q**.ecappj03?cid=rssFeed
http://www.crn.com/news/cloud/229401710/microsoft-admits-lacking-full-fisma-certification-for-federal-cloud.htm;jsessionid=VL8dEvVU+98uiUAaYpEH+Q**.ecappj03?cid=rssFeed
https://cloudsecurityalliance.org/about/
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Ixnw “Certified Cloud Security Knowledge nwa nanon Xin CSA-N 7@ [I'¥7 XY IR VPN
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Federal Risk and Authorization Management Program

WX 2"NINA NIZKATO Nivn Mvon YW antir M9 2012 nY'nNn wIn [ nn FedRAMP

FedRAMP ninja JIM7RTO NNYAIE 0'91A 1Y AV '"MN'Yl yin'y ninpya TANT7 D ITARNN

65 - CSA, Research, https://cloudsecurityalliance.org/research/

66 - CSA, Security Guidance for Critical Areas of Focus in Cloud Computing V3.0,
https://cloudsecurityalliance.org/guidance/csaguide.v3.0.pdf

67 - http://en.wikipedia.org/wiki/Big_data

68 - CSA, CSA Security, Trust & Assurance Resources, https://cloudsecurityalliance.org/star/

69 - CSA, Cloud Trust Protocol, https://cloudsecurityalliance.org/research/ctp/# downloads

70 - CSA, Certificate of Cloud Security Knowledge, https://cloudsecurityalliance.org/education/ccsk/

[V 2IYNN] YT'A NNVAX PN
www.DigitalWhisper.co.il
15 2013 'xn ,41 i'a
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https://cloudsecurityalliance.org/guidance/csaguide.v3.0.pdf
http://en.wikipedia.org/wiki/Big_data
https://cloudsecurityalliance.org/star/
https://cloudsecurityalliance.org/research/ctp/#_downloads
https://cloudsecurityalliance.org/education/ccsk/
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71 - GSA, FedRAMP Governance, http://www.gsa.gov/portal/category/103271
72 - NIST, Recommended Security Controls for Federal Information Systems and Organizations (NIST Special Publication 800-53
Revision 3), http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final updated-errata_05-01-2010.pdf
73 - GSA, Third Party Assessment Organizations (3PAQOs), http://www.gsa.gov/portal/category/102387
74 - GSA, Authorized Cloud Service Providers, http://www.gsa.gov/portal/content/131931
http://www.justice.gov.il/NR/exeres/DC0807D5-F376-4262-8689- , yTI N'a17100 ,09wN7 NIYAN NITIN ,0'0OWNN TN - 75
DE14A72A0909,frameless.htm?NRMODE=Published
, YIN A17'M "MIN'YA WIn'y1 yT'Na NIrvon 7y 1an 3 :(0"m1) yTni 01171100 09wn? Nivin ,0'uswnn Twn - 76
http://www.justice.gov.il/MOJHeb/ILITA/News/mikurhuts.htm
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http://www.gsa.gov/portal/content/131931
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http://www.justice.gov.il/MOJHeb/ILITA/News/mikurhuts.htm
http://www.justice.gov.il/MOJHeb/ILITA/News/mikurhuts.htm
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77 - BYOD -Bring Your Own Device
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