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y (A1 v At 0 x0T 4 x s X))y kXYL is 4
s Xx o ls loox o, 481
o U I A oL X ms B~ X x Lo s 4], . 1s X L
x4 b redd gg com x 1k Yex1 1, ¢ TFop LevekDomaing IS4 _(~ - S
cx 1 s-4 1 v wauntry ¢ode Top Level DomayreeTLD + ¥+ 1 " R AU i, ( . ,
¢ 1~ x> digitélwhgper.co.il dnn.comep.dl T x v 1o R H g T, fs e s T4 v ]
Source of X authoritative servey X 4L DNSS » Fws 4 _ .l yx 751 s X
R P X X S DX Xx ]S ¢l - x> Authority ¢ ~ _ N
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A e b T ] ©XT X 4qe xs 4 x DNS K ¥4 e 1T Y T s e

~ ~ ~ ~

X 1 ADNS A ALl s x . uxsooxX o gxXHALi4os J St 14

« s s L 1. s s Clhoxo o7 , 4. 1~ 1+ s |_-|:,,~sv [ L L
Sx " s LX< S LXBNSs, 4.5 . A I I PoeoXox o] e .

www.digitalwhisper.co.il . st L4~ _ DNS 4s* sl 118 s b x X .
- Lo~ L~ X s Sl s DNBELu xS XS v X S Coe s A

~ > ~

L s 1 * .digitalwhispér.co.il 4 | {1« . 1vs Ixo s"doMl L Lo xx I

~

M ‘\vax2>§>,<_>q:_J,~2\ :AI,_ sV\AX :N,,xl Fd o1~ [ I

b XX TS XS, S AP g X XX SR XS X S S X Y

s 447 s - guelreedrds, . X0 X X L tL X XX X Js & I { X ]

DX T L L xos U Ul ed XTS5 T psamsiio s LiTse ), (

b4 . ts s 4. 4sX . xs 1., 9211521058 « hsahsil L RS .« 1 |
LIP 1 xwwiv.digitalwhisper.co.il @ * x ik xjys. Lo 44 s T v . XS

2. IP for www.digitalwhisper.co.il?

o
'L f.root-servers.net J SOA for root

3. Referral to nsa.ns.il.

4. IP for www.digitalwhisper.co.il?

> nsa.ns.il J SOA for il
5. Referral to ildns.huji.ac:it:

6. IP for www.digitalwhisper.co.il?
lldns.huji.ac.il J SOA for co.il

7. Referral to {
parkl.livedns.co.il

v A\ 4

A
[ ISP DNS Server]

8. IP for www.digitalwhisper.co.il?
| > . ) SOA for
> parkl.livedns.co.il | . _ .
L digitalwhisper.co.il

9. 1P =193.105.99.162
1. IP for www.digitalwhisper.co.il?

10. IP =193.105.99.162

oY I | O L A N S SR s S B PO R R I B
11, .4 s s ] 4L s s :~'| S DXx q X , . XS « X {1 s
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FoX o0 T ZSKL XIS dIRs: _ts* WWikipedia.com v r X ¥ . 1S Lo« DX ] s X
KSK 1+ o _ 4 sHAD A «dsx] Lot ds X v fx0d, sSIKSK = % 78 % 1 1 & ¥

s T lxs o L sf T x.<Xgomy S S: X1 sSPNSSECH XXX L x_] 4 s

X 1xX oo L, {X s T4 T pxiops Ix1 KSKIX LosE L4 k]

Y = ] L X P, Ix>*x 1 H | X< DNS A ~p3d-T%x- L T S T

s ¢ FKSK. 1+, . +rOM~d S VT4~ Tes L. s ox 72X s ox T x

A s s O b saZSKs, 1 x o o0 e x 2T 4 o x
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CrSKSK 1 kZSKS_ils s 4T 4 X« B
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1. L KSK * 1xX s N ~ » DNSSECQ:ssx _ x_ ..l ": L S . X, y
F,S Lo 1 ZSKsx B - Fdos L _ax s 1. = s X Pxo_ox

L s 401 v Al 7ZSK L Tu KIK L] XX D FL 4T _xxs L.
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DNSSEEC + 4 _ ! 1 1 x _x ., -

. XA )Y SX X e b e U DMSE X X X d X T X b Y K
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(v T2 r _DNSs Aes 1 ers, CANS® X IPXE )Y x L]0 T LoX F
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coxo o ox X o  DNSSEC, o oxx iy xqst ]

X . Sx Xy . 05 1] ¥ L Resqurce Record Signatu RRSIG
DNS @ *x o x 1 ox]

~

.DNSSEC  _ _ _ _ s 1> x 1 * | DNS public ke) DNSKE
1+ _ s DBNSKERY: _*x -~ x4+« 1  Delegation Sigre DS
1> _ x s 1+, .5 hash 44 « ¥x 1TDNS- K I(» 4 $
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DNSSEC+ , s _ x ] s Xx .

PAust dus % 41 147 A x A4 { IDNSSEG! 4+ +A%] w10 Tsse Ax

~

parkl.livedns.co.il - ~ DNSSEC: @ L 1 - wwwidigitalivhisper.co.il = * x - | s L FXY o

~ ~

8. What s the IP address park1.livedns.co.il
of www.digitalwhisper.co.il? Py SOA for
client > % ZSK, inscoil digitalwhisper.co.il
k @ KSKIived_ns.co.il
. ( . I X . s s y x | s

cx ox s tw 4 ]ls L s 4 X paklliyedns.codl- _1s. DNSSEG: * . 1 X

Al ox s o T AdL s 4 x0T s Dx o T X x ]
: NSSEC
Name Data TTL
[1] An: | www.digitalwhisper.co.il A =193.105.99.162 4 hrs
An: | www.digitalwhisper.co.il RRSIG&) = SlGskvedns.cof [1] ) 4 hrs

(2]
Au: | digitalwhisper.co.il RRSIs)= SlGsiedns.cof [2] ) 4 hrs
[3] | Ad: | parkl.livedns.co.il A=@.219.78.217 4 hrs
[4] | Ad: | park2.livedns.co.il A =118.139.160.111 4 hrs
Ad: | parkl.livedns.co.il RRSI® = SlGsedns.cof [3] ) 4 hrs
Ad: | park2.livedns.co.il RRSI® = SlGsksecnscod [4] ) 4 hrs
X I =v¢ s Fd X xS 1., X x ':'|'R|'|:>'5x~::x:=lv~ N
e T e ou w0 R RTRESS T, ise A4S 40 T x4 s T x| CX
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s X x s L P siOE st b (15 A KX L p X8, K) .~ {SUs "X xS
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~

livedns.co.il L ZSKs 1T - | AS + . _ X

~ ~

DNSs {1 : .~ _ 4 *Y. Nbme_ServgeNS ¥ x_ s [ i(x _x . T s [2]x . *s CoX
17 ) X ox ] 1+ _  digitalwhigper.co.il . sAuthdritative) >+ 4.4~ ~ 1+ s
r NSs X UX i - ~ L RRSS}GV\HXZV]V s:,_>-|vav"s S, X% _ - . Lo X s E S -

Jlivedns.co.il L ZSKs 1 -

> v

S s, .~ A0 " Additionah | x X" L I s, (Se X8[3]s X .S
- -, . 7 parkl.ivedns.co.il -~ XIS X ox D]
« s Dox park2divedhs.co.l L xRS C > ox ] D Do w T D X 4] x|
Jivedns.co.il tZSKs 1 v Ts x4 1 1s Lo x40 DX
digitalwhisper.co.il x Nameg, + _ x - x« + <« RRSIG* _ x .~ . «X¥ 111
15 _  ,Imternett ~ XIN( s {1 s 1Cla&¥ ~si~ 1,1 _ *xa b {{&] &xxMyigy , v x | (o1, 1
XL, X T s s T 00 XY XX X WX D XTINGS TR 1M LT o

LTS Sl ol .7 parkxparkl) e AXT . xS Lo (x|

liyedns.co.il v 4 ZSKsx | Ts- | e x Dxo % Ix s x o moms s oxx
o, ot T e X s DRRSKE, L X 4% x4 s ] s ey
S x o0 L) 4.t x Aivedndeoil v X s o d X4 (1 ox

?livedns.co.il v _ 4 ZSKsx 1st | ce T XSG 1+ ¢+«
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DNSKEY: x = 4~ _ + X T o
parkl.livedns.co.il - XxXDNSKEYY _ x s ~x . DNSSEC. $ . 1+« _  1x¢ _ T~ 47 s
] ] DX v ., s L s-|x~A~ SXXNZ L X w1
Name Data TTL
An: | parkl.livedns.co.il DNSKEXk) = PUB_ZSKdns.co.i 4 hrs
[1]
An: | parkl.livedns.co.il DNSKEsk) = PUB_KSQKdns.co.il 4 hrs
An: | parkl.livedns.co.il RRSIGnskevt SlG@swedns.cof [1] ) 4 hrs
«boxexop T D {ZSKksx D1 fivednsodl y o v 44X x s Ix 1D s 47 Dy
-s '|Z)v FoL SVKSKS] '|s:><>xwxis,(_1le“s sxx~st X‘~vs Zx\
s oA 1s b e b v by RSKY PTG s X AivednS.eodl KX T AKBK | 8 s
o FSKSL 1 . v« DNSKEY s dd$e . L tAdawd s s L4
X"l A T A e s © KSR X TD XX xx Ay Y s D
s « X box L _]x”~ L -|><~>< sxx~1 % Z“x>-{x|_vyM VANSKSVJL: \~=-H v‘.‘usl_

- 444 s KSKILL, X dd e o x4 s s 4T x O L x vy ]

1+, % T x _«s DNSKEY, i 441 1 ., r x - 1 parkl.livedns.golil _ _ - _ s L

-1 1 ~parkldivedns.coil v | .~ <~ _ "o R XXy x4 ] v 41 x KSK T+ v XY

CTX LT OKSKE x T X X XDNSSL L X ] o x

DS “ x L4« ¢ T X
Delegation SigngDS - x _ x . L X D dKSK *x 10 % TR 48 L.
D G N s . X Y S “KSKs L 1 :h xv: T4 x c 1 R ST U PR ZZx-|V‘xv~:,,s e

DS ! 4 _ DNBSECwL: {1+ _ _ xeodl*s ¢ 4s.s< ** | parki.livddas.co.il. _ "

:coil LDNSs - x o, s« X s s Xpgrkl.livedns.dodl - 3 ¥ s { x
Name Data TTL
[1] An: | parkl.livedns.co.il DS = PUB_K&ns.co.i 7 days
An: | parkl.livedns.co.il RRSIgs)= SlGskoi( [1] ) 7 days
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oo bxe g o x s x2000F X e s b d P A f o x 47 Ly xXos 40
CTX _vs o Lx ot X s 2006 4L v A
R Y { . s -|“v"-|v“ DNS |‘_~xx-|‘5x>,,“>2|_ssixxhvij”,s s 11 %« Zx{Ax ’s
o~ os o 4ss 14 IDNSSECXS_ 14 17Ix Liix " Iix " oxlox X {2008 4 %YL
P B A I 1, -yx1 4.« 4 _ L xs 47 DNSSEC_ ‘- | FoY
.o X ZxJ,,Av ”XXA|PSéCXXVSS|H‘-4 ~LX v LS AvaﬂSZ JXoe e X s = xy | T
:X1:,VSDNSSECA:S|L:~:X ~xv.|~ ] x , X
X " x4 x X
DNS _x 41 4% 4 4« _  DNSSHC: x«i L 4% _« XX A% X x { H{" s |
Yy xo O http:¥centralops.het/ao/NSLookugd.aspx ~ + + * A A
.org xcem * DNSSEC + 411 _x s  1DS *xDNSKEY -~ x * |
DNS « 402l 1A

5b{ | YR . Lhbps/ZEhopoilySdmipfoduct9780596100575.do

DNSSEC -« x.3 _

A Fundamental look at DNSSEC, Deployment and DNS Security Extensions, by Geoff Huston

http://www.circleid.com/posts/dnssec deployment and dns security extensions/URL%202

DNSSEC: _ 4~ . . 44 _ 411, |

Counting DNSSEC, by Geoff Hustioth George Michaelson

http://www.potaroo.net/ispcol2012-10/countingdnssec.html

Recounting DNSSEC, by Geoff HuatuhGeorge Mihaelson
http://www.potaroo.net/ispcol/2012-10/countingdnssee2.html

'51NANOG , "DNSSEC- _ x " * 5 {

http://www.nanog.org/meetings/nanog51/presentations/Sunday/DNSS$&Grial-for-NANOG541

2011-01.pdf

'DNS.  + 1 DigitalWhisper* + 1, X "6+ 1~ _ + _
.t~ 11, « DNSCache Poisonirgp09 ~ * 2 X % Y
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http://www.digitalwhisper.co.il/files/Zines/0x02/DW-Z-DNSCachePoisoning.pdf

gréenblasf ' 1 *DNS Rebindin@010 1 9> x{4 q, v
http://www.digitalwhisper.co.il/files/Zines/0x09/DWSB-DNSRebind.pdf

~*94 " v L L1141« «-Domain Ndnie Syster@041 { ~18 ,”;xxfdLLy_ *x " -~
http://digitalwhisper.co.il/files/Zines/0x12/DW18-DNS.pdf

. =+~ 1, 1 LDNS €ache Srioepirgp1l - * x 257 xx«{ § Y
http://www.digitalwhisper.co.il/files/Zines/0x19/DW25-DNSSnooping.pdf
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s Srizbi Fortune 500" N cd .4 ,2008 X1, s S s x T
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2 Criminals "may overwhelm the web", BBC, 25 January 2007,
http://news.bbc.co.uk/1/hi/business/6298641.stm

$ Wikipedig Kraken Botnethttp://en.wikipedia.org/wiki/Kraken_botnet
* Srizbi Botnet, Wikipedidnttp://en.wikipedia.org/wiki/Srizbi_botnet
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® StormBotnet, Wikipediahttp://en.wikipedia.org/wiki/Storm_botnet
® Wikipedia, Computer Wornhttp:/en.wikipedia.org/wiki/Computer_worm
! Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 3
http://us.trendmicro.com/imperia/md/content/us/pdf/threats/secuitylibrary/infiltrating_the waledac b
otnet v2.pdf
® Waledac Trojan Hosted by Fake Obama Website, Threat Research & Response Blog, Microsoft Malware
Protection Centerhttp://blogs.technet.com/mmpc/archive/2009/01/19/waledatrojan-hosted-by-fake-
obamawebsite.aspx
®W32.WaleDac Analysis, Bughira's Bhatp:/bughira.wordpress.com/2009/01/28/w32waledaanalysis
%\Waledac Localizes Social Engineering, TrendLabs Malward&Bbolhlog.trendmicro.com/waledae
localizessociatengineering
1\W32/WaledacThreat Research & Response Blog, Microsoft Malware Protection Center,
http://www.microsoft.com/security/portal/Entry.aspx?Name=Win32%2fWaledac
2\W32.Waédac Threat Analysis, Symantec Security Response, pg. 5
http://www.symantec.com/content/en/us/enterprise/media/security _response/whitepapAig32 Wale
dac.pdf
'3 Storm Worm Reincarnates as Waledac, SecurityProNews,
http://www.securitypronews.com/insiderreports/insider/spd9-
20081231StormWormReincarnatesAsWaledac.html
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http://blogs.technet.com/mmpc/archive/2009/01/19/waledac-trojan-hosted-by-fake-obama-website.aspx
http://bughira.wordpress.com/2009/01/28/w32waledac-analysis/
http://blog.trendmicro.com/waledac-localizes-social-engineering/
http://blog.trendmicro.com/waledac-localizes-social-engineering/
http://www.microsoft.com/security/portal/Entry.aspx?Name=Win32%2fWaledac
http://www.microsoft.com/security/portal/Entry.aspx?Name=Win32%2fWaledac
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/W32_Waledac.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/W32_Waledac.pdf
http://www.securitypronews.com/insiderreports/insider/spn-49-20081231StormWormReincarnatesAsWaledac.html
http://www.securitypronews.com/insiderreports/insider/spn-49-20081231StormWormReincarnatesAsWaledac.html
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“Win32/Conficker teams up with Win32/Waleda@A Security Advisor Research Blog,
http://community.ca.com/blogs/securityadvisor/archive/2009/04/15/win&®nfickerteamsup-with-
win32-waledac.aspx

'3 avasoft, Waledac questions answered,

http://www.| avasoft.com/mylavasoft/company/blog/waledajuestionsanswered

'® Dark Reading,
http://www.darkreading.com/security/management/showArticle.jhtml?article|D=4201114

Y Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 33

¥ \Waledac botnet being prepared to send Independence-i2éated spam, SC Magazine,
http://www.scmagazineuk.com/waledabotnet-beingpreparedto-sendindependenceday-related
spam/article/139504/

19 Getting Information With The Help of Honeynets, The Honeynet Project,
http://www.honeynet.org/node/59
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http://www.darkreading.com/security/management/showArticle.jhtml?articleID=211201114
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From: Sarah <dan@sg.statschippac.com>
Date: Tue, Mar 31, 2009 at 5:25 PM
Subject: Damned terrorists (|
To: meitark@gmail.com
Are you in the city now? http://peulp.blogsitedirect.com/news.php
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Powerful explosion burst in Tel Aviv-yafo this morning.

Powerful explosion burst in Tel Aviv-yafo this morning.

At least 12 people have been killed and more than 40 wounded in a

At least 12 people have been killed and more than 40 wounded in a bomb blast near market in Tel Aviv-yafo. Authoritis suggested that
3 o 5 | explosion was cansed by "dirty" bomb. Police said the bomb was
bomb blast near market in Tel Aviv-yafo. Authorities suggested that detonated from close by using electric cables. "It was awful" said the
explosion was caused by "dirty" bomb. Police said the bomb was Eyeimicss about blastt e hcard fromt i shopl: L anadcihe
3 ) ek e % W floor shake. So many people were runsing”
detonated from close by using electric cables. "It was awful" said the Until now there has been no claim of responsibility.

evewitness about blast that he heard from his shop. "It made the
floor shake. So many people were running”
Until now there has been no claim of responsibility.

You need the latest Flash plaver to view video content. Click here to k]
download. | You need the latest Flash player to view video content. Click here to
Gowaload.

Related Links:
hitp://en. wikipedia.org/wikiDirty_bomb

hitp: oogle h?q=Tel Aviv-vafo+terror+attack
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?®\Waledac: Reuters Video News Social Engineei@auntermeasures: Security, Privacy & Trust,
Trendmicro Blog$ittp://countermeasures.trendmicro.eu/waledareutersvideo-newssocialengineering
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2! canadian PharmacfU Spam Trackers,
http://www.spamtrackers.eu/wiki/index.php?title=hadian_Pharmacy
%2 EmaitWorm:W32/Waledac.ARSecure Security Labttp://www.f -secure.com/vdescs/email

worm_w32 waledac a.shtml
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% Threat Encyclopedia, Microsoft Malware Ryction Center,

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Trojan%3aWin32%2f

Waledac.gen%21A

*Waledac Reuters ThenweSecurity Labs Alert,

http://securitylabs.websense.com/content/Alerts/3321.aspx

*\W32.Waledac, Symantelettp://www.symantec.com/security response/writeup.jsp?docid=2008

122308142999&tabid=2

26 W32/WaledacMcAfee,http://vil.nai.com/vil/content/v_207110.htm
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1LrfwsoEadUi8wé8Ht IrgStmdeJ1 IBk¥h9edzBruvk=. -—-——£fEND CE

TIFICATE ===« e et e M # e e N e e e @V in e e e s MOV e e 0 s WHMVL 0 o o M

unable to load
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OllyDbg * ~ 1 4 ¢s 07" 41> < ¢ bx x 2K s L%

C v X S
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x 4 AL 1Ay 4ls s x% g gqc

" OAES G x A3l P sus, x . ]
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« 1
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(vx11X

X v g

o1

. RLists  + .~ « {HKCUScftwaya Microsoft Windowsd CurrentVersiokRList
X ” )ﬁ- « : ”
A8 7 X

S

O T I o R I R I AL SN
Ay s : bxos x  x 7 0"  oppensdl L *

« s 1 X

1 ~ > N

I 4. 4% linelfeed s ¥ QAJ « x & [ F 6 x

s | x s LoLX Lo

> ~

¥

begin/end-certificate ¢ ~ X L 1 cedtificate: no start line
sl x Sx v« Ppad base64-ddcode L X

openssl x509

-text -noout -in filename

28 Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 7
* Decoding Waledac's Registry,
http://www.nnl -labs.com/cblog/index.php?/archivesiPecodingWaledacsReqistry.html
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Certificate:
Data:
Version: 3 (0x2)
Serial Number:
bb:c5:91:63:0b:ff:54:79
Signature Algorithm: shalWithRSAEncryption
Issuer: C=GB, ST=Berkshire, L=Newbury, O=My Company Ltd
Validity
Not Before: Oct 21 20:11:48 2007 GMT
Not After : Nov 20 20:11:48 2007 GMT
Subject: C=GB, ST=Berkshire , L=Newbury, O=My Company Ltd
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:9f:74:fa:f0:bb:8a:c5:21:28:1f:28:03:33:01:
ff:09:84:f:2a:48:08:b5:36:23:59:eb:f2:05:65:
48:90:bc:65:76:01:20:4d:4€:03:38:80:49:86:9d:
00:9b:4d:d0:0b:fa:29:6d:2c:bb:70:e1:f0:62:09:
cb:bc:c9:04:ff:a2:d3:de:30:e1:8¢c:b6:07:4a: 63:
b4:ba:fd:83:63:60:9d:6¢:05:1a:df:f4:1a:31:1a:
81:€9:8c:6b:27:fa:00:35:2d:2a:21:37:a4:61:bd:
26:b4:62:28:2f:7d:4d:7d:f5:00:9b:23:61:23:37:
aa:c2:f8:43:¢9:53:21:32:c9

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

2F:5D:F6:2B:10:75:38:E7:E9:49:EC.7D:8D:23:CE:7D:46:33:5E:10
X509v3 Authority Key Identifier:

keyid:2F:5D:  F6:2B:10:75:38:E7:E9:49:EC:7D:8D:23:CE:7D:46:33:5E:10
DirName:/C=GB/ST=Berkshire/L=Newbury/O=My Company Ltd
serial:BB:C5:91:63:0B:FF:54:79

X509v3 Basic Constraints:
CA:TRUE
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Signature Algorit hm: shalWithRSAEnNcryption
59:8a:61:16:6f:db:8b:91:cf:ee:19:8f:10:6b:7c:8f:42:5f:
¢5:¢cb:d6:f0:fd:56:b7:65:c2:a2:93:bc:1a:2¢:12:39:49:d1:
14:20:9a:9b:e3:¢8:61:99:ee:4d:24:0c:1c:e7:d0:0a:3a:02:
0f:62:21:fa:31:06:bb:e6:ce:a5:cl:
c0:7a:39:59:cl:al:16:aa:72:ca:24:d0:b7:52:63:6d:b0:dd:
29:1a:5b:ce:e6:35:a6:9d:4b:c5:fc:2c:a0:46:9d:52:2f:30:
67:cl:ed:22:b8:39:b6:67:7a:27:52:01:91:78:7d:7b:8c:f4:

c2:97:2f:.c4:ad:de:ec:

ae:f9
T B b I e T S A A T R AT L I L I B
I L, _x 0 412007%x 4 sse X s 4 % HiIs x seffisigned- s« xos s (41 A L
LS 6T e sTxqiys 1 xis 1] ¢ x.MyCompanyLtds x 44 .
11024 + . RSA XD, _* _x _4_ T+ X v T
x x| X1 ks X O UAESCT KT s e p o e X e X T XX G
e xS (mixy s is et d L4 LRUsE T4 4Ty 1
s ©x x| % |_.|‘v vs
L+ ‘Waledhx X 4" x 1 ¢ X 7] X | X s N ST O I = X ” "
. s ox I x x 11" xx | , s 1 .iped B N TR R TR 5
_S x~$'>< Yo X ] x ] = s =J~ ,"le,,xs"s x
.Waledac
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XYy s” s 4.1 .
Xy s ” . s ox o lox oo Lox X =1 X s X "L X K, | {0x Cix, 4] X x,
LS I I N S VT R R RN N IR S S - S B
173 % 13X x| L B 17 1
88442086 | PUSH Copy_of_.88402B2C ASCII ".avi”
884426CE| PUSH Copy_of_.88402B34 ASCII ".mouv"™
Ba4420EQ| PUSH Copy_of_.88402B3C ASCII ".wmu"
B84426FS| PUSH Copy_of_.884D2B44 ASCII ".mp3"
B8844216A| PUSH Copy_of_.88402B4C ASCII ".wave"
B8844211F| PUSH Copy_of_.88402B54 ASCII ".way"
88442134 PUSH Copy_of_.88402B5C ASCII ".wma"
88442149| PUSH Copy_of_.884D2B64 ASCII ".og9"”
B844215E| PUSH Copy_of_.88402B6C ASCII ".vob™
88442173 PUSH Copy_of_.88402104 ASCII ".pna”
88442188| PUSH Copy_of_.88402E74 ASCII ".jpg"”
88442190 PUSH Copy_of_.88402B7C ASCII ".Jjpeg"”
884421B2| PUSH Copy_of_.884D2E84 ASCII ".gif"”
884421C7| PUSH Copy_of_.B884D2B8C ASCII ".bmp"
B8844210C| PUSH Copy_of_.088402B%4 ASCII ".exre"”
B84421F1| PUSH Copy_of_.884D2B9C ASCII ".dlLL"
88442266 PUSH Copy_of_.88402BR4 ASCII ".ocur™
8844221B| PUSH Copy_of_.88402BAC ASCII ".class"”
B88442238| PUSH Copy_of_.884D2BEB4 ASCII ".msi"™
88442245| PUSH Copy_of_.B884D2BEC ASCII ".zip"”
B8844225A| PUSH Copy_of_.884D2BC4 ASCII ".7=2"
B844226F | PUSH Copy_of_.8840D2BCS ASCII ".rar"”
88442284 PUSH Copy_of_.088402BD8 ASCII ".jar"
88442299 PUSH Copy_of_.88402BD2 ASCII ".gz"
B84422AE| PUSH Copy_of_.88402B0C ASCII ".hxw™
B84422BF | PUSH Copy_of_.88402BE4 ASCII ".h=rh"
B8a442208| PUSH Copy_of_.884D2BEC ASCII ".h#n"™
B84422E1 | PUSH Copy_of_.B884D2EF4 ASCII ".hxrd"”
= = ” ” ”
XL C G x " e ) Tr«x1, <1 AL IR R B p
1 4 « S - {1 s e qd o ] L s x =L X L S « X X s s v . "]
. 68 442B4DoA PUSH Copy_of_.B884D2E44 ASCII ".mp3"
. 56 PUSH ESI
. E8 1RD&B464 CALL Copy_of_.8848F71R
. 85Ca TEST ERX,ERX
« 59 POFP ECX
« ‘59 POP _ECX
BF34 28620008 JE Copy_of_.B88442332
Al . 68 4C2B4DBG PUSH Copy_of_.884D2EB4C ASCII ".wave"
aF| . 56 PUSH ESI
Gl . E8 85DeradB88 CALL Copy_of_.8848F71A
5 . 85Ca TEST ERX,ERAX
2l = POP ECX
gl . 59 POP ECX
9 W.vBF24 13626608 JE Copy_of_.B808442332
F| . 68 542B4DB8 PUSH Copy_of_.B884D2B54 ASCII ".wav"
. 56 PUSH ESI
. E8 FBDSa46a CALL Copy_of_.8848F71A
. 85Ca TEST ERX, ERX
o POP ECX
50 POP ECX
.v8F34 FEG1860608 JE Copy_of_.88442332
. 68 SC2B4Doa PUSH Copy_of_.884D2B5C ASCII ".wma"
« 56 PUSH ESI
. ES8 DBDS@464 CALL Copy_of_.8848F71R
. 85Ca TEST ERX,ERX
3 POP ECX
. 59 POP ECK
.v8F34 E98100606| JE Copy_of_.B88442332
2 . 68 642B4DBA PUSH Copy_of_.884D2B64 ASCII ".ogg9"
B844214E| . 56 PUSH ESI
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« X o _ L RLigt, «i ¢ x", 1 s Rbists 1T« T P NNLUabsx ~, __
s ¢ 10 *RegQueryValuBExA J » s -
g CE PUSH EAX
o A4l . 53 PUSH_EEX
2 AS| . SD45 E4 LEA EAX,DWORD PTR SS:[EBP-1C3
a A2l . 58 PUSH ERK
2 pal . 63 PUSH_EBX
GG425400| . BF EC214D000 | MOU EOI,Copy_of_.B@84D21EC
BB4354AF| . 57 PUSH EDT
@ Ea| . FF75 EC PUSH DWORD PTR SS: [EBP-141 hKey.
B 3| . 895D ES MOU DWORD PTR SS:(EEP-121,EBX
@ | . Cr4S E4 ©3000(MOU DWORD PTR S$S5:CEBP-1CI,3
a 4B0| . FFD6 CALL ESI RegluerylalusE=A
- = 1 ” .
< o _x , s breakpeint ¢ HIX X414 ¢F  RLisS " 14, Doe
N
884236638| PUSH Copy_of_.8840163C ASCII "24.119.84.198"
B34300C6 | PUSH Copy_of_.0@84D184C ASCII "9675532334252079e03fSd33cb1 3bedc”
B34300FF | PUSH Copy_of_. 208401670 ASCII 217.23. 16,2227
80430130| PUSH Copy_of_.2@401029 ASCII "485b1frarr64491cf 26d8F 341b79bad”
80430176 | PUSH Copy_of_.0@4D10A4 ASCII "72.129.22.92"
©04301B4| PUSH Copy_of_.0@84010E4 ASCIT 457b8c766dSdba1f Iba7F 148295F 44757
B34301ED| PUSH Copy_of_.2@4010608 ASCII "21.198@. 159, 123"
@3430228| PUSH Copy_of_.2@84D10ES RSCIT rfc3bes2e00Sanecaz133a67080126739"
88436264 | PUSH Copy_of_.8840116C ASCII "7@.241.124.121"
#04302A2| PUSH Copy_of_.0@84D111C ASCII "?d8568?2314670850?3102666?183924”
©6430200| PUSH Copy_of_.0@401148 ASCII "81.185.248.214"”
80430319| PUSH Copy_of_.0@40115@ ASCII "FbB24356¢ 111bS3cde67f9331437ecd6”
@0430352| PUSH Copy_of_.0@401174 ASCII "77.124.149. 230"
©6430398| PUSH Copy_of_.0@401184 ASCII "eB7ada36494b5a@17760e16051012932"
B34303C3| PUSH Copy_of_.0@4011A8 ASCII "61.46.242.69"
90430487 | PUSH Copy_of_.0@4D11ES RSCIT red344bobddie122065208e54db77071"
#0430440| PUSH Copy_of_.0@40110C ASCII "24.98.127. 148"
#043047E | PUSH Copy_of_.@@4D11EC FSCIT mesr2a0806t 3¢ an6 1536 deeEdbbafe76e”
90430487 | PUSH Copy_of_.0@401218 ASCII "12.237.34.248"
B04304FS| PUSH Copy_of_.0@401220 ASCII "cd2ba8369921bf 6@ee?aac540301F 777"
@043052E | PUSH Copy_of_.0@401244 ASCII "88. 169,207, 221"
BB43056C| PUSH Copy_of_.0@8401254 ASCII "1ef9elieb32d1c73b30629340275F 775"
BB4305AS| PUSH Copy_of_.0@401278 ASCII "72.19@.38. 46"
BE430EES| PUSH Copy_of_.0@401288 ASCIT "ccrE290ed445311613F6£29717033F e6b”
B343061C| PUSH Copy_of_.2@84D12AC ASCII "92.197. 196, 184"
@043065A| PUSH Copy_of_. 00401 2EC ASCII "3d43a341e16Badce0es32abl4e516094c"
90430693 PUSH Copy_of_.0@4D12EQ ASCII "9g.227.164.0"
80430601 | PUSH Copy_of_.2@4D12Fa ASCII "e1034232164c0bA6ceShIB42453da043"
80430700 PUSH Copy_of_.0@401314 ASCII "72.132. 156. 122"
80430748 | PUSH Copy_of_.0@401324 ASCII "12609a2d6E5F 7f 1aa1583b6dde2a50B6"
80430781 | PUSH Copy_of_. 00401348 ASCII "82.238.116. 137"
Ba4387BF | PUSH Copy_of_.88401358 ASCII ”d5146??eF8998345?3131916??3d501b"
B34307F2| PUSH Copy_of_.2@84D137C ASCII "82.172.44.197"
90430820 | PUSH Copy_of_.2@4D138C FSCTT "8917002ent e andabd?dacal Sdd4eees”
90430366 | PUSH Copy_of_.0@4013E0 ASCII "66.177.209.68"
B04303A4| PUSH Copy_of_.2@4013Ca ASCII "ce7fB757e20f Se6ef02742636d505h30"™
@0436300| PUSH Copy_of_.0@4D13E4 ASCII "S8. 165. 250, 153"
©643091B| PUSH Copy_of_.2@4013F4 ASCII "9dBb95452569b6233577565a8522F615"
80430954 | PUSH Copy_of_.00401418 ASCII "24.1.139.157"
88438992| PUSH Copy_of_.B88401428 ASCII "c85e3765b3271655d54b95124dB66438"
B343G9CE| PUSH Copy_of_.2@84D144C ASCII "&1.104.221.69"
@0430A09| PUSH Copy_of_.@@84D145C ASCII "1e3fea3aSd782e4c3010F619057eF 275"
90430A42| PUSH Copy_of_.0@401429 ASCII "99.153.5. 12"
B0430A86| PUSH Copy_of_.0@84D142C ASCII "3die6478582161549d6fe2069530ad45”
@3430AB3| PUSH Copy_of_.0@4D14E9 ASCII "76.30.215.32"
BB430AF 7| PUSH Copy_of_.2@4014Ca ASCII "S41Ebcrf2bdc16651F175664b0B512d"
B0430E30| PUSH Copy_of_.0@4D14E4 ASCII "76.108.2.193"
Ba430BEE | PUSH Copy_of_.2@84D14F4 ASCII "6354096ad57bc335af 43d709ch3e 1 244"
B3430BA7 | PUSH Copy_of_.2@84D1518 ASCII "6%.44.20, 1697
@0430BES| PUSH Copy_of_.0@401528 ASCII "bé4aSeSaS22eSeSc7i7ccetS6a342032"
H <3 xxo s s, x s ] O T
~ x R I X s ¢ " « x F X s € L
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- - U s .., s P I 1 DL x s x@Bymantec, 4 1 3" X x>y

Preoxd RN Cpox 1 x * Debuggérl x ©s .

S xbx p s o4, o o O xcintermbdubarcallst T ¥ Xy B L X XL 480
s Ixis pos 4 xs {40 oxs  windows d _ , X T ] kernel32« 1 - o x  f

debuggef® {4 x @ x 1. . «x

X806 L. X i« 149 i3 4 X 1 s, -|1_l. | AS « » S s x F o~ S Dol lox o x L " og
Lo debugquS . s ¢ S .ow x ) 4 XTrapI |:||ag; S "GIUxXxil L b S, Xsl s DX
s 7 x| v . XS Ll 1~ L S .
s ” _I . = J , X ¢ S L X Y « X n X + X g .1 + n « X
s o418 1 x s 1 L T Ls ] Lo
I x & % X "L s 1 X s Y q .

| |
-| " ox | s boX Lo , - X + - '| X . . .S L -I '| R X e L S L . ] -I -I L
4 . oy A sy i x p x s s gymantec X S D ox X x !

e I T T A I R RNk ki - 1= L I K [ R

a

("Z,,x~“1" “,,>>< Lx“x-1x,,>sx s-|">s _>X‘_ L ,,xvs)

s ¢ . L :A L X. X & XS| :v "1 :’ {,S> Lvm;J,,-l\. L L LJ :Xv -I -I «
T4 41 TAAd L Y T A ddOmains LTS X g X L 4 v s A s xR
L WHOIS 11, o 1~ O BT v L4 X s s =VCL «x 4 "s

o4 % v _ 7 dorhaing x S . X I xddmain < X s ¢

v ~
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% Windows Media Developer Center, MSDN,
http://msdn.microsoft.com/enus/library/ms680345(VS.85).aspx
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