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˶˟ˡ ˫˧˩˶ˣ˰ˢ 
 

˫˧˞˟ˢ ˫˧˩ˣ˶˟ ˢ ˭ˣ˧˪ˠ˪-39  ˪˷Digital Whisper ˸ˮ˷ ˪˷ ˧ˮ˷ˢ ˭ˣ˧˪˧ˠˢ ,2013. 

 ˢˤ˧˞ !˥˞˫˷ˠ ˢˬ˩ ...˱˶ˣ˥ ... ˸˞ ˡ˥˞˪ˣ ˧˲˶ˣ˥ ˟˶˰˟ ,˶ˣˮ˸ˢ ˡ˧˪ ˭ˣ˪˯˟ ,ˢ˸ ˯ˣ˩ ˫˰ ˸˟˷˪ ˣˬ˩ ˭˧˞

˫˧ˡˬ˥ˮ ˶˸ˣ˧ ˫˧˶˟ˡ ˢˬ˩ ˪˰ ˟ˣ˷˥˪ ˪ˣ˩˧ ˧ˮ˞˷ ˥ˣ˦˟ ˧ˮ˞ ,˫˸˯ ...˸˩˶ˣ˰ˢˬ ˣ˶ˤ˥ ˢ˸˰ ˢˤ˷ ˫˧˶ˬ˞ˬˢ J 

 

 ˢ˪˧ˢ˵ˢˬ ˵˧˸ˣˣ ˶˟˥ ˧˪˞ ˢˮ˲ ˷ˡˣ˥ˢ .˫˩˪˴˞ ˫ˠ˷ ˢˣˣ˵ˬ ˧ˮ˞ ,˶ˡ˯˟ ˪˩ˢ ˭˞˩ ?˫˩ˬˣ˪˷ ˢˬ ˤ˞

) ˸˧ˬˣ˵ˬˢiTK98ˬ ˯˧ˮ˩ˢ˪ ˰˧˴ˢˣ (˷ˡ˥ ˶ˣˡ- ˭˧ˤˠˬ˪ ˭˷˧- .˸ˣ˷ˡ˥ ˶ˣˡˬ  ,˷ˡˣ˥ ˪˩˟˷ ˢ˸˧˧ˢ ˣ˪˷ ˢ˰˴ˢˢ

˧ˤˠˬˢ ˧˞˷ˣˮ˟ ˫˧˧˸ˣ˷ˡ˥ ˫˧˰ˣ˶˧˞ ˪˰ ˸ˣ˶˲˯ˬˢ ˸ˣ˶˴˵ ˸ˣ˟˸˩ ˶˲˯ˬ ˣˬ˯˶ˣ˲˧ ,˭ˣ˧˪˧ˠˢ ˸˪˧˥˸˟˶˵˷ ˭ ˣ

:˫˧˞˷ˣˮ ˶˲˯ˬ˪ ˵˪ˣ˥˧ ˶ˣˡˬˢ ˧˩ ˦˪˥ˣˢ .˫˪ˣ˰˟ˣ ˳˶˞˟ 

¶ ˫˧˧˸ˣ˷ˡ˥ ˫˧˰ˣ˶˧˞ ˸˶˧˵˯ .˫˪ˣ˰ˢˬˣ ˳˶˞ˢˬ 

¶ .˱˪ˣ˥ˢ ˷ˡˣ˥ˢ ˨˪ˢˬ˟ ˸ˣ˶˸ˣ˩˪ ˣ˪˰˷ ˸ˣ˷˪ˣ˥ 

¶ ˠˮ˧˵˞ˢ ˧˪˩  / ˣ˥˸ˣ˲˷) ˸ˣ˶˸ˣ˩˪ ˣ˪˰ ˣ˞(?˪˪˩˟. 

 

 ˪ˣ˪˩˧ ˶ˣˡˬˢ ˷ˡˣ˥ ˪˩˟˷ ˞ˣˢ ˭ˣ˧˰˶ˢ ˸ˣ˟˧˟˯˟ˢ˷˧ˬ˥˩ ˸ˣ˶˸ˣ˩ ˣ˥˵˪˧˷ ˪ˢ ˫˧˞˷ˣˮˢ ˸˷ˣ˪˷ˬ ˣˮ˥ˮ˞ ,ˣ˪

 ˧˲ ˪˰ ?˸ˣˮ˸˷ˢ˪ ˡ˧˸˰ ˞ˣˢ ˢˬ ˧˲ ˪˰ .˸ˣˮ˸˷ˢ˪ ˪ˣ˪˰ / ˡ˧˸˰ ˦˪˥ˢ˟ ˞ˣˢˣ ˦˲˯ˮˣ˵ˢ ˪˰ ˫˧˶ˣˠ˯ ˞˪ ˭˧˧ˡ˰

 ˸˞ˤˢ ˢˮ˧˲ˢ ˸˞ ˫˧˟ˢˣ˞ ˫˸˞˷ ˢ˞˶ˮ ˫˞ !˫˩ˬ ˪˟˵ˮ˷ ˵˟ˡ˧˲ˢ-  ˫˞ ,ˢ˸ˣ˞ ˟˧˥˶ˮ ˱˞ ˧˪ˣ˞ˣ ˢ˟ ˡ˧ˬ˸ˮ

 ˢ˸ˣ˞ ˣ˟ˢ˞˸ ˞˪˷ ˢ˞˶ˮ-  ...˫˩˸˧˞ ˢ˷˰ˮ ˢˬ ˶˟˩ ˢ˞˶ˮ;) 

 

 ˫˸˞ˬ ˶˸ˣ˧ˮˬˤˣˬ ˧˸ˮ˧˧˴ ˶˟˩˷ ˣˬ˩ˣ !˶ˣˡˬ˪ ˣ˯ˮ˩˧˷ ˟ˣ˷˥ ˫˩˸˰ˡ˪˷ ˫˧˧˸ˣ˷ˡ˥ ˫˧˞˷ˣˮ ˣˮ˪ ˥ˣ˪˷˪ ˫˧- 

˩ˬ ˪˟˵˪ ˥ˬ˷ˮ,ˣ˸ˠ˴ˢ ˨˶ˡˣ ˭˩ˣ˸ˢ ˠˣ˯ ˪˰ ˵˟ˡ˧˲ ˫ .ˢˤ ˭ˣ˧˪˧ˠˬ ˪˥ˢ ˶˟˩ 

 

 :˫˧˞˟ˢ ˫˧˞˷ˣˮˢˬ ˫˧˶ˬ˞ˬ ˢ˰˟˶˞ ˣˮ˪ ˷˧ ˷ˡˣ˥ˢ ,˭˟ˣˬ˩ˣDNSSEC ,Port Security ˸˰˪ˣ˸ˢ ˥ˣ˸˧ˮ ,

Waledak ˷ˬ ˸ˣ˩˶˰ˬ ˞˷ˣˮ˟ ˶ˬ˞ˬˣ˷ ˧ˬ ˪˩˪ ˢ˟˶ ˢˡˣ˸ ˡ˧ˠˢ˪ ˣˮˮˣ˴˶˟ ,˫ˢ˧˪˞ ˷ˠ˧ˮ˷ ˧ˮ˲˪ˣ .˸ˣ˟˪ˣ ˫˶˸

ˬ ˧˸˪˟ ˳˥˪ ˧˞ˮ˸˟ˣ ˱˶ˣ˦ˬ ˤ"ˣ˪˟ ˡˣˬ˰˪ ˶ˬˣ˞ ˢˤ ˫˞ ˫ˠ ˫˧˶ˬ˞ˬ ˟˸˩ˣ ˟˷˧ ,˧ˣˮ˲ˢ ˣˮˬˤ˫˧˪ˮˣ˧˴ˮ˟ˮˣ˵ 

ˣ ˢ˟˶ ˢˡˣ˸ :˫˯˶˲˸ˬ ˢˤˢ ˭ˣ˧˪˧ˠˢ ˣ˸ˣ˩ˤ˟˪˭ˬˡ˧˶˲ ˵˧˶˞ ˶"ˡ˪ ˢ˟˶ ˢˡˣ˸ ,˶˸˧ˬ ˭˶˵, ˢ˟˶ ˢˡˣ˸ ˪˭˸ˮˣ˧ 

˷˶˧ˢˡ˪ˣˠ ,ˢˡˣ˸ ˪ ˢ˟˶˭ˣ˶ ˵˧ˮ˶ˢ ,˪ ˢ˟˶ ˢˡˣ˸˭˶˧˪ ˯˧ˡˣˮ˟ ,˪ ˢ˟˶ ˢˡˣ˸˵˥˴˧ ˪˞˧ˮˡ )iTK98(  ˢˡˣ˸ˣ

 ˣˮ˪˷ ˸˩˶ˣ˰˪ ˢ˟˶- ˶˪ˬ ˢ˶˲˯ ˢ˪˧˷. 

 

 

!ˢˬ˧˰ˮ ˢ˞˧˶˵ ˢ˧ˢ˸˷ 
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˸ˣ˷ˡ˥ 

) ˪˞˧ˮˡ ˵˥˴˧ ˸˞ˬiTK98) ˪˞˧˦˯˵ ˵˧˲˞ˣ (cp77fk4r( 

 

˸ˣ˶˷˞ ˸ˣ˲˧˧ˣˤˬ ˣ˵˲ˮˣˢ ˶ˣ˟˰ ˭˧˧ˬˣˡˢ ˪˷ ˪ˠˣˠ 

-˟24 ˶˟ˬ˴ˡ˪ 2012 ˧˥˸˲ˬ ˫ˣ˶˩ ˣˢ˧ˤ ˧˩ ˢˮ˷˧ ˢ˶˷˞ ˸˶˶ˣ˯ ˶ˣ˟˰ ˭˧˧ˬˣˡˢ google.com ˢ˵˲ˮˣˢ˷ ˪˰-˧ˡ˧ 

˸ˣ˷˧ ˫˧˧ˮ˧˟ )Intermediate CA ,(˸ˣ˷˧ ˫˧˧ˮ˧˟ xʕ ˢ˪˟˧˵ ˢ˶˷˞ ˬ-TurkTrust )˸˪˰ˣ˲˷ ˩-Root CA .(˶˥˞˪ 

˸˧˧ˮ˲ ˪ˠˣˠ ˪-TurkTrust ,ˢˮˣ˶˥˞ˢ ˢˮ˰˦ ˧˩ ˸ˣ˶˷˞ˢ ˣ˪˪ˢ ˣ˵˲ˮˣˢ ˸ˣ˰˦˟ ˶ˣ˟˰ ˧ˮ˷ ˫˧ˮ˧˧ˬˣˡ ˡ˟˪˟. 

 

ˢ˵˲ˮˢˢ ˢ˰˴˟˸ˢ ˡˣ˰ ˦˯ˣˠˣ˞˟ 2011 ,ˢ˲ˣ˵˸ ˢ˟˷ ˣ˴˶˲ˮ ˸ˣ˧ˣ˷˧ ˢ˶˷˞ ˸ˣ˲˯ˣˮ ˭ˣˠ˩ DigiNotar 

ˢˤ˧˶˩ˢ˷ ˸˦˧˷˲ ˪ˠ˶ ˶˥˞˪ ˰ˣ˶˧˞ˢ ,StartCOM ˸˧˪˞˶˷˧ˢ ˴˰˷ˢ˶ ˸˞ ˢ˴˧˶˲ˢ ˭ˬˤ˟ ˸ˬ˞ ,ˣˡˣ˰ ˫˧˶˥˞ .

TurkTrust ˢ˵˧˲ˮˢ ˸ˣ˰˦˟ ˸ˣ˶˷˞ ˸ˣ˷˧ ˫˧˧ˮ˧˟ ˶ˣ˟˰ ˧ˮ˷ ˫˧ˮ˧˧ˬˣˡ )ego.gov.tr x-kktcmerkezbankasi.org (

˶˷˞˩ ˢˮˣ˷˞˶ˢ ˢ˶˴˧ ˸˞ ˢ˶˷˞ˢ ˸˶˶ˣ˯ˢ. 

 

˸ˣ˶˷˞ ˸ˣ˶˶ˣ˯ ˣ˪˞ ˸ˣ˶˷˲˞ˬ ˰˴˟˪ ˲˵˸ˬˣ˸ ˸ˣˮˣ˷ ˡˠˮ˩ ˭˟˶ˣ˵ ˣˢ˷˪˩ ,˭˲ˣ˞˟ ˞˪˷ ˶˶ˣ˰˧ ˣ˪˴˞ ˷˷˥ .

˵˪˥ ˸ˣ˲˵˸ˬˢˬ ˸ˣ˧˶˷˲˞ˢ ˡˠˮ˩ ˭˟˶ˣ˵ˢ ˭s MITM ˠˮ˧˷˧˲ˣ ˱˞ ˡˠˮ˩ ˫˧˶˸˞ ˫˧˷ˣ˰ˢ ˷ˣˬ˧˷ ˟-SSL .

˸˶ˤ˰˟ ˢ˶˷˞ˢ ˸˶˶ˣ˯ˢ ˭˲ˡ˲ˡˢ ˞˪ ˶˧ˢˤ˧ ˸˞ ˷ˬ˸˷ˬˢ ˭˩˷ ˢ˶˷˞ˢ ˢˬˣ˸˥ ˪˰-˧ˡ˧ ˸ˣ˷˧ ˧˟˫˧˧ˮ 

ˢ˶˷ˣ˞˷ ˪˰-˧ˡ˧ ˸ˣ˷˧ ˷˶ˣ˷ - ˱ˮ˰ˢ ˶˷˞ˬˢ ˧˵ˣ˥. 

 

ˢ˟ˣˠ˸˩ ˨˩˪ ˪ˠˣˠ x˵˧ˬ˦˲ˣ˯ˣ˶ ˣ˪˦˧˟ ˸˞ ˸ˣ˶˷˞ˢ ˸ˣ˶˶ˣ˯ˢ ˫˧ˮ˲ˡ˲ˡ˟ ˢ˪˷ ˭.ˢ˪˧ˤˣˬ ˢ˩˪ˢ ˡ˰˴ ˡ˥˞ 

ˢˬ˧ˡ˵ ˞˧ˢˣ ˸ˮ˥ˣ˟ ˫˞ ˱˶˴˪ ˸˞ TurkTrust ˷ˡ˥ˬ ˣ˷˧˪ˣ˧ ˸˷˶ˣ˷ ˸ˣ˰˧ˠˬ˷ ˫˰ ˭˲ˡ˲ˡˢ ˢ˪˷ .˪˩˩ 

ˢ˞˶ˮˢ ˢ˲˵˸ˬˢ ˢ˸˧˧ˢ ˸˪˟ˠˣˬ ˧˥˦˷˪ ˢ˧˵˶ˣ˦ ˡ˟˪˟ ,˨˞ ˧˞-˶˷˲˞ ˶ˬˣ˪ ˸˞ˤ ˸ˣ˞ˡˣˣ˟ ˢ˞˪ˬ. 

 

ˢˬ ˣˮ˪ ˶ˣ˸˟ ˫˧˷ˬ˸˷ˬ ˷˧ ˸ˣ˷˰˪ ?˭˸˧ˮ ˸ˣ˷˰˪ ˷ˣˬ˧˷ ˱˯ˣ˸˟ ˢ˪˧ˤˣˬ˪ ˫˷˟ Perspective ˶˷˞ ˭˥˟˧ 

˸˞ ˸ˣ˶˷˞ˢ ˷ˣˬ˧˷˟˷ ˡˠˮ˩ ˶ˠ˞ˬ ˰ˡ˧ˬ ˶ˬ˷ˮ˷ ˪˰-˧ˡ˧ ˡ˴ ɣ) '˞˪ ˧ˣ˪˸ ˭˲ˡ˲ˡ ˞˪ˣ ˧ˣ˪˸ ˸ˣ˧ˣ˷˧ ˷˶ˣ˷ ,(

˨˩˟ ˞ˣˢ ˱˧˯ˣˬ ˨˟ˡˮ ˱˯ˣˮ ˢ˵˧ˡ˟˪ ˪˷ ˢ˶˷˞ˢ - ˷˧ ˭˞˩ ˢ˲˯ˣˢ ˪˷ ˦ˮˬ˪˞ ˭˧˦˧ˮˣˬ ˱˯ˣˮ˟ ˦ˮˬ˪˞˪ 

˸ˣ˷˧ˢ ˸˧ˤ˩˶ˬ. 

˸ˣ˶ˣ˵ˬ: 

¶ https://krebsonsecurity.com/2013/01/turkish-registrar-enabled-phishers-to-spoof-google 

¶ http://news.cnet.com/8301-1009_3-57561880-83/fake-turkish-site-certs-create-threat-of-

bogus-google-sites/ 

http://pastebin.com/85WV10EL
https://en.wikipedia.org/wiki/DigiNotar#Issuance_of_fraudulent_certificates
https://www.informationweek.com/security/attacks/how-startcom-foiled-comodohacker-4-lesso/231601037
http://www.theregister.co.uk/2011/03/23/gmail_microsoft_web_credential_forgeries/
http://googleonlinesecurity.blogspot.com/2013/01/enhancing-digital-certificate-security.html
http://technet.microsoft.com/en-us/security/advisory/2798897
https://blog.mozilla.org/security/2013/01/03/revoking-trust-in-two-turktrust-certficates/
http://perspectives-project.org/
https://krebsonsecurity.com/2013/01/turkish-registrar-enabled-phishers-to-spoof-google
http://news.cnet.com/8301-1009_3-57561880-83/fake-turkish-site-certs-create-threat-of-bogus-google-sites/
http://news.cnet.com/8301-1009_3-57561880-83/fake-turkish-site-certs-create-threat-of-bogus-google-sites/
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ˢ˞˧˶˵ ˸˲˯ˣˮ: 

¶ https://en.wikipedia.org/wiki/Certificate_authority 

¶ https://en.wikipedia.org/wiki/Intermediate_certificate_authorities 

¶ https://en.wikipedia.org/wiki/Computational_trust 

¶ https://en.wikipedia.org/wiki/Web_of_trust 

 

 

˸ˣ˧˶˥˞ ˬ˪˸˲˵˸ ˶˟˧˧˯ˢ ˪˰ ˫˧˵ˮ˟ˢ ˢ˶˞˟"˟ ˢ˪˦ˣˢ ˪˰ ˭˞˶˧˞ 

˨˪ˢˬ˟ ˷ˡˣ˥ ˶˟ˬ˦˲˯ 2012 ˣˠ˲˯ ˫˧˵ˮ˟ ˫˧ˮˣ˷ ˢ˶˞˟"˟ ˸˲˵˸ˬ DDoS ˸ˬ˞ˣ˸ˬ ˫ˡˠˮ˩ .˶ˣ˵ˬ 

ˢ˲˵˸ˬˢ ˢˮˣ˷˟ ˶˟˰˟ˬ ˢ˧ˢ ˸ˣˣ˥˟ ˫˧˸˶˷ ˸ˣˮˣ˷ ˫˪ˣ˰˟ ˞˪ˣ ˫˧˶ˣ˟˧˥˟ ˫˧˧˸˧˟ )˫˧˧˟ˬˣˤ .(ˢ˲˵˸ˬˢ 

ˢˡ˵ˬ˸ˢ ˟˧˩˶ˬ˟ s-DDoS ˸˰˧ˮˬˣ ˸ˣ˶˧˷ ˞˪ˣ ˢ˧ˢ ˭ˣ˧˯ˮ ˶˲ˢ˴˧ ˸ˣˮˣ˟˷˥˪ ˫˧˷ˬ˸˷ˬˢ .˟ˣ˶ ˫˧˵ˮ˟ˢ 

ˣ˲˵˸ˣˢ˷ ˣ˶ˤ˥ ˶˧ˣˣ˞˪ ˶˥˞˪ ˶˲˯ˬ ˸ˣ˵ˡ ˡ˰ ˸ˣ˰˷. 

 

˦ˮˬ˪˞ ˱˯ˣˮ ˯ˮ˩ˣˢ˷ ˢ˲˵˸ˬ˪ ˶˷˞ ˟˷˥ˮ ˧ˮ˷ˡ˥˪ ˣˮ˧ˢ Exhaustion attack-SSL ,ˢ˲˵˸ˬ ˢ˟˩˷˟6  ˪˷ 

˪ˡˣˬ s-OSI ,ˢ˲˵˸ˬ ˸ˡ˵ˬ˸ˬˢ ˸˪˧ˤˠ˟ ˧˟˞˷ˬ ˡˣ˟˧˰ ˸˶˷ˢˬ ˱˵˸ˣˬˢ .ˢ˲˵˸ˬˢ ˸˧˶˷˲˞ ˨˞ ˵˶ˣ 

ˡˠˮ˩ ˫˧˸˶˷ ˫˧˰˧˴ˬ˷ ˶ˣ˟˧˥ ˥˦˟ˣ˞ˬ )SSL ,(˧˲˩ˣ ˰ˣˡ˧˷ ˪˩ ˫˧˵ˮ˟ˢ ˫˧˟˧˧ˣ˥ˬ ˰˧˴ˢ˪ ˶ˣ˟˧˥ ˢˤ˩˷ .

ˢ˷˰ˬ˪ ˢ˲˵˸ˬˢ ˞˪ ˢ˪ˤˠ ˟˥ˣ˶-˯˲ ˫˧˸˶˷ˢˬ ,˞˪˞ ˸˪ˣ˩˧ ˡˣ˟˧˰ ˨˩˟ˣ ˢ˵˸˧˷ ˫˸ˣ˞. 

 

˫˧˲ˣˠ ˫˧ˮˣ˷ ,ˣ˰˧˴ˢ ˧˩ ˸ˣ˟˵˰˟ ˸ˣ˟˩˶ˣˬˢ ˪˷ ˢˢˢ˲˵˸ )˷ˣˬ˧˷ ˸ˣˣ˥˟ ˫˧˸˶˷ ˭˩ˣ ˢ˲˵˸ˬ ˸˯˯ˣ˟ˬ SSL (

˷˧ ˸ˣˡ˰ ˨˩˪ ˢˮ˧ˡˬ˷ ˧ˢ˷˪˩ ˸˞˴ˬˮ ˧˶ˣ˥˞ˬ ˢ˲˵˸ˬˢ .ˢ˴ˣ˟˵ ˫˷˟ "˧ˬ˥ˣ˪ ˶˟˧˧˯ˢ ˪˷ ˤ˰-˭˧ˡ˞ ˪˞ 

˫˞˯˵ "ˢ˥˵˪ ˸ˣ˧˶˥˞ ˪˰ ˢ˲˵˸ˬˢ ,˨˞ ˰˴ˣˢ ˫ˢ˷ ˨˯˟ ˪˩ˢ ˧ˣ˯˧˩ ˸˪˷ˬˬ˪ ˭˞˶˧˞. 

 

˧˸˰ˡ˪ ˢ˸˧˧ˢ ˸ˣˬ˪˰˸ˢ ˢ˶ˣˬˠ ˨˩ˬ ˢ˲˵˸ˬˢ˷ ˸˞ˤˢ ˸˧˟ˬˣ˲ ˶˟˩ ˬ-2011 .ˢˤ ˞˪ ˶ˣ˲˧˯ ˳ˣ˶˲˪ 

˫˧˸˶˷˪ ˸ˣ˪˰ˢ˪ˣ ˫ˢ˧˪˞ "Shell "ˣˮˬˬˣ ˰˴˟˪ ˸˞ ˢ˲˵˸ˬˢ .ˢ˪ˣ˯˲˵ˮ˧˞ ˢ˟˸˩ ˠˣ˪˟˟ ˢ˪˷ ˪˰ ˡ˥˞ 

˫˧˸˶˷ˢ ˱˵˸˷ ˸˞ ˫˧˵ˮ˟ˢ ˢ˶˞˟"˟ ,˥ˣ˸˧ˮˢˣ ˢ˪˷ ˣˮ˧˞ ˢ˞˶ˬ ˟˶ˣ˰ˬ˸ˣ ˸˧ˮ˞˶˧˞ ˸˧˞ˡˣˣ. 

 

˸ˣˮˣ˶˸˲ ˸˲˵˸ˬ˪ SSL-Exhaustion ˞ˣˢ ˪˧˟ˠˢ˪ ˸˞ ˸ˣˬ˩ ˫˧˶ˣ˟˧˥ˢ ˫˧˪˟˵˸ˬˢ ˶ˣ˵ˬˬ ˡ˥˞ ,˨˞ 

ˢ˶˵ˬ˟ ˪˷ DDoS ˢˤ ˢ˞˶ˮ˩ ˞˪ˣ ˶ˣˤ˰˧ . ,˭˩ ˣˬ˩˪˦˟˪ ˸˞ ˸ˣ˶˷˲˞ˢ ˪-SSL-Renegotiation ˢˬ ˰ˮˬ˧˷ 

ˢ˶ˬ˥ˢ ˪˷ ˢ˲˵˸ˬˢ ,˨˞ ˞˪ ˰ˮˬ˧ ˢ˸ˣ˞ ˭˧˦ˣ˪˥˪ .˫˞ ˷˧ ˫˧˟˞˷ˬ ˫˧˲˯˩ ˭˸˧ˮ ˢ˪˰˧˵˷ ˳˧˞ˬ˟ SSL. 

˸ˣ˶ˣ˵ˬ: 

¶ https://www.nytimes.com/2013/01/09/technology/online-banking-attacks-were-work-of-iran-

us-officials-say.html 

https://en.wikipedia.org/wiki/Certificate_authority
https://en.wikipedia.org/wiki/Intermediate_certificate_authorities
https://en.wikipedia.org/wiki/Computational_trust
https://en.wikipedia.org/wiki/Web_of_trust
http://seclists.org/fulldisclosure/2011/Oct/779
http://www.incapsula.com/the-incapsula-blog/item/603-cyber-attack-us-banks
https://www.nytimes.com/2013/01/09/technology/online-banking-attacks-were-work-of-iran-us-officials-say.html
https://www.nytimes.com/2013/01/09/technology/online-banking-attacks-were-work-of-iran-us-officials-say.html
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¶ http://news.cnet.com/8301-1009_3-57520363-83/wells-fargo-is-latest-bank-to-be-hit-by-

cyberattacks/ 

ˢ˞˧˶˵ ˸˲˯ˣˮ: 

¶ http://www.thc.org/thc-ssl-dos 

 

˱ˡ˶ˬˢ ˶˥˞ ˶˟ˣ˦˵ˣ˞ ˫ˣˡ˞ˢ 

˶˟ˣ˦˵ˣ˞˟ 2012 ,˶˲˯ˬ ˫˧˶˵ˣ˥ ˸˶˟˥ˬ ˧˦ˮ˞ˢ-˯ˣ˶˧ˣ Kaspersky ˣˢ˧ˤ ˸˧˸˷˸ ˢ˲˧˵˸  ˶˸ˣ˧˟ ˸ˬˡ˵˸ˬ

˸ˣ˟˵˰˟ ˢ˶˧˵˥ ˪˷ ˶˲˯ˬ ˸ˣ˲˧˵˸ ˪˰ ˫˧˲ˣˠ ˫˧˧˦ˬˣ˪˲˧ˡ ˫˧ˮˣ˷ ˧˟˥˶˟ ˫˪ˣ˰ˢ .˧˲˪ ˥ˬˢ˵˶ ˰˴ˣ˟˷ ˰"˧ 

˧˵˯˶˲˯˵ ˢ˞˶ˮ ˧˩ ˷˧ ˸ˣ˧˞˶ ˨˩˪ ˸˧˸˷˸ˢ˷ ˸ˬ˧˧˵ ˡˣ˰ ˸ˮ˷ˬ 2007 ˢ˪˧˰˲ˣ ˡˣ˰ ˫ˣ˧ˢ )˸ˣ˶ˬ˪ ˧˲˩˷ 

ˢ˞˶ˮˢ ,˸ˣ˟˵˰˟ ˣˡˢ"˥ ˢˬ˯˶˲˷ Kaspersky ˢ˞˶ˮ ˧˩ ˫˧˷ˮ˞ˢ ˶˷˞ ˫˧˞˴ˬˮ ˧˶ˣ˥˞ˬ ˸˧˸˷˸ˢ ˮˢ"˪ 

ˣ˪˥ˢ ˪˲˵˪ ˸˞ ˧˸˶˷ ˢ˦˧˪˷ˢ ˪˩˩ ˢ˞˶ˮˢ ˪˰ ˸ˮˬ ˸ˣ˷˵ˢ˪ ˢ˸˶˧˵˥˟.(  

 

ˣˡˢ"˥ ˫˯˶ˣ˲˷ ˰"˧ Kaspersky ˦˶ˣ˲ˬ ˣ˞ˬ l˪˪ˣ˩ˣ ˣ˩ˣ˸˟ ˰ˡ˧ˬ ˟˶ ˸ˣˡˣ˞ ˢ˧ˠˣ˪ˣˮ˩˦ˢ ˢ˟ ˣ˷ˬ˸˷ˢ 

˸˟˧˸˩˪ ˫˸ˣ˞ ˫˧˪˩ˢ˫˧˪˩ˢ ˸˞ ˫˧˟˧˩˶ˬˢ ˫˧ˮˣ˷ˢ ˫˧˪ˣˡˣˬˢ , ,˸ˣ˷˪ˣ˥ˢ ˢ˟˷ ˭˫˧˲˵ˣ˸ˢ ˣ˷ˬ˸˷ˢ )˞˪ 

˞˴ˬˮ ˣˢ˷ˬ ˡ˥ˣ˧ˬ ˡ˟˪ˬ ˶ˣˤ˥ˬ ˪˷ ˸ˣ˷˪ˣ˥ ˣˬ˯˶ˣ˲˷ ˶˟˰˟ ,˪˪ˣ˩ ˶˲˯ˬ  ˸ˣ˷˪ˣ˥˸ˣ˧˟ˬˣ˲ ˟-Office  ,

ˮ˩ˣ˸˸ˣ ˸ˠ˴ˢ˪ ˧˩ˬ˯ˬ PDF ,˸ˣ˷˪ˣ˥ ˮˣ˷˸ˣ ˟-JAVA ,˷ˣˬ˧˷ˣ ˢ˷˪ˣ˥˟ 760-8MS0 ˢˢˣˤˬˢ ˫˰ ˸˰˪ˣ˸ˢ 

"Conficker ,("ˢ˧ˬˣ˦ˮ˞ ˪˷ ˸ˣ˲˵˸ˬˢ ,˸ˣ˶˦ˬˢ ˫˧˲ˣˠˢˣ ˶˷˞ ˣ˲˵˸ˮ ˸˶ˤ˰˟  ˢ˸ˣ˞˸˧˸˷˸ ˡˣ˰ˣ. 

 

˭ˣ˩ˮ ˸˟˧˸˩˪ ˸ˣ˶ˣ˷ ˣ˪˞ ,˰ˡ˧ˬˢˬ ˫˯˶ˣ˲˷ ˶˦ˮ˧˞˟˦ˮ ˞˪ ˭˸˧ˮ ˸˰ˡ˪ ˸ˣ˞ˡˣˣ˟ ˧ˬ ˪˧˰˲ˢ ˸˞ ˢ˸ˣ˞ 

˸˧˸˷˸ˢ ˨˞ ˟˵˰ ˸ˣ˶˦ˬˢ ˧˩˶ˡˣ ˢˡˣ˟˰ˢ ˢ˪˷ ˞˪ ˶˟ˣˡˬ ˰ˣ˶˧˞˟ ˪˧ˠ˶ .˸˶ˠ˯ˬ˟ ˢ˸ˣ˞ ˸˧˸˷˸ˢ ,ˢ˞˶ˮ 

ˣ˲˵˸ˮ˷ ˶˲˯ˬ ˟˶ ˪˷ ˸ˣˮ˧ˡˬ ,˭ˢˮ˧˟ ˸ˣ˴˶˞ ˸˧˶˟ˢ ,ˢ˧˯ˣ˶ ,˪˞˶˷˧ ,˭˞˶˧˞ ,ˣˡˣˢ ,˪˧ˤ˶˟ ,ˢ˧˪˦˧˞ ,˭ˡ˶˧ ,

ˢ˧˩˶ˣ˸ ,˭˞˦˯˧˵˲ ,ˣ˵ˣ˶ˬ ˣˡˣˢ ,˟˶˰ ˣ˰˯ˢ˸˧ˡ ,˭ˣˮ˟˪ ˡˣ˰ˣ .˱˯ˣˮ˟ ,ˢ˞˶ˮ ˫˧˲ˣˠˢ˷ ˣ˲˵˸ˮ˷ ˣ˧ˢ ˭˧˟ ˶˸˧ˢ 

˸ˣ˧ˣ˶˧˶ˠ˷ ,˧˶ˡ˷ˬ ˢ˪˷ˬˬ, ˫˧˲ˣˠ ˫˧˶ˣ˷˵ˢ ˪˪˥˪ ,˶˥˯ˬ ,ˢ˧ˠ˶ˮ˞ ,˭˧˰˶ˠ ,˶˵˥ˬ ,ˢ˪˩˪˩ ,˭ˣ˥˦˟ ˡˣ˰ˣ .

˸˧˲˧˴˲˯ ,˭˞˩ ˪˞˶˷˧˟ ,ˣ˲˵˸ˮ ˸ˣ˧ˣ˶˧˶ˠ˷ ˸ˣˮˣ˷. 

 

˧˲˪ ˢ˶˧˵˥ˢ ˪˷ Kaspersky ˸˶ˤ˰˟ ˢ˸ˣ˞ ˸˧˸˷˸ ˢ˲˧˵˸ ,˫˧˲˵ˣ˸ˢ ˣ˪˩˧ ˮˠ˪˟ˣ ˰ˡ˧ˬ ˫˧˟˷˥ˬˬ )˸ˣˡˬ˰ 

ˢ˴˵  /˫˧˸˶˷ ,(˰ˡ˧ˬ ˫˧ˮˣ˲˦˶˞ˬ˯ˬ )iPhone ,Nokia ,Windows Mobile ,(ˡˣ˧˴ˬ ˧˸˷˶ ˪˷ Cisco ,˰ˡ˧ˬˣ 

˧ˮ˵˸ˢˬ USB ˫˧˵˧˸ˮ )˱˞ˣ ˰ˡ˧ˬ ˢ˧ˢ˷ ˫˧˧˵ ˪˰ ˫˸ˣ˞ ˫˧ˮ˵˸ˢˢ ˵˥ˬˮˣ ˫ˢˬ.( 

 

˵˰˪ ˫ˣ˥˟ ˫˧˴˧˪ˬˬ ˣˮ˞ ,˸ˣ˲˵˸ˬˢ ˭˸ˣ˞ ˧˶ˣ˥˞ˬ ˡˬˣ˰ ˧ˬ ˸˰ˡ˪ ˭˸˧ˮ ˞˪ ˢ˩ ˡ˰ ,˶ˣˬ˞˩ ˫˧ˬˣ˯˶˲ˢ ˶˥˞ ˟ˣ

 ˪˷Kaspersky .˞˷ˣˮ˟ 

 

http://news.cnet.com/8301-1009_3-57520363-83/wells-fargo-is-latest-bank-to-be-hit-by-cyberattacks/
http://news.cnet.com/8301-1009_3-57520363-83/wells-fargo-is-latest-bank-to-be-hit-by-cyberattacks/
http://www.thc.org/thc-ssl-dos
http://technet.microsoft.com/en-us/security/bulletin/ms08-067
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:˸ˣ˶ˣ˵ˬ 

¶ http://www.securelist.com/en/analysis/204792262/Red_October_Diplomatic_Cyber_Attacks_

Investigation 

¶ http://www.securelist.com/en/blog/785/The_Red_October_Campaign_An_Advanced_Cyber_

Espionage_Network_Targeting_Diplomatic_and_Government_Agencies 

¶ http://www.wired.com/threatlevel/2013/01/red-october-spy-campaign/ 

 

:˸˲˯ˣˮ ˢ˞˧˶˵˪ 

¶ http://www.securelist.com/en/analysis/204792265/Red_October_Detailed_Malware_Descrip

tion_1_First_Stage_of_Attack 

¶ http://www.securelist.com/en/blog/208194091/Red_October_part_two_the_modules 

¶ http://www.securelist.com/en/blog/208194086/Red_October_Java_Exploit_Delivery_Vector_

Analysis 

 

˟ ˢ˸˪ˠ˸ˢ ˸˧˦˧˶˵ ˢ˷˪ˣ˥-Ruby On Rails )CVE-2013-0156( 

-˟9 ˟ ˢ˰ˡˣˢ ˫˯˶˲ ˭ˣ˯˶˦˲ ˭ˣ˶ˢ˞ ˫˷˟ ˶ˣ˥˟ ,˶˞ˣˮ˧˪ ˪˷ ˢ˥˦˟˞ˢ ˸˴ˣ˟˵Ruby On Rails ˟-Google 

Groups˶˸ˣ˩ ," :ˢ˸˧˧ˢ ˢ˰ˡˣˢˢ ˸Multiple vulnerabilities in parameter parsing in Action Pack ."

˟ ˢ˥˦˟˞ ˪˷˩ ˪˰ ˣ˥ˣˣ˧ˡ ˢ˥˦˟˞ ˧˶˵ˣ˥ ˶˲˯ˬ ˧˩ ˢ˪ˣ˰ ˢ˰ˡˣˢˢ ˭˩ˣ˸ˬ-RoR  ˧˶˸˞˟ ˣ˪˷ ˪ˣ˴˧ˮ ˶˷˞

˧˯˯ˣ˟ˬ ˦ˮ˶˦ˮ˧˞RoR   ˸ˣˡˣ˵˲ ˵˧˶ˤˢ˪ ,˸˩˶˰ˬ˟ ˸ˣˢˡˤˢ ˧ˮˣˮˠˮˬ ˱ˣ˵˰˪ ˫˧˲˵ˣ˸˪ ˶˷˲˞ˬSQL 

˸ˬˢ ˸ˣ˸˪˧˞˷˪ ˣ˞ ,˸˩˶˰ˬˢ ˸˞ ˫˧˷ˬ˷ˬˢ ˢ˧˴˵˧˪˲˞ˢ ˧˸˶˷ ˪˰ ˡˣ˵ ˳˧˶ˢ˪ ,˫˧ˮˣ˸ˮˢ ˧ˡ˯ˬ ˸˞ ˸ˣ˪˞˷

 ˠˣ˯ˬ ˸ˣ˲˵˸ˬ ˰˴˟˪ˣ ˢˬ˴˰ ˸˩˶˰ˬˢ ˸˞ ˸˯˧˶˵˪ ˫ˣ˶ˠ˪Denial Of Service. 

 

 ˧ˮˣ˸ˮ ˶ˣ˯˶˲ ˪˰ ˧˞˶˥˞ ˶˷˞ ˟˧˩˶˟ ˣˮ˧ˢ ˢ˥˦˟˞ˢ ˪˷˩ ˧˩ ˢ˞˶ˮ ,˶˞ˣ˸ˬˢ ˧˲˪XML ˢ ˰ˣ˴˧˟ ˭ˣˮˠˮˬ˪ˣ-

Automatic Castingˬ ˦˦˴ˮ ˫˞ˣ ,:˶ˣ˵ˬˢ 

"The parameter parsing code of Ruby on Rails allows applications to automatically cast values from strings 

to certain data types. Unfortunately the type casting code supported certain conversions which were not 

suitable for performing on user-provided data including creating Symbols and parsing YAML. These 

unsuitable conversions can be used by an attacker to compromise a Rails application." 

 

 ˠ˧˴ˢ ˞˪ ˭ˣ˯˶˦˲ ,ˢˬ˴˰ ˢ˰ˡˣˢ˟PoC  ˶˵ˣ˥ˣ ˟˶ ˭ˬˤ ˶˟˰ ˞˪ ˨˞ ,ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮˢ ˪˰ ˫˧˲˯ˣˮ ˫˧˦˶˲ ˣ˞

˯˵˧˪˲ ˫˷˟ ,˱˯ˣˮ ˢ˥˦˟˞  ˫˪ˢ˪˧ˣˣ˪˷ ˠˣ˪˟˟ ˦˯ˣ˲ ˫˯˶˲  .˧ˮ˩˦ ˶˸ˣ˧ ˸˴˵ ˭˲ˣ˞˟ ˢ˷˪ˣ˥ˢ ˸˞ ˠ˧˴ˢ ˣ˟ˣ

http://www.securelist.com/en/analysis/204792262/Red_October_Diplomatic_Cyber_Attacks_Investigation
http://www.securelist.com/en/analysis/204792262/Red_October_Diplomatic_Cyber_Attacks_Investigation
http://www.securelist.com/en/blog/785/The_Red_October_Campaign_An_Advanced_Cyber_Espionage_Network_Targeting_Diplomatic_and_Government_Agencies
http://www.securelist.com/en/blog/785/The_Red_October_Campaign_An_Advanced_Cyber_Espionage_Network_Targeting_Diplomatic_and_Government_Agencies
http://www.wired.com/threatlevel/2013/01/red-october-spy-campaign/
http://www.securelist.com/en/analysis/204792265/Red_October_Detailed_Malware_Description_1_First_Stage_of_Attack
http://www.securelist.com/en/analysis/204792265/Red_October_Detailed_Malware_Description_1_First_Stage_of_Attack
http://www.securelist.com/en/blog/208194091/Red_October_part_two_the_modules
http://www.securelist.com/en/blog/208194086/Red_October_Java_Exploit_Delivery_Vector_Analysis
http://www.securelist.com/en/blog/208194086/Red_October_Java_Exploit_Delivery_Vector_Analysis
https://groups.google.com/forum/?fromgroups=#!topic/rubyonrails-security/DCNTNp_qjFM
https://groups.google.com/forum/?fromgroups=#!topic/rubyonrails-security/DCNTNp_qjFM
http://www.insinuator.net/2013/01/rails-yaml/
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 ˵˲˧˯ ˞˪ ˨˞ ˰ˡ˧ˬˢ ˸˞ ˠ˧˴ˢ ˫˪ˢ˪˧ˣ ,˦˯ˣ˲˟PoC  ˷ˬˬ˪ ˣ˞ ˡˣ˵ ˳˧˶ˢ˪ ˶˷˲˧˞˷ ˧˷ˬˬSQL Injection 

.ˢ˷˪ˣ˥ˢ ˢ˸ˣ˞ ˸˶ˤ˰˟ 

˟˶ ˭ˬˤ ˶˟˰ ˞˪ ,˟ˣ˷ˣ  ˶˷˞ˬ ˶˥˞ ˞˪ ˢ˧ˢ ˢ˲˲˩ˢ ˸˞ ˫˧˶ˢ˷ ˧ˬˣHD-Moore  ˥˸˲ˬˢˣ ˪˧˟ˣˬˢ ,˫ˤ˧ˢ)

 ˦˵˧˧ˣ˶˲ˢ ˪˷ ˧˷˞˶ˢMetasploit˟ ˞ˣˢ ˫ˠ ˟˸˩ˮ˷ ,-Rubyˣ ,( ˫˯˶˲˞˷ˣˮ˟ ˦˯ˣ˲ ˫˧˶˟˯ˢ ˫˰ ˫˰˲ˢ ,

 .ˢ˪˷ ˷ˣˬ˧ˬˢ ˧˩˶ˡ ˪˰ˣ ˢˬ˴˰ ˢ˷˪ˣ˥ˢ ˪˰ ,˪˴ˣˮˬˢ ˭ˣˮˠˮˬˢ ˪˰ ˫˧˦˶ˣ˲ˬHD-Moore  ˢˤ˟ ˵˲˸˯ˢ ˞˪

ˣ˫˯˶˲  ˸˶ˤ˰˟ ˸˧ˬ˞ˮ˧ˡ ˢ˶ˣ˴˟ ˢ˸ˣ˞ ˪˴ˮ˪ˣ ˢ˷˪ˣ˥ˢ ˸˞ ˶˸˞˪ ,˵ˣ˶˯˪ ˶˷˲˞ˬˢ ˪ˣˡˣˬMetasploit. 

 

 

:˸ˣ˶ˣ˵ˬ 

¶ http://www.insinuator.net/2013/01/rails-yaml/ 

¶ https://community.rapid7.com/community/metasploit/blog/2013/01/09/serialization-

mischief-in-ruby-land-cve-2013-0156 

 

:˸˲˯ˣˮ ˢ˞˧˶˵˪ 

¶ http://www.metasploit.com/modules/exploit/multi/http/rails_xml_yaml_code_exec 

¶ https://community.rapid7.com/community/metasploit/blog/2013/01/10/exploiting-ruby-on-

rails-with-metasploit-cve-2013-0156 

¶ http://ronin -ruby.github.com/blog/2013/01/09/rails-pocs.html 

https://community.rapid7.com/community/metasploit/blog/2013/01/09/serialization-mischief-in-ruby-land-cve-2013-0156
https://community.rapid7.com/community/metasploit/blog/2013/01/10/exploiting-ruby-on-rails-with-metasploit-cve-2013-0156
http://www.insinuator.net/2013/01/rails-yaml/
https://community.rapid7.com/community/metasploit/blog/2013/01/09/serialization-mischief-in-ruby-land-cve-2013-0156
https://community.rapid7.com/community/metasploit/blog/2013/01/09/serialization-mischief-in-ruby-land-cve-2013-0156
http://www.metasploit.com/modules/exploit/multi/http/rails_xml_yaml_code_exec
https://community.rapid7.com/community/metasploit/blog/2013/01/10/exploiting-ruby-on-rails-with-metasploit-cve-2013-0156
https://community.rapid7.com/community/metasploit/blog/2013/01/10/exploiting-ruby-on-rails-with-metasploit-cve-2013-0156
http://ronin-ruby.github.com/blog/2013/01/09/rails-pocs.html
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DNSSEC 
˸˞ˬ: ˭ˬˡ˧˶˲ ˵˧˶˞ 

 

 ˰˵˶-  ˪ˣ˵ˣ˦ˣ˶˲DNS ˢ˲˵˸ˢ ˸˥˸ 

 ˪ˣ˵ˣ˦ˣ˶˲DNS )Domain Name System˧ˮ˟˞ˬ ˸˥˞ ˞ˣˢ (- ˣˢˤ .˦ˮ˶˦ˮ˧˞ˢ ˪˷ ˶˸ˣ˧˟ ˸ˣ˧˯˧˯˟ˢ ˭˧˧ˮ˟ˢ

 ˣˬ˩) ˭˲ˡ˲ˡ˪ ˫˧ˮ˧ˤˬ ˣˮ˞˷ ˦ˮ˶˦ˮ˧˞ˢ ˸ˣ˟ˣ˸˩ ˪˷ ˫ˣˠ˶˸ ˶˷˲˞ˬˢ ˪ˣ˵ˣ˦ˣ˶˲ˢwww.digitalwhisper.co.il (

˪˰ ˷ˣˬ˧˷ ˢ˷˰ˮ ˭ˢ˟ ˸ˣ˧˶˲˯ˬˢ ˸ˣ˟ˣ˸˩˪- ˸ˣ˟ˣ˸˩) ˫˧˟˷˥ˬˢ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˧˪ˣ˵ˣ˦ˣ˶˲ ˧ˡ˧IP , ˣˬ˩

193.105.99.162 ˪˰ ˟ˣ˷˥˪ ˶˷˲˞ .(DNS  ˶ˤˣ˟ˬ ˢˤˢ ˫˧ˮˣ˲˪˦ˢ ˶˲˯ .˦ˮ˶˦ˮ˧˞ˢ ˪˷ ˫˧ˮˣ˲˪˦ˢ ˶˲˯ ˪˰˩

 ˧˸˶˷ ,˫˧˸˶˷ ˪˷ ˟˶ ˶˲˯ˬ ˭˧˟DNS ˪ˣ˵ˣ˦ˣ˶˲ˣ ,DNS ˪ ˶˷˲˞ˬ ˸˞ ˰˴˟˪ ˧ˡ˩ ˢ˪˞ ˫˧˸˶˷˪ ˸ˣˮ˲

.˫ˣˠ˶˸ˢ 

 ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˰˧˶˩ˬˢ ˣ˵˪˥ ˪˪ˠ˟DNS  ˸˧˟˧˦˵˶˦˞ ˢ˶˦ˬ˪ ˫ˠ ˨˲ˢ ˞ˣˢ ,˦ˮ˶˦ˮ˧˞ˢ ˪˷ ˭˧˵˸ˢ ˡˣ˵˲˸˟

) "˦ˮ˶˦ˮ˧˞ˢ ˸˞ ˸˧˟˷ˢ˪" ˫˧ˬ˧˧˞ˬ ˫ˢ˧ˮ˧ˬ˪ ˫˧˶˵˞ˢ ˶˷˞˩ ,ˢ˷˰ˬ˪ .˸ˣ˲˵˸ˢ˪ ˪˷ ˢ˶˵ˬ˟ ˣˬ˩

˯ˣˬ˧ˮˣˮ˞,(  ˪˷ ˸˧˸˷˸˟ ˰ˣˠ˲˪ ˫˧ˮˣˣ˩ˬ ˟ˣ˶˪ ˫ˢDNS ˧˸˶˷ ˪˷ ˢ˧˴˪ˣ˲˧ˮˬˣ ,DNS  ˫˧˰˴ˬ˞ˢ ˡ˥˞ ˫ˠ ˞˧ˢ

 ˪˷ ˫˧˪˩ˢ ˤˠ˶˞˟˦ˮ˶˦ˮ˧˞˪ ˢ˷˧ˠ˟ ˦ˣ˪˷˪ ˸ˣ˯ˮˬ˷ ˸ˣ˪˷ˬˬ.  

 ˪˰ ˸ˣ˲˵˸ˢˢˬ ˪˦ˣ˟ˬ ˞˪ ˵˪˥DNS  ˸ˣˮˣˣ˩ˬ ˸ˣˬˣ˷˶ "˵˧˶ˤˢ˪"DNS  ˧˸˶˷ ˪˷ ˭ˣˬ˦ˬˢ ˭ˣ˶˩ˤ˪ ˸ˣ˟ˤˣ˩

DNS ˸ˣ˸˪˧˞˷˪ ˸ˣ˟ˣ˷˸ ˱ˣ˧ˤ ˸ˣ˰˴ˬ˞˟ ,DNS  ˸˶˷ˬ ˸ˣ˰˧ˠˬ ˭ˢ ˣ˪˧˞˩DNS  ˸ˣˮˣ˩ˬ ˢ˪˞ ˸ˣ˲˵˸ˢ .˧˸˧ˬ˞

Cache Poisoning ˸˟ˣ˷˸ ˪˩˪ ˯˥˧˧˸ˬ ˪ˣ˵ˣ˦ˣ˶˲ˢ˷ ˭ˣˣ˧˩ ˶˵˧˰˟ ˸ˣ˶˷˲˞˸ˬ ˭ˢˣ ,DNS  "ˢˬ˧˞˸ˬ"˷

 ˸˸˪˧˞˷˪DNS  .˸˧˸˧ˬ˞ ˢ˟ˣ˷˸˩ ,ˢ˥˪˷ˮ˷ ˸˟ˣ˷˸ ˧ˢˬ ˪˷ ˢ˶ˡˠˢˢDNS  ˨˶ˣ˞˪ ˢ˸ˮ˸˷ˢ "ˢˬ˧˞˸ˬ"

 ˧˸˶˷ ˪˷ ˸ˣ˷ˡ˥ ˸ˣ˞˯˶ˠˣ ,˸ˣ˲˵˸ˢ ˰˴˟˪ ˧ˡ˩ ˣ˪˴ˣˮ ˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣˮˣ˷ ˢ˲˶ˣ˸ ˸ˣˡˣ˵ˮ ˶˷˞˩ ,˭ˬˤˢDNS 

˪˷ˬ˪ .˸ˣ˴˶˲ˢ ˸˞ ˫ˣ˸˯˪ ˧ˡ˩ ˢˬ˞˸ˢˢ ˸ˣ˵˧ˡ˟ ˱˶ ˸˞ ˣ˪˰ˢ˟ ,-2008  ˧˵˯ˮ˧ˬ˵ ˭ˡ ˰ˡ˧ˬˢ ˸˥˦˟˞ ˶˵ˣ˥

 ˱˷˥ˢ˲˶ˣ˸ ˸ˡˣ˵ˮ ˢ ˧˸˶˷˪ ˸ˣ˰˧˟˴ˬˢ ˸ˣˬˣ˷˶ ˱˧˧ˤ˪ ˢˮˣˣ˧˩˷ ˢ˲˵˸ˢ˟ ˣˤ˩-DNS  ˢ˸˪˧˞˷ ˪˩ .˫ˬ˴˰

) ˢˢˤˬ ˶˲˯ˬ ˢ˪˧˩ˬ ˸˥˪˷ˮ˷queryID ˶˲˯ˬ˪ ˰ˣ˪˵˪ ˪ˣ˩˧ ˱˵ˣ˸ˢˣ ,ˢ˟ˣ˷˸˟ ˫ˠ ˞˴ˬ˧ˢ˪ ˨˧˶˴˷ ,(

˪˰ ˭ˣ˩ˮˢ ˢˢˤˬˢ-˥˧ˮ ˫˰ ˸ˣ˟ˣ˷˸ ˪˷ ˟˶ ˶˲˯ˬ ˸˥˧˪˷ ˧ˡ˧ ˶˥˟ˮ ˢˢˤˬˢ ˶˲˯ˬˢ ˫˞ ˣ˪˧˲˞ ,˫˧˷ˣ

 ˣˮ˧ˢ ˸ˣ˸˪˧˞˷ˢ ˸˥˧˪˷˪ ˷ˬ˷ˬˢ ˦˶ˣ˲ˢ ˶˲˯ˬ ˫ˠ ˧˩ ˞ˡˣˣ˪ ˢ˧ˢ ˰˧˴ˢ ˧˵˯ˮ˧ˬ˵˷ ˭ˣ˶˸˲ˢ .˧˞˶˵˞˟

 ˸˞ ˸˧˸ˣ˰ˬ˷ˬ ˭˧˦˵ˢ˪ ˢ˶˧˟˯ ˨˶ˡ˩ ˷ˬ˧˷ ˢˤ ˭ˣ˶˸˲ .ˣ˸ˣ˞ ˫ˠ ˷˥ˮ˪ ˨˶˦˴˧ ˱˵ˣ˸ˢ˷ ˨˩ ,˧˞˶˵˞

ˣˢˤ ,˸˞ˤ ˫˰ .˸˧˷˰ˬ ˞˪˪ ˢ˸ˣ˞ ˨ˣ˲ˢ˪ˣ ,ˢ˲˵˸ˢˢ ˪˷ ˢ˥˪˴ˢˢ ˸ˣ˶˟˸˯ˢ  ˵˲˯ˬˢ "˶˦˯˪˲" ˶ˡˠ˟

 ˪ˣ˵ˣ˦ˣ˶˲ .˥ˣ˦˟ ˣˮ˧˞˷ ˪ˣ˵ˣ˦ˣ˶˲˪ ˭ˣ˶˸˲DNSSEC  ˟ˣ˪˧˷ ˸ˣ˰˴ˬ˞˟ ,ˡˣ˯˧ˢˬ ˢˤ ˠˣ˯ˬ ˸ˣ˧˰˟ ˶ˣ˸˲˪ ˢ˯ˮˬ

 .˪ˣ˵ˣ˦ˣ˶˲˟ ˫˧˧˲˶ˠˣ˦˲˧˶˵ ˸ˣˬ˧˞ ˧˩˧˪ˢ˸ 

http://www.digitalwhisper.co.il/
http://pastebin.com/NKbnh8q8
http://pastebin.com/NKbnh8q8
http://pastebin.com/NKbnh8q8
http://www.vice.com/en_uk/read/how-to-shut-down-internets-warren-ellis
http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html
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) ˸ˣˬ˧˞ ˵˲˯˪ ˞˧ˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˸˧ˤ˩˶ˬˢ ˢ˶˦ˬˢauthentication ˞ˡˣˣ˪ ˧ˡ˩ ,˪ˣ˵ˣ˦ˣ˶˲ˢˬ ˵˪˥˩ (

 ˸ˣ˟ˣ˷˸˷DNS ˷ˬ ˸ˣ˥˪˷ˮ) ˸ˣˬ˪˷ ˭˩ˣ ,˧ˬ˧˦˧ˠ˪ ˸˶integrity ˫˶ˣˠ ˱˞˷ ˞ˣˡ˧ˣ ,˶ˬˣ˪˩ ,˸ˣ˰ˡˣˢˢ ˪˷ (

˟ ˣˬ˩˷ ˨˩ ,˸ˣ˧ˡˣ˯ ˵˲˯˪ ˡ˰ˣ˧ˬ ˣˮ˧˞ ˪ˣ˵ˣ˦ˣ˶˲ˢ .˨˶ˡ˟ ˸ˣ˰ˡˣˢ ˢˮ˧˷ ˞˪ ˧ˮˣˡˤ-DNS  ˪˷ ˭˩ˣ˸ˢ ,˪˧ˠ˶

DNSSEC .ˣ˸ˣ˞ ˞ˣ˶˵˪ ˪ˣ˩˧ ˡ˥˞ ˪˩ˣ ˭˲˴ˣˬ ˣˮ˧˞ 

 

 ˪˷ ˢ˧˶ˣ˦˯˧ˢˢDNSSEC 

 ˪ˣ˵ˣ˦ˣ˶˲DNSSEC  ˭ˣˠ˶˞ ˸˶ˠ˯ˬ˟ ˥˸ˣ˲IETF )Internet Engineering Task Force˭˧˟ ˭ˣˠ˶˞ ,(- ˧ˬˣ˞˪

 .˦ˮ˶˦ˮ˧˞ˢ ˸˷˶ ˯˧˯˟˟˷ ˫˧ˮ˵˸ˢ ˸˰˧˟˵˪ ˦˶˲˟ˣ ,˦ˮ˶˦ˮ˧˞ˢ ˪˷ ˢˮ˧˵˸ ˸ˣ˪˧˰˲˪ ˧˞˶˥˞˷DNSSEC 

 ˪ˣ˲˧˦˟ ˞˷ˣˮ˪ ˨˲ˢIETF ˟-1994 ˫ˣ˯˶˲ ˢ˧ˢ ˸ˣ˪˧˰˲˪ ˫˧˴˧˞ˬˢ ˫˧ˬ˶ˣˠˢ ˡ˥˞ ˶˷˞˩ , ˭˟˧˦˯ ˪˷ ˶ˬ˞ˬ

˭˧˟ˣ˪˟  ˪˷ ˸ˣ˷˪ˣ˥ˢ ˪˰DNS ˟ ˡˣ˰ ˟˸˩ˮ ˶ˬ˞ˬˢ)-1990˟ ˵˶ ˫˯˶ˣ˲ ˨˞ ,-1995  .( 

-˟1997  ˪˷ ˢˡˣ˟˰ˢ ˸˴ˣ˟˵IETF  ,˭ˣ˷˞˶ˢ ˭˵˸ˢ ˸˞ ˢˬ˯˶˲065RFC2 ˢ˯˶ˠ ˢˬ˯˶ˣ˲ ˫˧˧˸ˮ˷˩ ˶˥˞˪ .

 ,˸ˮ˵ˣ˸ˬRFC2535 ˸ˮ˩ˣ˸ˣ ,˫˧ˮˣ˷˞˶ˢ ˫˧˥˸˲ˬˢˬ ˫˧˟ˣ˷ˬ ˸ˣ˟˵˰˟ ,BIND9  ˪˷ ˭ˣ˷˞˶ˢ ˷ˣˬ˧ˬˢ ˢ˸˧˧ˢ

 ˸˶˷DNS ˟ ˨ˬ˸˷-DNSSEC ˫˧˞˸ˬ ˢ˧ˢ ˞˪˷ ˭ˣˣ˧˩ ˶˵˧˰˟ ,˥˪˴ˣˬ ˢ˧ˢ ˞˪ ˧ˮˣ˷˞˶ˢ ˭ˣ˶˸˲ˢ ,˸˞ˤ ˫˰ .

˪˟ˣ ˣˡˬ˪ˮ ˫˧˥˵˪ˢ .˟˥˶ ˱˵˧ˢ˟ ˢ˯˧˶˲-2005  ,˸˟˸˩ˣ˷ˬ ˫˧ˮ˵˸ ˸˶ˡ˯ ˢˬ˯˶ˣ˲4035-4033RFC  ˭ˬˤ .

˶˥˞˪ ˶˴˵-˞˟ ,˭˩ˬ˶˟ˣ˦˵ˣ2005 ) ˢ˧ˡˣˣ˷ ,.SE ˯˶˲˷ ˭ˣ˷˞˶ˢ ˧˴˶˞ˢ ˦ˮ˶˦ˮ˧˞ˢ ˸˶˷ ˢ˸˧˧ˢ (DNSSEC .

 ˧˪ˣ˧˟ ˵˶ .˦˞˪ ˫˧ˮ˥ˣ˦ ˦ˮ˶˦ˮ˧˞ˢ ˧˪ˠ˪ˠ ,˧˶ˣ˵ˬˢ ˭˵˸ˢ ˪˷ ˸ˣ˧˰˟ˢˬ ˸ˣ˟˶ ˶˸˲ ˷ˡ˥ˢ ˭˵˸ˢ˷ ˸ˣ˶ˬ˪

2010  ˭ˣˠ˶˞ICANN )Internet Corporation for Assigned Names and Numbers ˶ˣ˟˰ ˸ˣ˥˸˲ˬ ˫˯˶˲ (

,˷˶ˣ˷ˢ ˧˸˶˷  ˸˧˧˩˶˶˧ˢ ˷˞˶˟˷DNS ˪˧˶˲˞˟ ˵˶ .2011 ˫˥˸ˬˢ com ˪˰ ˫˸˥ˮ- .˫˧˲˵˸ ˸ˣ˥˸˲ˬ ˧ˡ˧

 ˪˷ ˢ˯˧˶˲ˢDNSSEC  ˸˩˷ˬˮ ˭˧˧ˡ˰-  ˶˟ˬ˦˲˯˪ ˭ˣ˩ˮ2012 ˫ˮ˷˧ ,64 ) ˢˮ˧ˡˬ ˸ˬ˶˟ ˫˥˸ˬ ˸ˣˬ˷ccTLDs (

 ˫˰ ˫˧ˬˣ˸˥ˢDNSSEC ,˪˞˶˷˧ ˪˷ ˫˥˸ˬˢ ˫˷ ..il.˫ˢˬ ˡ˥˞ ˣˮ˧˞ , 

 

 ˢ˲˧˞DNSSEC ˫ˣ˧ˢ ˡˬˣ˰ 

 ˶˟ˣ˦˵ˣ˞˟2012 'ˠ,˭ˣ˯˪˩˧ˬ 'ˠ˶ˣ'ˠˣ ˭ˣ˦˯ˣˢ ˱ ˟ ˫˧ˮ˰ˡˬ-APNIC  ˢ˧˯˞ ˪˰ ˧˞˶˥˞ˢ ˦ˮ˶˦ˮ˧˞ˢ ˫˷˶)

 ,(ˢ˧ˮ˞˧˵ˣ˞ˣ ˣˬ˯˶˲˧˸˷ ˸ˣˬˣ˷˶  ˭ˢ˟ˣ˟ ˷ˣˬ˧˷ˢ ˧˟ˠ˪ ˸ˣ˵˧˦˯˧˦˦˯-DNSSEC ˶˟ˬ˦˲˯˪ ˭ˣ˩ˮ 2012 .

˩ ˧˩ ˢ˸˧˧ˢ ˸˧ˮˣ˷˞˶ˢ ˫˸˩˶˰ˢ-4% ˢ ˧˸ˣ˶˧˷ˬ-DNS  ˪˷ ˸ˣˬ˧˞ ˰˴˟˪ ˫˧˪ˠˣ˯ˬ ˣ˧ˢDNSSEC˩ˣ ,-9% 

 ˧˸ˣ˶˧˷˟ ˣ˷ˬ˸˷ˢ ˢ˴˵ˢ ˸ˣˡˬ˰ˬDNS  ˢ˶˧ˬ˥ˬˣ ˢ˶˧ˢˤ ˢˮ˧˥˟ ˶˥˞˪ .ˢˤ˩ ˸ˣˬ˧˞ ˰˴˟˪ ˫˧˪ˠˣ˯ˬ ˣ˧ˢ˷

˰ˢˢ ˸˞ ˣˮ˩ˡ˰ ˫ˢ ,ˣ˲˯˞˷ ˰ˡ˧ˬˢ ˪˷ ˶˸ˣ˧ ˵˶ ˢ˷˰ˬ˪˷ ˣ˵˧˯ˢˣ ,˫ˢ˪˷ ˸ˣ˩˶1.7% ˢ ˧˸ˣ˶˧˷ˬ-DNS  

 ˸ˣˬ˧˞ ˫˧˰˴˟ˬDNSSEC ˵˶ˣ ,1.6%  ˧˸ˣ˶˧˷˟ ˸˧ˡ˰˪˟ ˸ˣ˷ˬ˸˷ˬ ˢ˴˵ˢ ˸ˣˡˬ˰ˬDNS  ˫˧˸ˬ˞ˬ˷

 ˸ˣˬˣ˷˶DNSSEC ˸˰ˬ˦ˢ˟ ˸ˣ˪˧˟ˣˬ ˣ˞˴ˬˮ˷ ˸ˣˮ˧ˡˬˢ .DNSSEC ) ˢ˧ˡˣˣ˷ ˣ˧ˢ83%  ˧ˡ˧˟ ˣˡ˟ˣ˰ ˸ˣ˷˵˟ˢˬ

http://static.usenix.org/publications/library/proceedings/security95/full_papers/bellovin.pdf
http://static.usenix.org/publications/library/proceedings/security95/full_papers/bellovin.pdf
http://static.usenix.org/publications/library/proceedings/security95/full_papers/bellovin.pdf
http://www.ietf.org/rfc/rfc2065.txt
http://www.ietf.org/rfc/rfc2535.txt
http://www.ietf.org/rfc/rfc4035.txt
http://www.ietf.org/rfc/rfc4034.txt
http://www.ietf.org/rfc/rfc4034.txt
http://www.ietf.org/rfc/rfc4033.txt
http://www.ietf.org/rfc/rfc4033.txt
http://www.potaroo.net/ispcol/2012-10/counting-dnssec.html
http://www.potaroo.net/ispcol/2012-10/counting-dnssec-2.html
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˷˶˧ˣ˧˸ DNS ˟ ˫˧˩ˬˣ˸ˢ-DNSSEC) ˢ˪ˣˠˮ˞ ,(41%ˣ () ˡˮ˪˶˧˞39% ˸ˣ˶˧˷ ˵˶ ,˪˞˶˷˧ ˶ˣ˟˰ .(DNS  ˡ˥˞

 ˨ˣ˸ˬ297 ) ˣˬˠˡˮ˷0.34% ˸ˣˬ˧˞ ˰˴˧˟ (DNSSEC. 

 

 ˸˶ˣ˩ˤ˸-  ˨˧˞DNS ˡ˟ˣ˰ 

 ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˞˪ˬ ˶ˣ˞˧˸DNS  ˪˷ ˸ˣˮˣ˶˵˰ˢ ˸˞ ˶˧˟˯ˢ˪ ˧ˡ˩ ˫˪ˣ˞ ,ˣˤ ˢ˟˸˩ ˱˵˧ˢˬ ˠ˶ˣ˥DNSSEC  ,

ˣ˶˲ ˪˷ ˣ˸˪ˣ˰˲ ˪˰ ˢ˶˴˵ ˸˶ˣ˩ˤ˸ ˭˪ˢ˪ ˪ˣ˵ˣ˦DNS ˸˞ ˯˲ˣ˸ ˞ˣˢ ˨˞ ,˶˸ˣ˧˟ ˧˵˪˥ ˭˪ˢ˪˷ ˶ˣ˞˧˸ˢ .

.˨˧˪ˢ˸˟ ˸ˣ˧˶˵˧˰ˢ ˸ˣˡˣ˵ˮˢ 

ˢ ˸ˣ˶˧˷ ˣˢ˧ˬ ˶ˡˠˣˬ ˦ˮ˶˦ˮ˧˞ˢ ˸˷˶˪ ˶˟˥˸ˬˢ ˟˷˥ˬ ˪˩˪-DNS  ˫ˣˠ˶˸˪ ˸ˣ˷˵˟ ˥ˣ˪˷˪ ˷˧ ˣ˧˪˞

 ˣ˞ ,˧ˬˣ˞˪ˮ˧˟ ˵ˤ˟ ,˭'ˤ˧ˣˣ˦ˮ ˣˬ˩ ˦ˮ˶˦ˮ˧˞ ˵˲˯ ˨˶ˡ ˦ˮ˶˦ˮ˧˞ˢ ˸˷˶˪ ˫˧˶˟˥˸ˬ ˶˷˞˩ ,˪˷ˬ˪ .˸ˣ˟ˣ˸˩

012 ˨˧˪ˢ˸˟ , ˸˶˷ ˶ˡˠˣ˧ ˶ˣ˟˧˥ˢDNS  ˸ˣ˸˪˧˞˷˪ ˭˰ˬ˩ ˦ˮ˶˦ˮ˧˞ˢ ˵˲˯ ˫˰˦ˬDNS ˸˞ ˪˟˵˧ ˢˤ ˸˶˷ .

 ,(˫˧˶˥˞ ˫˧˸˶˷˪ ˸ˣ˸˪˧˞˷ ˥˪˷˧ ˣ˩˪ˢˬ˟) ˫ˣˠ˶˸ˢ ˨˧˪ˢ˸ ˸˞ ˣ˶ˣ˟˰ ˰˴˟˧ ,˥ˣ˵˪ˢ ˟˷˥ˬˬ ˸ˣ˸˪˧˞˷ˢ

.ˢ˟ˣ˷˸ˢ ˸˞ ˣ˪ ˶˧ˤ˥˧ ˱ˣ˯˟˪ˣ 

 ˫˥˸ˬ ˸ˣˬ˷ ˪˷ ˢ˧˩˶˶˧ˢ ˸ˡˬˣ˰ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˯˧˯˟˟- ˶˥˞˪ ;˷˶ˣ˷ˢ ˢ˷˞˶˟-˸ˣˬ˷ ˭˩ˬ  ˫˥˸ˬˢ

) ˫˧˷˞˶ˢTop Level Domains ˣˬ˩ ˫˥˸ˬ ˸ˣˬ˷ ˫˧˪˪ˣ˩ˢ (com ,org ,edu ˸ˣˮ˧ˡˬ ˪˷ ˫˥˸ˬ ˸ˣˬ˷ ˫ˠˣ ,

)il ,au ,it ˫ˠ ˫˧ˮˣ˩ˬˢ ,(... ,ccTLD )country code Top Level Domains˶˥˞˪ˣ ;(- ˸ˣˬ˷ ˪˷ ˢ˧˩˶˶˧ˢˢ ˭˩ˬ

˧˸˸˪ ˪˴˲˸ˢ˪ ˢ˩˧˷ˬˬ ˫˥˸ˬˢ- ˭ˣˠ˩ ,˫˧ˬ˥˸ˬco.il ,cnn.com ,digitalwhisper.co.il ˪˩ ˶ˣ˟˰ .ˢ˞˪ˢ ˭˩ˣ ,

ˢ ˸˶˷ ˧ˬ ˶ˡˠˣˬ ˫˥˸ˬˢ ˸ˣˬ˷ˬ ˡ˥˞-DNS ) ˣ˧˪˰ ˧˞˶˥˞ˢauthoritative server ˣ˞ ,Source of 

Authority .˫˥˸ˬ ˫˷ ˣ˸ˣ˞ ˸˥˸˷ ˸ˣ˟ˣ˸˩ˢ ˪˩ ˶ˣ˟˰ "˸ˣ˪˞˷˪ ˸˧ˬ˷˶ˢ ˸˟ˣ˸˩ˢ" ˞ˣˢ ˢˤ ˸˶˷ˣ ,(

˷ ˪˷ ˧˯˥˧ˢ ˵˪˥ˢ˧x˶ˢ ˧˸-DNS  ˸ˣˬ˧˞ ˫˧˰˴˟ˬ˷ ,ˢˮ˧ˡˬ ˪˩˟DNSSEC  

 :˶ˣ˵ˬhttp://www.potaroo.net/ispcol/2012-10/counting-dnssec-2.html 

http://www.potaroo.net/ispcol/2012-10/counting-dnssec-2.html
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 ˸ˣ˶˧˷˪ ˸˥˪˷ˮ ˶˷˞˩DNS  ˭ˣ˶˩ˤ˟ ˭˧˞ˣ ,˫˧ˣ˯ˬ ˫˥˸ˬ ˫˷ ˧˟ˠ˪ ˢ˸˪˧˞˷ ˰ˡ˧ˬ ˫ˣ˷ ˸˶˷ˢ ˪˷ ˭ˣˬ˦ˬˢ

˨˶ˡ˟ ˸˶˷ˢ ,ˢˤ ˫˷ ˧˟ˠ˪- ˧˸˶˷˪ ˢˮˣ˲ ˞ˣˢ ˣ˟˷ ˧˟˧˦˶˦˧˞ ˨˧˪ˢ˸˟ ˥˸ˣ˲ ˪˪˩DNS  ˞ˣ˴ˬ˪ ˧ˡ˩ ˫˧˶˥˞

 ˞˧ˢ ˢ˪˥˸ˢˢ ˸ˡˣ˵ˮ ,˨˶ˡ˟ ˫˧˶˥˞ˢ ˫˧˸˶˷ˢˬ ˡ˥˞ ˱˞ ˪˰ ˰ˡ˧ˬ ˭˧˞ ˸˶˷˪˷ ˢ˥ˮˢ˟ .ˢ˟ˣ˷˸ˢ ˸˞

ˢ ˧˸˶˷ ˪˩ ˫˧˶˧˩ˬ ˫˸˟ˣ˸˩ ˸˞˷ ,˷˶ˣ˷ˢ ˧˸˶˷ˬ ˡ˥˞˟-DNS ˸˞ˤ ˢˡˣ˵ˮˬ ˪˥ˢ . ˸ˣ˧ˮ˲ˢ ˪˟˵˧ ˸˶˷ˢ

 ˪˷ ˢ˧˩˶˶˧ˢˢ ˡ˶ˣˬ˟ ,˫˧˶˥˞ ˫˧˸˶˷˪DNS ˪˰ ˢ˸˪˧˞˷ ˭˸ˮ˧ˢ˟ ,˪˷ˬ˪ .www.digitalwhisper.co.il ,

ˢ ˸˶˷ ˪˞ ˪˞ˣ˷ˢ ˸˞ ˢˮ˲˧ ˷˶ˣ˷ˢ ˸˶˷-DNS  ˪˰ ˧˞˶˥˞ˢil ˸˶˷ ˪˞ ˪˞ˣ˷ˢ ˸˞ ˢˮ˲˧ ˣ˶ˣ˸˟ ˞ˣˢ ,

 ˪˷ ˸ˣˬ˷ˢco.il˞ ˢˮ˲˧˷ , ˪˰ ˧˞˶˥˞ˢ ˸ˣˬ˷ˢ ˸˶˷ ˪˞ ˣ˸ˣdigitalwhisper.co.il.  ˪˷ ˢ˧˰˟ ˨˧˪ˢ˸˟ ˷˧

 ˸ˣ˟ˣ˸˩ ˸˞ ˸˰ˡ˪ ˢˬ˴˰˟ ˸˷˶ˣˡ ˫˧˶˥˞ ˫˧˸˶˷˪ ˢ˧ˮ˲ˢˢ ˧˩ ,˸˪ˣˠˮ˶˸ˣ ˢ˴˧˟ˢ ˸˞ ˭˞˩ˬˣ ,˫˧˸˶˷

 ˸ˣ˟ˣ˸˩ˢ ˫ˣˠ˶˸ ˫ˢ˪˷ ˸ˣ˟ˣ˸˩˪IP˪˰ ˢ˧˰˟ˢ ˸˞ ˶˸ˣ˲ ˪ˣ˵ˣ˦ˣ˶˲ˢ .- ˫˰ ˡ˥˧˟ ˱˯ˣˮ ˰ˡ˧ˬ ˸˶ˤ˥ˢ ˧ˡ˧

˶˟˰ˣˬ ˢˤ ˰ˡ˧ˬ .ˢ˧ˮ˲ˢˢ ) "˵˟ˡ ˸ˣˬˣ˷˶" ˸ˣˮˣ˩ˬˢ ˸ˣˬˣ˷˶˟glue records (-  ˢ˧˧ˮ˲ˢˢ ˫˰ ˡ˥˧˟ ,˪˷ˬ˪

 ˸˶˷˪nsa.ns.il ˧˞˶˥˞ˢ ˫˧˸˶˷ˢˬ ˡ˥˞) ˫ ˪˰il ˸˟ˣ˸˩" ˶ˬˣ˞ˢ ˰ˡ˧ˬ ˪˧˩˸ ˷˶ˣ˷ˢ ˸˶˷ˬ ˢ˟ˣ˷˸ˢ ,(

-sIP  ˪˷nsa.ns.il  ˞˧ˢ92.115.210.58 ˫˧˷˶˸ˢ .ˢ˧˩˶˶˧ˢ˟ ˞˟ˢ ˸˶˷˪ ˸ˣ˶˧˷˧ ˸ˣˮ˲˪ ˶˷˲˞˸ ˨˩ˣ ,"

 ˨˧˪ˢ˸ ˶˞˸ˬ ˞˟ˢ˞˪ˬ ˫ˣˠ˶˸ ˪˷  ˸˟ˣ˸˩ˢwww.digitalwhisper.co.il  ˸˟ˣ˸˩˪IP.1 

 

                                                           
1
  ˢˮˣ˷ ˸˴˵ ˢ˶ˣ˴˟ ˰˴˟˸˧ ˨˧˪ˢ˸ˢ ˸ˣ˞˧˴ˬ˟-  ˧˸˶˷ ˫˸ˣ˞˷ ˭ˣˣ˧˩ ,˪˷ˬ˪ ˸˞ ˫ˠ ˫˧˷ˬ˷ˬ ˸ˣˬ˷il  ˸˞ ˫ˠˣco.il ,

.˧˩˶˶˧ˢˢ ˨˧˪ˢ˸ˢ ˸˷˥ˬˢ ˸˟ˣ˦˪ ˟˶˵ˣˢ ˵ˣ˧ˡˢ .˫ˣˠ˶˸ˢ ˨˧˪ˢ˸˟ ˫˧˟˪˷ ˸ˣ˥˲ ˣ˧ˢ˧ 

f.root-servers.net 

2. IP for www.digitalwhisper.co.il? 

SOA for root 

park1.livedns.co.il 

Ildns.huji.ac.il 

nsa.ns.il 

9. IP = 193.105.99.162 

 

SOA for 

digitalwhisper.co.il 

SOA for co.il 

SOA for il 

ISP DNS Server 

1. IP for www.digitalwhisper.co.il? 

4. IP for www.digitalwhisper.co.il? 

6. IP for www.digitalwhisper.co.il? 

8. IP for www.digitalwhisper.co.il? 

3. Referral to nsa.ns.il. 

5. Referral to ildns.huji.ac.il. 

7. Referral to  
park1.livedns.co.il 

10. IP = 193.105.99.162 

 

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
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DNSSEC - ˫˧˧˯˧˯˟ ˸ˣˮˣ˶˵˰ 

 ˸ˣ˸˪˧˞˷ ˪˰ ˸ˣ˟ˣ˷˸˟ ˶˟ˣ˰ˢ ˰ˡ˧ˬˢDNS  "˟˞˷ˬ ˸ˣˬˣ˷˶" ˸ˣˮˣ˩ˬˢ ˸ˣˬˣ˷˶ ˪˷ ˸ˣ˴ˣ˟˵˟ ˶ˡˣ˯ˬ

)Resource Records  ˶ˣ˴˧˵˟ˣRR ˠˣ˯ˬ ˟˞˷ˬ ˸ˣˬˣ˷˶ ,˪˷ˬ˪ .(ά!έ  ˪˷ ˫ˣˠ˶˸ ˸ˣ˪˧˩ˬˢ ˸ˣˬˣ˷˶ˢ ˭ˢ

 ˸˟ˣ˸˩˪ ˦ˮ˶˦ˮ˧˞ ˸˟ˣ˸˩IP ˪ˣ˵ˣ˦ˣ˶˲˟ ˶˸ˣ˧˟ ˳ˣ˲ˮˢ ˷ˣˬ˧˷˟˷ ˸ˣˬˣ˷˶ˢ ˭ˢˣ ,DNS ˠˣ˯ˬ ˟˞˷ˬ ˸ˣˬˣ˷˶ .

άb{έ  ˪˷ ˶ˣ˴˧˵)Name Serverˢ ˸˶˷ ˞ˣˢ ˧ˬ ˸ˣ˥ˣˣˡˬ (-DNS  ˸˸˪˧˞˷˟ .˭ˣ˸ˮ ˫˥˸ˬ ˫˷ ˪˰ ˧˞˶˥˞ˢ

DNS ˢˬ ˭˧ˣ˴ˬ  ˪˷ˬ˪) ˷˵ˣ˟ˬˢ ˢˬˣ˷˶ˢ ˠˣ˯ ˞ˣˢA  ˣ˞NSˢ ˸˶˷ ˢˤ ˧˲˪ˣ ,(-DNS  ˵˲˯˪ ˭ˣ˸ˮ ˢˤ˧˞ ˰ˡˣ˧

 .ˢ˶ˤ˥˟ 

˟ ˧ˤ˩˶ˬˢ ˭ˣ˧˰˶ˢ-DNSSEC  ˸ˣˬˣ˷˶ ,˦˶˲˟ .˟˞˷ˬˢ ˸ˣˬˣ˷˶ ˪˰ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˣˬ˧˸˥ ˰˴˟˪ ˞ˣˢ

˪˰ ˸ˣˬ˸˥ˮ ˟˞˷ˬˢ- ˪˷ ˸˟ˣ˸˩ˢ ˸ˣˬˣ˷˶ ,ˢˬˠˣˡ˪ .˭ˢ˧˪˰ ˧˞˶˥˞ˢ ˫˶ˣˠˢ ˧ˡ˧www.digitalwhisper.co.il 

˪˰ ˣˬ˸˥˧˧-ˢ ˸˶˷ ˧ˡ˧-DNS  ,ˢˤ ˫˥˸ˬ ˫˷ ˪˰ ˧˞˶˥˞ˢlivedns.co.il ˸ˣˮ˧˵˸ ˢ˪˞ ˸ˣˬ˧˸˥˷ ˞ˣˡ˧ˣ .

 ˢ˥˩ˣˢ ˵˲˯ˬ ˧˲˶ˠˣ˦˲˧˶˵ˢ ˥˸˲ˬ˟ ˷ˣˬ˧˷ˢˣ ,ˢˮˣ˰ˢ ˸˶˷ˢˬ ˨˶ˡ˟ ˢˮ˸˷ˢ ˞˪ ˸ˣˬˣ˷˶ˢ ˭˩ˣ˸˷ ˥˧˦˟ˬ

˶ˣ˴ˬ ˸ˣˬ˧˸˥ˢ .˸ˣˬˣ˷˶ˢ ˭˩ˣ˸ ˶ˣ˵ˬ ˸ˣˢˤ˪ˢ ˸˟ˣ˷˸˪ ˸ˣ˲-DNS ˪˷ ˭ˣˬ˦ˬˢ ˭ˣ˶˩ˤ˟ ˭˸ˣ˞ ˶ˣˬ˷˪ ˭˸˧ˮˣ ,

 ˧˸˶˷DNS  ˨˧˶˴ ˸˶˷ˢˣ ˸ˣ˲˵˸ ˞˪ ˭ˢ ˣ˧˶˥˞˷ ,ˢˠˣ˲˸ ˭ˬˤ ˷˧ ˸ˣˬ˧˸˥˪ .ˢ˟ˣ˷˸ˢ ˧˵˪˥ ˶˞˷ ˫˰ ˡ˥˧˟

.ˢ˷ˡ˥ ˢˬ˧˸˥ ˵˧˲ˮˢ˪ 

,˸ˣˬ˧˸˥ ˪˷ ˞ˣˡ˧ˣˣ ˰ˣ˴˧˟ ˶˷˲˞˪ ˧ˡ˩  ˪˷ ˸ˣˬ˷ ˸˶˷ ˪˩˪DNS  ˧˦˶˲ ˥˸˲ˬ ,˸ˣ˥˸˲ˬ ˠˣˤ ˸ˣ˴˵ˢ˪ ˭˸˧ˮ

˧˟ˬˣ˲ ˥˸˲ˬˣ ˨˶ˡ ˫ˣ˷˟ ˷˧ˠˮ ˞˪ ˶ˬˣ˪˩ ,˭ˣˣ˵ˬ ˞˪ ˭˲ˣ˞˟ ˭˯˥ˣ˞ˬ ˢ˧ˢ˧˷ ˧ˣ˴˶ˣ) ˧ˡˣ˯ ˞ˣˢ ˧˦˶˲ˢ ˥˸˲ˬˢ .

 ,˸˧˶˦ˬ˧˯˞ ˢ˧˲˶ˠ˦ˣ˲˧˶˵ ˪˷ ˸ˣˮˣ˶˵˰ˢ ˧"˲˰ .˫˪ˣ˩˪ ˰ˣˡ˧ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˧˟ˬˣ˲ˢ ˥˸˲ˬˢ ˡˣ˰˟ ,(˦ˮ˶˦ˮ˧˞ˢˬ

 ˥˸˲ˬˢˣ ,˥˪ˣ˷ ˞ˣˢ˷ ˟˞˷ˬˢ ˸ˣˬˣ˷˶ ˪˰ ˫ˣ˸˥˪ ˧ˡ˩ ˸ˣˬ˷ˢ ˸˶˷ ˸˞ ˷ˬ˷˪ ˪ˣ˩˧ ˧˦˶˲ˢ ˥˸˲ˬˢ

ˣ˲ˢ ˨˩˪ ˶ˣ˷˧˞ ˢˣˣˢˬ ˢˬ˧˸˥ˢ ˪˷ ˥˪˴ˣˬ ˞ˣˡ˧ˣ .ˢˬ˧˸˥ˢ ˞ˣˡ˧ˣ ˨˶ˣ˴˪ ˶˥˞ ˫˶ˣˠ ˪˩ ˷ˬ˷˪ ˪ˣ˩˧ ˧˟ˬ

 ˶ˣ˷˧˞ ˭˩ˣ ,(˸˶˷ˢ ˸ˣˢˤ ˸˞ ˫˧˸ˬ˞ˬ ˢˤ ˭˲ˣ˞˟ˣ) ˢˬ˧˸˥ˢ ˸˞ ˰˴˧˟˷ ˢˤ ˞ˣˢ ˫˧˞˸ˬˢ ˧˦˶˲ˢ ˥˸˲ˬˢ˷

˪˰ ˪˟˵˸ˢ˷ ˭˩ˣ˸ˢ˷ ˨˩˪- ˸˥˦˟ˣˬ ˢˤ ˭˲ˣ˞˟ˣ) ˸˶˷ˢ ˫˸˥ ˣ˧˪˰˷ ˭˩ˣ˸ ˣ˸ˣ˞ ˞ˣˢ ˞ˡˣˣˬˢ ˫˶ˣˠˢ ˧ˡ˧

˷.(˨˶ˡ˟ ˣ˸ˣ˞ ˢˮ˧˷ ˞˪ ˡ˥˞ ˱˞˷ ˶ˬˣ˪˩ ,˭˩ˣ˸ˢ ˸ˣˬ˪ 

 ˪˷ ˸ˬˡ˵ˣˬˢ ˢ˯˶ˠ˟DNSSEC˟ ˢ˶ˡˠˣˢ˷ ,-1999  ˸˶ˠ˯ˬ˟RFC 2535˟ ˸ˣˬ˷ ˸˶˷ ˪˩ ˧˩ ˰˟˵ˮ ,-DNS 

ˢ ˸˧˩˶˶˧ˢ˟ ˣ˧˸˥˸ˬ˷ ˫˥˸ˬˢ ˸ˣˬ˷ ˪˰ ˫ˣ˸˥˪ ˧˞˶˥˞ ˢ˧ˢ˧-DNS ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˞ ˢ˩˲ˢ ˸˞ˤˢ ˢ˷˧ˠˢ .

 ˧˷˰ˬ ˞˪˪- ˢ ˸˶˷˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ ,˪˷ˬ˪-DNS ˥˞ˢ ˪˰ ˧˞˶com ˪˩ ˪˰ ˫ˣ˸˥˪ ˨˶˦˴˧ ,˪˷ˬ˪ ,

ˢ ˸ˣˬˣ˷˶-DNS  ˪˷ ˭ˣ˩ˡ˰ .(˸ˣˬˣ˷˶ ˧ˮˣ˧˪˧ˬ ˸ˣ˶˷˰) ˦ˣ˷˲ ˞˪ ˳ˬ˞ˬ ,ˣ˧˸˥˸ˬ˷ ˫˥˸ˬˢ ˸ˣˬ˷ ˪˷

ˢ ˸ˣˬˣ˷˶ ˪˰ ˷ˡ˥ˬ ˫ˣ˸˥˪ ˷˧ ˤ˞ˣ ˶˥˞ˬ ,ˢˬˣ˴˰ ˢˬ˧˷ˬ˪ ˨˲ˣˢ ˢˬ˧˸˥ˢ ˸ˣ˥˸˲ˬ-DNS ˧˸˸ ˪˩ ˪˷-

.˫˥˸ˬˢ 

 

http://www.digitalwhisper.co.il/
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 ˪˷ ˸ˣ˥˸˲ˬˢ ˪ˣˢ˧ˮDNSSEC 

 ˪˷ ˸ˮ˩ˡˣ˰ˬˢ ˢ˯˶ˠˢDNSSEC )2005 ˸˶˷˪ ˢ˶˷˲˞˷ ,˸ˣ˥˸˲ˬ ˪˷ ˢ˧˩˶˶˧ˢ ˷ˣˬ˧˷˪ ˢ˯˧ˮ˩ˢ (

DNSSEC  ˸˶˷ ˪˩ ,ˣˤ ˢ˯˶ˠ˟ .˶˸ˣ˧ ˸ˣ˩ˣˬˮ ˸ˣˬ˶˟ ˫˧˸˶˷ ˪˰ ˢˬ˧˸˥ ˸ˣ˧ˣ˩ˬ˯ ˪˧˴˞ˢ˪DNS  ˧ˮ˷ ˪ˢˮˬ

:˫˧˧˟ˬˣ˲/˫˧˧˦˶˲ ˸ˣ˥˸˲ˬ ˪˷ ˸ˣˠˣˤ 

1.  ˸˶˷ˢ ˸ˣ˧˶˥˞˟˷ ˟˞˷ˬ ˸ˣˬˣ˷˶ ˪˰ ˢˬ˧˸˥˪ ˫˧ˡ˰ˣ˧ˬˢ ˸ˣ˥˸˲ˬ- Zone Signing Keys 

 ˶ˣ˴˧˵˟ˣ)ZSK(. 

2.  ˸ˣ˥˸˲ˬ ˪˰ ˢˬ˧˸˥˪ ˫˧ˡ˰ˣ˧ˬˢ ˸ˣ˥˸˲ˬZSK - Key Signing Keys  ˶ˣ˴˧˵˟ˣ)KSK.( 

 ˪˰ ˧˞˶˥˞ˢ ˸˶˷ˢ ,ˢˬˠˣˡ˪com  ˥˸˲ˬ ˵˧ˤ˥ˬZSK ˟˞˷ˬ ˸ˣˬˣ˷˶ ˪˰ ˢˬ˧˸˥˪ ˣ˸ˣ˞ ˷ˬ˷ˬ˷ ,-  ,˪˷ˬ˪

 ˪˷ ˫ˣˠ˶˸ˢ ˸˞ ˸ˣ˪˧˩ˬˢ ˟˞˷ˬˢ ˸ˣˬˣ˷˶Wikipedia.com ˢ ˸˟ˣ˸˩˪-IP ˢ .ˢˬ˧˞˸ˬˢ-ZSK  ˫ˣ˸˥˪ ˪ˣ˩˧

 ˸ˣ˥˸˲ˬ ˪˰ ˫ˠKSK  ˢ˧˩˶˶˧ˢ˟ ˶˸ˣ˧ ˢ˩ˣˬˮ ˢˬ˶˟ ˫˧˸˶˷ ˪˷-  ˥˸˲ˬ ˷˧ ˢ˧ˡ˲˧˵˧ˣ ˶˸˞˪ ˫˞ ,˪˷ˬ˪KSK 

˪ ˣ˸ˣ˞ ˷ˬ˷ˬˢ-DNSSEC ˤ˞ ,˪˷ ˸ˣˬ˷ˢ ˸˶˷ com  ˢ˥˩ˣˢ ˵˲˯˪ ˢˤ ˭˲ˣ˞˟ˣ ,ˢˤ ˥˸˲ˬ ˪˰ ˫ˣ˸˥˪ ˪ˣ˩˧

 ˣ˸ˣ˞˷ ˨˩˪KSK  ˣ˸ˣ˞ ˶˧˟˰ˢ˪ ˭˸˧ˮ˷ ˭˩ˣ˸ ˫ˢ ˸ˣ˥˸˲ˬ ,˨˷ˬˢ˟ ˶˞ˣ˸˧˷ ˧˲˩ .ˢ˧ˡ˲˧˵˧ˣ ˶˸˞˪ ˨˧˧˷ ˭˩˞

 ˸ˬˣ˷˶˟ ˧˸˶˷˷ ˭˲ˣ˞ ˣ˸ˣ˞˟ ˵ˣ˧ˡ˟ ˟˞˷ˬDNS  ˸ˣ˟ˣ˸˩ ˪˷ ˫˧˦˶˲ ˫˧˶˧˟˰ˬIP  ˫ˠ ˭˩˪ˣ ,˶˥˞ ˰ˡ˧ˬ ˣ˞

 ˪˰ ˧˞˶˥˞ˢ ˸˶˷ˢ ,˱˯ˣˮ˟ .ˢˬˣˡ ˭˲ˣ˞˟ ˢˤ ˭˩ˣ˸ ˪˰ ˫ˣ˸˥˪ ˭˸˧ˮcom  ˥˸˲ˬ ˫ˠ ˵˧ˤ˥ˬKSK -  ˢˤ ˥˸˲ˬ

ˢ ˥˸˲ˬ ˪˰ ˫ˣ˸˥˪ ˧ˡ˩ ˣ˸ˣ˞ ˷ˬ˷˧-ZSK  ˣˬ˴˰ ˪˷- .˨˷ˬˢ˟ ˢˤ ˨˧˪ˢ˸ ˪˰ ˡˣ˰ 

ˣ˥˸˲ˬ ˪ˣˢ˧ˮ˪ ˣˤ ˢ˷˧ˠ˪˪˰ ˸ˣˮˣ˶˸˧ ˧ˮ˷ ˷˧ ˸-:˸ˬˡˣ˵ˢ ˢ˯˶ˠˢ ˧ˮ˲ 

 ˸˶˷ ˪˩ ,˸˧˷˞˶DNS ) ˣ˪˷ ˢˬ˧˸˥ˢ ˸ˣ˥˸˲ˬ ˸˞ ˱˧˪˥ˢ˪ ˪ˣ˩˧ZSK ˸ˣˬˣ˷˶ ˫ˣ˷ ˭˩ˡ˰˪ ˨˶ˣ˴ ˞˪˪ (

ˢ ˸˞ ˣ˲˧˪˥˧ ˢ˧ˡ˲˧˵˧ˣ ˫˞ ,˪˷ˬ˪ .ˢ˧˩˶˶˧ˢ˟ ˶˸ˣ˧ ˸ˣˢˣ˟ˠˢ ˸ˣˬ˶˟-ZSK  ˢˬ˶˟ ˵˶ ˰˧˲˷˧ ˢˤ ,˫ˢ˪˷

 ˫ˢ˪˷-  ˪˷ ˢˬ˧˸˥ˢcom ˢ ˪˰-KSK ˟ ˭˧˧ˡ˰ ˢ˧ˡ˲˧˵˧ˣ ˪˷ ˶˴˧˧˪ ˵˶ ˫˧˩˧˶˴ ˢ˧ˡ˲˧˵˧ˣ ˪˷ ˫˧˪ˢˮˬˢˣ ,˱˵ˣ˸

ˢ ˪˰ ˢˬ˧˸˥ ˧ˬˣ˵ˬ ˭˲ˣ˞˟-ZSK ˢ ˥˸˲ˬ ˫˰ ˷ˡ˥ˢ-KSK .˫ˢ˪˷ 

 ˸ˣˬˣ˷˶ ˸ˬ˞˪ ˢ˴ˣ˶˷ ˧ˬ ˪˩ ,˸˧ˮ˷DNSSECˢ ˥˸˲ˬ ˸˞ ˵˶ ˵˧ˤ˥ˢ˪ ˷˶ˡˮ ,-KSK  ˧˸˶˷ ˪˷ ˧˟ˬˣ˲ˢ

ˢ ˥˸˲ˬ ˸˞ ˫˧˵˲˯ˬ ˷˶ˣ˷ˢ ˧˸˶˷ ˭ˢ˟ ˸ˣˬˣ˷˶ ˸ˬ˞˪ ˪ˣ˩˧ ˢˤ ˥˸˲ˬ :˷˶ˣ˷ˢ-ZSK ˫ˢ˪˷ ˧˟ˬˣ˲ˢ ,

˪˰ ˫ˣ˸˥ ˞ˣˢ ˶˷˞˩-ˢ ˥˸˲ˬ ˧ˡ˧-KSKˢ ˥˸˲ˬ .-ZSK  ˪˷ ˢˬ˧˸˥ ˸ˬ˞˪ ˧ˡ˩ ˷ˬ˷˪ ˪ˣ˩˧ ,ˣ˶ˣ˸˟ ,˧˟ˬˣ˲ˢ

 ˥˸˲ˬ ˪˰ ˷˶ˣ˷ˢ ˧˸˶˷KSK  ˸˶˷ ˪˷ ˧˟ˬˣ˲DNSSEC ˢ ˪˷ˬ˪) ˢ˧˩˶˶˧ˢ˟ ˶˸ˣ˧ ˢ˩ˣˬˮ ˢˬ˶˟-KSK 

 ˪˷ ˧˟ˬˣ˲ˢcom.ˢ˞˪ˢ ˭˩ˣ ,( 
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˟ ˫˧˷ˡ˥ ˸ˣˬˣ˷˶ ˧ˠˣ˯-DNSSEC 

 ,˭˧˧ˣ˴ ˶˟˩˷ ˧˲˩ ˪ˣ˵ˣ˦ˣ˶˲DNS  ˰ˡˣ˧" ˠˣ˯ˬ ˸ˣˬˣ˷˶ ˣˬ˩ ,˟˞˷ˬ ˸ˣˬˣ˷˶ ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯ ˪ˢˮ˪A ˶ˣ˟˰) "

 ˸ˣ˟ˣ˸˩˪ ˫˥˸ˬ ˸ˣˬ˷ ˫ˣˠ˶˸IP ˠˣ˯ˬˣ (ñNSò ˢ ˸˶˷ ˫˷ ˸˪˟˵ ˶ˣ˟˰)-DNS  .(˫˥˸ˬ ˫˷ ˪˰ ˧˞˶˥˞ˢ

˟ ˨ˣˬ˸˪ ˧ˡ˩-DNSSEC:˸ˣ˲˯ˣˮ ˟˞˷ˬ ˸ˣˬˣ˷˶ ˣ˶ˡˠˣˢ , 

ˠˣ˯ ˶ˣ˞˧˸ 

RRSIG Resource Record Signature˪˰ ˢˬ˧˸˥ ˢ˪˧˩ˬ ˣˤ ˢˬˣ˷˶ :  ˟˞˷ˬ ˸ˣˬˣ˷˶ ˪˷ ˱˯ˣ˞

 ˸˟ˣ˷˸˟ ˸ˣ˥˪˷ˮˢ ˸ˣ˶˥˞DNS. 

DNSKEY DNS public key˟ ˷ˬ˷ˬˢ ˧˟ˬˣ˲ ˥˸˲ˬ ˸˶˞˸ˬ ˣˤ ˢˬˣ˷˶ :-DNSSEC. 

DS Delegation Signer ˸ˬˣ˷˶ ˸ˣˬ˧˞˪ ˸˷ˬ˷ˬ ˣˤ ˢˬˣ˷˶ :DNSKEY  ˫˥˸ˬˢ ˫˷ ˪˷

 ˸˧˩˶˶˧ˢ˟ ˞˟ˢDNS) ˸˧˴ˬ˸ ˢ˪˧˩ˬ ˞˧ˢ .hash ˧˟ˬˣ˲ˢ ˥˸˲ˬˢ ˪˷ ˸˧˲˶ˠˣ˦˲˧˶˵ (

˷ ˪˷ ˸ˬˣ˷˶ ˸˥˧˪˷ ˭˩˪ .˫˧˸ˬ˞ˬ ˣ˸ˣ˞ ˫˥˸ˬˢ ˫DS  ˸ˬˣ˷˶ ˫˰ ˡ˥˧˟RRSIG 

.˧˟ˬˣ˲ˢ ˥˸˲ˬˢ ˸ˣˮˬ˧ˢˬ˪ ˢ˥˩ˣˢ ˢˣˣˢˬ ,ˢ˪˷ ˸˧˵ˣ˥ ˢˬ˧˸˥ ˢ˪˧˩ˬˢ ˢˬ˧˞˸ˬ 

NSEC Next Secure .˫˧ˬ˧˧˵ ˫ˮ˧˞˷ ˫˥˸ˬ ˸ˣˬ˷ ˪˷ ˥ˣˣ˦ ˭˧˧˴˪ ˸˷ˬ˷ˬ :DNSSEC  ˸ˬ˞ˬ

ˣ˲˧˦ˢ .("˸ˬ˧˧˵ ˞˪ ˢ˧˪˰ ˸˪˞˷˷ ˸˟ˣ˸˩ˢ") ˸ˣ˧˪˧˪˷ ˸ˣ˟ˣ˷˸ ˫ˠ ˸ˣ˟ˣ˷˸˟ ˪

˟ ˪ˣ˲˧˦ˢ ˦ˣ˶˧˲ ˫˪ˣ˞ ,˸ˣ˧˦˶˲ ˸ˮ˧˥˟ˬ ˸ˣ˩˪˷ˢ ˫ˠ ˣ˪ ˷˧ˣ ,˧˪˞˧ˣˣ˧˶˦ ˣˮ˧˞ ˸ˣ˧˪˧˪˷-

NSEC  ˱˵˧ˢˬ ˠ˶ˣ˥ˣˤ ˢ˟˸˩. 

 

˟ ˸ˣ˟˪˸˷ˬ ˭ˢ ˡ˴˧˩ˣ ˸ˣ˷ˡ˥ˢ ˟˞˷ˬˢ ˸ˣˬˣ˷˶ ˪˷ ˭ˡ˧˵˲˸ ˸˞ ˶˧ˢ˟ˢ˪ ˧ˡ˩-DNS ˸˟ˣ˷˸ ˢ˞˶ˮ ,

DNSSEC .ˢˬˠˣˡ˪ 
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 ˫˰ ˢˬˣ˸˥ ˢ˟ˣ˷˸˪ ˢˬˠˣˡDNSSEC 

 ˡ˴˧˩ ˷˧˥ˬˢ˪ ˧ˡ˩DNSSEC  ˨˧˪ˢ˸ ˨˪ˢˬ˟ ˧˩ ˥˧ˮˮ ,˧ˣ˦˧˟ ˧ˡ˧˪ ˫˧˞˟ ˫˧˷ˡ˥ˢ ˸ˣˬˣ˷˶ˢ ˧ˠˣ˯ ˡ˴˧˩ˣ ,ˡ˟ˣ˰

 ˸˟ˣ˸˩ˢ ˪˷ ˫ˣˠ˶˸ˢwww.digitalwhisper.co.il  ˸˸˪˧˞˷ ˸˥˪˷ˮDNSSEC  ˸˶˷˪park1.livedns.co.il 

.(˸ˬˡˣ˵ˢ ˢˬˠˣˡˢˬ) 

   

 ˸˟ˣ˷˸DNSSEC ˬ ˥˪˷˧˸˷-park1.livedns.co.il  ˸ˣˬˣ˷˶ˢ ˸˞ ˪˧˩ˢ˪ ˢ˧ˣ˷˰ ,˞˸˪˧˞˷ˢ ˥˪ˣ˷˪ ˢ˶ˤ˥˟

 ˫˧˩ˬˣ˸ ˞˪ ˭˧˧ˡ˰ ˫ˢ˧˪˰ ˶˟ˣˡˬ˷ ˫˥˸ˬˢ ˸ˣˬ˷ ,˭˟ˣˬ˩ ˧˟˧˦˪ˣ˵˲˯ ˪˩ˢ .ˢ˪˟˦˪ ˸˥˸ˬ ˶˟˯ˢˢ) ˸ˣ˞˟ˢ

-˟DNSSEC:( 

TTL Data Name   

4 hrs A = 193.105.99.162  www.digitalwhisper.co.il An: [1] 

4 hrs RRSIG(A) = SIGZSKlivedns.co.il( [1] ) www.digitalwhisper.co.il An:  

4 hrs NS = park1.livedns.co.il digitalwhisper.co.il Au: 

[2] 
4 hrs NS = park2.livedns.co.il digitalwhisper.co.il Au: 

4 hrs RRSIG(NS) = SIGZSKlivedns.co.il( [2] ) digitalwhisper.co.il Au:  

4 hrs A = 62.219.78.217 park1.livedns.co.il Ad: [3] 

4 hrs A = 118.139.160.111 park2.livedns.co.il Ad: [4] 

4 hrs RRSIG(A) = SIGZSKlivedns.co.il( [3] ) park1.livedns.co.il Ad:  

4 hrs RRSIG(A) = SIGZSKlivedns.co.il( [4] ) park2.livedns.co.il Ad:  

 

ˢ ˸ˣˡ˷-TTL  ˶ˣˬ˷˪ ˭˸˧ˮ ˭ˬˤ ˢˬ˩ ˫˧˰˟ˣ˵ ˦˶˲˟ˣ ,˸ˣ˟ˣ˷˸ˢˬ ˸˥˞ ˪˩ ˪˷ "˫˧˧˥ˢ ˨˶ˣ˞" ˸˞ ˫˧˶˞˸ˬ

ˢ .˸˶˷ˢ ˪˷ ˭ˣˬ˦ˬˢ ˭ˣ˶˩ˤ˟ ˢ˟ˣ˷˸ˢ ˸˞-TTL ˪˰ ˰˟˵ˮ-.˫˥˸ˬ ˫˷ ˪˩ ˪˷ ˫˧˪ˢˮˬˢ ˧ˡ˧ 

park1.livedns.co.il 

ZSK
livedns.co.il

 

KSK
 livedns.co.il

 

 (pub/pri)
 

client 

8. What is the IP address  

of www.digitalwhisper.co.il? SOA for 

digitalwhisper.co.il 

http://www.digitalwhisper.co.il/
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]1[  ˠˣ˯ˬ ˢˬˣ˷˶ ˞˧ˢ ˢˮˣ˷˞˶ˢ ˢˬˣ˷˶ˢA  ˸˟ˣ˸˩˪ ˫˥˸ˬ ˫˷ ˫ˣˠ˶˸)IP ˢ˟ˣ˷˸ˢ ˸˞ ˢ˪˧˩ˬˢ ,(

)Answer˪˩ ,ˢ˸˪˧˞˷˪ (ˢ ˸˟ˣ˸˩ ˶ˬˣ-IP  ˢ˪˞˷ˢ ˢ˪˞˷ˮ ˣ˧˪˰˷ ˫˥˸ˬˢ ˫˷ ˶ˣ˟˰

)www.digitalwhisper.co.il ˠˣ˯ˬ ˸˲˯ˣˮ ˢˬˣ˷˶ ˸˲˶ˣ˴ˬ ˢˬˣ˷˶ˢ ˪˞ .(RRSIG ˪˰ ˢˬ˧˸˥ ˢ˪˧˩ˬˢ ,

ˢ ˸ˬˣ˷˶-A ˢ ˥˸˲ˬ ˫˰-ZSK  ˪˷livedns.co.il . 

]2[  ˠˣ˯ˬ ˸ˣˬˣ˷˶ ˭ˢ ˸ˣ˞˟ˢ ˸ˣˬˣ˷˶ˢ ˧˸˷NS )Name Serverˢ ˧˸˶˷ ˧˟ˠ˪ ˰ˡ˧ˬ ˸ˣ˵˲˯ˬˢ ,(-DNS 

) ˫˧˧˞˶˥˞ˢAuthoritative ˪˰ (digitalwhisper.co.il ˧ˮ˷) ˸ˣ˲ˣ˪˥ ˧˸˷ ˸ˣ˵˲ˣ˯ˬ ,ˢˤ ˢ˶˵ˬ˟ .

 ˠˣ˯ˬ ˸˲˯ˣˮ ˢˬˣ˷˶ ˸˲˶ˣ˴ˬ ˫ˢ˧˪˞ .(˫˧˸˶˷RRSIGˢ ˸ˣˬˣ˷˶ ˧˸˷ ˪˰ ˢˬ˧˸˥ ˢ˪˧˩ˬˢ ,-NS  ˫˰

ˢ ˥˸˲ˬ-ZSK  ˪˷livedns.co.il. 

]3[  ˞˧ˢ ˢ˞˟ˢ ˢˬˣ˷˶ˢ) ˱˯ˣˮ ˰ˡ˧ˬ ˪˷ ˢˬˣ˷˶Additional ˸˞ ˸˵˲˯ˬ ˞˧ˢ ."˵˟ˡ ˸ˬˣ˷˶" ˶ˬˣ˪˩ ,(

ˢ ˸˟ˣ˸˩-IP  ˶ˣ˟˰park1.livedns.co.il˟ ˶˯ˬˮ ˣˬ˷˷ ,-]2.[ 

]4[ ˯ˣˮ ˵˟ˡ ˸ˬˣ˷˶˸˲ ˢ ˸˟ˣ˸˩ ˸˞ ˫ˠ ˸˵˲˯ˬ-IP  ˶ˣ˟˰park2.livedns.co.il ˵˟ˡˢ ˸ˣˬˣ˷˶ ˧˸˷ .

˪˰ ˸ˣˣ˪ˬ-ˢ ˥˸˲ˬ ˫˰ ˭ˢ ˸ˣˬ˧˸˥ˢ ˶˷˞˩ ,ˢˬ˧˸˥ ˸ˣˬˣ˷˶ ˧˸˷ ˧ˡ˧-ZSK  ˪˷livedns.co.il. 

 ˸ˬˣ˷˶ ˸˵˲ˣ˯ˬ ,˪˪˩˩RRSIG ) ˫˷ ˣ˸ˣ˞ ˫˰ ˟˞˷ˬ ˸ˣˬˣ˷˶ ˱˯ˣ˞ ˪˩˪Name ˣˬ˩ ,digitalwhisper.co.il 

) ˠˣ˯ ,(˪˧˰˪Type ˣˬ˩ ,ά!έ  ˣ˞άb{έ ) ˢ˵˪˥ˬˣ ,(ˢˬˠˣˡ˟Class ˢ˧ˢ˧ ˟ˣ˶˪ ,IN  ˶ˣ˟˰Internet ˧˸˷ ,˪˷ˬ˪ .(

ˢ ˸ˣˬˣ˷˶-NS ˧˸ˬˣ ˠˣ˯ ˣ˸ˣ˞ˬ ˭ˢˣ ˶˥˞ˬ ˡ˥˧˟ ˸ˣˬ˸˥ˮ ˸ˬˣ˰˪ ,˱˯ˣˮˢ ˰ˡ˧ˬˢ ˸ˣˬˣ˷˶ .˫˷ ˣ˸ˣ˞˪ ˸ˣ˯˥˧

) ˫˧ˮˣ˷ ˸ˣˬ˷ ˧ˮ˷˪ ˸ˣ˯˥˧˧˸ˬ ,˸˞ˤpark1 x-park2.˭ˢˬ ˸˥˞ ˪˩˪ ˸ˡ˶˲ˮ ˢˬ˧˸˥ ˸ˬˣ˷˶ ˷˧ ˭˩˪ˣ ,( 

ˢ ˥˸˲ˬ ˸˞ ˣ˸ˣ˷˶˟ ˷˧ˣ ˢˡ˧ˬ˟ ,˪"ˮˢ ˢ˟ˣ˷˸ˢ ˸˞ ˪˟˵ˬ ˥ˣ˵˪ˢ ˶˷˞˩-ZSK  ˪˷ ˧˟ˬˣ˲ˢlivedns.co.il ,

ˢ ˸ˣˬˣ˷˶˟˷ ˸ˣˬ˧˸˥ˢ ˪˩ ˸˞ ˞ˡˣˣ˪ ˣ˸˪ˣ˩˧˟-RRSIG˪˰ ˥˪˷ˮ ˭˩˞ ˟˞˷ˬˢ ˸ˣˬˣ˷˶˟ ˰ˡ˧ˬˢ ˧˩ ˸˰ˡ˪ˣ ,-

 ˸˶˷ˢ ˧ˡ˧livedns.co.il  .(˸ˣˬ˪˷) ˨˶ˡ˟ ˧ˣˮ˧˷ ˶˟˰ ˞˪ˣ (˸ˣˬ˧˞) 

ˢ ˥˸˲ˬ ˸˞ ˥ˣ˵˪˪ ˭˧˞ ˫˞ ˢˬ ˪˟˞-ZSK  ˪˷ ˧˟ˬˣ˲ˢlivedns.co.il? 

 

http://www.digitalwhisper.co.il/
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 ˸ˣ˸˪˧˞˷ ˫˰ ˸ˣ˥˸˲ˬ ˪˰ ˰ˡ˧ˬ ˸˪˟˵DNSKEY 

 ˸˸˪˧˞˷ ˥ˣ˪˷˪ ˭˸˧ˮ ,ˢˤ˩ ˢ˶˵ˬ˟DNSSEC ˬ ˢˬˣ˷˶ ˸˷˵˟ˬˢ ˠˣ˯DNSKEY  ˶ˣ˟˰park1.livedns.co.il .

:˨˩ ˸ˣ˞˶˧ˢ˪ ˢ˧ˣ˷˰˷ ˢ˟ˣ˷˸ ˪˟˵˧ ˥ˣ˵˪ˢ ,ˢˤ ˨˧˪ˢ˸˟ 

TTL Data Name   

4 hrs DNSKEY(ZSK)   = PUB_ZSKlivedns.co.il park1.livedns.co.il An: 

[1] 
4 hrs DNSKEY(KSK)    = PUB_KSKlivedns.co.il             park1.livedns.co.il An: 

4 hrs RRSIG(DNSKEY) = SIGKSKlivedns.co.il( [1] ) park1.livedns.co.il An:  

 

 ˪˷ ˫˧˧˟ˬˣ˲ˢ ˸ˣ˥˸˲ˬˢ ˧ˮ˷ ˸˞ ˢ˪˧˩ˬ ˢ˟ˣ˷˸ˢlivedns.co.ilˢ ˥˸˲ˬ :-ZSK  ˞ˡˣˣ˪ ˭˸˧ˮ ˣ˸ˣ˰˴ˬ˞˟˷)

ˢ ˥˸˲ˬˣ ,(˸ˬˡˣ˵ˢ ˢ˟ˣ˷˸ˢˬ ˟˞˷ˬˢ ˸ˣˬˣ˷˶ ˪˰ ˸ˣˬ˧˸˥ˢ ˸˞-KSKˢ ˥˸˲ˬ ˫˰ ˢˬˣ˸˥ ˢ˟ˣ˷˸ˢ .-

KSK  ˪˷ ˧˦˶˲ˢlivedns.co.ilˢ ˥˸˲ˬ˷ ˭ˣˣ˧˩ˣ ,-KSK .ˢˬ˧˸˥ˢ ˸˞ ˸ˬ˞˪ ˡ˧ˬ ˭˸˧ˮ ,ˢ˟ˣ˷˸˟ ˭ˣ˸ˮ ˧˟ˬˣ˲ˢ 

ˢ ˸˸˪˧˞˷ ˪˷ ˸˧˶˵˧˰ˢ ˢ˸˶˦ˬ˷ ˟˪ ˫˧˷˪ ˷˧-DNSKEY ˢ ˥˸˲ˬ ˸˞ ˵˲˯˪ ˢ˸˧˧ˢ-ZSK  .˸˶˷ˢ ˪˷

ˢ ˥˸˲ˬ˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ˸ˣˬ˧˞ˢ ˨˶ˣ˴˪-KSK ˧˸˧˧˰˟ ˟˴ˬ ˢˤ .ˢ˟ˣ˷˸˟ ˵˲ˣ˯ ˫ˠ˷ ,-  ˣˮ˧ˡ˧˟ ˶˟˩ ˭˧˞ ˫˞

ˢ ˸˞-KSK , ˸ˣ˧˪ˠ˰ˬ ˭˞˩ ˷˧ ˤ˞-  ˸˞ ˵ˣˡ˟˪ ˪˩ˣˮ˷ ˪˧˟˷˟ ˢ˟ˣ˷˸˟ ˵˲ˣ˯˷ ˰ˡ˧ˬ˪ ˭˧ˬ˞ˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞

 ˥˸˲ˬ ˶˴˧˧˪ ˪ˣ˩˧ ˢ˧ˢ ˧ˮˣˡˤ ˫˶ˣˠ ˪˩ ,˦˶˲˟ .ˢ˟ˣ˷˸˟˷ ˰ˡ˧ˬˢ ˸ˣˮ˧ˬ˞KSK ˪ ˨˧˧˷ ˢ˶ˣ˞˩˪˷ ˣ˪˷ˬ-

park1.livedns.co.ilˢ ˸˸˪˧˞˷ ˪˰ ˫ˣ˸˥˪ ˧ˡ˩ ˣ˟ ˷ˬ˸˷ˢ˪ˣ ,-DNSKEY ˥˸˲ˬ˟ ˭ˣˬ˞ˢ ˸˞ ˯˯˟˪ ˧ˡ˩ .

KSK, ˨˶ˡ˟) ˣ˧˪˰ ˫˧˩ˬˣ˯˷ ˶˥˞ ˫˶ˣˠ ˪ˣ˞˷˪ ˨˧˶˴- ˪˰ˬ ˞˴ˬˮ˷ ˫˶ˣˠ ˪˪˩park1.livedns.co.il  ˸˧˩˶˶˧ˢ˟

-sDNSˢ ˥˸˲ˬ˷ ˟ˣ˶˰˪ ˪ˣ˩˧ˣ ,(-KSK .˭ˣ˩ˮ ˣˮ˸ˣ˷˶˟˷ 

 

 ˸ˣ˸˪˧˞˷ ˫˰ ˭ˣˬ˞ ˯ˣ˯˧˟DS 

 ˸ˣ˥˸˲ˬ˟ ˭ˣˬ˞ˢ ˸˞ ˯˯˟˪ ˧ˡ˩KSK ˸ˣˬˣ˷˶ ˪˰ ˸ˣ˸˪˧˞˷˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ,DS )Delegation Signer .(

˪˞ ˸ˣˬˣ˷˶ˢ ˥˸˲ˬ ˪˷ ˸˧˲˶ˠˣ˦˲˧˶˵ˢ ˸˧˴ˬ˸ˢ ˸˞ ˸ˣ˪˧˩ˬ ˢ-KSK˸˸˷ ˫˶ˣˠˢ ˭ˢ˧˪˰ ˫ˣ˸˥˧ˣ ,- ˫ˣ˥˸ˢ

park1.livedns.co.il  ˢˤ ˢ˶˵ˬ˟ ,ˣ˧˸˥˸ ˞˴ˬˮco.il ˸˸˪˧˞˷ ˰ˣ˴˧˟ ˨˧˪ˢ˸˟ .DNSSEC  ˰ˡ˧ˬ ˸˪˟˵˪DS 

 ˶ˣ˟˰park1.livedns.co.ilˢ ˸ˣˬ˷ ˸˶˷ˬ ˢ˞˟ˢ ˢ˟ˣ˷˸ˢ ˪˟˵˸ˢ˪ ˢ˧ˣ˷˰ ,-DNS  ˪˷co.il: 

TTL Data Name   

7 days DS = PUB_KSKlivedns.co.il                                       park1.livedns.co.il An: [1] 

7 days RRSIG(DS) = SIGZSKco.il( [1] ) park1.livedns.co.il An:  
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 ˸˶˷ ˸ˣˬ˷ˢ ˪˷co.il ˢ ˥˸˲ˬ ˪˰ ˫˧ˮˣ˸ˮ ˥˪ˣ˷-KSK  ˪˷ ˧˟ˬˣ˲ˢlivedns.co.il ˧ˬˢ ˫˰ ˟˧˪˴ˢ˪ ˭˸˧ˮ˷) ˰ˡ

˟ ˪˟˵˸ˢ˷ˢ ˸˟ˣ˷˸-DNSKEY ˷ ˢ˪˟˵˸ˢ˧ˮ˲˪- ˭˩-ˬlivedns.co.ilˢ ˥˸˲ˬ ˫˰ ˢˬˣ˷˶ˢ ˪˰ ˫˸ˣ˥ˣ ,(-

ZSK ˢ ˥˸˲ˬ˟ ˷ˬ˸˷ˮ ,ˢˬ˧˸˥ˢ ˸˞ ˸ˬ˞˪ ˧ˡ˩ .ˣ˪˷ ˧˦˶˲ˢ-ZSK  ˪˷ ˧˟ˬˣ˲ˢco.il ˞ˣˢˣ ˢˡ˧ˬ˟ ,

 ˢˬˣˡ ˨˧˪ˢ˸ ˪˰ ˫˧˶ˤˣ˥ ,˞˪ˣ ˢˡ˧ˬ˟ .ˣˮ˸ˣ˷˶˟-  ˸˸˪˧˞˷ ˫˧˥˪ˣ˷DNSKEY  ˶ˣ˟˰co.il  ˸˞ ˪˟˵˪ ˧ˡ˩

˲ˬˢ ˸ˣ˥˸-ZSK sx-KSK ˶˥˞˪ˣ ,˫˥˸ˬˢ ˪˷ ˫˧˧˟ˬˣ˲ˢ- ˸˸˪˧˞˷ ˫˧˥˪ˣ˷ ˭˩ˬDS  ˥˸˲ˬ˟ ˭ˣˬ˞ ˯˯˟˪ ˧ˡ˩

-sKSK ˪˷ ˷˶ˣ˷ˢ ˧˸˶˷ˬ ˢ˟ˣ˷˸ ˪˟˵ˮ ˫˰˲ˢ .DNS ˪˰ˬ ˫˧˞˴ˬˮˢ ,co.il ˢ ˸˧˩˶˶˧ˢ˟-DNS ˸ˣ˥˸˲ˬ .

-sKSK  ˫˧ˣˣˢˬ ˷˶ˣ˷ˢ ˧˸˶˷ ˪˷ ˭ˣˬ˞ˢ ˷˶ˣ˷-  ˸ˣˬ˧˞˟ ˫˧˩ˬˣ˸ˢ ˫˧˸ˣ˶˧˷ˢ ˪˩DNSSEC  ˶˧˩ˢ˪ ˫˧˩˧˶˴

˞˪˰ ˪˷ˬ˪) ˫˸ˣ-˪˰ ˸˰˴˟˸ˬˢ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˧ˡ˧- ˢˮˬˬ ˢ˥˧˸˲ ˸ˡˣ˵ˮ ˢ˧ˢ˸˷ ˧ˡ˩ (˸˩˶˰ˬˢ ˪ˢˮˬ ˧ˡ˧

.˸˩˶˰ˬ˟ ˸ˣ˥˸˲ˬˢ ˶˞˷˟ ˭ˣˬ˞ˢ ˸˞ ˯˯˟˪ ˭˸˧ˮ 

ˢ ˸ˣ˥˸˲ˬ ˭˧˟ ˪ˣ˴˧˲˟ ˨˶ˣ˴ˢ ˧˟ˠ˪ ˢ˪˞˷ˢ ˪˰ ˣˤ ˢˡˣ˵ˮ˟ ˶ˣˤ˥ˮ-ZSK ˢ ˸ˣ˥˸˲ˬˣ-KSK -  ˢ˸ˣ˞˟ ˧˶ˢ

 ˪˷ ˸ˣˬ˷ˢ ˸˶˷ ,ˢˡ˧ˬco.il ˸ˣ˶˧˷˧ ˫ˣ˸˥˪ ˪ˣ˩˧ ˢ˧ˢ ˢ ˥˸˲ˬ ˪˰-ZSK  ˪˷livedns.co.il ˱˧˯ˣˢ˪ ˫ˣ˵ˬ˟ ,

ˢ ˥˸˲ˬ ˨˶ˡ ˸˶˟ˣ˰ˢ ˸˶˷˶˷˟ ˢ˧˪ˣ˥ ˡˣ˰-KSK  ˪˷livedns.co.il ˭˧˟ ˢˡ˶˲ˢ ˫˧˷ˣ˰˷ ˢ˟˧˯ˢ .

 ˪˷ ˫˧˪ˢˮˬˢ ,˪˷ˬ˪ .ˢ˧˩˶˶˧ˢ˟ ˸ˣˮˣ˷ˢ ˸ˣˬ˶ˢ ˭˧˟ ˸ˣ˧ˣ˪˸ˢ ˸˞ ˷˧˪˥ˢ˪ ˧ˡ˩ ˞˧ˢ ˸ˣ˥˸˲ˬˢ

livedns.co.il ˢ ˸ˣ˥˸˲ˬ ˸˞ ˱˧˪˥ˢ˪ ˫˧˪ˣ˩˧-ZSK ˪ˣ ,˫ˢ˪˷˧˸˸ ˪˩˪ ˸ˣˬ˧˸˥ ˷ˡ˥ˬ ˶˴˧˧- ˫˥˸ˬˢ

 ˪˷ ˫˧˪ˢˮˬˢ ˡ˴ˬ ˸ˣ˟˶ˣ˰ˬ ˫ˣ˷ ˷ˣ˶ˡ˧ ˞˪ ˢˤ ˫˪ˣ˞ ,˫˸ˣ˷˶˟˷co.il - ˢ ˥˸˲ˬ-KSK  ˪˷livedns.co.il 

 ˭˧˧ˡ˰ ˣ˧˪˰ ˢˬ˧˸˥ˢˣ ˣ˧ˢ˧˲˵˸˫˧ ˧˪ˢˮˬˣ ,livedns.co.il ˢ ˥˸˲ˬ ˪˰ ˢ˷ˡ˥ ˢˬ˧˸˥ ˶˴˧˧˪ ˵˶ ˫˧˩˧˶˴-ZSK 

ˢ ˫˰ ˷ˡ˥ˢ-KSK  ˥˸˲ˬ˪ ˣ˸ˣ˞ ˨ˣ˲ˢ˪ ˧ˡ˩ ˫˸ˣ˷˶˟˷ ˸˞ ˸˩˲ˣˢ ˸ˣ˥˸˲ˬˢ ˭˧˟ ˢˡ˶˲ˢˢ .˧ˬ˧˦˧ˠ˪

ˢ ˧ˮ˵˸ ˸˶ˡ˯ ˭˧˟ ˫˧˧˸ˣ˰ˬ˷ˬˢ ˫˧˪ˡ˟ˢˢ ˡ˥˞ ˞˧ˢˣ ,˸˧˪˧˟˪˵˯ ˶˸ˣ˧ ˢ˟˶ˢ˪ ˸˩˶˰ˬˢ-DNSSEC ˬ-2005 

.˫˧ˬˡˣ˵ˢ ˫˧ˮ˵˸ˢ ˭˧˟ˣ 

 

˫ˣ˩˧˯ 

 ˪ˣ˵ˣ˦ˣ˶˲DNS  ˭ˮ˩ˣ˸ ˞ˣˢ ,˸˞ˤ ˫˰ .˦ˮ˶˦ˮ˧˞ˢ ˸˷˶ ˪˷ ˶˸ˣ˧˟ ˸ˣ˧˯˧˯˟ˢ ˭˧˧ˮ˟ˢ ˧ˮ˟˞ˬ ˸˥˞ ˸˞ ˢˣˣˢˬ

˷ ˫˧ˮˣ˷˞˶ˢ ˢ˧ˬ˧˟ ˪ˣ˵ˣ˦ˣ˶˲ .˵˶˲ˢ ˪˰ ˷ˬˬ ˣ˧ˢ ˞˪ ˰ˡ˧ˬ ˸˥˦˟˞ ˸ˣ˧˰˟˷ ˭ˬˤ˟ ,˦ˮ˶˦ˮ˧˞ˢ ˸˷˶ ˪

DNSSEC  ˸˞ ˟˧˥˶ˢ˪ ˡ˰ˣ˧ˬDNS  ˸ˣ˥˸˲ˬ ˪˰ ˸ˣ˯˯˟˸ˢ ˨ˣ˸ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸ˣ˥˧˦˟ ˸˞ ˶˲˷˸˷ ˢ˶ˣ˴˟

 ˪˷ ˢ˰ˬ˦ˢˢ ˨˧˪ˢ˸ ˫˪ˣ˞ .˫˧˧˲˶ˠˣ˦˲˧˶˵DNSSEC  ˵˪˥ˢ ˪˪ˠ˟ ˞˵ˣˣˡ ,˸ˣ˧˦˧˞˟ ˫ˡ˵˸ˬˣ ˦ˣ˷˲ ˣˮ˧˞

 ˪˷ ˧ˤ˩˶ˬˢDNS ˢ ˸ˣ˪˧˰˲˟ ˫ˠ ˢˮ˷˧ .˸˩˶˰ˬˢ ˸˞ ˣ˶˰˶˰˧ ˫˧˧ˣˮ˧˷˷ ˷˷˥ˢˣ ,˦ˮ˶˦ˮ˧˞ˢ ˪˷ ˢˮ˧˵˸

˰˟˸˧˧  "˸˪ˣˠˮ˶˸ˣ ˢ˴˧˟"-  ˸˰ˬ˦ˢ˟ ˢ˩ˣ˶˩ˢ ˢ˰˵˷ˢˢ ˸˞ ˵˧ˡ˴ˢ˪ ˢ˷˵DNSSEC  ˡˣ˰ ˪˩ ˸˶˷ˢ ˸ˬ˶˟

 ˸ˣˬ˧˞ ˰˴˟˪ ˫˧˪ˠˣ˯ˬˢ ˸ˣ˥ˣ˵˪ ˭˧˞DNSSEC ˸ˣˬ˧˞ ˰˴˟˪ ˫˰˦ ˭˧˞ˣ ,DNSSEC  ˫˧˥˪ˣ˷ˢ ˫˧˸˶˷ ˭˧˞ ˡˣ˰ ˪˩

ˣˮ ˧˷ˣ˵ .˸ˣˬˣ˸˥ ˸ˣ˟ˣ˷˸ ,˪˷ˬ˪ .˸ˣˮˣ˷ ˸ˣˮ˧ˡˬ˟ ˢˮˣ˷ ˟˴˵˟ ˸˰˴˟˸ˬ ˢ˰ˬ˦ˢˢ˷ ˨˩ˬ ˰˟ˣˮ ,˱˯
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˟ ˵˶ ˫˧ˮ˧ˬˤ ˣ˷˰ˮ ˷˶ˣ˷ˢ ˧˸˶˷ ˶ˣ˟˰ ˸ˣ˥˸˲ˬ-2010˟ ˡˣ˰ ˪ˣ˰˲˪ ˣ˪˥ˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˫˧˷ˣˬ˧ˬ ˡˣ˰˟ ,-

2005 .˭ˣˬ˞ˢ ˷˶ˣ˷ ˸˧˧˰˟˪ ˢˮ˰ˬ ˸˸˪ ˧ˡ˩ ˫˧˶˥˞ ˸ˣˮˣ˶˸˲ ˣ˷˶ˡˮ˷ ˨˩ , 

ˣ˦ˣ˶˲˪ ˸ˣ˰ˠˣˮˢ ˢ˥˦˟˞ ˸ˣ˧˰˟ ,ˢ˰ˬ˦ˢˢ ˧˧˷˵ ˪˩ ˫˰ ˪ˣ˵DNS˟ ˠ˧˴ˢ ˧˵˯ˮ˧ˬ˵ ˭ˡ˷ ˢ˲˵˸ˢˢ ˣˬ˩ ,-

2008 ˣˬ˩ ˭ˣ˶˸˲ ˪˷ ˸ˣ˟˧˷˥ˢ ˧˟ˠ˪ ˸˶ˣ˩ˤ˸ ˸ˣˣˢˬ ,DNSSEC ˶˷˞˩ .ˢ˰ˬ˦ˢˢ ˨˧˪ˢ˸˪ ˢ˲˧˥ˡ ˸ˣˮ˸ˣˮˣ ,

DNSSEC  ˫˰ ,˦ˮ˶˦ˮ˧˞˟ ˧˲˶ˠˣ˦˲˧˶˵ ˰ˡ˧ˬ ˪ˣˢ˧ˮ˪ ˸˧˸˷˸˩ ˫ˠ ˷ˬ˷˪ ˪˩ˣ˧ ,˶˸ˣ˧ ˢ˟˥˶ ˢ˶ˣ˴˟ ˯˶˲˧˧

 ˨˶ˣ˴˪ ˸ˣ˥˸˲ˬ ˸˶˟˰ˢ ˭ˣˠ˩ ˫˧˧˶˷˲˞ ˫˧˷ˣˬ˧˷SSH  ˣ˞IPsec ˶˞ˣˡ ˸ˣ˩˶˰ˬ ˶ˣ˟˰ ˸ˣˬ˧˞ ˪˷ ˢ˰ˬ˦ˢ ˣ˞ ,

 ˸˧˸˷˸˟ ˷ˣˬ˧˷ ˨ˣ˸ ,˸ˣ˧ˮˣ˶˦˵˪˞DNSSEC .˸ˣ˥˸˲ˬˢ ˸˶˟˰ˢ˪ 

˸ˣ˶ˣ˵ˬ ˱˯ˣˮ ˰ˡ˧ˬˣ 

1.  ˸ˣ˸˪˧˞˷ ˸ˣ˞˶˪ˣ ˳˧˶ˢ˪ ˪˵DNSSEC  ˷ˣ˲˧˥ ˧˸ˣ˶˧˷ ˫˧˵˲˯ˬˢ ˫˧˶˸˞ ˸ˣ˰˴ˬ˞˟ "˸ˣ˧˥"DNS .

 ˶˸˞˟ ,ˢˬˠˣˡ˪http://centralops.net/co/NSLookup.aspx  ˠˣ˯ˬ ˸ˣ˸˪˧˞˷ ˰˴˟˪ ˶ˣ˥˟˪ ˭˸˧ˮ

DNSKEY  ˣ˞DS ˟ ˫˧˩ˬˣ˸ˢ ˫˥˸ˬ ˸ˣˬ˷ ˶ˣ˟˰-DNSSEC ˣˬ˩ ,com  ˣ˞org. 

2.  ˪˰ ˧˪˪˩ ˰ˡ˧ˬDNS: 

5b{ ŀƴŘ .Lb5Σ hΩwŜƛƭƭȅ http://shop.oreilly.com/product/9780596100575.do 

3. ˪ ˞ˣ˟ˬ-DNSSEC : 

A Fundamental look at DNSSEC, Deployment and DNS Security Extensions, by Geoff Huston 

http://www.circleid.com/posts/dnssec_deployment_and_dns_security_extensions/URL%202 

4.  ˸˯˧˶˲ ˪˰ ˧˦˯˧˦˦˯ ˰ˡ˧ˬDNSSEC: 

Counting DNSSEC, by Geoff Huston and George Michaelson 

http://www.potaroo.net/ispcol/2012-10/counting-dnssec.html 

Recounting DNSSEC, by Geoff Huston and George Michaelson 

http://www.potaroo.net/ispcol/2012-10/counting-dnssec-2.html 

5.  ˞˷ˣˮ˟ ˫˧˲˵˷DNSSEC  ˯ˮ˩ˬNANOG 51: 

http://www.nanog.org/meetings/nanog51/presentations/Sunday/DNSSEC-tutorial-for-NANOG51-

2011-01.pdf 

6. ˟ ˫˧˲˯ˣˮ ˫˧˶ˬ˞ˬ-DigitalWhisper ˪ ˫˧˰ˠˣˮˢ-DNS: 

¶  ˭ˣ˧˪ˠ2 ˶˟ˬ˟ˣˮ ,2009 :DNS Cache Poisoning .˪˞˧˦˯˵ ˵˧˲˞ ˸˞ˬ , 

http://centralops.net/co/NSLookup.aspx
http://shop.oreilly.com/product/9780596100575.do
http://www.circleid.com/posts/dnssec_deployment_and_dns_security_extensions/URL%202
http://www.circleid.com/posts/dnssec_deployment_and_dns_security_extensions/URL%202
http://www.potaroo.net/ispcol/2012-10/counting-dnssec-2.html
http://www.nanog.org/meetings/nanog51/presentations/Sunday/DNSSEC-tutorial-for-NANOG51-2011-01.pdf
http://www.nanog.org/meetings/nanog51/presentations/Sunday/DNSSEC-tutorial-for-NANOG51-2011-01.pdf
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Poisoning.pdf-Cache-DNS-7-http://www.digitalwhisper.co.il/files/Zines/0x02/DW2 

¶ ˭ˣ˧˪ˠ 9 ˧ˮˣ˧ ,2010 :DNS Rebinding) ˡ˰˧˟˞ ˸˞ˬ ,greenblast .( 

DNSRebind.pdf-3-http://www.digitalwhisper.co.il/files/Zines/0x09/DW9 

¶  ˭ˣ˧˪ˠ18 ˳˶ˬ ,2011 :Domain Name System -  .˶˟˧'˴˷˪ ˪˧˶˧˵ ˸˞ˬ ,ˢ˰˧ˮˬˣ ˶ˣ˸˧˞ ,˸ˣ˧˪ˬˣˮ˞ 

DNS.pdf-4-http://digitalwhisper.co.il/files/Zines/0x12/DW18 

¶ ˭ˣ˧˪ˠ 25 ˶˟ˣ˦˵ˣ˞ ,2011 ,DNS Cache Snooping .˭˞˧˯˧˪˞ ˤˣ˰ ˸˞ˬ , 

DNSSnooping.pdf-5-isper.co.il/files/Zines/0x19/DW25http://www.digitalwh 

 

˶˟˥ˬˢ ˪˰ 

 ˶˵ˣ˥˩ ˡ˟ˣ˰ ˭ˬˡ˧˶˲ ˵˧˶˞ ˶"ˡ ˶˵˥ˬˢ ˭ˣ˩ˬ˟NICTA  ˫˧ˡ˵ˬ˸ˬ ˣ˪˷ ˶˵˥ˬˢ ˧ˬˣ˥˸ .ˢ˧˪˶˦˯ˣ˞ ,˧ˮˡ˧˯˟

 ˵˧˶˞ .˫˧ˮˣ˸ˮ ˸˧˧˶˩ˣ ˸˟˷˥ˣˬˬ ˢˡ˧ˬ˪˪ ˫˧ˬ˸˧˶ˣˠ˪˞ ˸˶ˠ˯ˬ˟ ˫˟ˣ˪˧˷˟ ˶˵˧˰˟ˣ ,˰ˡ˧ˬ ˸˥˦˟˞ˣ ˸ˣ˧˦˶˲˟

ˡˢ ˧ˡˣˬ˧˪ ˸˞ ˫˧˧˯ ˸ˮ˷˟ ˭ˣ˧ˮ˩˦˟ ˟˷˥ˬˢ ˧˰ˡˬ˪ ˢ˦˪ˣ˵˲˟ ˦˶ˣ˦˵ˣ2011 ˶˞ˣ˸˟ ˫ˠ ˵˧ˤ˥ˬ ˞ˣˢˣ ,MBA 

˪˸ ˸˦˧˯˶˟˧ˮˣ˞ˬ-.˟˧˟˞  

http://www.digitalwhisper.co.il/files/Zines/0x02/DW2-7-DNS-Cache-Poisoning.pdf
http://www.digitalwhisper.co.il/files/Zines/0x02/DW2-7-DNS-Cache-Poisoning.pdf
http://www.digitalwhisper.co.il/files/Zines/0x09/DW9-3-DNSRebind.pdf
http://www.digitalwhisper.co.il/files/Zines/0x09/DW9-3-DNSRebind.pdf
http://digitalwhisper.co.il/files/Zines/0x12/DW18-4-DNS.pdf
http://digitalwhisper.co.il/files/Zines/0x12/DW18-4-DNS.pdf
http://www.digitalwhisper.co.il/files/Zines/0x19/DW25-5-DNSSnooping.pdf
http://www.digitalwhisper.co.il/files/Zines/0x19/DW25-5-DNSSnooping.pdf
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˸˰˪ˣ˸ˢ ˥ˣ˸˧ˮWaledac  

˷˶˧ˢˡ˪ˣˠ ˭˸ˮˣ˧ˣ ˭˶˵ ˶˸˧ˬ ˸˞ˬ 

 

ˢˬˡ˵ˢ˪ ˢˬˡ˵ˢ 

ˬ ˵˪˥˩ ˷ˠˣˢ˷ ˧˲ˣ˯ ˥"ˣˡ ˣˮ˧ˢ ˢˤ ˶ˬ˞ˬ-"236349 :˦˵˧ˣ˶˲ ˸˥˦˟˞˟ ˰ˡ˧ˬ ˭˸ˮˣ˧ˣ ˭˶˵ ˶˸˧ˬ ˧"˰ "

 ˵˪˥˩ ˷˶˧ˢˡ˪ˣˠ˟ ˷ˠˣˢ ˣˬ˴˰ ˶ˬ˞ˬˢ ,˭ˣ˧ˮ˩˦˟ ˫ˢ˧ˡˣˬ˧˪ˬ-2008  ˶˵˥ˬ˟ ˵˯ˣ˰ˣBotnet  ˫˷˟Waledac .

) ˫ˣ˧˩2013ˢ (- Botnet ˸ˮˬ ˪˰ ˭˸ˮˣ˧ˣ ˶˸˧ˬ ˣ˪˰˲ ˢ˟˷ ˨˶ˡˢˣ ˫˧˪˩ˢ ,˶˵˥ˬˢ ˸ˣ˦˧˷ ˨˞ ,˪˧˰˲ ˣˮ˧˞

˸ˣ˧˦ˮˣˣ˪˶ ˭˧˧ˡ˰ ˸˰˪ˣ˸ˢ ˪˷ ˸ˣˠˢˮ˸ˢˢˣ ˢˮ˟ˬˢ ,˸˶ˣ˷˵˸ˢ ,ˢ˵˟ˡˢˢ ˧˩˶ˡ ˸˞ ˶ˣ˵˥˪  ˷ˣˬ˧˷˟ ˸ˣ˞˴ˬˮˣ

ˣ˧˩ ˫ˠ.˫ 

 

ˢˬˡ˵ˢ 

Botnets -  ,(˸˧ˮˣˡˤ ˣˮ˪˷ ˢ˶˵ˬ˟) ˢˮ˩ˣ˸ ˫˧˴˧˶ˬˢ ˫˧˟˷˥ˬ ˪˷ ˢ˴ˣ˟˵ ˶˞˸ˬ˷ ˥ˮˣˬ ˞ˣˢ ˦ˣ˟ ˸ˣ˸˷˶

 ."˧˟ˬˣˤ" ˧˟˷˥ˬ ˫˧˞˶˵ˮ ˢ˪˞ ˫˧˟˷˥ˬ .ˢ˧˩˶˴˪ ˣ˪˪ˢ ˫˧˟˷˥ˬ˟ ˷ˬ˸˷ˢ˪ ˧ˢ˷˪˩ ˸ˣ˷˧˪ ˸˶˷˲˞ˬˢ

˸˷˶ ˨ˣ˸˟ ˫ˢ˧˟˷˥ˬ˷ ˫˧˰ˡˣ˧ ˫ˮ˧˞ ˫ˢ˧˪˰˟ ˪˪˩ ˨˶ˡ˟-˸˷˶ ˸ˣ˞˶ˣˢ ˸˞ ˫˧˰˴˟ˬˣ ˦ˣ˟-.˦ˣ˟ˢ 

˶˸ˣ˸˷- ˸˥˧˪˷˪ ˟ˣ˶˪ ˸ˣ˷ˬ˷ˬ ˦ˣ˟SPAM ˸ˣ˲˵˸ˢ ˰ˣ˴˧˟ ,˰ˡ˧ˬ ˸˟˧ˮˠ ,˸˧ˮˣˡˤ ˢˮ˩ˣ˸ ˸˴˲ˢ ,

)Distributed Denial Of Service(DDOS  ˫˧˷ˣˬ˧˷ ˡˣ˰ˣ ˫˧˵˧˪˵ ˸ˣ˞ˮˣˢ ,˷ˣ˲˧˥ ˧˰ˣˮˬ˟ ˫˧˶˸˞ ˫ˣˡ˧˵ ,

.˶ˤˣ˟ˬˢˣ ˟˶ˢ ˟ˣ˷˧˥ˢ ˥ˣ˩ ˸˞ ˫˧˪˴ˮˬˢ 

˸ˣ˸˷˶-˷ ˧ˣˢ˧ˤ ˰ˣˮˬ˪ ˸ˮˬ ˪˰ ˸ˣ˵˧˦˵˦ ˶˲˯ˬ˟ ˸ˣ˷ˬ˸˷ˬ ˦ˣ˟ ˸ˡ˶ˣˢ ˪˰ ˸ˣ˷˵ˢ˪ ˸ˮˬ ˪˰ˣ ˭ˢ˧˪˰˟ ˪

˸˷˶- ˸˷˶˟ ˷ˣˬ˧˷ ,˸˶ˣ˷˵˸ˢ ˸ˮ˲˴ˢ ˸ˣ˪˪ˣ˩ ˢ˪˞ ˸ˣ˵˧˦˵˦ .˦ˣ˟ˢpeer-2-peer˟ ˷ˣˬ˧˷ ,-rootkits  ˪˰

 ˭ˣˮˠˮˬ˟ ˷ˣˬ˧˷ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˸ˣ˪˧˰˲ˢ ˸˞ ˶˧˸˯ˢ˪ ˸ˮˬfast-fluxing  ˸ˣˢˤ ˶˧˸˯ˢ˪ ˸ˮˬ ˪˰

.ˡˣ˰ˣ ,˫˧˟˷˥ˬˢ 

˸ˣ˩˶˰ˢ ˧˲˪2 ˦ˮ˶˦ˮ˧˞ˢ ˧˟˷˥ˬˬ ˰˟˶˪ ˟ˣ˶˵ ˸ˣ˸˷˶˟ ˫˧˶˟˥- ˦ˣ˟ˢ ˸˷˶ .˦ˣ˟3Kraken ˩˟ ˢ˩˶˰ˣˢ-400 

 ˪˧˶˲˞˟ ˫˧˟˷˥ˬ ˱˪˞2008˟ ˸ˣ˶˟˥ˢˬ ˸˧˶˧˷˰ ˸ˣ˥˲˪ ˢ˵˧˟ˡˢˣ ,-Fortune 500 .Srizbi  ˢ˸˧ˢ

˸˧˞˶˥˞4˪ ,ˢ˞˧˷˟ ,-39% ˫˪ˣ˰˟ ˫˞˲˯ˢˬ˪ˣ ,-21%  .˫˪ˣ˰˟ ˪"˞ˣˡˢ ˸˶ˣ˟˰˸ ˪˩ˬ 

                                                           
2
 Criminals "may overwhelm the web", BBC, 25 January 2007, 

http://news.bbc.co.uk/1/hi/business/6298641.stm 
3
 Wikipedia, Kraken Botnet, http://en.wikipedia.org/wiki/Kraken_botnet 

4
 Srizbi Botnet, Wikipedia, http://en.wikipedia.org/wiki/Srizbi_botnet 

http://news.bbc.co.uk/1/hi/business/6298641.stm
http://en.wikipedia.org/wiki/Kraken_botnet
http://en.wikipedia.org/wiki/Srizbi_botnet
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 ˪˰ ˸ˣ˧ˮ˶ˬ˷ ˸ˣ˩˶˰ˢStorm5 ˩ ˪˰ ˸ˣ˶˟ˡˬ-160,000 ˧˶˟˥ˢ ˫˧˟˷˥ˬ˸ˣ˩˶˰ˢˣ ˸˷˶˟ ˫  ˸ˣ˶˟ˡˬ ˸ˣ˶˥˞

 ˰˪50  .˭ˣ˧˪ˬConficker ,˫˪ˣ˰˟ ˶˸ˣ˧˟ ˸ˣˬ˯˶ˣ˲ˬˢ ˫˧˰˪ˣ˸ˢ ˸˥˞˟ ˸˩˶˰ˣˬ ,-˩10 .˫˧˟˷˥ˬ ˭ˣ˧˪ˬ  ˣˮ˞

"˸˰˪ˣ˸" ˥ˮˣˬ˟ ˷ˬ˸˷ˮ6 .˫˧˧ˣ˯ˬ "˧˟ˬˣˤ" ˟˷˥ˬ ˪˰ ˢ˴˶ˢ ˢˮ˩ˣ˸ˢ ˸˞ ˶˞˸˪ ˸ˮˬ ˪˰ 

 

ˢ ˸˰˪ˣ˸-WALEDAC -  ˶˟ˬ˴ˡ˟ ˦ˮ˶˦ˮ˧˞ˢ ˧˟˥˶˟ ˢˮˣ˷˞˶˪ ˢ˰˧˲ˣˢ72008˷˞˩ , ˳˧˲ˢ˪ ˢ˪˥ˢ ˶

 ˸˥˸ ˸˰˪ˣ˸ˢ ˸ˡ˶ˣˢ˪ ˫˧˵ˮ˧˪ ˣ˟ˣ ˧ˣˡ˟ ˦ˮ˶˦ˮ˧˞ ˶˸˞˪ ˸ˣˮ˲ˬˢ ,˸ˣ˧˟˧˦˵˧˲ ˪˧˧ˬ˧˞ ˸ˣ˰ˡˣˢ ˸˶ˤ˰˟ ˢˬ˴˰

˸˶˥˞ ˸ˣ˯˩89 ˢ˪˥ˢ ,˶˸ˣ˧ ˶˥ˣ˞ˬ .Waledac ˱˵˸ˮˢ ˫ˣ˵˧ˬ ˪˰ ˯˯ˣ˟ˬ ˭ˮ˩ˣ˸˷ ˸ˣ˰ˡˣˢ ˳˧˲ˢ˪10 . 

˫˧ˬ˧˧˵ ˫˧˥ˣ˸˧ˮ ˧˲˪11 ˸˴˲ˢ˪ ˸˰˪ˣ˸ˢ ˸˷ˬ˷ˬ ,SPAMˮˣ˶˦˵˪˞ ˶˞ˣˡ ˸ˣ˟ˣ˸˩ ˸˟˧ˮˠ ,˩ ˷ˣˬ˧˷ ,˧-Proxy 

 ˸ˣ˪ˣ˰˲˟ ˸ˣ˲˸˸˷ˢ ,˸˷˶ ˸˶ˣ˟˰˸˪ ˢˮˤ˞ˢ ,˸˶ˣ˷˵˸˪DDOS .˵ˣ˥˶ˬ ˸ˣˡˣ˵˲ ˰˴˟˪ˣ ˪˟˵˪ ˸˪ˠˣ˯ˬ ˭˩ˣ 

˟ ˸ˣ˯˧ˮ˩ ˶˲˯ˬ ˸˰˪ˣ˸ˢ ˸˶˴ˣ˧ ,ˢ˵˟ˡˢˢ ˫˰-Registry ˸˶˴ˣ˧ˣ ,˟˷˥ˬ˟ ˫˧˴˟˵ˢ ˪˷ ˢ˵˧˶˯˟ ˢ˪˧˥˸ˬ ,

 .˫˧˵˥ˣ˶ˬ ˫˧˸˶˷ ˫˰ ˶˷˵ 

ˢ ˸˷˶-Waledac  ˭ˣˮˠˮˬ˟ ˸˷ˬ˸˷ˬ12Fast-Fluxing ˬ)ˢ ˧˸˶˷ ˸˞ ˸ˣ˶˧ˢˬ˟ ˢˮ˷ˬˢ ˭ˣˮˠˮ-Web  ˶ˣ˟˰

ˢ ˧˸˶˷ ˸ˡ˶ˣˢ ˪˰ˣ ,ˡˣ˵˧˲ˢ ˧˸˶˷ ˶ˣ˸˧˞ ˪˰ ˢ˷˵ˬˢ ˶˟ˡ ,(˫˧˧ˣ˯ˬ ˭˧˧ˬˣˡ-Web. 

 ˭˧˟ ˫˧˶˷ˣ˵ˢ ˫˧˶˵ˣ˥ˢ ˟˶˵˟ ˸ˣ˩˶˰ˢ ˸ˣˬ˧˧˵Waledac  ˸˧˶ˣ˦˯˧ˢˢ ˸˰˪ˣ˸˪Storm13  ˢˮ˧˞ ˣˤ ˢ˰ˡ ˧˩ ˫˞

 .˪˩ˢ ˪˰ ˸˪˟ˣ˵ˬ 

                                                           
5
 Storm Botnet, Wikipedia, http://en.wikipedia.org/wiki/Storm_botnet 

6
 Wikipedia, Computer Worm, http://en.wikipedia.org/wiki/Computer_worm 

7
 Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 3 

http://us.trendmicro.com/imperia/md/content/us/pdf/threats/securitylibrary/infiltrating_the_waledac_b
otnet_v2.pdf 
8
 Waledac Trojan Hosted by Fake Obama Website, Threat Research & Response Blog, Microsoft Malware 

Protection Center, http://blogs.technet.com/mmpc/archive/2009/01/19/waledac-trojan-hosted-by-fake-
obama-website.aspx 
9
 W32.WaleDac Analysis, Bughira's Blog, http://bughira.wordpress.com/2009/01/28/w32waledac-analysis/ 

10
 Waledac Localizes Social Engineering, TrendLabs Malware Blog, http://blog.trendmicro.com/waledac-

localizes-social-engineering/ 
11

 W32/Waledac, Threat Research & Response Blog, Microsoft Malware Protection Center, 

http://www.microsoft.com/security/portal/Entry.aspx?Name=Win32%2fWaledac 
12
 W32.Waledac Threat Analysis, Symantec Security Response, pg. 5 

http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/W32_Wale
dac.pdf 
13
 Storm Worm Reincarnates as Waledac, SecurityProNews, 

http://www.securitypronews.com/insiderreports/insider/spn-49-
20081231StormWormReincarnatesAsWaledac.html 

http://en.wikipedia.org/wiki/Storm_botnet
http://en.wikipedia.org/wiki/Computer_worm
http://us.trendmicro.com/imperia/md/content/us/pdf/threats/securitylibrary/infiltrating_the_waledac_botnet_v2.pdf
http://us.trendmicro.com/imperia/md/content/us/pdf/threats/securitylibrary/infiltrating_the_waledac_botnet_v2.pdf
http://blogs.technet.com/mmpc/archive/2009/01/19/waledac-trojan-hosted-by-fake-obama-website.aspx
http://blogs.technet.com/mmpc/archive/2009/01/19/waledac-trojan-hosted-by-fake-obama-website.aspx
http://blogs.technet.com/mmpc/archive/2009/01/19/waledac-trojan-hosted-by-fake-obama-website.aspx
http://bughira.wordpress.com/2009/01/28/w32waledac-analysis/
http://blog.trendmicro.com/waledac-localizes-social-engineering/
http://blog.trendmicro.com/waledac-localizes-social-engineering/
http://www.microsoft.com/security/portal/Entry.aspx?Name=Win32%2fWaledac
http://www.microsoft.com/security/portal/Entry.aspx?Name=Win32%2fWaledac
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/W32_Waledac.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/W32_Waledac.pdf
http://www.securitypronews.com/insiderreports/insider/spn-49-20081231StormWormReincarnatesAsWaledac.html
http://www.securitypronews.com/insiderreports/insider/spn-49-20081231StormWormReincarnatesAsWaledac.html
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ˢ ˪˷ ˱˯ˣˮ ˢ˴˲ˢ ˳ˣ˶˰-Waledac ˞˧˶ˣ ˶˷˞˩ ˶˴ˣˮ˸˰˪ˣ˸ ˪˷ ˫˧ˬ˧˧ˣ˯ˬ ˫˧˦ˮ s-Conficker  ˳˧˲ˢ˪ ˣ˪˥ˢ

˭˩ ˫ˠ ˣ˸ˣ˞14 ˭˧˟ ˶˷˵ ˪˰ ˫˧˥ˣˣ˧ˡ ˫ˠ ˷˧ .RBN )Russian Business Network ˭˧˟˪ (Waledac15. 

ˢ ˸˰˪ˣ˸-Waledac  ˪˷ ˫˧ˮ˧˧˲ˬ˵ ˢ˴˧˲ˬ"Canadian Pharmacy" ˧˲˪ ˶˷˞ ,SPAMhaus ˪ ˭ˣ˩ˮ-20.9.08 

˰ˢ ˧˲˪ .˦ˮ˶˦ˮ˧˞˟ ˢ˪ˣˡˠˢ ˫˞˲˯ˢ ˸˧ˬ˶˸ ˞ˣˢ˩ ˯˧ˮ˩ˬ ˢˤ "˸˥˵˶ˬ ˸˧˟" ,˸ˣ˩˶-150 ˢˮ˷˟ ˶˪ˣˡ ˭ˣ˧˪ˬ16. 

 ˪˷ ˸ˣ˩˶˰ˢ ˧˲˪17TrendMicro  ˪˧˶˲˞˪ ˭ˣ˩ˮ2009  ˸ˣ˥˲˪ ˥ˣ˪˷˪ ˸˪ˠˣ˯ˬ ˸˰˪ˣ˸ˢ924  ˸ˣ˰ˡˣˢ ˭ˣ˧˪ˬ

˩ ˷˧˷ ˫˧˩˧˶˰ˬ ˫ˢ ˱˯ˣˮ˟ .˫ˣ˧˟ ˪˟ˤ ˶˞ˣˡ-600 ˣ "˶˯ˬˬ" ˸ˣˮ˥˸-6,600  ˸ˣ˧ˮ˩ˡ˰ ˸ˣ˩˶˰ˢ ."ˡ˟˰" ˧˟˷˥ˬ

˲˪˞ ˸ˣ˶˷˰ ˢˬ˩ ˪˰ ˸ˣ˶˟ˡˬ ˶˸ˣ˧"˫˧ˡ˟˰"˩ ˫˧ˡ˵˲˸ˬˢ ˫˧˟˷˥ˬ ˧18 -  ˪˧˲˩˧˷ ˢˬ ,˱˪˞ ˫˧˶˷˰ ˸ˣ˥˲˪

 .˷ˣ˪˷ ˧˲ ˣˤ ˸˪ˣ˩˧ 

 

ˢ˵˟ˡˢ 

ˢˡ˟˰ˬˢ ˸˟˧˟˯ 

 ˳ˣ˶˸˷ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˨ˣ˸˟ ˢ˵˟ˡˢˢ ˸ˣˮˣ˧˯ˮ ˸˞ ˰˴˟˪ ˣˮ˦˪˥ˢ ,ˢ˵˟ˡˢˢ ˨˪ˢˬ ˪˰ ˢ˶˵˟ ˨˶ˣ˴˪

 ˳˧˶ˢ ˧ˣ˯˧ˮˢ ˟˷˥ˬ .ˢ˧˴˪ˣˬ˞ ˸˟˧˟˯˟Ubuntu Linux 8.10  ˸˧˪˞ˣ˦˶˧ˣ ˢˮˣ˩ˬ ˢ˴˶ ˣ˧˟ˠ ˪˰ˣ ˧ˡ˧ ˪˰QEMU 

 ˢ˪˰˲ˢ ˸˩˶˰ˬ ˫˰Windows XP SP1˧˪˞ˣ˦˶˧ˣˣˢ ˢˮˣ˩ˬˢ ˪˰ . ˸ ˣˮ˵˸ˣˢOffice 2003  ˫˧˧˦˶ˡˮ˦˯ ˫˧˪˩ ˭˩ˣ

 ˶ˣ˦˧ˮ˪Registry ,System Calls ,File System - Strace ,Filemon ,Regmon ˢˮ˵˸ˣˢ ˥˶˞ˬˢ ˟˷˥ˬˢ ˪˰ .

 ˸ˮ˩ˣ˸Wireshark ˬ˞˟ ˦ˮ˶˦ˮ˧˞˪ ˶˟ˣ˥ ˥˶˞ˬˢ ˟˷˥ˬˢ .˸˶ˣ˷˵˸ˢ ˶ˣ˦˧ˮ˪.˧˸˧˟ ˟˸ˮ ˸ˣ˰˴ 

˸˧˟˧˯˞˲ ˸ˣ˵˟ˡˢ 

 ˫ˣ˥˸˟ ˫˧˶˵˥ˬhoneynets ˫˧ˮ˰ˣ˦19  ˵˟ˡ˧ ˦ˮ˶˦ˮ˧˞˪ ˱ˣ˷˥ ˶ˣ˟˧˥˟ ˶˟ˣ˥ˬˢ ˫˧ˮˣ˩ˡ˰ ˶˯˥ ˟˷˥ˬ˷

˧˪˞ˣ˦˶˧ˣˣˢ ˢˮˣ˩ˬˢ ˸˞ ˶˟˥˪ ˧˷ˣ˵˟ ˣˮ˪˵˸ˮ ,˸˞ˤ ˫˰ .˸ˣ˵ˡ ˶˲˯ˬ ˨ˣ˸ ˸˰˪ˣ˸˟ ˸ ,˦ˮ˶˦ˮ˧˞˪ ˶˧˷˧ ˭˲ˣ˞˟

˧˷˞˶ ˰˟ˮ ˧˷ˣ˵ˢ .˳ˣ˥˟ˬ ˶˷˵ ˢ˸˧˞ ˶ˣ˴˧˪ ˭˸˧ˮ ˢ˧ˢ˧˷ ˭˲ˣ˞˟ ˣˮ˞ ˣˮ˪˷ ˦ˮ˶˦ˮ˧˞ˢ ˸˧˸˷˸˟˷ ˨˩ˬ ˸

                                                           
14
 Win32/Conficker teams up with Win32/Waledac, CA Security Advisor Research Blog, 

http://community.ca.com/blogs/securityadvisor/archive/2009/04/15/win32-conficker-teams-up-with-
win32-waledac.aspx 
15
 Lavasoft, Waledac questions answered,  

http://www.l avasoft.com/mylavasoft/company/blog/waledac-questions-answered 
16
 Dark Reading, 

http://www.darkreading.com/security/management/showArticle.jhtml?articleID=211201114 
17
 Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 33  

18
 Waledac botnet being prepared to send Independence Day-related spam, SC Magazine, 

http://www.scmagazineuk.com/waledac-botnet-being-prepared-to-send-independence-day-related-
spam/article/139504/ 
19
 Getting Information With The Help of Honeynets, The Honeynet Project, 

http://www.honeynet.org/node/59 

http://community.ca.com/blogs/securityadvisor/archive/2009/04/15/win32-conficker-teams-up-with-win32-waledac.aspx
http://community.ca.com/blogs/securityadvisor/archive/2009/04/15/win32-conficker-teams-up-with-win32-waledac.aspx
http://www.lavasoft.com/mylavasoft/company/blog/waledac-questions-answered
http://www.darkreading.com/security/management/showArticle.jhtml?articleID=211201114
http://www.scmagazineuk.com/waledac-botnet-being-prepared-to-send-independence-day-related-spam/article/139504/
http://www.scmagazineuk.com/waledac-botnet-being-prepared-to-send-independence-day-related-spam/article/139504/
http://www.honeynet.org/node/59
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 ˷˧ ˭˩˪ˣ ,˧˸˧˟ ˟˸ˮ ˧˶ˣ˥˞ˬ ˦ˮ˶˦ˮ˧˞˪ ˫˧˶˟ˣ˥ˬNAT  ˧ˡ˧ ˪˰ ˶˟ˠ˸ˢ˪ ˭˸˧ˮ ˸˞ˤ ˪˰ .˟˷˥ˬˢ ˸˞ ˶˧˸˯ˬˢ

˩ ˟˷˥ˬˢ ˸˶ˡˠˢ-DMZ˧˪˞ˣ˦˶˧ˣˣˢ ˢˮˣ˩ˬˢ ˭˧˟ ˶˧˷˧ ˶˷˵ ˶ˣ˴˧˪ ˫˧˩˧˶˴ ˣˮ˧˧ˢ ˤ˞ ˪˟˞ , ˸ ˶˥˞˪ˣ ,ˢ˴ˣ˥ˢ

,ˢˤ˩ ˶˷˵ ˸ˬ˵ˢ˪ ˫˧˪˷ˣ˩ ˸ˣˮˣ˧˯ˮ˪ ˟˶ ˭ˬˤ ˣˮ˷ˡ˵ˢ˷  ˰˴˟˸ˢ ˞˪ ˭˩˪ .ˢˤ ˢ˵˟ˡˢ ˭ˣˣ˧˩ ˷ˣ˦ˮ˪ ˣˮ˦˪˥ˢ

.ˢˤ˩ ˢ˵˟ˡˢ ˧ˣ˯˧ˮ 

˸˧˟˧˦˵˞ ˸ˣ˵˟ˡˢ 

 ˭ˣ˟˷˥ ˶˴ˣˮ ˨˩ ˫˷˪ .˧ˮˣ˶˦˵˪˞ ˶˞ˣˡˬ ˵˟ˡˢ˪ ˸ˣ˯ˮ˪ ˣˮ˦˪˥ˢ ˸˰˪ˣ˸˟ "˸˧˰˟˦" ˸ˣ˵˟ˡˢ ˸ˣ˵˥˪ ˸ˮˬ ˪˰

Gmail ˢ ˸˧˧˵˧˸ˬ ˶˞ˣˡ ˣˮ˶˟˰ˢ ˣ˧˪˞-SPAM  ˸˞ ˣˮ˪˰˲ˢ ,˭˩ˬ ˶˥˞˪ .ˣˮ˪˷ ˫˧˪˧ˠ˶ˢ ˪"˞ˣˡˢ ˸ˣˮˣ˟˷˥ ˪˷

˟˷˥ ˶˞ˣˡˢ ˧˦˶˲ˬ ˡ˥˞ ˪˩˪ˣ ,˶ˣ˦˧ˮˢ ˧˪˩ ˸˞ ˣˮ˪˰˲ˢ ,˧˪˞ˣ˦˶˧ˣˢ ˟˷˥ˬ˟ ˶˞ˣˡˢ ˭ˣ-  ˣˮ˶˵˧˟ˣ ˣ˸ˣ˞ ˣˮ˞˶˵

:˞˟ˢ ˶˞ˣˡ˟ ˣˮ˪˵˸ˮ ,˭˧ˬˢ ˧˧˥ ˶ˣ˲˧˷˪ ˸ˣ˰˴ˢ ˶˲˯ˬ ˶˥˞˪ .˫˧˶ˣ˷˧˵˟ 

From: Sarah <dan@sg.statschippac.com>  

Date: Tue, Mar 31, 2009 at 5:25 PM  

Subject: Damned terrorists !!! 

To: meitark@gmail.com  

 

Are you in the city now? http://peulp.blogsitedirect.com/news.php  

:˞˟ˢ ˶˸˞˪ ˣˮ˰ˠˢ ˶ˣ˷˧˵˪ ˢ˯˧ˮ˩ˢ ˫˰ 

 

 ˫˧˦˶˲ ˶˲˯ˬ˪ ˟˪ ˫˧˷ˮ-  ˟˧˟˞ ˪˸˟ ˰ˣˠ˧˲ ˪˰ ˫˧˥ˣˣˡˬ (ˣ˸˶˸ˣ˩ˣ) ˱ˡˢ-  ˦ˮ˶˦ˮ˧˞˟ (˶˸ˣ˧ ˶˥ˣ˞ˬ) ˷ˣ˲˧˥

ˢ˪˰ˬ20 ˮˣ˷ ˫ˣ˵˧ˬ ˧˦˶˲ ˫˰ ˢ˪ˣ˰ ˢˬˣˡ ˶˸˞ ˧˩ ˫˧-  ˫ˠ ˟˪ ˫˧˷ˮ .ˣ˧˪˞ ˷ˠ˧ˮˢ ˭˟˶ˣ˵ˢ ˫ˣ˵˧ˬ ˧˲˪

 ˶ˣ˷˧˵ˢ ˪˰ ˢ˴˧˥˪ .˱˵˸ˮˢ ˧ˮ˧˰˟ ˣ˸ˣˮ˧ˬ˞˪ ˫˧˲˧˯ˣˬ˷ ˱ˡˢ ˱ˣ˯˟˷ ˫˧˧ˬ˧˦˧ˠ˪ˢ ˫˧˶ˣ˷˧˵˪Click here  ˣ˞

                                                           
20
 Waledac: Reuters Video News Social Engineering , Countermeasures: Security, Privacy & Trust, 

Trendmicro Blogs, http://countermeasures.trendmicro.eu/waledac-reuters-video-news-social-engineering 

 

 

http://countermeasures.trendmicro.eu/waledac-reuters-video-news-social-engineering
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 ˧ˣˬˡ ˭ˣ˦˶˯˩ ˸˧˞˶ˮ˷ ˢˮˣˬ˸ˢ ˪˰Youtube  ˳˟ˣ˵ ˸ˡ˶ˣˢ˪ ˶ˣ˷˧˵ ˞˧ˢnews.exe  ˧˶˞ˮ˧˟ ˢ˴˶ˢ ˳˟ˣ˵ ˞ˣˢ˷

 ˸˰˪ˣ˸ˢ ˪˷WALEDAC  ˣˮ˧˪˧ˠ ˸˞ˤ).(˨˷ˬˢ˟ ˨˩ ˪˰ ˡˣ˰ .˶˸ˣ˧ ˶˥ˣ˞ˬ 

 ˸˵˲˵ˣ˲ˬ ˸ˣ˧ˬ˧˦˧ˠ˪ ˪˰˟ ˶˸˞˪ ˪˧˟ˣˢ ˞ˣˢ ˭˩ˬ ˶˥˞˪ ˶˴˵ ˭ˬˤˣ ,˪˟ˠˣˬ ˶ˣ˷˧˵ˢ ˪˷ ˣ˲˵ˣ˸˷ ˭˧˧˴˪ ˷˧

˸ˣ˲ˣ˶˸ ˸˶˧˩ˬ˪21 ˧˦˶˲ ˸˵˧ˡ˟ .WHOIS :˧ˡ˧ ˪˰ ˫˷˶ˮ ˞ˣˢ ˧˩ ˫˧˞˶ˬ ˭˧˧ˬˣˡˢ ˪˷ 

SHANGGUANMING GONGYUWUYEYOUXIANGONGSI 

jongchangde@126.com  

QIANJIN, 2 005451  

 ˨˧˶˞˸˟18.03.09 - .ˣ˟ ˣˮ˶˵˧˟˷ ˧ˮ˲˪ ˟˶ ˞˪ ˭ˬˤ 

˸˧ˬˣ˵ˬ ˸ˣˠˢˮ˸ˢˣ ˢ˵˟ˡˢˢ ˧ˣˢ˧ˤ 

:ˢˡ˧˴ˬ ˸ˣ˧ˣ˪˧˰˲ ˶˲˯ˬ˪ ˟˪ ˣˮˬ˷ ,˸˰˪ˣ˸ˢ ˸˴˶ˢˣ ˸ˡ˶ˣˢ ˶˥˞˪ 

¶ .˥˧˷˵ˢ ˵˯˧ˡˢ ˭˩ˣ˸ ˸˵˧˶˯ 

¶ ˟ ˸ˣ˯˧ˮ˩ ˷ˬ˥˪ ˢ˟˧˸˩-Registry. 

¶ .ˢ˴ˣ˥ˢ ˸˶ˣ˷˵˸ ˸˶˧˴˧ 

 ˳˟ˣ˵ˢ ˸ˣˠˢˮ˸ˢ ˶ˣ˦˧ˮnews.exe ˸ˣ˧ˣ˪˧˰˲ ˧˸˷ ˢ˪˧ˠ :˸ˣ˧ˤ˩˶ˬ 

˥˧˷˵ˢ ˵˯˧ˡˢ ˸˵˧˶˯ - ˢ ˧˴˟˵-log ˢ ˧˪˩ ˪˷-Filemon  ˸ˣ˧˵˧˸ ˪˩ ˪˰ ˸˶˟ˣ˰ ˸˰˪ˣ˸ˢ ˧˩ ˫˧ˡˬ˪ˬ

 ˸ˬ˧ˣ˯ˬ ˸ˣ˧˟˧˦˵˪˯ ˢˮ˷˧ ˧˩ ˶˩˧ˮ .˫ˮ˩ˣ˸ ˪˩ ˸˞ ˸˞˶ˣ˵ˣ ˫˧˴˟˵ ˸˥˸ˣ˲ ,˧˸˶ˡ˯ ˭˲ˣ˞˟ ˥˧˷˵ˢ ˵˯˧ˡˢ

˥ˣˣˡ˷ ˧˲˩ .˸ˣ˥˲˪ ˸ˣˬˣ˧˯ˢ ˧˲˪ ,˫˧˴˟˵ˢ ˸˶˧˥˟˟22ˢˠ˪˧ˡ ˸˰˪ˣ˸ˢ ˧˩ ˶˩˧ˮ ˣˮ˪˴˞ ˫ˠ ,  ˧˴˟˵ ˪˰exe ,

bmp  ˧˴˟˵ ˪˪˩ ˢ˴˧ˬ˥ˢ ˞˪ ˨˞ ,˫˧˲˯ˣˮˣlnk ,txt ,ini ,tmp ,pf ˸˰˪ˣ˸ˢ ˪˷ ˸ˣ˷˧ˠ ˣˮ˞˴ˬ ,˥ˣˣˡˬ˪ ˡˣˠ˧ˮ˟ .

 ˧˴˟˵˪dll ˢ˸˧˧ˢ ˢ˷˧ˠˢ˷ ˨˩ ˪˰ ˰˧˟˴ˬ ˢ˞˶ˮ˩˷ ˢˬ ,˫˧˴˟˵ˢ ˪˪˩˪ ˞˪ˣ ˶˥˟ˮ ˫˧˴˟˵ ˶˲˯ˬ˪ ˵˶ ˪˟˞ ,

ˢ ˸˟ˣ˦˪ ˸˲˯ˣˮ ˸ˣˡ˰ ,˸˧˪˪˩ˢ ˢ˵˧˶˯ˢˬ ˵˪˥˩ ˞˪ˣ ˫ˢ˟ ˷ˣˬ˧˷ ˨˶ˣ˴˪ ˢ˸˧˧ˢ˷ ˨˩ ˞˧ˢ ˸˞ˤˢ ˢ˶˟˯

 .ˢ˪˞ ˫˧˴˟˵˪ ˸˧ˮ˷ˮˣ ˸˶ˤˣ˥ ˢ˷˧ˠ 

                                                           
21
 Canadian Pharmacy, EU Spam Trackers,  

http://www.spamtrackers.eu/wiki/index.php?title=Canadian_Pharmacy 
22
 Email-Worm:W32/Waledac.A, F-Secure Security Lab, http://www.f -secure.com/v-descs/email-

worm_w32_waledac_a.shtml 

http://www.spamtrackers.eu/wiki/index.php?title=Canadian_Pharmacy
http://www.f-secure.com/v-descs/email-worm_w32_waledac_a.shtml
http://www.f-secure.com/v-descs/email-worm_w32_waledac_a.shtml
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ˢ ˧˴˟˵-dll :˸˰˪ˣ˸ˢ ˢ˷ˠ˧ˮ ˫ˢ˧˪˞ 

ntdll.dll, kernel32.dll, user32.dll, gdi32.dll, advapi32.dll, 

rpcrt4.dll, psapi.dll, dnsapi.dll, msvcrt.dll, ws2_32.dll, wshelp.dll, 

iphlpapi.dll, ole32.dll, oleaut32.dl l, shell32.dll, shlwapi.dll, 

comctl32.dll, crypt32.dll, msasn1.dll, wininet.dll, netapi32.dll, 

rsaenh.dll, wpcap.dll,uxtheme.dll, secur32.dll, wsock32.dll, 

rasapi32.dll, rasman.dll, tapi32.dll, rtutils.dll, winmm.dll, 

sensapi.dll, urlmon.dll, version.dll, mswsock.dll, wshtcpip.dll, 

winrnr.dll, wldap32.dll, rasadhlp.dll, apphelp.dll  

 

¶ ˪ ˢ˷˧ˠ-Registry - ˢ ˧˴˟˵-log ˢ ˧˪˩ ˪˷-Regmon  ˫˧˩˶˰ ˪˷ ˢ˞˧˶˵ ˸˰˴˟ˬ ˸˰˪ˣ˸ˢ ˧˩ ˫˧ˡˬ˪ˬ

˟ ˫˧˶ˣ˷˵ˢ-Internet Settings ,Winlogon ,Winsock2 ,DNSCache ,Tcpip parameters ,Tracing 

Terminal Server ,Sound drivers - ˢ ˸ˣˢˤ˪ ˫˞ˣ˸˷ ˢˬ-dll- ˸˰˪ˣ˸ˢ ˢ˷ˠ˧ˮ ˫ˢ˧˪˞ ˫˧-  ˢ˷˧ˠ

,˸˷˶˪  ˸˰˪ˣ˸˪ ˢ˟˧˯ ˭˧˞ ˭˩˷ ˰˧˸˲ˬ) ˢ˧ˡˬ˧˦˪ˣˬ ˧˷ˣˬ˧˷ ,˰˧˸˲ˬ˟ˣ ,˵ˣ˥˶ˬ ˢ˷˧ˠ ,˫˧˩˧˪ˢ˸ ˶ˣ˦˧ˮ

.(˭ˣˣ˩ˬ ˢˤ ˭˧˞˷ ˥˧ˮˢ˪ ˷˧ ,ˣ˞ˡ˧ˣˣ ˪ˣ˵ ˸ˮ˧ˠˮ˪ ˸ˣ˧˶˲˯˟ ˷ˬ˸˷ˢ˪ 

˪ ˸ˣ˟˧˸˩ ˶˲˯ˬ ˸˰˴˟ˬ ˸˰˪ˣ˸ˢ ,˭˩ ˣˬ˩-Registry :˟ ˪˸˷ˮ ˸˰˪ˣ˸˪ ˟˧˸ˮˢ 

HKLM\ Software \ Microsoft \ Windows \ CurrentVersion \ Run\ PromoReg 

 
:˸˞ (˸ˣ˞ˬ ˢˬ˩) ˫˧ˬ˰˲ ˪˷ ˟˶ ˶˲˯ˬ ˸ˮ˩ˡ˰ˬ ˸˰˪ˣ˸ˢ ,˭˩ˬ ˶˥˞˪ 

HKCU\ Software \ Microsoft \ Windows \ CurrentVersion \ RList  

 
:˪ ˣˢ˷˪˩ ˧˶˞ˮ˧˟ ˨˶˰ ˸˥˞ ˫˰˲ ˸˟˸ˣ˩ ˭˩ˣ ,ˣˢ˷˪˩ ˧˶˞ˮ˧˟ ˨˶˰ ˫˰ 

HKCU\ Software \ Microsoft \ Windows \ CurrentVersion \ MyID 

HKCU\ Software \ Microsoft \ Windows \ CurrentVersion \ FWDone 

HKCU\ Software \ Microsoft \ Windows \ CurrentVersion \ LastCommandId  

 

˟ ˸ˣ˶ˣ˷˵ˢ ˸ˣ˯˧ˮ˩ ˢˬ˩˪ ˸˟˸ˣ˩ ˸˰˪ˣ˸ˢ ,˨˩˪ ˱˯ˣˮ-Cache x-Temporary Internet Files :˪ˣ 

HKLM\ SOFTWARE\ Microsoft \ Cryptography \ RNG\ Seed 

 

˵˪˥˩ ˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟ ˞ˣˢ ˶˟ˡˢ˷ ˢ˞˶ˮ ˨˞  ˸ˣ˧˶˲˯˟ ˢ˪˷ ˷ˣˬ˧˷ˬWindows  ˞˪ˣ ,˸ˣ˧˦˶ˡˮ˦˯

.˸ˮ˧˧ˣ˰ ˸ˣ˪˧˰˲ˬ ˵˪˥˩ 

 

 .˸˰˪ˣ˸ ˣˤ˷ ˭˧˟ˢ˪ ˢ˧ˢ ˭˸˧ˮ ,˨˯ˬˢ ˪˰ ˢ˰ˡˣˢ ˫ˣ˷ ˣˮ˪˟˧˵ ˞˪˷ ˢˡ˟ˣ˰ˢˬ ˭˩ˣ ,˳˟ˣ˵ˢ ˪˷ ˸ˣ˪˧˰˲ˢˬ

˩ ˠˣˣ˯˷ ˶˞ˣˡˬ ˰˧ˠˢ ˭˩˷ ,"ˡˣ˷˥" ˢ˪˧˥˸˩˪ˬ ˢ˧ˢ ˳˟ˣ˵ˢ-SPAN ˶ˣ˷˧˵ ˢ˧ˢ ˱ˡ˟˷ "˭ˠˮ"ˢ ˪˩ ˧˩ ˭˩ˣ ,- 

 ˫˞ˣ˸ ˣˮ˧˞ ˢˤˣ ˭ˠˮ ˫˧ˮ˧˵˸ˬ ˣ˟˷ ˭˲ˣ˞˪Flash ˸ˣˠˢˮ˸ˢ˪ ˸ˬ˞ˣ˸ ˥˧˷˵ˢ ˵˯˧ˡˢ ˸˵˧˶˯ ,˭˩ ˣˬ˩ .

˞˪ ˧˲ˣ˞ ˧˪˰˟ ˫˧˴˟˵ˬ ˸ˣˬ˪˰˸ˢˢ ˭˩˪ˣ) ˸˧˪˞ˣ˦˯˵˦ ˸˧ˮ˟˸ ˣˤ˧˞ ˶˥˞ ˷ˣ˲˧˥ ˪˷ ˢ˶˧˟˯- ,(˧˪˞ˣ˦˯˵˦
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˪ ˢ˷˧ˠˢˣ-Registry - ˪ ˨˶˰ ˸˯ˮ˩ˢ) ˸˰˪ˣ˸ˢ "˸˪˧˸˷" ˢ˵˪˥-Run  ˸˪˰˲ˢ ˫˰ ˪˰˲ˣ˸˷ ˨˩˪ ˫ˣ˶ˠ˧˷

˶ˮ˩ ˢ˵˪˥ ,(˟˷˥ˬˢ ˫˧˩˶˰ˣ ,(˸˶ˣ˷˵˸ˣ ˢˮ˲˴ˢ) ˭ˢ˟ ˸˷ˬ˸˷ˬ ˞˧ˢ˷ ˸ˣˮˣ˷ˢ ˸ˣ˧˶˲˯˪ ˶ˣ˷˵ ˢ˞

 ˢˬ˴˰ ˸˰˪ˣ˸ˢ ˸ˣ˪˧˰˲˪ ˫˧˶ˣ˷˵ ˢ˞˶ˮ˩ ˫˧˲˯ˣˮ- rlist, myid, lastcommandid ˵˪˥˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ .

˟ ˸ˣ˪˧˰˲ˢˬ-Registry ˪ ˢ˟˧˸˩ˢ) ˟˷˥ˬˢ ˸˲˧˷˥˪ ˫ˠ ˡ˰ˣˮ-internet settings  ˷ˣˬ˧˷ ˸˪˦˟ˬ

 ˧˸˶˷˟Proxy.( 

 

˰˪ˣ˸ˢ ˧ˣˢ˧ˤ ˸

˪ ˸ˣ˟˸˩ˢ ˥ˣ˸˧ˮ-Registry  ˨˶˰˪ ˸ˣ˟ˣ˶ˬ ˸ˣ˟˧˸˩ ˦˧˪˟ˢRList  ˢˤ˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˭˧˟ˢ˪ ˣˮ˪ ˫˶ˠ˷ ˢˬ

 ˧˩ ˢ˪˰ˢ ,ˢ˸ˣ˰ˬ˷ˬ ˸˞ ˭˧˟ˢ˪ ˸ˮˬ ˪˰ ˦ˮ˶˦ˮ˧˞˟ ˢˤ ˨˶˰ ˫˷ ˶˥˞ ˷ˣ˲˧˥ .ˢ˸ˣˠˢˮ˸ˢ ˪˷ ˶ˣ˶˟ ˭˧˧˲˞ˬ

ˢ ˸˰˪ˣ˸ ˪˷ ˭˧˧˲˞ˬ ˞ˣˢ-Waledac23˯˧ˮ˩ ˫ˠ ˧˩ ˣˮ˧˞˶ˣ ˣˮ˵ˡ˟ ,ˣˤ ˢˮ˥˟˞ ˷˷ˣ˞˪ ˸ˮˬ ˪˰ .ˢ ˸ˣ-Registry 

 ˸˵˧˶˯ ˧˩ ˣˮ˧˞˶ ,˭˩ ˣˬ˩ .ˣˤ ˸˰˪ˣ˸ ˸ˣˠˢˮ˸ˢ ˸˞ ˸ˣˮ˧˧˲˞ˬ˩ ˸ˣ˥ˣˣˡˬ ˳˟ˣ˵ˢ ˟˸˩ ˭ˢ˧˪˞˷ ˸ˣ˶˥˞ˢ

 ˣ˩˶ˡ ˧˲˧˴˲˯ˢ ˶˸˞ˢ ˭˩ˣ ,ˢ˸ˣ˞ ˫˧ˮ˧˧˲˞ˬ (˧˪˞ˣ˦˯˵˦ ˭˩ˣ˸ ˧˪˰˟ ˫˧˴˟˵˟ ˸ˣˡ˵ˬ˸ˢˢ ˭˩ˣ) ˫˧˴˟˵ˢ

ˣˮ˵˟ˡˮ24. 

˞ˬˠˣˡ˪) ˫˧˶˸˞ˢ ˟ˣ˶˟ ˢ˴ˣ˲ˮˢ ˢ˶˟˯ˢ25ˣ˸˩ ˶˥˞ ˸˵˶ˣ˯ ˢˮ˩ˣ˸ˢ ˧˩ ˞˧ˢ (˪ ˸˟˸ˣ˩ˣ ,˪˧˧ˬ˧˞ ˸ˣ˟-RList 

 ˶˷˵ ˣˮ˞˴ˬ ˧˩ ˫˞ ,ˣˮˬ˴˰˟ ˣˤ ˢ˶˟˯ ˶˷˞˪ ˣˮ˥˪˴ˢ ˞˪ .˸˶˷˵˸ˬ ˞˧ˢ ˭˸˧˞ ˫˧˵˥ˣ˶ˬ ˫˧˸˶˷ ˪˷ ˸ˣ˟ˣ˸˩

 ˨˶˰˪ ˢ˷˧ˠ ˭˧˟Registry ˣ˶˩˧ˤ˟ ˫˧˞˴ˬˮˢ ˫˧˵˥ˣ˶ˬ ˫˧˟˷˥ˬ ˸ˣ˟ˣ˸˩ ˭˧˟˪ ˢˤ ˭ ˵˶˲˟ ˦˶ˣ˲ˬ) ˢ˴˧˶ˢ

.(˧˪˟ˬ˯˞˯˧ˡˢ 

˧˦ˮ˞ ˸ˮ˩ˣ˸ ˣˮ˪ ˢ˸˧˧ˢ ˞˪ ˢ˵˟ˡˢˢ ˭ˬˤ˟-˯ˣ˶˧ˣ  ˸ˣˠˢˮ˸ˢ ˸˞ ˷˟˷˸ ˞˪˷ ˧ˡ˩ ,ˢˡˬ˰ˢ ˪˰ ˧ˢ˷˪˩

˧˦ˮ˞ ˸ˮ˩ˣ˸ ˫˞ˢ ˵ˣˡ˟˪ ˣˮ˧˯˧ˮ ˶˸ˣ˧ ˶˥ˣ˞ˬ .˸˰˪ˣ˸ˢ- ˭˩˞ˣ ,˸˰˪ˣ˸ˢ ˸˞ ˢˢˤˬ ˸˧˦˶ˡˮ˦˯ ˯ˣ˶˧ˣAVG 

˩ ˣ˧˪˰ ˰˧˶˸ˬ-""Virus Identified Win32/Cryptor. 

 ˟ˣ˷˥˪ ˣˮ˪ ˫˶ˣˠ˷ ˢˬ ,ˣ˪ ˫˧ˬˣˡˣ ˢˤ ˫˷ ˫˰ ˸ˣˢˣˤˬ˷ ˸ˣ˧ˮˣˡˤ ˸ˣˮ˩ˣ˸ ˪˷ ˪ˣˡˠ ˶˲˯ˬ ˣˮ˞˴ˬ ˢ˧ˣ˷˰ ˣˤ˷

˰ˣˡ˧˷ ˶˟˸˯ˬ ,ˢ˶˵ˬ ˪˩˟ .ˤˣ˶˞ ˳˟ˣ˵ˢ˷ ˨˩ ˪˰ ˸˯˯ˣ˟ˬ˷ ˸˧˶ˮˠ ˢˮ˥˟˞ ˣˤ˧˞ ˸ˣ˧ˢ˪26  ˧˩AVG  ˵˲˯ˬ

ˢ ˸˰˪ˣ˸˪ ˣˤ ˢˮ˥˟˞-Waledac. 

                                                           
23
 Threat Encyclopedia, Microsoft Malware Protection Center, 

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Trojan%3aWin32%2f
Waledac.gen%21A 
24
 Waledac Reuters Theme ς Security Labs Alert, 

http://securitylabs.websense.com/content/Alerts/3321.aspx 
25
 W32.Waledac, Symantec, http://www.symantec.com/security_response/writeup.jsp?docid=2008-

122308-1429-99&tabid=2 
26
 W32/Waledac, McAfee, http://vil.nai.com/vil/content/v_207110.htm  

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Trojan%3aWin32%2fWaledac.gen%21A
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Trojan%3aWin32%2fWaledac.gen%21A
http://securitylabs.websense.com/content/Alerts/3321.aspx
http://www.symantec.com/security_response/writeup.jsp?docid=2008-122308-1429-99&tabid=2
http://www.symantec.com/security_response/writeup.jsp?docid=2008-122308-1429-99&tabid=2
http://vil.nai.com/vil/content/v_207110.htm
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˸˰˪ˣ˸ˢ ˪˷ ˧˪˟ˬ˯˞˯˧ˡ 

˰ˣ˴˧˟ˢ ˸˵˧ˮ˩˦ 

˰ˣˡ˧ˢ ˧˲˪27  ˪˷ ˧˶˞ˮ˧˟ˢ ˳˟ˣ˵ˢWaledac ˟ .˫˧˩˶ˡ ˶˲˯ˬ˟ ˭˲˴ˣˬˣ ˱ˣ˦˰26  ˞˯˶ˠ˟ ˧˩ ˭˧ˣ˴ˬF  ˸˰˪ˣ˸ˢ ˪˷

ˣˬ˧˷ ˷˧˟ ˷-code obfuscation ˸ˣ˰˴ˬ˞˟ ˢ˲˧˦˰˟ ˭˩ˣ ,UPX ˧˲˪ ,˭˩ ˣˬ˩ .˸˰˪ˣ˸˪ ˧ˡˣ˥˧˧ ˧˪˩ ˸ˣ˰˴ˬ˞˟ˣ26 ,

 ˪˧˰˲ˬWaledac  ˸˥˸ ˣ˸˴˶ˢ ˧ˣ˪˧ˠ˪ ˫˧ˮˣˮˠˮˬdebugger. 

 

 ˢ˧ˢ ˥ˣ˸˧ˮˢ ˰ˣ˴˧˟˪ ˣˮ˸ˣ˞ ˷ˬ˧˷˷ ˧˪˩ˢOllyDbg. ˟ ˸˧ˮˣ˷˞˶ˢ ˢ˥˧˸˲ˢ-OllyDbg  ˢ˶˟˯˟ ˸˩ˬˣ˸ ˭˩ ˫ˠ

 :ˤˣ˶˞ ˳˟ˣ˵ˢ˷ 

 

 

ˬˢ ˶ˠ˸˞ˢ ,˨˩ˣ˰ˮˬ˧ˢ ˞ˣˢ ˞˟ˢ ˶ˠ˸˞ˢˣ ,˥ˮ˰ˣ˲ˬ ˳˟ˣ˵˪ ˢ˷˧ˠ ˸ˠ˷ˢ ˞ˣˢ ˣˮ˧ˮ˲˟ ˡˬˣ˰˷ ˧ˤ˩˶ ˸ ˧ˣ˪˧ˠˬ

˟ ˢ˴˶ˢ˪ ˢ˟ˣˠ˸˟ ˸˰˪ˣ˸ˢ ˪˷ ˸ˣˠˢˮ˸ˢ ˣˮ˞˴ˬ ˞˪ ˧˩ ˭˧ˣ˴˧ .˸˰˪ˣ˸ˢ ˧ˡ˧ ˪˰ ˣˮ˸ˣ˪˧˰˲-debugger ˭˩ ˪˟˞ ,

.("˸ˣˠˢˮ˸ˢ˪ ˫˧˶˦ˬ˶˲" ˵˶˲ˢ ˸˸˟ ˨˩ ˪˰) ˢˤ˩ ˶˥˞ ˸˷˲˥ˬ ˭˩˞ ˞˧ˢ˷ ˨˩˪ ˸ˣ˧ˣˡ˰ ˣ˞˴ˬˮ 

 

˧˶˲ˢ ˭ˣ˧˯ˮ ˞ˬ˷ ˣ˞) ˢ˥ˮˢ ˪˰ ˯˯˟˸ˢ ˭ˣ˷˞˶ˢ ˢ˷-  ˸˞ ˣˮ˴˶ˢ .˦ˣ˷˲ ˭˲ˣ˞˟ ˤˣ˶˞ ˳˟ˣ˵ˢ ˧˩ (˟˪ ˸˪˞˷ˬ

˟ ˳˟ˣ˵ˢ-debugger  ˪˷ ˨ˣ˶˞ ˱˴˶˪ ˟˪ ˣˮˬ˷ .ˣ˸ˣˠˢˮ˸ˢ˟ ˸ˣ˧˵ˣ˥ ˶˥˞ ˸ˣ˵˥˸ˢ˪ ˭ˣ˧˯ˮ˟ ˡ˰˴ ˶˥˞ ˡ˰˴

.˸ˣˠˢˮ˸ˢ˪ ˰ˠˣˮ˟ ˶˟ˡ ˪˩ ˭˧˟ˢ˪ ˣˮ˥˪˴ˢ ˞˪ ˨˩ˣ ,ˢ˶ˤ˥ ˞˪˪ ˸ˣ˴˧˲˵ 

 

˵ˢ ˸˷˧˶˲˪ ˸ˣˮˣ˧˯ˮ ˶˲˯ˬ ˣˮ˰˴˧˟ ˫˧˪˩ˢ ˸˶ˤ˰˟ ˳˟ˣWinUPack ,UPX x-NSPack  ˸˷˧˶˲˪ ˫˧ˡ˰ˣ˧ˬˢ

 ˸˧ˡˣ˥˧˧˷ ˸˧ˮˣ˴˧˥ˢ ˢ˲˧˦˰˪ ˫ˮˣ˪˷˩ ˸˞ ˯˥˧˧˪ ˭˸˧ˮ ˡ˟˰˧ˡ˟ .ˣ˪˷˩ˮ ˢ˪˞ ˪˟˞ ,ˢ˪˞ ˫˧ˠˣ˯ˬ ˸ˣ˲˧˦˰

.˸˰˪ˣ˸˪ 

                                                           
27
 W32.Waledac Threat Analysis, Symantec Security Response, pg. 2 

http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/W32_Wale
dac.pdf 

http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/W32_Waledac.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/W32_Waledac.pdf
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˧ˣ˯˧ˮ ˧ˡ˧ ˪˰ ˢ˸˪ˠ˸ˮ˷ ,˷ˣ˶˲ˢ ˳˟ˣ˵ˢ ˸˲˧˷˥˪ ˢ˵˧ˮ˩˦ˢ ,˶˟ˡ ˪˷ ˣ˲ˣ˯˟-:ˣˤ ˞˧ˢ ˢ˧˰˦ˣ 

1.  ˨ˣ˸˟ ˳˟ˣ˵ˢ ˸˞ ˳˶ˢOllyDbg˷˩ , ˰˴˟ ˫˧˦ˣ˥ ˸˶˧˴˧ ˪˰ ˥ˣˣˡˬ ˯ˣ˦˦˯ˢ ˸˶ˣ˷˟pause. 

2. ) ˭ˣ˶˩ˤˢ ˸˲ˬ ˸˞ ˢ˪˰ˢAlt-M.( 

3.  ˰˟˵Breakpoint  ˪˰Code )F2.( 

4. .˳˟ˣ˵ˢ ˸˴˶ˢ ˸˞ ˨˷ˬˢ 

5. ˪ ˰˧ˠ˧ ˶˷˞˩-Breakpoint ˷ˡ˥ˬ ˢˤ˧˪ˮ˞ ˰˴˟ ,(Ctrl-A). 

.˱ˣ˷˥ˢ ˡˣ˵˪ ˢˤ˧˪ˮ˞ ˰˴˟˪ ˭˸˧ˮ ˤ˞ˣ ,ˣˬ˴˰˟ ˢˤ˧˶˞ˢ ˸˞ "˱˪˵ˬ" ˳˟ˣ˵ˢ˷ ˨˩˪ ˸ˬ˶ˣˠ ˣˤ ˢ˦˧˷ 

 

ˣˡˢ ˢ˵˧ˮ˩˦˪ ˟˪ ˣˬ˧˷]- ˸˩˶˰ˬ ˸ˣ˞˧˶˵ ˶˥˞ ˣ˞ ˸ˣˬ˧˞˸ˬ ˸ˣˤˣ˶˥ˬ ˶˥˞ ˣˮ˷˲˧˥ ,˫˧ˬ˧ˣ˯ˬ ˫˧˦˶˲ ˶˸˞˪ ˸ˮˬ ˪˰ .ˣˤ ˢˮˣˬ˸˟ ˷ˣˬ˧˷˟˷ ˸˧˶˟˩˰

[.˫ˢ˧˪˞ ˸ˣ˧ˮ˲ˢ ˶˥˞ ˣˮ˟˵˰ˣ ,˸ˣ˧˦ˮˣˣ˪˶ 
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˫˧˞˴ˬˬ 

˸ˣ˥˸˲ˬˣ ˸ˣˡˣ˰˸ 

ˢ˶˟˯ˢ ˸˪˟ˣ˵ˬ ˸ˣ˶˲˯˟28  ˸ˣ˥˸˲ˬ ˧ˮ˷ ˡˣ˵˟ ˫˧˞˴ˬˮ ˧˩AES ˴ ˢˡˣ˰˸ ˭˩ˣ ,ˣ˟ ˫˧ˡˡˣ˵ˬ ˸ˣ˥˸˲ˬ .˸˧˶ˣ˟˧

-sAES ˟ ˫˧˩˶˰ˢ ˸ˮ˲˴ˢ˪ ˫˧˷ˬ˷ˬ-Registry29 ˥˸˲ˬ ˣˮ˷˧ ,˭˩ ˣˬ˩ .hard-coded ˢˮ˩ˣ˸ ˧ˮˣ˩ˡ˰ ˥ˣˮ˰˲˪30. 

ˣ˶˩˧ˤ ˪˰ ˧ˮˡ˧ ˶˟˰ˬ ˧ˡ˧ ˪˰ ˣˮ˪˵˸ˮ ˸˧˪˦˧ˠ˧ˡˢ ˢˡˣ˰˸˟ ˭ ˧˩ ˫˞ ,(ˣˮˬˤ˟ ˢ˧˶˥˞ ˷˲˥˪ ˣˮ˰ˡ˧ ˞˪) ˢ˴˧˶ˢ

 ˸ˤˣ˶˥ˬˢ ˶˥˞ ˧˪˞ˣ˦˯˵˦ ˷ˣ˲˧˥ ˧ˡ˧ ˪˰ ˢ˸ˣ˞ ˞ˣ˴ˬ˪ ˦ˣ˷˲"CERTIFICATE ": 

 

 

ˣ˶˩˧ˤˬ ˱˪˷ˮˢ ,ˢˤ ˰˦˵˟ ˭ ˸˧ˮ˩ˣ˸ˢ ˷ˣˬ˧˷˟˷ ˸˧˪˦˧ˠ˧ˡˢ ˢˡˣ˰˸ˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ ,˸˧ˮ˩ˣ˸ˢ ˪˷ ˢ˴˧˶ˢ

˧˲˪ ,˶ˣˬ˞˩ .(˪ˣ˥˩˟ ˫˧ˮˬˣ˯ˬ ˱ˣ˯ˢˣ ˢ˪˥˸ˢˢ)27  ˸ˣ˥˸˲ˬ ˢ˪˞AES  :˟ ˨˶˰ˢ ˸ˮ˲˴ˢ˪ ˫˧ˡ˰ˣ˧ˬˢ

HKCU\Software\Microsoft\Windows\CurrentVersion\RList ˢ ˞˶˵˧ ˭˪ˢ˪)-RList.( 

˟ ˫˧˧˷˵ ˶˲˯ˬ˟ ˣˮ˪˵˸ˮ ˢˡˣ˰˸ˢ ˥ˣˮ˰˲- ˣ˶˩˧ˤˢˬ ˢˡˣ˰˸ˢ ˸˞ ˣˮ˞˴˧ ˭ ˣˮ˧˯˧ˮˣ ,˫˧ˮˣ˷ ˫˧˦ˬ˶ˣ˲ ˶˲˯ˬ˟

 ˪˷ ˧˪˩˟ ˷ˬ˸˷ˢ˪openssl  ˢ˞˧ˠ˷ˢ ˸˰ˡˣˢ˟ ˣˮ˪˵˸ˮ ˢ˪˧˥˸˟ .ˢˮ˩ˣ˸ ˸˞ ˞ˣ˶˵˪ ˧ˡ˩unable to load 

certificate: no start line ˸˵ˣ˪˥ ˧˶˥˞ˣ ,begin/end certificate ˟˧˵ ,˫ˬ˴˰ ˪˷ˬ ˸ˣ˶ˣ˷˪ ˢ˰ˡˣˢˢ ˸˞ ˣˮ˪

bad base64 decode ˢˤ ˫ˠ ˪˟˞ ,ˢ˦ˣ˷˲ ˢˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟ ˣ˸ˣ˞ ˶˧ˬˢ˪ˣ ,˧˶˞ˮ˧˟ ˦ˬ˶ˣ˲˟ ˞˴˧˧˪ ˫ˠ ˣˮ˧˯˧ˮ .

.˪˷˩ˮ 

˟ ˢˡˣ˰˸˪ ˢ˞ˣˣ˷ˢ˟-27 ˣ˶˩˧ˤˢ ˸ˮ˧˥˟ .˞˪ ˫˷ ˡˣ˰˟ ,˸ˣˡˣ˵ˮ ˸ˣ˰˧˲ˣˬ ˣˮ˪˴˞ ˢˡˣ˰˸˟ ˧˩ ˣˮ˧˞˶ ˟˭-OllyDbg 

 ˞ˣˢ ˸ˣˡˣ˵ˮˢ ˪˷ ˭˩˶˰˷ ˢ˸˞˶ˢ0A -  ˶ˬˣ˪˩line feed . ˤ˞ˣ ˢ˶ˣ˷ ˸ˡ˧˶˧˟ ˸ˣˡˣ˵ˮˢ ˸˞ ˣˮ˲˪˥ˢ ,˨˩

:ˢˡˣ˵˲ˢ ˸˶ˣ˷ ˸˶ˤ˰˟ ˢˡˣ˰˸ˢ ˸˞ ˞ˣ˶˵˪ ˣˮ˥˪˴ˢ 

openssl x509 - text - noout - in filename  

                                                           
28
 Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 7  

29
 Decoding Waledac's Registry, 

http://www.nnl -labs.com/cblog/index.php?/archives/9-Decoding-Waledacs-Registry.html 
30
 W32.Waledac Threat Analysis, Symantec Security Response, pg. 12  

 

http://www.nnl-labs.com/cblog/index.php?/archives/9-Decoding-Waledacs-Registry.html
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:˰ˡ˧ˬˢ ˸˞ ˣˮ˪˟˧˵ ˨˩ 

Certificate:  

    Data:  

        Version: 3 (0x2)  

        Serial Number:  

            bb:c5:91:63:0b:ff:54:79  

        Signature Algorithm: sha1WithRSAEncryption  

        Issuer: C=GB, ST=Berkshire, L=Newbury, O=My Company Ltd  

        Validity  

            Not Before: Oct 21 20:11:48 2007 GMT  

            Not After : Nov 20 20:11:48 2007 GMT  

        Subject: C=GB, ST=Berkshire , L=Newbury, O=My Company Ltd  

        Subject Public Key Info:  

            Public Key Algorithm: rsaEncryption  

            RSA Public Key: (1024 bit)  

                Modulus (1024 bit):  

                    00:9f:74:fa:f0:bb:8a:c5:21:28:1f:28:03:33:01:  

                    ff:09:84:ff:2a:48:08:b5:36:a3:59:eb:f2:05:65:  

                    48:90:bc:65:76:01:20:4d:4e:03:38:80:49:86:9d:  

                    00:9b:4d:d0:0b:fa:29:6d:2c:bb:70:e1:f0:62:09:  

                    cb:bc:c9:04:ff:a2:d3:de:30:e1:8c:b6:07:4a: 63:  

                    b4:ba:fd:83:63:60:9d:6c:05:1a:df:f4:1a:31:1a:  

                    81:e9:8c:6b:27:fa:00:35:2d:2a:21:37:a4:61:bd:  

                    26:b4:62:28:2f:7d:4d:7d:f5:00:9b:23:61:23:37:  

                    aa:c2:f8:43:c9:53:21:32:c9  

                Exponent: 65537 (0x10001)  

        X509v3 extensions:  

            X509v3 Subject Key Identifier:  

                

2F:5D:F6:2B:10:75:38:E7:E9:49:EC:7D:8D:23:CE:7D:46:33:5E:10  

            X509v3 Authority Key Identifier:  

                

keyid:2F:5D: F6:2B:10:75:38:E7:E9:49:EC:7D:8D:23:CE:7D:46:33:5E:10  

                DirName:/C=GB/ST=Berkshire/L=Newbury/O=My Company Ltd  

                serial:BB:C5:91:63:0B:FF:54:79  

 

            X509v3 Basic Constraints:  

                CA:TRUE 
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    Signature Algorit hm: sha1WithRSAEncryption  

        59:8a:61:16:6f:db:8b:91:cf:ee:19:8f:10:6b:7c:8f:42:5f:  

        c5:cb:d6:f0:fd:56:b7:65:c2:a2:93:bc:1a:2c:12:39:49:d1:  
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