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Switch (config) # interface f0/1
Switch (config-if)# switchport port-security
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Switch# show port-security interface f0/1
Port Security : Enabled

Port Status : Secure-down
Violation Mode : Shutdown
Aging Time : 0 mins

Aging Type : Absolute

SecureStatic Address Aging : Disabled
Maximum MAC Addresses : 1

Total MAC Addresses : O

Configured MAC Addresses : O

Sticky MAC Addresses : 0

Last Source Address:0000.0000.0000:0
Vlan : O

Security Violation Count : 0
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Switch (config-if)# switchport port-security violation
restrict/protect/shutdown
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Maximum MAC addresses
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Switch (config-if)# switchport port-security maximum 2
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Switch (config-if)# switchport port-security maximum 1 vlan access
Switch (config-if)# switchport port-security maximum 1 vlan voice
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Switch (config-if)# switchport port-security mac-address 001b.d41b.a4d8
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Switch (config-if)# switchport port-security mac-address sticky

Mac Address Aging
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Switch (config-if)# switchport port-security aging time 5
Switch (config-if)# switchport port-security aging type
inactivity/absolute

Auto Recovery
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Switch (config)# errdisable recovery cause psecure-violation
Switch (config)# errdisable recovery interval 600
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%PM-4-ERR RECOVER: Attempting to recover from psecure-violation
err-disable state on Fa0/13

%LINK-3-UPDOWN: Interface FastEthernet0/13, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/13,
changed state to up
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Switch# show port-security interface f0/1
Port Security : Enabled

Port Status : Secure-up

Violation Mode : Shutdown

Aging Time : 0 mins

Aging Type : Absolute

SecureStatic Address Aging : Disabled
Maximum MAC Addresses : 1

Total MAC Addresses : 1

Configured MAC Addresses : O

Sticky MAC Addresses : 0

Last Source Address: 001b.d41b.a4d8:10
Vlan : 01

Security Violation Count : 0
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%PM-4-ERR DISABLE: psecure-violation error detected on Fa0/1,
putting Fa0/1 in err-disable state

%PORT_SECURITY-2-PSECURE VIOLATION: Security violation occurred,
caused by MAC address 0021.55c8.f13c on port FastEthernet0/1
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to down
%LINK-3-UPDOWN: Interface FastEthernet0/1, changed state to down

Violation-nwi .Shutdown axn 7y n"nw nniana ,Err_disable axn v1I9NW NIXTYT 2210 [pn INKY

:N"7y Counter

Switch# show port-security interface f£0/13
Port Security : Enabled

Port Status : Secure-shutdown
Violation Mode : Shutdown
Aging Time : 0 mins

Aging Type : Absolute

SecureStatic Address Aging : Disabled
Maximum MAC Addresses : 1

Total MAC Addresses : 0

Configured MAC Addresses : 0

Sticky MAC Addresses : 0

Last Source Address:Vlan : 0021.55c8.£13c:10
Security Violation Count : 1

Switch# show interfaces f0/13

FastEthernet0/13 is down, line protocol is down (err-disabled)
Hardware i1s Fast Ethernet, address is 0013.c412.0f0d (bia
0013.c412.0f04d)

MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set
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