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Port: 8080
URL: http://192.168.2, 104:8080

SLPort: 447

SSLURL:  https://192.168.2. 104:447

Launch Server at windows startp
Startup minimized in systemtray
¥| Automatically activate server at startup
V| Automatically activate ssl server at startup

V|Save log to fie { ]

/| Enable guest to register a new account

[ PAiter.. | [ Sevice.. | [DymamcOrs...|

[Chat Sesvet 1 oniine] / [SSL Seever i onine)

-Fuzzing? x1an
www.DigitalWhisper.co.il
7 2012 " ,33 I"a



http://portswigger.net/burp/
http://www.digitalwhisper.co.il/files/Zines/0x1E/DW30-1-SEH.pdf
http://www.digitalwhisper.co.il/files/Zines/0x1E/DW30-1-SEH.pdf
http://www.digitalwhisper.co.il/files/Zines/0x1E/DW30-1-SEH.pdf
http://portswigger.net/burp/

Technologic

MT770 NTH NPNA) NMRN NWPA DRI DXV 'R MNTaN 'Positions' NIw7n nna 'wiw 27wd

: , 1 ] ] ] ] ]
107102 TINAD QTNVIRT? ANYYIE'OPNDN NIYYNANRY "ND'0UN" YW NRXIN NINY7 7' IT IR DT

7172 XN NI (username) TNR AVNID P 7T INY (DN 'sniper’ NOPNNN NU'WA MINA

VN DX MIN'0I NWRAN DX 'MD0IN .[XD NRIYA NIV'WA 7V TM%7 N1 ,ina yad 71 TnX payload

:payload -n My nwnd (§plval§) wnnwnn v v

m‘-’butpmeheedvﬁonvl‘m T TS WS e — - T —— W

@
. e —

| burp intruder repeater window  about
{( target | prary | spider iniruder | repeater | ssquencer | cecoder | comparer | options | alents

1]

target | pos@ions ! payloads | oplions

attack type |sniper v

1 pandoad positon lengtn: 90

GET /chat.ghpusername~SPIvalcpassvord=1DontEnovandiDontCare ' (xoom= Lisec=l HTTP/1.1 Al add§
| dear§
| auto §

rofrosh
v | Cear

+ <] al] 0 malches
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(1l

[“target | positons | payloads | eptens | \
nomder of pasieads: 86
number of raquests: 85

payioadset  [1 | w! [character blocks [v

basesting R
min length 150

maxiengh 1000

step 10
payload processing rubes
i _edt

nmove

up

down
isedect e hpe > ladd | \‘
payload encoding within requests

[v] URL-encode these characters
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burp repeater window about
" targ:

T]_ open

r | repeater | sequencer | decoder | comparer | options | alerts |

OPNNYT 0 IRWA PN D0, INT

§ bupsutefeeedionvidOl . _§Eaaaa e =

- targ actively scan defined Insertion points

— | send request to repeater

HTT newtab
delete tab

rename tab

save attack config
| load attack config
copy attack config

new tab behaviour

use automatic payload positions

onfigure p payload lists

step
start @® immediately
Qin |10 minutes
© paused
results

[v] store requests

[v] store responses

make unmodified baseline request
[] use DoS mode (no results)

[_] store full payloads
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l Filter: showing all items

f results | target | positions | payloads | options |

request payload status error_[imeo..! length comment

0 200 L] [ ] 1303 baseline request
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|"7 210 XA 200 L] [ O [303
| 8 220 xA 200 L] L] [303
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