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"Everything should be made as simple as possible, but not one bit simpler."

Albert Einstein
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Add WPS3 Client

Select a setup method:
@ Push Button (recommended)
You can either press the push Button physically on the router or press the Button below (soft Push Button).

(J

= PIN {Personal Identification Mumber)

[.PBC Tm2a WPS 71710N9 NX 7'yonn "7R107'1 N9 a'xn pwnnin .Netgear 7w CG3000 2n1 7w web-n punnn jon ni7'x]
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Add WPS Client

Select a setup method:
= Push Button (recommended)
You can either press the push Button physically on the router or press the Button below (soft Push Button).
i@ PIN (Personal Identification Number)

Enter Client's PIN: MNext
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@ @ Set up a wireless router or access point

W Type the PIN for WCN Wireless Access Point
To configure this device for use on your network, type the PIN. You can find the PIN in the
| information that came with the device or on a sticker on the device.
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:(Now Spec

M1 | Enrollee — Registrar N1 || Description || PKg

M2 | Enrollee < Registrar N1 || N2 || Description || PKg || Authenticator Diffis-Haliman Key Exchange

M3 | Enrollee — Registrar N2 || E-Hash1 || E-Hash2 || Authenticator

M4 | Enrollee «— Registrar N1 || R-Hash1 || R-Hash2 || Exeywraokev(R-51) || proove posession of 1° half of PIN
Authenticator

M5 | Enrollee — Registrar N2 || Exeywrapkey(E-S1) [| Authenticator proove posession of 1% half of PIN

M6 | Enrollee «— Registrar N1 || Exeywrapkey(R-S2) || Authenticator proove posession of 2™ half of PIN

M7 | Enrollee — Registrar N2 || Eeywrapkey(E-S2 ||ConfigData) || Authenticator | proove posession of 2™ half of PIN,
send AP configuration

M8 | Enrollee < Registrar N1 || Exeywrapkey(ConfigData) || Authenticator set AP configuration
Enrollee = AP PSK1 = First 128 bits of HMACaythke, (1> half of PIN)
Registrar = Supplicant = Client/Attacker PSK2 = first 128 bits of HMACAuthKey(Z"d halF of PIN)
PK; = Diffie-Hellman Public Key Enrollee E-51 =128 random bits
PKr = Diffie-Hellman Public Key Registrar E-S2 = 128 random bits
Authkey and KeyWrapKey are derived from the Diffie- E-Hash1 = HMACthkey(E-S1 || PSK1 || PKe || PKg)
Hellman shared key. E-Hash2 = HMAC s hkey(E-S2 || PSK2 || PKe || PKg)
Authenticator = HMAC, ey (last message || current R-S1 =128 random bits
message) R-S2 = 128 random bits

_ . R-Hash1 = HMACehey(R-S1 || PSK1 || PKe || PKg)
E,ée%\.;rapkey = Stuff encrypted with KeyWrapKey (AES- R-Hash2 = HMACauthkes(R-S2 || PSK2 || PKe || PKg)
1/2[3]4a]5[6[7] o

1%t half of checksum
PIN 2" half of PIN
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D'TTYN ,NINIYRIN NIVTINN "M .Register-n T'poN NX X7an (WpRNn IX) NwA?7 "annnn
niyTINA .Register-n 7w PKR-1 ,Emrolee-n 7w PKE ,0"anion Diffie-Helman ninnon nx 0'9'7nn
8M-1 7M NIyTINa .NIN'R? qnivn T10> PIN-n 7y Niooann N ' TTan NIM'RN y¥ann M3-M7
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http://www.digitalwhisper.co.il/files/Zines/0x09/DW9-2-ZeroKnow.pdf
http://www.digitalwhisper.co.il/files/Zines/0x09/DW9-2-ZeroKnow.pdf
http://www.digitalwhisper.co.il/files/Zines/0x09/DW9-2-ZeroKnow.pdf
http://download.microsoft.com/download/a/f/7/af7777e5-7dcd-4800-8a0a-b18336565f5b/WCN-Netspec.doc
http://download.microsoft.com/download/a/f/7/af7777e5-7dcd-4800-8a0a-b18336565f5b/WCN-Netspec.doc
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